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1. lNocTtaska PYCT2K-ECY

PYCT2K-ECY nocraBnsetca B Buae obpasa BMPTyasibHOM MalmnHbl ESU-box. B 3aBucMmocCTn OT Lenesom
nnatGopMbl BUPTyann3aLmMm, Ha KOTopon ByaeT Npom3BOANTLCA MHCTANNALMA, UCNONb3YOTCA GopMaThbl:

* .raw — 4/1a yCTaHOBKM Ha PYCT3K (KVM).
* .0va-— 4.4 yCTaHOBKK Ha VMware ESXi.

B kauectBe rocteBoii OC ucnonbdyetca Debian 10 (MmoXeT meHaTbcs npoussoguTtenem). B ESU-box
BCTPOEH MHCTANNATOP, a TaKXe 3anylweHbl Heobxoaumble gns paboTbl CepBUCbl M MPOrpammHoe
obecneyeHune B Buae docker-koHTeHepoB. 3To yaA06HO Ana 6bicTporo 3anycka Cuctemsl.

MuHUManbHble TpebosaHus ana cepsepa ESU-box:

= vCPU 4 agpa.
= RAMA4TB.
= Pasmep aucka 20 Ib.



2. Pa3BépTbiBaHME Ha naaTtpopme BmpTyanmsaumm PYCTIK

2.1. CuctemHble TpeboBaHMA

= PYCT3K Wallaby.

*  OpgHa MapLupyTM3npyemas ceTb, MMHUMAAbHO JONYCTUMAnA /27, c AOCTYNOM A0 management-ceTu

PYCT3K

Mpumep cxembl ceTeBor cBA3HOCTU PYCTIK-ECY, ycTaHOBNEHHOW BHYTPWM NAaTtPopmbl BUPTYanm3saumm

PYCT2K c noakntodeHHOM K Hel nHcTannaumeit VMware vSphere (PucyHok 1).

4 b

ESU-box
PYCT3K-ECY

PYCT3K

S

MaplwpyTHanpyeman
BHYTPEHHAA CETh

Management ceTs

BM poyTtep BM
edge NonL30BaTENA

\ BLOMA wnueHTa _/

\\VMware vSphere /

PucyHok 1

2.2. NMopAanoK passepTbiBaHUA
1. 3aiitu B MaHenb ynpasneHuns PYCTIK no ccoinike https://<virtual ip>/New

2. CospgaHue obpasa (PucyHok 2, PucyHoK 3):

MepeiTun B pasgen «Konumn n obpasbi» — «06pasbi» 1 HaxaTb KHONKy «Co3aaTby.



@ P H C m a H = O6nacTs sugumocTu: MNATOOPMA ~ © ADMIN ~

L Pecypcbi
= Cepeepbl ;
& [ucku Vs - Tun oc MUHUMANBHBIRA pashie RAM, MB MHuT-ckpunT NyGnveinia -]
H
= KONMN 1 O6Pa3b g CentOS7-Jupyterv 2. master ‘Cent0S-T-Jupyter o o v g
O6pasbl —— Cent0S_7_v.1.10 master 'Cent0S 7' 0 0 v
Konuu auckos Cent0S_8_v.1.10 master ‘Cent0S 8' L] 0 v
& Cem v Debian-10-v.2.210624 master ‘Debian 10 [ 0 v
B xyprans: Debian-11-WP-V1-KVM master “Wordpress Debian 11" [ 0 v

PucyHok 2

OTKpoeTcs OKHO € NapameTpamu obpasa, rge HeobxoaMMO 3anoIHUTb NONA:
*  MmA — yKa3blBaeTCA «NPOU3BOJbHOEY.
=  Wma OC — yKasbiBaeTcA «NpPOM3BOJIbHOEY.
* KoHTelHep — 0CTaBUTb 3HaYeHue «bare».
= @opmar AMCKa — YKa3aTb «rawy.
=  RAM(MB) — yka3biBaeTcsi MMHMManbHoe Kon-s8o O3Y ans 6yayuwmx BM — ykasaTb 4096.

* Pasmep aucka(l'B) — yKkasbiBaeTcs MUHMMAa/bHbIA pasmep AUCKOB Ans byaywmx BM —
yKasaTtb 20 I'b.

» CeTeBol aganTep — BblbpaTh «virtio».

*  [IMCKOBbIV KOHTpOANEp — BbiOpaTb «virtio-scsi».
*  [ly6AnYHbIN — CHATb YeK-boKcC.

* MeTtog 3arpysku — BblbpaTb «Paiin».

M HaxKaTb «Co38aTb».



CospaHue HoBoro obpasa

Mma

MpoexkT

Mma OC

KoHTeiliHep

®opmaT gucka

RAM, MB

Pasmep auncka, b
CeTeBoi agantep
JMcKoBbIA KOHTponep
My&nUYHbIA
SawMeHHbIA
YnydweHus Windows
3arpy3umk UEFI
QEMU arenTt

MeTon 3arpysku

MeTapara

CO3[ATh

Rustack-ESU-image
admin
Debian-rustack

bare

virtio
virtio-scsi
O
O
O
O
O

O URL
@ Daiin

BEOAWTL Yepes 3anATyko

OTMEHA

PucyHok 3

3. 3arpyska obpasa (PucyHok 4, PucyHok 5)

HaiTu B cnucke HOBbIV 06pas, BbIBPATb €ro U HaxaTb Ha KHOMKY «3arpy3utb 0b6pas».

= (B Pycman

¢ Pecypesl

= Cepsepbl

& [Jvcku

S Konuu u obpasbi
Q6pasbl
Pacnucatme

Konuu guckos

A

Rustack-ESUHmage | m

MuHHMaNSHbIA Pa_..

aster Debian-rustack 20

PucyHok 4

RAM, MB

40%

06nacTb BUAMMOCT: TUIATGOPMA ~

WhuT-crpunT y6AMSHBI Mpoext

admin

A OAMI

Haxkatb «lob6aBuTb Ppanin» 1 BblbpaTb NpesocTaBAeHHbIN AUcTpnbyTne B popmare raw. [lanee

Ha*KaTb «3arpy3uTb». HauHeTcAa npouecc 3arpyskm obpasa.



3arpyska obpasa X

esu-3-3-3raw (2076) X

3ArPY3UTb OTMEHA

PucyHok 5

4. CospaHue maplupytusmpyemoi cetu (PucyHoK 6, PucyHok 7)

Mo OKOHYaHWM 3arpyskM Bam HeobxogmMmo co3gaTb ceTb Ans byaywei EgmHON cucTembl
ynpasseHus. 1na atoro Heobxogmmo nepentn B pasgen «Cetb» — «CeTu» K HaxkaTb «Co34aTb».

= {@ PYCM3H 06nacTb BUAUMOCTH: TUIATOOPMA ~ M © ADMIN ~
s
25 CeTb dummmm— A ;5
B
Cety  Cmmm— B E
o+t Z an Q, Monck no umesin E
=
Mopcetw a
Wma Cratye Moacete CermenTayma Mpoext
MopTl
int-net AxTHBHa nt-subnet vlan default 887 admin
PoyTepb! X .
test-net AxTHBHa testnet vian default 3209 admin
Mpodunw Ge3onacHocTH
NAT
MepeHanpasneHue nopr..
PUCYHOK 6

3anonHUTL Heobxoanmble Noss:
*  /IMSA — yKa3bIBaeTCA NPOM3BOJIbHOE.
* Twun cermeHTauumn — VLAN.

* Homep VLAN — HOMep BblAE/IEHHOrO BAaHa AN1A MEHeKMeHT-ceTu EaMHON cuctembl
ynpasneHus.

= be3onacHOCTb NOPTOB — OTK/ZIIO4YaEM.

* BHewHAA — CTaBUM razloyky.



Coz3J1aHue ceTH X

Mmn ESU-Rustack %
OnucaHue
MTU :
DNS
THN CEerMeHTaLMM VLAN -
Homep VLAN 3058 % :
BHelwHARA
BezonacHOCTL NOPTOE
MpoekT admin -
O6wan
Tern

CO3[ATb OTMEHA

PucyHok 7

5. Co3pgaHue noaceTn Ana MaplpyTusnpyemon cetn (PucyHok 8)

Mocne co3gaHua ceTn HeobxoaMmo co3aatb noaceTb. [ns atoro nepenante B pasgen «Cetu» —
«Moacetb» n HaxkmuTe «Co3aaTtby, Aasiee HE0bXoAMMO 3aMOJIHUTb NOAA:

*  WmA — yKasbiBaeTcA NPOU3BOLHOE.

= CeTb — BblbpaTb CeTb, CO34aHHYIO Ha NpeablayLem sTane.
= Bepcua npoTtokona — lpv4.

= Appec ceTu — yKasartb cidr.

= Llno3 — yKasaTb WAo3.

* DHCP — cHATb YeK-60KC.

HakaTtb «Co3aaTtby.



CospaHue noaceTy X

HmA Rustack-ESU-subnet %
OnucaHwe

Cetb ESU-Rustack -
Bepcun IP IPv4 .
Appec cetm 10.11.14.0/24 %
Lino3a 10.11.14.1 %
MpoekT admin -
DHCP 0

DNS-cepeepb

Mybnnkauma IP B DNS O

Terun

[wanasoHbl IP

JOBABUTL

MapwpyTbl

JOBABUTE

CO3[ATb OTMEHA

PucyHoK 8

I1IBaxkHo!!! N3 cospaBaemoli ceTn ana 6yayuien BM ESU_box gonrkeH 6biTb OpraHnM3oBaH A0CTynN

[10 MEHEAXKMEHT-CETU XOCTOB BUPTYaIN3aLNN.

Co3paHue KoHdurypauum BM (PucyHok 9)

MNepenaute B pasgen KoHnpurypauma — KoHourypauum un Haxkmute «Co3aatb». ocne yero

Heobxo4MMO 3anN0HUTL NonA byayuen KoHPUrypaumnm:
*  /IMA — yKa3bIBaeTCA NPOM3BOJIbLHOE.
= vCPU — konunyectso CPU.
* RAM, MbB — Konunuyectso O3Y. ObpaTuTe BHUMaHME, YTO pa3mep yKasbiBaetca B M6.

HakaTtb «Co3aaTtby.

10



CeTb ~ -

CeTu KoHdmrypauum

MNMopcetw o PEHT
MopTbi = i
& Co3fgaHKue HOBOI KoHUrypauun x BpemeHHbli 4

PoyTepbl 0

Wma large 4
Mpodunu BezonacHocTk . 0

VCPU 2 x -
NAT RAM, M5 16384 X = o
MepeHanpaBneHue NopT... Bpemennsiit guck, 6 0 x 0
Trunk-ngprm Ouck nogxaqku, MB 0 x

RX/TX 1 X

1

= KOHOUrypaLus s

OBwmit gocTyn O
Mpynnkl cepeepoB

MpoexTol -

KOHOUIYPaLUY g

MeTtanaHHsie

Arperatbl
OOBABUTE

BbluncnuTenbHble ¥3nbl

CO30ATE OTMEHA
»

Joctynel v

PuUcyHOK 9

7. CosgaHue BM (PucyHok 10)

Heobxogumo nepeintn Bo BKAagKy «CepBepbl» M HaxaTb «Co3gaTb» B nosABMBLUENCA dopme
TpebyeTca 3aN0/IHUTb NOAA:

*  /mA — yKasbiBaeTCcA NPOU3BOJIbHOE.

» OC-—BblbpaTb paHee 3arpy*KeHHbli 0bpas.

*  KoHdurypauma — yKasaTb Heobxoammyto KoHourypaumio (mmHnmansHasa 4 CPU, 4T'6 RAM).
* Pasmep gMcKa — yKasaTb pasmep gucka BM (MuHMmanbHbI pasmep 20 I6).

*  Yek-60Kc «YAanaTb AUCK BMECTe C CEpBEPOM» — PEKOMEHAYEM CHATb.

= CeTn — BbIOpaTb paHee CO34aHHYI0 MapLLPYTU3MPYEMYIO CETb.

HaxaTtb «Co3aatby.

11



G Pecypcbl

Cepaepbl Co3zfaHK1e HOBOro cepeepa
=  Cepeepbl Em—
C+ QWP CCEZ W EwWE~| Rustack-ESU
& [vcku
O vma K Onucarne
= Konuu 1 o6passl ~
Mpoext admin
06pasbl
Rustack-ESU-image X
Pacnucanue Komdurypauma large (8 CPU / 16 ' RAM) X
Konuwn gnckos 100 X
E?E CeTb ~ Mo YMORYAHUK X
corn B e e e e per P
SSH-Kknrou
Mopcetu
Mpodumny BesonactoeTn
MopTbl
Cetn ESU-Rustack X X
PoyTepbl
[LononHuTensHele HACTPOIKK
Mpodunu GesonacHocT Beidop nopra
NAT Tpynna
MepeHanpaBneHne NoOpT... Moacxazkn
nnaHupoBIMKa
Trunk-nopTel
o 1S0 o6pa
= Kondurypaums v =
Kowtponnep ans CD ide
ﬁ OocTtynbl v
O Cepamcel © CO3AATH OTMEHA

[0 OaTbCA OKOHYAHWUA CO34aHMA cepBepa (CTaTyc U3MEHUTCA Ha «3anyLLeH»).

8. OtkpbiBaem VNC-KoHcoNb Ana co3gaHHon BM (PucyHok 11)

X

Crarye

x _

[na oTKpbITUA KOHCOIM cepBepa nepexoanm B MeHto «Cepsepbl». Bbibnpaem co3gaHHbIN cepsep,
3aTem Haxkmmaem «Ewweé» n nmbo cpasy OTKpbIBAaEM KOHCO/b cepBepa, HaxKkaB « OTKPbITb KOHCO/bY,
nmMbo nonyyvaem cCbiNKy, HaxKaB Ha «CCblIKa Ha KOHCONb CepBepa» M OTKpbiBaem €€ B HOBOM

BK/1adKe.

c+ QWP CCF W

WmA

Rustack-ESU

K|=

OTKpbITH KOHCOMB | HDD, e BbIUMCNHUTENLHBIM y3en

Ccbinka Ha KoHCONb Cepeepa
hw-n7.node.hw.rustack.ru

F (S

M1 e

(G

| ‘ 25
MepeiTH B MOHUTOPHHT
Cetu
Mpodunm GesonacHocTi
Murpauus
CmeHa KoHburypaumm
C6poc cocToAHUA
IBakyauma

BoccTaHoBnenue

PucyHok 11

CraHaapTHana y4éTHanA 3anucb Ha cepsepe ¢ PYCTIK-ECY (ESU-box): deploy:1-qpALzm/

P

10.11.14.111

12



3. YcTtaHoBKa PYCTIK-ECY

YcTaHOBKa 3anycKaeTca aBTomaTmuyeckun npu 3anycke BM ¢ PYCTIK-ECY.

CHavana Nnpoun3onaeT pacnakoBKa KOHTeHepoB. Hy»KHO Ao aaTbcs 3aBeplueHus npouecca (PucyHok 12
n PucyHok 13):

ck ESU Installation

Extract files...

PucyHok 12

Helcome to Rustack ESU Installation wizard.

PucyHok 13

Hdanee byaeT 3a4aHO HECKO/IbKO BONPOCOB OTHOCUTE/IbHO CETEBON KOHPUTYpaLLUK:

13



CHayana HyXHO yKa3aTb Kakol IP 6bin Ha3HavyeH BM ESU-box BHyTpu PYCTIK m KaKkoit noaceTbio byaer
pacnonaraTb (PucyHok 14 vi PucyHok 15).

IF Address
Flease, enter the Box's IP address and network with at
least /27 netmask.

l10.11.14.111/24_

AT <Cancels

PucyHok 14

< + W CCEZ N W EWE-

Mma Koupurypauwa vCPU RAM, B HDD, TB BbluMCNUTENBHBIA Yaen IP

Rustack-ESU large 8 16 25 hw-n7.node.hw.rustack.ru 10.11.14.111

PucyHok 15

[anee HeobxogMmo BBeCTU W03 noaceTu (PucyHoK 16).

ESU Installation

Gateway IF Address
Please, enter the gateway ip address.

{10.11.14.1

<Cancel>

PucyHok 16

B cnepyloulem okHe uHctannatopa Heobxoammo ssectu VLAN ID, ecam Ha ESU-box nopgaHa ceTb ¢
HecKonbknmn VLAN. B Hawem cnydae nogaH oauH VLAN, a 3HaYMT gaHHOE noje 3anosHATb He HYXKHO
(PucyHoK 17).

14



k ESU Installation

VLAN ID
Please, enter the VLAN ID if there is more then one on
interface, otherwise leave the field empty.

l

{Cancel>

PucyHok 17

3aTem cnegyet ykasaTb Hago v 3anyckaTtb B ESU-box DHCP-cepBep? — MOCKONbKY B Hallel CETU ero HeT,
BbibMpaem «Yes», Cnonb3ya KHoNKy npoben (PucyHok 18).

111BaxkHo!!! 3anyck DHCP-cepBepa Ha ESU-box ob6sa3ateneH.

Do you want enable DHCP server in the Box?

Use integrated DHCP server
() No There is another DHCP server

<Cancel>

PucyHok 18
3aTem HyXHo BBecTu agpec DNS-cepsuca (PucyHok 19).

ud ESU Installation

DNS
Please, enter DNS server

[B.B.B.B_

<Cancel> < Help >

PucyHok 19
15



[danee Hy)HO yKasaTb agpec SMTP-cepBepa. OH JO/XeH nNoAAep:KMBaTb MOAKAoYeHWe 6e3
aBTOpM3aunn. MOMKHO OCTaBWUTb 3HAYEHWE MO YMONYAHWUIO A/1A UCNO/b30BaHMA BCTPOeHHoro SMTP-

cepsepa (PucyHok 20).

oud ESU Installation

DNS
Please, enter SMTP server as "host:port"

lsmtu:25

<Cancel> < Help >

PucyHok 20

Tenepb YyKasblBaeM MNapoab, KOTOPbIM OyaeT ycTaHOBAEH ANA
agMuHucTpatopa nnatdopmbl (PucyHok 21).

SBCloud ESU Ins

Please, enter password for your "admin' account

I.m»omolokm_

<Cancel>

nonb3osBaTena admin ¢ npasamu

PucyHok 21

Mocne Bcero 3Toro HEO6XO0AMMO A0XKAATbCA 3aBepLUEHMA NpoLecca HacTPOoMKKM (PucyHoK 22 — PucyHoK

24).

BCloud ESU Installation

Ok. Configuration has been saved in 'toochka.conf'.

PucyHok 22

16



Ha stom yctaHoBKa PYCTIOK-ECY 3aBepLueHa.

PucyHok 24

17



4. Hactpomnka PYCTIK-ECY

Mocne 3aBepLieHUs YyCTaHOBKM, No IP agpecy nopTa co3aaHHoro cepsepa ESU-box (Takke ykasbiBanca npu
WHCTannaumm)  byaet  pgoctyneH  web-uHTepdpeinnc  PYCTIK-ECY. B  Hawem cnyyae 310
https://10.11.14.111/cp (obpaTuTe BHUMaAHME, YTO HYXHO MCMONb30BaTb https://).

ABTOpPM3YMTECH C NOTMHOM admin U Naposiem, 334aHHbIM NPU UHCTaNNALMK (PUCyHOK 25).

3afkbinM napone?

XOTWTE COZLaTe SKKIYHT?

3aperncTprpoBaTLCA

PucyHok 25

B meHio AaMmuUHUCTpupoBaHue — TapudHble nNnaHbl co3aaeTca TapudHbIA NaaH — AOCTAaTOMHO 3a4aTb
TONbKO Ha3BaHue (PUCYHOK 26).

Co3aaHue TapUPGHOTO MaHa

FnaeHan / AgMWHWCTPWpCEaHWe /[ TapwdHele nnadul / CozgaHwe TapudHoro nnaHa

OCHOBHbI€ HacTPONKN

(L] TaprdHbIi NnaH

OTMEHUTE JNanee »

PucyHoK 26
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B meHi0 AAMUHUCTPUPOBaHUE — MapTHEPDI, CO34aeTcA NAPTHEP — HEOBXOAMMO YKa3aTb TaPUPHBIN NaaH

(PucyHoK 27).

[lo6aBnerne napTHepa

rnasHas / AAMWHUCTPUPOBaHMe / MapTHephl / fo6aBneHve napTHepa

OCHOBHbIE HACTPORKMN HacTpofku KNMEHTOB N0 YMO4YaHMIo

Vs MapTHép

TapubHbli nna default

PucyHok 27

Bbi6paTh

OTMEHWTB QNanee »

B meHi0 AAMUHUCTPUPOBaAHUE — [lOMeHbI, NapTHEP NPUBA3bLIBAETCA K LOMEHY, U TaKXKe NpoM3BOAATCA
HACTPOWMKKN AOoMeHa — 3a4atoTcAa/M3MeHsAoTCA WabnoHbl nnucem (PucyHoK 28).

M3MeHeHWe JOMeHa

FNaeHan /[ ASMWHWCTPUPOEaHWE / JloMeHsl / MaMeHeHWe AoMeHa

Favicon DoH

Vims default|

JoMeHbl default ®

DNS 30Ha OTkNtO4eHa

CBRZaHHEIR OTCyTCTBYET

napTHep

NoroTan BriBepure dain...

PercTpan

TEKCT, KOTOPLIT NMOK3ZLIE3ETCA Ha Goplue
AETOpH2aLNU

PucyHok 28

Brifpats

BriBpaTe

MepcoHansHeIE A3HHEIE
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5. Hactpolika cermeHTa PYCTIK/KVM

B cnyuyae ecam gna ynpasneHma PYCTIK-ECY HeobxoamMmo Ao6aBUTb HECKO/IbKO MHCTannauuii PYCTIK
(cermeHTOB), TO AN1A KaXKA0TO U3 HUX HYXKHO BbIMOJIHUTb BCE HUMKEMEPEUYMUCNEHHbIE HACTPOMKMU.

5.1. HacTtpomkKa ceTesbix 30H a1 KVM cermeHTa

B meHto UHcTannauma — Pecypcbl — CeTeBble 30HbI HAacTpanBaeTca ceTeBan 30Ha (PucyHoK 29 v PucyHoK
30).

Heobxoammo ykasatb ananasoH VLAN gns nonb3oBaTeIbCKMX NPOEKTOB (B AaHHOM cny4vae — 701-1000).

Co3aHKe CeTeBO 30HbI

Fnaedana / WMuctannauma / CeTesbie 20HE / Co3gaHve ceTeBOr 30HbI

OCHOBHLIE HACTPORKI

s | K\WVM Zong

CermeHT ® | VLAN WxLAN Geneve

OmenTe

PucyHok 29

HisMeHEHWE CETEBOM JOHK

OCHOBHLIE HACTRO AEM

Hauano AManazoHa Komew AManisoHa

PucyHok 30

AHanorMyHo co3aaém BTOPYHO CETEBYIO 30HY ANA BHELWHeN ceTn (PucyHok 31).
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Bsoaum guanasoH ans External-cetm (oauH u TOT »Ke VLAN yKa3sbiBaeTcs U B Hayase, U B KOHLe

JAuanasoHa, B ;aHHOM ciydae — 41).

HIMeHEHWE CETEROM JOMBI

OCHOBHLIE HACTPOREM

KVM Zone ext

Hauans AWManazoHa KaHeL AMAnAToHa

PucyHok 31

B meHto UHcTannauma — Pecypcbl — Cetu m IP co3agaem external-cetb (PucyHok 32).

* HasBaHue — ntoboe.
» CeTeBas 30Ha — co3gaHHaA paHee Ana BHewHel cetn KVM-cermeHTa.
= VID/VNID — VLAN BHeluHel ceTu (B Haluem caydae 41).

YKasblBaeM B HACTPOMKax paHee CO3[4aHHYl CETeBYI 30HY M cooTBeTcTBytowmit VLAN, yKasaHHbI B

ceTeBOM 30He (B AaHHOM cny4yae —41).
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Co3faHne ceT

TNaEHaR / VHCTannAuWA / CeTuu IP / CozpaHue CeTH

OCHOBHBIE HACTPOWKK

Mnaa axtnet_KVM

CeTeean 20Ha KVM Zone BuifpaTe
VID / VNID 41 v
Tvn ceTh BHELUHAS

Mmsa Ha runepswzope extdl

OTMEHUTE

PucyHok 32

[dobasnsem noacetb ¢ KoHdurypaument cetn. DHCP gonxkeH 6biTb BblKatoueH, CIDR Hago yKasbiBaTb

NOJIHbIN. ECAM HYyXHO nopesaTtb AManas3oH BblAaBaemblX |IP, MOXKHO yKa3aTb NPOW3BO/IbHbIN AMana3oH
(PucyHoK 33).

X
[dobaBneHne noacetTun
CIDR 10.11.144.0/24 e
DHCP BRNKUMTE
LWnw=z nogceti 10.11.144.1
AvManasoH aapecos 10.11.144.200 10.11.144.254

HauaneHeil agpec KoHeuHEIl 3ape

DMNS cepeephl

MapLUpyTsl

OTMEHWTE B Npunats

PucyHok 33

JaHHasA BHeLHAA ceTb aBTOMaTUYECKM byeT co3agaHa npu nepsom cosganmm BUO/I 8 KVM.

5.2. HacTpoitka Openstack-paHHepa

Cnegytowmm stanom B meHto UHcTannauma — Cuctema — PaHHepbl KoHourypupyetca OpenStack-paHHep
ana KVM-cermeHTa. YKasbiBaetca IP-agpec PYCTIK, n10rmH agMmmHMCTpaTopa 1 Napoab AaA aBTopusaumm
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nocpeactsom Keystone n Coaepkmmoe ¢anna clouds.yml, KoTopblili Haxo4MUTCA MO caeaytowemy nyTu:

/etc/openstack/clouds.yml Ha KoHTponnep-Hoae PYCTIK (PucyHok 34).

VI3MeHeHWe paHHepa

TNa3BHas / VIHCTANNAUMA / PaHHepsl / MiZMeHeHWe paHHepa

OCHOBHBIE HACTPOIKK

D default-openstack-runner

Tun OpenStack

Callback URL http://openstack_runner:5000

BrmoueH v CHAB -$J16>KDK MOXHO 2anpeTuTe API EEaI.ﬂ'J-C-,'JE:"CTEIDEETI: C p3HHEPOM
Mapone 886Lset3

URL, Ha koTopom pacnonoxeHa cnyxba Keystone. Moxet http://10.11.3.10
- Ntp://10.11.3.10
BuITe http://1.2.3.4 unu https://1.2.3.4 F

MmsA nonszoeatensn admin

Cogepxumoe daiina cloudsyml, onucsiEaoLes NapaMeTpel
nogknoueHns k OpenStack Identity clouds:
rustack:
auth:
auth_url: http://10.11.3.10/keystonesv3/
username: admin
password: 886Lset3
domain_id: default
project_name: admin
identity_api_version: 3

PucyHok 34

OTMEHUTE

Ecnv HacTpoMku npousseaeHbl NPaBuaIbHO, TO MHAMKATOp OpenStack-paHHepa AoKeH BbiTb 3eN1EHbIM

(PucyHoK 35).
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PaHHepbl

=+ AobaenTe paHHep
rnaeHan / WMHctannaumMa [ PaHHep.l

PaHHepkI 3apaun
X CHpocute GUALTpEl + Ao6aeuTe GUNLTP
Mo vmeHK v Q
1D Tvn Callback URL NocnegHee MzMeHeHWe
o default-openstack-runner OpensStack http://openstack_runner:5000 23.05.2022 16:43 HMz2MeHnTL
PucyHok 35

5.3. HactpoWika pecypcHoro nyna gha KVM-cermeHTa

Hanee B meHo UHcTannauua — Pecypcbl — PecypcHble nyabl, KOHPUIYpUPYyeTCs pPecypcHbld nyn —

Heob6xoA4MMO yKa3aTb COOTBETCTBYIOLLMIA paHHep (B AaHHOM cnydae — default-openstack-runner), ceTesyto
30HY M BHELHO ceTb (PucyHoK 36).

I3MeHeHne pecypcHoro nyna

naeHaa / WMHcTannAuma / Pecypcdble nynsl / MsmeHeHwe pecypcHoro nyna

OCHOBHBIE HACTPORKK NMpodunn xpaHeHns Mnatdopmb

MmA KVM

Twn ViMware (@) KVM

CeTeBan 30Ha KVM Zone Buifipats
BHewHne cetu BribpaTts
PaHHepb! BuifpaTs
BrmoueH

| CHMMWTE dnaxok, yTobsl 2anpetuTe cozgaeate BLO/ € A3HHEIM PECYpPCHEIM MYN0M

PucyHok 36

Hanee Heobxoanmo HacTpoutb nepenoanuncky vVCPU n RAM (PucyHok 37).
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V3MeHeHre pecypcHOro myna

FnaeHan / WHcrannaumA / PecypcHeole nynsl / MaMeHeHWe pecypcHoro nyna

OCHOBEHEIE HACTPOWKM

ma

TN

Mpogunun xpaHeHns

KVM

VMware (@) KVM

Mnatdopmel

CeTeBan 20Ha KVM Zone Buibpats
BHeWHWE CaTH m BblﬁpaTh
PaHHepb! default-o ck-runner BulbpaTs
BrmwoueH | CHUMKTE dnaxok, uTobkl 2aNpeTWTE C0ZAaEaTe BLO/M C AaHHBIM pecypCHbIM Mya0oM
Y
MNepenognucka 1
-
vCPU
3xaueHnA ot 0.03125 go 1, Hanprmep 0.5 (1/2) wnw 0.33 (1/3)
FY
MNepenognucka 1
-
RAM
3naueHns ot 0.03125 go 1, vanpumep 0.5 (1/2) wnin 0.33 (1
PucyHok 37
Mocne 3Toro Heo6xo0A4MMO HaCTPOUTb OrpaHUYeHUA Ha oauH cepsep (PucyHok 38)
V3mMeHeHe pecypcHOro nyna
MnaeHaa / WHctannsums / PecypcHble nynbl / W3MeHeHwe pecypcHoro nyna
OCHOBHbIE HACTPOMKK MNpogunm xpaHeHus Mnatdopmbl
VMg KVM
Twn VMware (@) KVM
CeTeBan 30Ha KVM Zone Geneve Bei6patb
BHelHKe ceTr [ KvM ex | Bri6path
Panmep Bucpare
BrntoqeH v | CHUMWTE §naxok, 4To6bl 3anpeTTL co3iasate BLOJ C AaHHbIM PecypcHbIM MynoM

Mepenognucka vCPU

Mepenognwcka RAM

1

3rauennn o1 0.03125 4o 1, manpumep 0.5 (1/2) wm 0.33

1

Sauerna o1 0.03125 go 1, Hanpuwmep 0.5 (1/2) wm

(1/3)

(13

4

OrpanmueHna Ha 0AuH cepaep

vCPU

Anckn

wr. 32
re 132
wr. 20

4

»

»

4

PucyHok 38

25



Ona KVM-cermeHTa 3an0/IHATb NONA HUMXKE He HYXKHO.

MNMocne coxpaHeHUss HOBbIX HAacTpoek pecypcHoro nyna PYCTIK-ECY ponkHa 3abpaTb aapeca cepBUCHbIX
noptos PYCTIK B cBoto B/1. B aToM MOXHO ybeaunTbea, 3anycTme B KoHconm BM ESU-box komaHay:

sudo docker-compose exec api make shell

B oTKpbIBLUENCA KOHCOMN BBECTU:

Port.objects.table('id', 'type', 'network_id', 'ip_address')

MoasuTca TabamMyHasa dopma aHaNOrMUYHO NpeacTaBAeHHOW HUXe (PucyHoOK 39).

Port.objects.table(

al444fb8-5e72-4c9e-af43-f61f8474f1la2 | service | 3c¢31f9fc-3e5f-43b5-aaa2-27b434b38917 | 185.17.143.89 |
884627df-feaa-4b44-b859-1fe00317726b service | 3c31f9fc-3e5f-43b5-aaa2-27b434b38917 | 185.17.143.75 |
6db921b9-91f6-4bbd-b108-ca2cf20588e8 | service | 3c31f9fc-3e5f-43b5-aaa2-27b434b38917 | 185.17.143.76 |
a47b37ac-bc68-4hde-803d-48b105334256 service | 3¢31f9fc—-3e5f-43b5-aaa2-27b434b38917 | 185.17.143.87 |

PucyHok 39

Konuuyectso 3anuceirt B Tabanue MOMKET OTIMYATbCA B 3aBUCMMOCTU OT MHCTANNALMM, HO Tabauua He
[lONKHa 6bITb nycToit. B cnyyae, ecam Tabanua nycra, nposepbTe, He 6blna M gonyuwieHa ownbKa B
Ha3BaHuM external-ceTn — oHa ponKHa HasbiBaTbcA openstack network list-external.

[anee koHOUTrypupytoTca npoduam xpaHeHUA pecypcHoro nyna (PucyHok 40).
*  /ms — B COOTBETCTBMMU € noAcKaskom (SSD, SATA, SAS).
» OTtobpaxkaemoe nma — nboe.
*  /AMs BO/IbIOM Taina — B COOTBETCTBUM C AOCTYNHbIMM volume type B PYCT3K.

*  bunnuHr-knacc — Bblbnpaem Heob6xoaNMbIN.
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[o6aBneHune npodunsa xpaHeHUs

SATA

PucyHok 40
Mma volume type B PYCTIK M0OXHO Nosiy4ynTb, BbINOJIHUB Ha OAHOM U3 KOHTposisiepoB PYCTIK KomaHay:

openstack volume type list --public

Byaet BbiBegeH NpUbAM3NUTENBHO CIeAYHOLWNIA CNNCOK (PucyHOK 41):

| c5c47b8e-352c-42ha-94af-9116bf5Th886 | nfs
| 77110d5T-0b96-45bf-9df5-65d87df4ed76 | _ DEFAULT__ | True

PucyHok 41

B kauecTtBe BO/IbIOM Tana B naHenu ynpasnaeHns PYCTIK-ECY HeobxoAMMO yKas3aTb 3Ha4YeHMe nosA
«Name». B Hawem cnyyae 370 nfs.

Jdanee HeobxogMMO NPOBEPUTb NPABU/IBHOCTb 3aNONHEHUA BKAaAKK «lMnatdpopma». ECAM HAcTpOMKM
OTCYTCTBYIOT MM HE COBMAAAIOT — HYXKHO HaXaTb KHOMKY «[1o06aBnTb Nnatdopmy» 1 B OTKPbIBLUEMCS OKHE
yKasaTb uma arperata ns PYCTIK.

CnuncoK arperatoB MOXHO MOAYYUTb, BbINOJIHMB HAa OAHOM U3 KOHTpoAnepos PYCTIOK KomaHAay:

OS_CLOUD=rustack_system openstack aggregate list

ByaeT BbiBegeH NpUBAU3NUTENBHO CIeAYIOLWNIA CNNCOK (PUucyHOK 42):
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PucyHok 42
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6. Co3naHue wabnoHos BM ana cermeHTta PYCTIK/KVM

Ona cospgaHua wabnoHa BM Heobxogmm obpas OC c cloud-init. Ha caiTte OpenStack ecTb ccblnkun ana
CKaumBaHMA Taknx obpasos: https://docs.openstack.org/image-guide/obtain-images.html

Hdanee byget paccMoTpeH npuMmep co3gaHus wabnoHa BM c onepaumnoHHol cuctemoin Ubuntu 18.04 LTS.

3axoamm no SSH (root:rustack) Ha oanH 13 KoHTponnepos PYCTIK u ckaunBaem uenesoi obpas, nocne
yero co3gaem obpas B PYCTIK:

curl https://cloud-images.ubuntu.com/bionic/current/bionic-server-cloudimg-amd64.img --output bionic-
server-cloudimg-amd64.img

openstack image create --public --disk-format gcow2 --container-format bare --property distro=Ubuntu --
property hw_disk bus=scsi --property hw_scsi_model=virtio-scsi --property hw_vif _model=virtio --property
image_type=master --file bionic-server-cloudimg-amd64.img --min-disk 10 --min-ram 2048 Ubuntu-Bionic-
ESU3

MocneaHuit napameTp KomaHabl — uMs obpasa B PYCT3K, ero Heobxoanmo 3anmncatb UK 3aMOMHUTb.

Cospgaem wabnoH B PYCTIK-ECY uepes Beb-uHTepdeiic, ana aToro nepexogmm B meHio UHcTannauma —
Wa6bnoHbl — CepBepbl M Haxkumaem «Co3patb wWabNOH», nocne 4yero OTKpbiBaeTca ¢dopma rae
HeobXxo4MMO yKasaTb cermeHT (B AaHHOM cny4vae — KVM), HasBaHue wabnoHa, rpynny (PucyHok 43).

CozaaHve WwabnoHa

rnasHas / WHctannAuus / Cepeepsl / CozpaHue wabnoHa

OCHOBHBIE HaCTPOoKN

AoctyneH ana VMware (@) KVM
Ubuntu 18.04 LTS
Ipynna wabnoHos Other templates
Br/MHOUeH v | CHumMuTe $naxok, 4ToBsl WalnoH He NoKasbiBancs 8 BUTPUHE

Windows nuueHzua Ecnu $ a0k yCTaHOBMEH, C NoNb30BaTensa By4eT CNMCsIBaTLCA CTOMMOCTL AlueH3WK Windows

Vima wabnoa

Ubuntu-Bionic-ESU3 BriGpats

PexomeHa3unn A0 4EMN0A

PexomeHaauwn nocne

Aennos

MikoHka Buiflepnre daiin.. X

PucyHok 43
29


https://docs.openstack.org/image-guide/obtain-images.html

Haxknumaem Ha umsa WwabnoHa — OTKpoeTca cnucok obpasos PYCTIK, B KoTopom Heobxoaumo BbibpaTb
paHee co3aaHHbI 06pa3 (PucyHok 44).

r n
Bbibepute obpa3 (LuabnoH) *
Wmna WHdopmauma CocToAHWE
® Ubuntu-Bionic-ESU3 distro=, min_disk=0, min_ram=0 SAVING
ESU3 distro=N/A, min_disk=1, min_ram=1 ACTIVE
Cirros-raw distro=Cirros, min_disk=0, min_ram=0 ACTIVE
Cirros distro=Cirros, min_disk=0, min_ram=0 ACTIVE

L J

PucyHok 44

YKa3sblBaeM MUHMManbHoe ymcno agep CPU (mmHumym 1 agpo) n o6vem RAM (MUHUMYM 2 T6 — PucyHoK
45).

ameHeHne wabnoHa

TnaeHas / VHCTannAumA / Cepeepel / M3MeHeHue wabnoHa

OCHOBHEIE HACTPOKK AonoNHUTeNBHEIE MonsA anA ckpunTa CKpPMWNT pazBepTeIBaHUA Auto DevOps

JocTyneH NapTHepam Buifpate

JocTyneH knveHTam Buibpate
-

Moznuus 1

-

MuHnmansHas KoHpUrypaums

cpyU 1 :
RAM 6 2 :
HoD re 10 -

OTMEeHNTE B NMpumenuTs 1 BepHyTLEA

PucyHok 45

MepexoaMm BO BKAAAKY NOAA ANA CKpMUNTa. PEKOMEHAYeM 3aM0oNHUTb MOAA, YKa3aHHbIe HA CKPUHLLOTE.
(PucyHok 46).
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VameHeHue WwabnoHa

TNaeHas / WHCTannAuwA / Cepeepsl / M3MeHeHue wabnoHa

CHOBHEIE HACTPOWKK AdononHUTenbHbIe Monsa ana ckpynta CKpWNT pazeepTeIBaHWA Auto DevOps

aX0AWTLLA LaHHbIE, NPeACTABNAH WWE UEHHOCTE KOHKPETHOR KOHGUrypaumw,

Wimsa Tun Mo ymonuauvo O6nasaTensHoe WameHnsemoe

1 WMwma xocta (hostname) Wmna xocTa Het Het Her JeficTana ~
2 JloruH none3osatens (login) Mone norvnHa linux ([a-z_][3-20-9_-10.30}) ubuntu Aa Het DeficTann ~
3 MNapone (password) Mone NaponA (TeKCT Co 38e3404UkamMu, shas12) Het Het Het NefcTana =
10 MybawmuHbIf Koy SSH (ssh_key) MyBnuuHbIA Knoy SSH Het Het Het

JelicTena =

8 vienr

W YaanuTs OTMEHUTE B NpumeHuTE B MpymeHWUTE N BEpHYTLCA

PucyHok 46
[anee B0 BKNagKke Ckpunm paseépmeolieaHuA Heobxoammo [06aBUTb CKPMNT Pa3BEPTbIBAHMA.

MpumeyaHue: yHueepcanbHblli cKpunm pas3eépmoeieaHusa 0aa Linux OS npunoxeH Huxe 8
GoKymeHmayuu 8 pasodese «YHU8epcasnbHbIli CKpunm pa3sépmoleaHun».

Mocne 3Toro HaxkKMMmaem KHOMKy «[TpuMeHnTb U BepHyTbcA». Co3aaHHbIN WabnoH BM noasutca B cnucke
WabNOHOB M U3 HEFO MOXHO byaeT co3aaBaTtb BM.
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Hactpolka cermeHTa VMware vSphere

B cnyyae ecnmn gns ynpasnenuns PYCTIK-ECY Heobxoanmo nobaBuTb HECKOIbKO MHCTannaumMn VMware
vSphere (cermeHTOB), TO 4151 KAXKAOTO M3 HUX HYXKHO BbIMOJIHUTb BCE HUMKEMNEPEUUCEHHbIE HACTPOMKM.

Heobxodumebie pabomsi Ha cmopoHe VMware 0a:a nodknaioyeHua K PYCTIK-ECY:

1.
2.

6.

7.1.

Co3pgaTtb nosb3oBaTena esu-admin ¢ NnpaBamm agMUHUCTPATOPA.
Co3zpatb Datacenter.

Co3pgaTtb Knactepom xocta(oB) B Datacenter, BHyTpu KoToporo 6yayt cosgasaTbcs BM u edge-
poyTepbl.

Cospatb Datastore Cluster 3 gatacropa(os), Ha KoTopom 6yayT pa3meLLaTbca No/b30BaTe/IbCKue
edge-poyTepbl U Cy>KebHble CEPBUCHI.

Cospatb Datastore Cluster u3 paTtactopa(oB), Ha KoTopom 6yayT pasmewaTbca AMCKU
no/sib3oBaTesniei (MOXKHO UCNO/Ib30BaTb U3 NyHKTa 4).

Cosgatb dvSwitch, noa KoTopbim ByayT co3aaBaTbCa NOb30BaTEIbCKME CETU (NOPT-rpynnbl).

CospaHne management-cetu

Cosgaem management-ceTb, B KOTOPOW pa3BépHyTa 1 paboTtaeT BM ¢ PYCT3K-ECY — ESU-box (HacTpoliku
CeTW AO0/IXKHbl COBNAAAaTh C HACTPOMKaMM MapLLPYTU3Npyemon cetn BHyTpu PYCT3IK), oHa *Ke nopTrpynna
Ha dvSwitch B vSphere (Tpebyetca oauH VLAN). Heobxoaumo y4uTbiBaTb, YTO B 3Ty ceTb OyayT
NoAKMOYEHbl NONb30BaTe/IbCcKMe poyTepbl ans cermeHtTa VMware (B pasaene «Hacmpolika cemu 0ns
poymepos (edge) ceemeHma VMware vSphere» 3Toro AOKyMeHTa onucaHa npoueaypa, no3sonstowas
M3MEHUTb TaKoe NoBeAeHWNe, CO34aB OTAENbHYIO CeTb AJ1S POYTEPOB).

Taknm obpasom, pasmep NoACeTM HanpPsAMYI BAMAET Ha MakcMmanbHoe yncno BUOdos. BM ESU-box ¢
PYCT3K-ECY craHeTr DHCP-cepBepom B 3TOM MNOACETM (TakKe BO3MOXHA YCTAaHOBKA B CETb, e yXKe
npucytcteyet DHCP cepBep). B gaHHOM npumepe ceTb HasbiBaeTcs vlan3058 (CozdaHue: PucyHok 47,
PucyHok 48, PedakmupoeaHue: PucyHok 49 u PucyHok 50).
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New Distributed Port

Name and location
Group

Specify distributed port group name and location

1 Name and location Name

Location (= DSwitch

vlan3058

PucyHok 47

New Distributed Port

Configure settings
Group

Set general properties of the new port group.

Port binding
1 Name and location

2 Configure settings

Port allocation
Number of ports

Network resource pool

VLAN

VLAN type
VLAN ID
Advanced

(7 customize default policies configuration

PucyHok 48

CANCEL

Static binding v

Elastic v @

64

(defauit) ~

3058

CANCEL

NEXT

NEXT
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Distributed Port Group - Edit vlan3058

Setlings

General

VLAN

Security

Traffic shaping
Teaming and failover
Monitoring

Miscellaneous

Distributed Port Group
Settings

General

Advanced

VLAN

Traffic shaping
Teaming and failover
Monitoring

Miscellaneous

Configure reset at disconnect

Override port policies

Block ports

Traffic shaping
Vendor configuration
VLAN

Uplink teaming
Security policy
NetFlow

Traffic filtering and marking

- Edit vlan3058

Promiscuous mode

MAC address changes

Forged transmits

Enabled «~

PucyHoK 49

Reject
Reject

Reject

PucyHok 50

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

~

w

~

®
C]
C]
®
C]
C]

-
©

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled
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7.2. Co3paHue anpektopun ana BLOJoB KaneHTos

Co3paem anpeKkToputo, B KOTopoit byayT pacnonarateca BLUOAbl KnneHtos. Hanpumep, ESU3-Test, a B
Hel anpekToputo Management (PucyHok 51):

m B B @

w vcsa testlab
~ [ Datacenter
> 3 Discovered virtual machine

3 Management

> [ Templates

> B3 vals

PucyHok 51

7.3. HactpoWka ceTeBblx 30H an18 cermeHTa VMware vSphere

Ona co3pgaHua ceTeBO 30HbI B NaHenn ynpassieHnsa PYCTIK-ECY nepexoamm B meHo UHcTannauua —
Pecypcbl — CeTeBble 30HbI, Ha*knmaem «Co3aaTb CETEBYIO 30HY» (PUCyHOK 52).

CozfaHie CeTeBOW 30HbI

FN3EHaA / WVHCTaAnAuMA / CeTeskle 30HE / CO3AAHVE CETEBOW 20HBI

OCHOBHBIE HACTPOAKK

E] VMware Zone

CermeHT e | VLAN VxLAN Geneve

PucyHok 52
Mocne aToro Haxkumaem «ob6aBuTb Nyn» n gobasnsem Heobxogmmble nynabl VLAN (PucyHok 53).

HdunanasoH 3060 - 3090 6yaem Mcnonb30BaTh ANA NOKabHbIX NO/b30BaTeNbCKUX |P-aapecos.
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OCHonMRIE HACTRORXM

HALANG KMANAICHA KONHes AnanaIoma

+ foSawary nya

PucyHok 53
AHanormyHo co3gaém BTOPYHO CETEBYIO 30HY ANA BHelLHen ceTu (PucyHokK 54).

VLAN 3227 6yaem wucnonb3oBatb gna nyb6auMyHbix |P-agpecoB nonb3oBaTenbcknx BLOOos —
YCTaHaB/AMBAEM €r0 B Ha4a/10 M KOHeL, AMana3oHa.

OCHOBHAIE HACTPOIX M

HAUANG AMANAIOHA KOHOL AINAIOHA

+ Nctamatv tyn

PucyHok 54
3aBoaAnM BHeLHIOW ceTb gnAa cermeHTa VMware vSphere.
MNepexoaum B MHcTannauua — Pecypcbl — Cetu 1 IP. Haxkumaem «Co3gatb CeTb» (PUCYHOK 55).
* HasBaHue — ntoboe.
» CeTeBad 30Ha — CO34aHHaA paHee 4.4 BHelwHel cetn VMware-cermeHTa.

= VID/VNID — VLAN BHeluHel ceTu (B Haluem cnydae 3227).
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Co3naHue cetTH

TAagsan { Mecrannauea [ CeTi i 1P 7 COLARHWE COTH

[+ T3 TRRERRE, AT R

M Ext-3237

CaTedan bonh Whtware Zone Bxt Bafipats
VIO vhD 3227 ¥
Tim ceTr LT v
Ll R exrizzy

—

PucyHoOK 55

3aTem HaxKMmaem Ha KHomMKy «o6aBuTb NoACETbY.

DHCP poneH 6bITb BbikAtoueH, CIDR Heob6x0AMMO yKa3biBaTb NOJIHbIN. ECIM HYXXHO nope3aTb Anana3oH
BblAaBaeMblx IP, MOXHO yKa3aTb NPOM3BO/IbHbIN AMana3oH (PucyHoK 56).

[o6aeneHune noaceTtun

CIDR 10.11.6.0/24
DHCP D BrAHUMTE

LLIN03 NOACETM 10.11.6.1

AvanazoH agpecos 10.11.6.200 10.11.6.254

Hausnssuii agpec Komeunwii agpec

DNS cepsepsl Hanpumep, 8.8.8.8

MaplupyTel

S ——

OTMEHUTL B npunsTs

PucyHoK 56
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7.4. Hactpouka vSphere-paHHepa PYCTIK-ECY

B HacTpolikax Beb-uHTepdeiica nepexoamm B8 UHcTannauma — Cuctema — PaHHepbl 1 KOHOUTYyprpyem
vSphere-paHHep PYCTIK-ECY (PucyHok 57). YKa3biBaem:

= |P-agpec cepsepa vCenter;

*  WMSA NONb30BATENA M MAPO/b ANa AocCTyna K vCenter (y4€THaA 3anucb AOMKHA ObITb C MpaBamm
aAMUHUCTpaTOpa);

* Ha3BaHWe JaTa-UeHTpa — Ha3BaHMe J0J/I)KHO COOTBETCTBOBATbL GaKTMYECKOMY Ha3BaHWMIo B vSphere
(Hanpumep, Datacenter, cm. PucyHoK 58);

* HasBaHue DVSwitch, Ha KoTopom ByayT co3pasaTbcA NO/b30BaTENbCKME CETU (NOPT-rPynnbl).

aMeHeH e paHHepa

FnaeHaa / Wucrannauyws / PadHepol / WiameHeHwe paHHepa

OCHOBHEIE HACTPORKK

D default-vsphere-runner

Tun vSphere ~
Callback URL http:/fvsphere_runner:8010

BrIKYEH + | CHAE NaXOK MOXHO 33NPEeTUTE APl E23MMOASHACTEOESTE € PAHHEPOM

HaseaHwe gatalenTpa. Hanpumep: MyDatacenter Datacenter

P agpec xocTa vCenter. Hanpumep: 10.10.10.1 10.11.14.10

Mmsa Nonb3osatens anA B3avmogeRcTena c vCenter. administrator@vcsa.test.lab

Mapons of vCenter fhwsefhweshr3oci

MMA dvswitch noa KOTOpLIM GyAyT CO3A3BaTECA CETW.

Hanpumep: DSwitchO Dswitch

PucyHok 57
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m B B @
il & vesatestab |

Datacenter

v ([ Clusten

[ 101114254

B 1011144
@ 10.11.14.42

LY vCsa

PucyHok 58

Ecnu HacTpolikn BBeAeHbl NPaBuUIbHO, MHAMKATOP vSphere-paHHepa AonXKeH bbiTb 3e/1EHbIM (PUCYHOK
59).

Parepu

FnaBHan / WMuctannauma / PaHHepbl

PaHHepkI 3apaun
T ovnstpel
1D Tun Callback URL MocnegHee NZMeHeHNE

L J s3-runner NetApp StorageGRID http://s3_runner:8333 14.05.2022 15:09 MZMeHHTE
® default-veeam-runner Veeam Backup http:/fveeam_runner:8070 14.05.2022 15:08 zmenHnTs
[ ] tg-runner Telegram 2FA http://tg_runner:5500 14.05.2022 15:09 HzamennTs
L ] default-openstack-runner OpensStack http://openstack_runner:5000 14.05.2022 15:41 WzMeHnTs

vSphere http://vsphere_runner:8010 14.05.2022 16:52 W=ZMeHNTE
® dns-runner DMS Runner http://dns_runner:8099 14.05.2022 15:09 M=MEeHWTE

Beero: 6

PucyHok 59

Co343AMM HOBbIWM TOKEH AJ/18 NO/b30BaTe/NA runner — OH NOHaZobuTcA ANA Aa/fbHEeMWUX HacTpoek
(PucyHoK 60).
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MNons3oBaTeny

FnagHas / AgMUHWCTPUpOBaHWe / Mons3oBaTenu

Monb3oBatenw

T ounstpsl

Norun

Wma

runner

admin

CraTycel 06bLeKTel gocTyna

AxTMBMpOBaH: Ja

3abnokupoBaH: Het Her
AKTMBWPOBEH: [a He
3abnokvupoeax: Het

PucyHok 60

BomeH

default

default

=+ /Jlo6aeuTe Nons3oBatens

¥NOopsACUNTE MO 4aTE PeriucTpaummn v

M3MeHnTL
Co3paTb ToKeH
C6pocuTe Napons
mpersonate

YAanuTs

7.5. HacTpoMka pecypcHoro nyna gns cermeHta VMware vSphere

[danee Heob6Xxo04MMO U3MEHUTb HACTPOMKM pecypcHoro nyna (PucyHok 61).

MNepexoanm B UHcTannauma — Pecypcbl — PecypcHble nynbl.

Ha Bknaake OcHoeHble Hacmpoliku Bbibupaem VMware Hypervisor.

YKa3biBaem:

* Twun-VMware.

* PaHHep (B Hawem cnyyae — default-vsphere-runner).

» CeTeByto 30HY (B Hawwem cnyyae — vSphere Zone).

* BHewwHIOl ceTb (B Hawem cnydae ext-3227).

* YcTaHaBAMBAEM YeK-OOKC «BKAtOUEH».
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I3MeHeHWe pecypcHOro nyna

FnaegHan / Wactannauyma / Pecypodsie nynsl / M2MeHeHne pecypcHoro nyna

OCHOEHLIE HACTPORKM

Mmn

Tvn

CeTeBad 20Ha

BHelHWe ceTh

Mpodunn xpaHeHnA Mnatdopmel
VMware
e | VMware KVM
vSphere Zone BuifpaTs

ext-3227 Brifpats

PaHHepsl default-vsphere-runner Brifpats
BinoueH | CHUMWTE Graxok, uToOkl 2aNPeTUTE cozaaEaTe BLIO/ C A3HHEIM PECYPCHBIM MyN0M
-~
Mepenoanucka 0.165
-
vCPU
3nauenHins ot 0.02125 ao 1. Hanpumep 0.5 (1/2) wnin 0,33 (1/3)
-~
Mepenoanucka 0.33
-
RAM
3nauenHis ot 0.02125 go 1. vanpumep 0.5 (1/2) wnwn 0,32 (1/3)
PucyHoK 61
[anee HeobxogMmo HacTpouTb nepenoanucky vVCPU n RAM (PucyHok 62).
VI3MeHeHne pecypcHOoro nyna
MnaeHan / WHCcTannAauna / PecypcHble mynsl / MsmMeHeHWe pecypcHoro nyna
OCHOBHEIE HACTPORKK Mpodunm xpaHeHna Mnatdopmel
Hmna VMware
Tun e VMware KVM
CeTeBanA 30Ha vSphere Zone BuifpaTs

BHelIHWe ceTH1

ext-3227 : BulfpaTe

PaHHepbl default-vsphere-runner BulbpaTb
Brxmouen + | CHWMMWTE dnaxok, uTobbl 3anpeTuTe cozgaeate BUO/ © AaHHEIM peCYDCHEIM Mynom
Y
Mepenoanucka 0.165
w
vCPU
SHaueHus ot 0.03125 go 1. Hanpumep 0.5 (1/2) wnia 033 (1/3)
Y
Mepenoganucka 0.33
v
RAM
3nauenus ot 0.03125 go 1. Hanpumep 0.5 [1/2) wawn 0.33 {1/3)

PucyHok 62
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Mocne aToro He0bxoAMMO HacTPOUTb orpaHuyeHuna no vCPU, RAM un anckam Ha oguH cepsep (PucyHok
63).

M3meHeHMe pecypcHoro nyna

rnaeHan / WHCTannaUMs / PecypcHbie nynsl / WI3MeHeHWe pecypcHoro nyna

OCHOBHBIE HACTPOVKN

Vma VMware

Tun ® | VMware KVM

CeTeBas 30Ha vSphere Zone Bhi6paTh

BHewwHwe ceTn [ ext3227 ] BbI6paTh

PaHHepeb Bbibpats

BKAtoyeH v | CHUMWTE -i:."\i)ﬁ':l“ 4TO6bI 3aNPETUTL CO3AaBaTh BLOA € AaHHBIM [ YPCHBIM Mynom

Nepenognucka vCPU 0.165 :

Mepenognucka RAM 033 :

OrpaHWYeHUR Ha OIUH CepEep

vCPU wr. 32 :

RAM re 132 -
-

Avcki wr. 20 s

PucyHok 63
Huke Ha TOM e CTaHuLUEe YKa3blBaeM cnenytolme HacTpoiku (PUcyHoK 64):
* HasBaHwWe wabnoHa poyTepa — yKaxem «edge;
* HasBaHWe management-ceTu (NopT-rpynnbl), B KOTopoi pabotaet PYCTIK-ECY;
* HasBaHwWe cnykebHOro gatacrtopa, Ha KoTopom ByayT pasmelLaTbCa NOIb30BaATENbCKUE pPoyTepbl
n cnyxebHble cepBuUChI;
» agpec PYCT2OK-ECY B management-ceTn, no koTopomy byaet goctynHo API;
* TOKEH, KOTopbli byaeT ncnonbsosaTbea Edge-poytepamm ansa pabotsl ¢ PYCTIK-ECY (6bin co3aaH

Larom BbiLue).
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Ha3eanwe wabnoHa poyTepa, KoTopLIi BYAeT NCoNL30BaTLCA NPK
co3ganun Hoselx BLLOJL y knneHToB. Hanpumep: edge-1.2.3

Ha3geaHwe management ceTu, B KOTOpo# paboTaeT ECY 11 ee KOMNOHEHTEI,
BKMKIUaA N0L30BaTENLCKIE poyTepkl. Hanpumep: Toochka_mgmt

Ha3saHwe cnyxeBHOro AaTacTopa, Ha kKoTopom ByayT pasMelaTees
MONL30BATENLCKUE POYTEPL U CyKebHble CepBACH. OBLIUHO 3TOT TOT Xe
AaTacTop, B KOTOPOM pa3melleHa cama ECY. Hanpumep: DS_Management

Agpec ECY B management ceTi, no koTopemy GygeT goctynHo AP 31o
3HAUEHUE UCTIONL3YETCA NPV ABTOMATUUECKOM Pa3BPETLIEAHNM POYTEpOs
EDGE B knnenTckux BUO/ax. Hanpumep: http://192.168.20.5

ToxeH, koTopii GyaeT ucnonb3osaTecs poyTepamn EDGE npm ux
2BTOMaTMYECKOM Pa3BepThIBaHNN B KMeHTCkx BLIOAax.

Ha3saHWe AWpeKTOprY, B KoTopoR ByayT pacnonoxeHsl BLUO Ll KNMeHToR.

DSN cnyx0Oul MoHMTOpUHra Zabbix. Hanpumep:
http://username:password@example.com?timeout=10

Agapec k cepeuicy LBaaS B K8s-uHdpacTpykType Buga 1.2.3.4:12345
MNozuyma 2

MpumeyaHune

edge

vlan3058

DatastoreCluster

http://10.11.14.111

977c9840912471ec80fbe7ed90e2290048cc1b2a

ESU3-test

PucyHok 64

OTMEHUTE B WameHuTs

Ha Bknaake flpogunu xpaHeHua pobasnsem npodunn xpaHeHua (PUcyHOK 65) — yKasbiBaem Mms,
oTobpaxkaemoe HasBaHMe, Ha3BaHWe Storage DRS-knactepa vSphere, KoTopblii ByaeT nMcnonb3oBaTbcA

ONs XpaHeHus guckos BM u BbibMpaem 6unnumHr-knacc (PucyHok 66).
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JobaBneHue npodunna xpaHeHUs

ssD

Bonxio cogepxats exoxaerine SSD. SATA unn SAS & noBow pericrpe, 4Tofst Gannmmr

oTpaBariisan BepHo. B NPOTUBHOM ciyuae By/ET CUMTATLCR N0 CTOMMOETH SATA

OTobpaxaemoe MMA 55D

Wwma SDRS-knactepa DatastoreCluster

BUAHT KNace MpejocTasnenme JUCKOBOr0 NPOCTPAHCTEA YPOBHA SSD (...

Makc. pasmep aucka b 32768

MonL30EaTENE HE CMOXET COZAATE AMCK GOMBUWE YKEZ3HHOTO pazmepa. [nR AuckoE
SONBLIErD PAIMES (yXE CYLIETEYIOLX WK COZABEIEMbIX SAMMHHCTRATHEHD) ByAeT

OTKNIOUEH @YHKUHOHAN CHANWIOTOR.

MNozuumna

OTMeHNTE

PucyHoK 65

<
DatastoreCluster>| : acrons

[Ij] @ @ Summary Monitor Configure Permissions Hosts WMs Datastores
v vcsa test lab Total Datastores: 1
Total VMDKs: 18
v Datacenter | Sreriel 0
Type VMFS

B dse00 & @

@ datastorel

B nis-back Datastore Cluster Resources v Storage DRS
B nfs30 Storage DRS automation
Datastore Cluster Consumers » /O metrics
Space threshold

1/O latency threshold
Storage DRS recommendations
Storage DRS faults

Custom Attributes ~

Attribute Walue

Tags
Assigned Tag Ce
A —
No items to display
Edit...
O

Assign... Remove...

PucyHoK 66
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Janee nepexoaum Ha BKnaaky flMaameopmer (PucyHok 61) n Hakmmaem KHOMKY «Jlo6aBuTtb
nnaTdopmMy», B OTKPbIBLLUEMCA OKHE YKa3blBaeM MMsA CO34aHHOro Knactepa (8 Hawem npumepe — Clusterl
(PucyHoK 67).

X

N3meHeHne nnatdopmbl
Mms bazoean
Bun. knacc (CPU) MpegocTaBneHne BUPTYansHOro npoueccopa (ESXi) hd
Bun. knacc (RAM) NpegocTaBneHne BUPTYansHOW NamaTu (ESXI) v
Mosryma 1 :

-
MMA knactepa Cluster
YacToTa MMy 2200 .

PucyHok 67

Mocne Toro, Kak BBeAEeHbl BCe HACTPOMKK, B GOpme M3MEHEHWUA PecypCHOro myna HaXMmaem KHOMKY
«pNHATLY.

7.6. Pa3BépTbiBaHWe Edge-poyTepa

Tenepb, Koraa vSphere runner 1 pecypcHbIi Ny HaCTPOEHbl, He06X0AMMO NPOU3BECTU Pa3BEPTbIBAHUE
Edge-poyTepa. Pa3BépTbiBaHWe ByaeT NPon3BeAeHO Ha BCe pecypcHble nyabl VMware, HaCcTpoeHHbIe B
cucteme.

[na pa3BépTbiBaHMA HeobxoguMmo 3aiTh no SSH Ha ESU-box (ctaHgapTtHas Y3 deploy:1-qpALzm/),
NOCMOTPETb, Kakaa NocaeaHAn Bepcua poyTepa AOCTyNHa B AaHHoW Bepcuu (Is -lah | grep edge*.ova) u
BbIMNO/IHUTb KOMaHAY:

toochkactl edge-deploy --filename edge-x.x.x
rae X.X.X — NocieAHA JOCTYNHAA BEPCUA.

I11BaxkHo!!! B uenax 6e3onacHOCTU HacTOATE/NIbHO PeKOMEeHAYeM U3MEHUTb JIOTMH U Napo/ib YYETHOM
3anucu Nocsie HaCTPOMKM.

NHcTpymeHT toochkactl nponsBenér 3anmBKky 1 passepTbiBaHMe WabsioHa poyTepa (B popmaTte .ova) Ha
pecypcHbIX nynax (PucyHok 68).
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deploy(localhost:~$ toochkactl edge-deploy --filename edge-1.2
I

sudo: unable to resolve host localhost: Name or service not known
[WARNING]: provided hosts list is empty, only localhost is available. Note that the implicit localhost does not match 'all'

PLAY [localhost] **

skipping plugin (/usr/local/lib/python3.7/dist-packages/ansible/plugins/filter/core.py) as it seems to be invalid: cannot
import name 'environmentfilter' from 'jinjaz.filters'
(/usr/local/lib/python3.7/dist-packages/jinjaz/filters.py)
[WARNING]: Skipping plugin (/usr/local/lib/python3.7/dist-packages/ansible/plugins/filter/mathstuff.py) as it seems to be invalid: c
annot import name 'environmentfilter' from 'jinja2.filters'
(/usr/local/lib/python3.7/dist-packages/jinja2/filters.py)

failed=0 skipped=e rescued=0 ignored=e

deploy@localhost:~$ |

PucyHok 68

O6patute BHUMAHME, 4YTO CUAY OCOBeHHOCTeU pa3BEpTbiBaHMA WabnOHA y Bac AONXKHA 6biTb
CTaHAApTHaA nopTrpynna ¢ HassaHuem «VM Network».

Mocne 3aBeplueHMA Pa3BEPTbIBAHMA Ha VSphere noABUTCA BbiKAOYeHHaA BM ¢ Ha3BaHWem «edge-x.x.x»,
a B HacCTPOWMKax pecypcHoro nysaa sMecto «edge» 6yaeT nponucaHa akTyanbHasa Bepcus poytepa (PucyHok
69).

<

@ edge-12.7 2 @ & | iactons
Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

SWITCH TO NEW VIEW

OHz
- Powered
5} — EMORY USA
Yy
B 4.4 0B
@ 1.06 GB
LAUNCH REMOTE CONSOLE (@ {\
VM Hardware ~ Notes ~
> CPU Ed =
> Memory B memory act
~
> Hard disk 1
Val
> Network adapter 1 VM Network (disconnected
> Video card 4mB
VMCI device hat
> Other
Compatibility =
Edit Settings
Tags ~
Assigned Tag Category Description

PucyHok 69

Mocne atoro Cuctema 6yaet rotosa K co3aaHuto BLIOJ B cermeHTe VMware.
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8. Co3paHue wabnoHos BM ans cermeHta VMware vSphere

Ons co3pgaHua wabnoHa BM Heobxoaum obpas OC c cloud-init B popmare .ova.

[anee byaeTt paccMoTpeH npumep co3aaHma wabnoHa BM c onepaumoHHoi cuctemon Ubuntu 18.04 LTS.

Ccblika Ha Mcnosib3yemblit B npumepe obpas:

https://cloud-images.ubuntu.com/bionic/current/bionic-server-cloudimg-amd64.ova

3axoamm B vSphere Client (PucyHok 70) n B uenesom AaTa-LUeHTpe Npou3BoauM pa3BEPTbIBaHUE .0va-
wabnoHa.

Deploy OVF Template Select an OVF template X

Select an OVF template from remote URL or local file system

cn . . . JE T - r browse t " acces from voL -
| 1 Select an OVF template Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as a local hard drive, a network share, or a CD/DVD drive

@y
2 Select a name and folder ® AL

https://cloud-images.ubuntu.com/bicnic/current/bicnic-server-cloudimg-amdé4.ova

O Local file

No files selected.

CANCEL NEXT

PucyHok 70

Oanee B mactepe gennon (PucyHok 71 — PucyHoK 76) Heobxoaumo yKasaTb MMs co3gaBaemol BM,

KnacTep, Ha KOTOPOM OHa byZeT pa3BepHyTa, XpaHUAULLE, Ha KOTOPOM byaeT nexkatb BM (npu ykasaHum
TUMNA AUCKA HYXKHO yKa3aTb «Thin provision»).

47



Deploy OVF Template Select a name and folder X

Specify a unique name and target location

Virtual machine name: bionic-server-cloudimg-amd&4

| 1 Select an OVF template

2 Select a name and folder R
Select a location for the virtual machine

» [ Templates
> BvCLs
CANCEL
PucyHok 71
Deploy OVF Template Select a compute resource X

Select the destination compute resource for this operation

1 Select an OVF template ~ [ Datacenter

2 Select a name and folder

3 Select a compute resource

Compatibility

.~ Compatibility checks succeeded

CANCEL

NEXT

PucyHok 72
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Deploy OVF Template

1 Select an OVF template
2 Select a name and folder

3 Select a compute resource

4 Review details

Deploy OVF Template

1 Select an OVF template

2 select a name and folder

3 Select a compute resource
4 Review details

5 Select storage

Review details X

Verify the template details.

Publisher No certificate present

Product Ubuntu 18.04 Server (20220513)
Download size 3533 MB

Size on disk Unknown (thin provisioned)

10.0 GB (thick provisioned)

CANCEL NEXT

Select storage X
Select the storage for the configuration and disk files
Select virtual disk format
VM Storage Policy [ Datastore Default ¥
C] Disable Storage DRS for this virtual machine

T | Storage : v y T T T
Name Compatibiity Capacity Provisioned Free Type Cluster

O B aatastoret - 325GB 369 GB 3056 GB VMFS 6

O | Bnfeback — 195 26 GB 146,54 MB 195.72 GB NFS v3

W B nfs30 - 19586 GB 60.06 MB 195.8 GB NFS v3

n } 4items
Compatibility

./ Compatibility checks succesded.

CANCEL

NEXT

PucyHok 74
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Deploy OVF Template

1 Select an OVF template

2 Select a name and folder
3 Select a compute resource
4 Review details

5 Select storage

P pro
6 Select networks

Deploy OVF Template

1 Select an OVF template

)

Select a name and folder

w

Select a compute resource

s

Review details

w

Select storage

@

Select networks

stomize template

Select networks X

Select a destination network for each source network.

Source Network Destination Network
VM Network WM Network
m 1litem

IP Allocation Settings

P allocation Static - Manual
IPva
PucyHok 75
Customize template X
machine should take "firs actions

id-ovf

v Uncategorized 1 settings

Specifies the hostname for the appliance

ubuntuguest
~ Uncategorized 1 settings
Url to seed instance data from This field is optional, but indicates that the instance should 'seed’

user-data and meta-dat

om the given url. If setto
*http-#tinyurl. com/sm-' is given, meta-data will be pulled from

http:/tinyurl.com/sm-meta-data and user-data from

http://tinyurl.com/sm-user-cdata. Leave this empty if you do not want

to seed from a url.

~ Uncategorized 1 settings

ssh public keys This field is optional, but indicates that the instance should populate

the default user's "authc

v Uncategorized 1 settings

bute, this value is base&4 encoded

orized_keys' with this value

o axmla

Encoded user-data In order to fit

be decoded, and then processed normally as user-data.

v Uncategorized 1 settings

d will be set to this value to allow

Default User's password If set, the default user's passwe

rd based login. The

rd will be good for or

pass:

a single
login. If set to the string 'RANDOM’ then a random password will be

generated, and written to the console.

Geed

CANCEL

NEXT

PucyHok 76
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[oxunaaemca 3aBeplueHUs
(PucyHok 77).

Deploy OVF Template

1 Select an OVF template

2 Select a name and folder

3 Select a compute resource
4 Review details

5 Select storage

6 Select networks

7 Customize template

8 Ready to complete

pa3BépTbiBaHMA .Ova-wabnoHa. CTaBMM naponb Ha

Ready to complete

Review your selections before finishing the wizard

v Select a name and folder

Name
Template name

Folder

bionic-server-cloudimg-amde4
bionic-server-cloudimg-amd64

ESU3-Test

v Select a compute resource

Resource

v Review details

Download size

v Select storage
Size on disk
Storage mapping

All disks

v Select networks
Network mapping
VM Network
IP allocation settings
IP protocol

IP allocation

“ Customize template

Properties

Cluster!

3533 MB

Unknown
1

Datastore: DatastoreCluster; Format: Thin provision

1

VM Network

PV4

Static - Manual

A Unique Instance D for this instance = id-ovf
Untitled property = ubuntuguest

Url to seed ins data from =

ssh public key
Encoded user-data =

Default User's password = 123123

cBOE YyCMOTpPEHHUE

PucyHok 77

[anee Heobxo4MMO OTPeAaKTMPOBATb HAaCTPOMKN BM (PucyHok 78) — BbiCTaBAseM HEOBX0ANUMbIN Ham
TmMn SCSI-KoHTponnepa (VMware Paravirtual), ynansem ceteBoit agantep, ykasbisaem ana CD-ROM IDE
0:0 1 npoBepsaem y Hard Disk type Thin Provision.
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Edit Settings | bionic-server-cloudimg-amd64 X

VilLdal maruawale WV LI I

» CPU

> Memory

~ Hard disk 1

Maximum Size

VM storage policy

ADD NEW DEVICE ~

2 v @
1 v GB v

GB «~
562.7 GB

Datastore Default ~

@

Sharing

Disk File

Shares

Limit - IOPs

Disk Mode

Virtual Device Node

nange

Mo sharing w

[ds600] bionic-server-cloudimg-amd64/bionic-server-cloudimg-

amd&4.vmdk
Mormal w
Unlimited ~

Dependent ~

SCSI controller O v SCSI(0:0) Hard disk 1 ~

VYMware Paravirtual

~ SCSI controller O WMware Paravirtual
TEmeeTee  vMwememe T >

SCSI Bus Sharing

Mone ~

<&_Metwork adapter 17

v CD/DVD drive 1*

Device will be removed L)

Client Device

Status

CD/DVD Media

Device Mode

To connect, power on the VM and select the media from the VM

Hardware panel on Summary tab

Passthrough CD-ROM

IDEO ~  IDE(0:0) CD/DVEWD

PucyHok 78

3anyckaem nonyumsluytoca BM. BBogum ycTaHOBAEHHbIM naponb (nosb3oBaTtesnb ubuntu), Bxogum B
cuctemy. MNotpebyeTtcs cmeHUTb Naposb. MeHaem Ha to6oM.

3aTtem:

nsmeHaem ¢ann cloud.cfg;
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Cloud-init config MoXeT HaxoanTbLCA B ABYX MECTax:

/etc/cloud/cloud.cfg

/etc/cloud/cloud.cfg.d/*.cfg

"  33aKOMMEHTUPYEM CEKLMIO USErs:

*  BHMU3Y Aonuuem cekuuto datasource (PucyHok 79);

PucyHok 79

» 3anyctum sudo dpkg-reconfigure cloud-init. 3anyck KomaHabl OTKpbIBAaeT MHTEPENC, B KOTOPOM
MOKHO BK/OUYUTb/OTKNOUUTL ceKumm datasource;

*  OTKAtOYMM BCE€, ocTaBum EC2 (PucyHok 80):

1 Configuring cloud-init }
Cloud-init supports searching different "Data Sources" for information that it uses to configure a cloud instance.

Warning: Only select 'Ec2' if this system will be run on a system with the EC2 metadata service present. Doing so incorrectly will result in a substantial timeocut
on boot.

Which data sources should be searched?

PucyHok 80

= penaem sudo cloud-init clean;
= penaem sudo userdel -f ubuntu;
=  OTKAlO4Yaem BM.

KoHBepTrpyem BM B wabnoH (PucyHok 81).
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v [ Datacenter

vesatestlab

Guest OS: Ubuntu Linux (64-b
(0 Clusten Compatibility ESXi5.5 and later (
. VMware Tools: Not running, versior
= Powered Off
[ 1omis.254 MORE INFO

DNS Name: ubuntuguest

- 10 4
[ ERIRIRER IP Addresses:

@ 1011.14.42 Host: 10.11.14.41

B Lamen nruate caneae @ Y
@ 2 H -

- & Actions - bionic-server-cloudimg-amded
@ bionic-serve
Power

@ edge-127

assigned to this virtual machine.

Guest OS5
L=
Wl vesa Snapshots

£ Open Remote Console 2 CPUS)

. . 1GB,0G amory active
&1 Migrate GB, 0 GB memory tive

Clone 10 GB

Disconnected

Fault Tolerance

Disconnected

4 MB

Template machine Pt
- . o Template R UaE
Compatibility

& Exp VF Template face

Export System Logs Additional Hardware

. ~ ESXi 5.5 and later (VM version 1t
& Edit Settings

PucyHok 81

Mocne atoro Heobxoaumo 3aBectn wabnoH B PYCTIK-ECY (PucyHok 82 — PucyHoK
aHaNorMyHa 3aBegeHuo WabnoHa ana KVM-cermeHTa (cm. pasden 6), HeobxoAMMO TONbKO BbibpaTb
apyroi cermeHT (VMware) un gpyroi ID wabnoHa (BbibpaTb cO34aHHbIA Ha Npeabliaywmx warax wabioH

M3 CNUCKa).

84). Mpoueaypa
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CoszfaHue LWabnoHa

naeHar / WHcrannauma / Cepeepel / Co3paHwve wabnoHa

OCHOBHEIE HﬂC[pOﬁKM ,ﬂOl‘IOJ’]HVITE.‘Tbe\E
NloctyneH ana @ VMware KM
Wima Ubuntu 18 LTS
Ipynna wabnoHos Other templates Boifpats
BrmoueH | CHuMWTE $naxok, 4ToOL! LWAGAO0H HE NOKA3LIBaNCA B BUTPUHE
Windows NHUUeHZ1A Ecnn ¢J1£I)KEJK YCTaHOBAEH, C NoNL30BaTena ﬁyAET CNAUCEIBATECA CTOMMOCTE IMLUEH3INK Windows
Vi wzbnosa * OauH u ToT e obpas (WwabnoH) gomKeH 0AHOBPEMEHHO NPUCYTCTBaTL Ha BCEX MANepBKM30pax 3Toro Thna!
® ySphere: WabnoH JOMKEH MMETL YHUKANEHOE H3ZBaHWE 1 ObITh WaBnoHoM (6e2 ceTe, cHanwoTo., LS| Logic SCSI, 0AnH AMCK Ha scsi 0:0)
bionic-server-cloudimg-amdeé4 Bribpats

PekOMEHAZLMI A0 AENN0R

€T MNOKa3aHo NoNL30BaTento npy

HHUW MalUWHbI

PekoMeHAaUMIM nocne
AennoA

€T NOKa3aHo NoNbL30BaTeNnto NpyW pejakTupoBaHUK

MKoHKa Buifepute daiin.. X

OTMEHWUTE HNanee »

PucyHok 82

MameHeHue LWabnoHa

FnaBHas / WHctannauwa / Cepeepsl / Wamenenwe wabnoHa

OCHOBHEIE HACTPOAKI NONoNHUTENEHBIE MonA ANA ckpunTa CKPMWNT pazBepThIBaHUA Auto DevOps

JocTyneH napTHepam /NeH BCeM napTHepam BuiBpats
JOCTyneH KnueHTam JlocTyneH BCem KNneHTam Buibpatb
[RGERTTE 1 -
-
MuHnmansHas KoHpUrypaums
CcpPu 1 -
-
RAM 6 2 s
-
-
HDD 6 10 =

OTMEHUTE MpUMEHUTE B MNpyMeHUTE 1 BepHYTECA

PucyHok 83



3MeHeHVe WabnoHa

rnaeHan [/ WMHctannAuns / Cepeepel / MameHeHue wabnoHa

OCHOBHBIE HACTPOAKM [ONoNHUTENLHbIE Monsa AnA ckpunTa CKpPWUNT pa3BepTLIBaHUA Auto DevOps

ACTE0EaHEI KaKML

5 NpeAnaraeTc

Ecnn nona

rYT HAXO04WTLCA JaHHGIE, NpeacTaenAoLwMe UeHHOCTE KOHK pETHOM KO HOUNYpauuu.

B kauec

Wma Tun Mo ymondanuo OGAzaTensHoe WNzmeHAemoe

1 WMma xocra (hostname) Hmsa xocta Het Her Het LeiicTena =
2 NoruH nonezoeatens (login) None noruHa linux ([a-z_][3-20-9_-H{0.30}) ubuntu Aa Het Leficrens =
3 Mapone (password) MNone naponsa (Texcr co 3se34o4kamMm, sha312) Het Her Het LeifcTENA =
10 MyBnvuHsii knou SSH (ssh_key) My6AKMuHBIR Koy SSH Het Het HeTt

JeRcTenA =

W YgannTe OTMEHUTE B NMpumeHuTs B NMpUMEHUTE 1 BepHYTLCA

PucyHok 84
[anee B0 BKNagKe CKpunm pa3eépmeoliéaHus Heobxoamnmo [,06aBUTb CKPMNT Pa3BEPTbIBAHMA.

MpumeyaHue: yHusepcanbHbili CKpunm pa3eépmoeleaHus 018 Linux OS npunoxeH Huxe 8
doKymeHmayuu 8 paszodesne «YHusepcasabHbili CKpUnm pa3eépmbsi8aHUA».

Mocne 3Toro HaxkMmaem KHomMky «MpumeHnTb 1 BepHYTbcA». Co3aaHHbIN WabaoH BM noaBuTcs B cnncke
lWabNOHOB M U3 HErO MOXKHO byaeT co3agaBatb BM.
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9. [lobaBneHme pecypcHbIX Nya0B NAPTHEPY

NMocne TOro Kak pecypcCHble nynbl onA obounx cermeHToB 6blN HaCTPOEHbI UX HGO6XO,CI,MMO |CI,O6aBl/ITb

napTHEpy.

Mepexoamm B AgmuHUCTpUpoBaHue — MapTHEpbI. Bbibnpaem co3gaHHOro napTHEpa, nepexoaum Ha
BKNaAKy OCHoBHble Hacmpoliku. B none «PecypcHble nynbl» BblbMpaem HeEOBXOAMMbIV PecypCHbI Nyn

(PucyHok 85).

V3MeHeHe napTHepa

MnaeHas / AgMUHWCTPUPOBaHKe / MapTHepbl / M3MeHeHWe napTHepa

OCHOBHbIE HACTPOAKU

KoHTpakT

OcHoBHOI NapTHep

KoHTpakT ana napTHepa OcHOBHOW NapTHep

bKO Ha HOBBbIWA, KOTOPbLIA HE 6ol CBR3aH HW € DAHOW OpraHu3aLmen

Bbi6paTts

PeCypcHbie Myl

BbibpaTh

[na coxpaHeHus

PucyHok 85

HACTPOEK HaXXNMaem « N3meHUTb».
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10. Co3paHune BLUOoB B cermeHTax

Tenepb MOXHO co3aaTb nepsble BLOAbI B cermeHTax Ans nNposepku paboTtocnocobHoctn Cuctembl.
CHauyana B MeHtlo AGMUHUCTpUpOoBaHue — KaneHTbl, noTpebyeTcs co3aatb KAMeHTa (PUcyHoK 86).

JobasneHue KavMeHTa

FnaeHar / AgmuHWcTpypoBaHwe [ Knnedtel / [lo6aBneHwve KnvMeHTa

OCHOBHBIE HACTPOWKK

Hima DEFAULT

NaptHep default BribpaTte
TapwdHeIA NAaH default Buibpate
WHTepHeT v | BRAOUNTE

CxopocTs gocTyna B O 1000 M6uT/c

MHTepHeT

CKOpPOCTE NOKaNbHOR CETH O 1000 M6uT/c

MeTosul onnaTs Boibpars

Moaenk onnats Mpegonnata (e ) Moctonnata

OTMEHNTE B AcbasnTe

PucyHok 86

B ropM30HTaIbHOM MEHI0 HaXKMMaem KHonKy «Co3aaTtb NPoeKT» (PUCYHOK 87) v co34aEéM NepBbiii NPOEKT
(PucyHoK 88).

Do

‘ + Cozpare npoext ’ ()]

{® PYCmMaH-ECY

0Ob6NauHble BbIUUCIEHNA

- 1335 — BLUNCIATENLHAR UHPPACTPYKTYPA (CEPEEPL, XPAHWIHILA AHHLIX, CETV, ONIEPALMOHHLIE CUCTEMB), KOTOP3R NPEAOCTABNARTCA AN1A PA3E0PAUMEIHVS 1 2aMYCKE COBCTEEHHEIX NPOTPAMMHEIX PEIIEHUI
= O6nauHbie BLIHMCIEHNS bpacTpyKTy f P: Pas F P: porp: p:

) [nasHas / OGnauHble BbIHNCIEHUA
©f Hactpoiiku

EECERT]

Co3palite NpoekT

[nA Havana pa6oTsl ¢ ladg co3aarTe JBOii NepBblil NPOeKT.

PucyHok 87
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CospaHue NnpoeKkTa

Hanpwmep, "MepBblii NpoekT"

OTMeHUTE B MpuHATL

PucyHok 88

[anee nepexogum B pasaen meHio O6nauHble BbluUCNEHUA W aKTUBUPYem oamH u3 BLLOZoB, Hanpumep
VMware (PucyHok 89).

O6nauHble BEIUMCIEHS

1385 — BEINMCTUTENEHER MHEPCTRYKTYPE (CEPESPsS!, SPAHIINLLE ASHHE, CETH, ONEPALMOHHEIE CHCTEM ), KOTOPaR NPEAOCTAE/AE

naeHan / O6nauyHble BEbYNCNEHUA

HE B
Sl vmware
Cozpats BLOA KVM Cozgate BLUO/JA VYMware
Hypervisor
PucyHok 89

Mocne HekoToporo BpemeHn BLLO/L 6yaeT roToB M MMeTb CTaTyc «paboTaeT». B Hem MoXKHO byaeT co3aaTb
BUPTYa/ibHY0 MalumnHy (PucyHok 90).

B Hawem npumepe cozgaHo no ogHomy BLLOJ, B Kaxkaom cermeHTe (VMware 1 KVM).
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Cozgate BLOA KVM

vmware
BLOA KVM
+
- KVM
Cospatb BLIOA VMware .
Hypervisor Cratyc: paboTaeT

PucyHoK 90

BLIOA VMware Hypervisor

VMware Hyper...

CraTtyc: paboTaet
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11. Hactporka PYCTIK-ECY ana paboTbl € Knactepamu

Kubernetes

11.1. Co3paHune wabnoHoB Kubernetes ana cermeHTa VMware

vSphere

Ons pasBopaumBaHua KnactepoB Kubernetes B PYCTIK-ECY cHavyana HeobxoaMmo noAarotoBuTb

WwabaoHbl master-HoAbl, C KOTOpOM ByAeT NPOUCXOAMUTb YNPABAEHWE KNAacTEPOM M OBbIMHOWN HOAbI.
CHayana HeobxoAMMO CKavaTb NOArOTOBAEHHbIE Halle KOMaHAOoM WaboHbI B apXMBaX.

Master-Hoaa: https://ncl.sbcloud.ru/s/EtYnDbQgoe2xPMF/download/k8s-1.22.1.master.zip

Hopa: https://ncl.sbcloud.ru/s/HHQwGf)JQso3M7ZR/download/k8s-1.22.1.node.zip

PacnakoBbiBaem apxuBbl.

3axogum B naHenb ynpasneHna VMware vSphere. B naHenb ynpasneHuAa HeobxoaMmo 3arpysuTb
pacnakoBaHHble 06pasbl. 1A 3TOro BbIbMpPaem ANPEKTOPUIO, B KOTOPYHO ByAyT 3arpyKeHbl 06pasbl, B
Hawem cny4yae 3to ESU3-Test, Kn1MKaemM No Hel MpaBoOi KHOMKOM MbIwM U Bbibupaem «Deploy OVF

Template» (PucyHok 91).

s B M 7 Actions - ESU3-Test
5 E y ﬁﬁ Mew Wirtual Machine..
ﬁﬁ@:} oy OVE Tel*'.::T_at__n:_:)
I P+ New Folder
ch O Rename...
c=h Move To..
] Add Permission...
& bi Tags & Custom Attributes »
= Alarms »
E k Remove from Inventory
f3] Templates

[anee Bblbupaem 3arpysKy ¢aiia ¢ 10KanbHOro KomnbtoTepa (PUCYHOK 92).

PucyHok 91

61


https://ncl.sbcloud.ru/s/EtYnDbQqoe2xPMF/download/k8s-1.22.1.master.zip
https://ncl.sbcloud.ru/s/HHQwGfJQso3M7ZR/download/k8s-1.22.1.node.zip

Deploy OVF Template

1 Select an OVF template

Select an OVF template X

Select an OVF template from remote URL or local file system

/I\ Select a template to deploy. Use muitiple selection to select all the files associated with an OVF template (.ovf, wmdk, etc)

x|

Enter & URL to download and install the OVF package from the Intarmet, or browse to a location accessible from your computer
such as a local hard drive, a network share, or a CD/DVD drive.

OurL

) Local file

UPLOAD FILES Np files selected

CANCEL NEXT

PucyHok 92

B oTKpbIBLIEMCA OKHE BblOUpaem dainbl Halwero obpasa. MNocse Bbibopa paiiioB HaXKMEM KHOMKY «Next»

(PucyHoK 93).

Deploy OVF Template

1 Select an OVF template

® Local file

Select an OVF template

Select an OVF template from remote URL or local file system

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as a local hard drive, a network share, or a CD/DVD drive

OurRL

UPLOAD FILES | 4files

CANCEL@

X

PucyHok 93

Bbibepem Ha3BaHMe WabsioHa U nanky ansa xpaHeHus (PucyHok 94).
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Deploy OVF Template Select a name and folder X

Specify a unique name and target location

| 1 Select an OVF ten‘p‘are Virtual machine name: Kuber-1.22. "CS\'FOU#
2 Select a name and folder Select a location for the virtual machine
v [ vesatestlab

~ [ Datacenter
> B Discovered virtual machine
e
> [ Templates
> ByveLs

CANCEL BACK NEXT

PucyHok 94

Boibepem knactep, rae 6yaeT xpaHUTbCA WabnoH u Haxknumaem «NEXT» (PucyHok 95).

Deploy OVF Template Select a compute resource X

Select the destination compute resource for this operation

1 Select an OVF template v [ Datacenter
g’ |

2 Select a name and folder

3 Select a compute resource

Cempatibility

«/ Compatibility checks succeeded.

CANCEL BACK NEXT

PucyHok 95
Hasknumaem «NEXT» (PucyHok 96).



Deploy OVF Template

1 Select an OVF template
2 Select a name and folder

3 Select a compute

irce

4 Review details
Size on disk

Review details

Verify the template details

£\ The OVF package contains advanced configuration options, which might pose a security risk. Review the advanced
configuration options below. Click next to accept the advanced configuration options

Publisher No certificate present

Download size Unknown

10.0 GB (thick provisioned)

Extra configuration nvram = ovf-/file/file2

PucyHok 96

Bbibupaem gatactop gna XxpaHeHus wabnoHa (PucyHok 97).

O6asaTenbHO Bbibupaem ¢popmar gucka Thin Provision!

Deploy OVF Template

1 Select an OVF template
2 Select a name and folder
3 Select a compute resource

4 Review details

5 Select storage

rovisioned)

CANCEL

Select storage X
Select the storage for the configuration and disk files
VM Storage Policy Datastore Default -
[0 Disable Storage DRS for this virtual machine
v | Storage T T . T T T
Name Compatiility Capacity Provisioned Free Type Cluster
599.75 GB 511.03 GB
O B aat rel - 325G8B 3.69GB 305 GB VMFS 6
O B nfs-back - 195.86 GB 113 GB 19474 GB NFS v3
( B nfsz0 - 19586 GB 60.06 MB 1958 GB NFS v3
i } 4 items
Compatibility

.~ Compatibility checks succeeded

PucyHok 97

NEXT

CANCEL

3aBepluaem npoLecc Haxkatmem KHomnKku «FINISH» B oTKpbiBLemca okHe (PucyHok 98).
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Deploy OVF Template
1 Select an OVF template

2 Select a name and folder

3 Select a compute resource

4 Review details

o

Select storage

6 Ready to complete

Ready to complete

Review your selections before finishing the wizard

v Select a name and folder
Name

Template name

Folder

v Select a compute resource

Resource Cluster!

Vv Review details

Download size Unknown

v Select storage
size on disk Unknown
Storage mapping

All disks Datastore: DatastoreCluster; Format: Thin provision

PucyHok 98

Mocne ycnewHoM 3arpy3knM HEO6X0AMMO CKOHBEPTUPOBATb CO34aHHYI0 Takum obpazom BM B Temnneunr.
[ns 3TOro Ha*KMEm No HeWn NPaBoi KHOMKOM MblwK M Bbibepem «Template» —«Convert to Template»

(PucyHoK 99).
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~ [ Templates

(1 edge-3.

1 kuber-

20

22 1-csi-master-new-ccm

[Gener|
[Gener|
[Gener
[Gener|
[Gener|
[Gener|
[Gener|
[Gener|
Gener
[Gener
Gener
[Gener
[Gener|
[Gener
[Gener
[Gener
[Gener
[Gener
[Gener|
[Gener
[Gener|
CentO
centos
cloudlg
CTS-E
25U-wi
kuber-
kuber-
kuber-
[# kuber-

Recent Tasks Al

ﬁ Actions - kuber-1.22.1-csi-master-new-ccm
Power
Guest 05
Snapshots
[®F Open Remote Conscle
& Migrate...
Clone
Fault Tolerance
VM Policies
Compatibility
Export System Logs...
{3 Edit Settings..
Maove to folder.
Rename...
Edit Notes
Tags & Custom Attributes
Add Permission...
Alarms
Remove from Inventory
Delete from Disk

Update Manager

v

VM H

Tags

Assit

[ Export OVF Template

Assigr

PucyHok 99

[aHHylo onepayumio No 3arpy3Ke U KOHBEpPTaLMK HeobxoaMMo npoaenatb ANA WabnoHa master-HoAbl

n ana o6bluHOM HOAbI!

Mocne ycnewHol 3arpysku wabnoHoe B VMware vSphere Heobxoammo Hactpoutb PYCTIK-ECY gns
paboTbl ¢ HUMW. [ns 3TOro B NaHenu ynpasneHna PYCTIK-ECY nepexoanm B meHto UHcTannauua —
LWa6noHbl — Kubernetes n Haxkumaem «Co3aatb WwabnoH» (PucyHok 100).
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DEFAULT o

ube S
Kubernetes ‘ e e D)

rnaeHas / WHctannauwa / Kubernetes

Kubernetes

Y ounstpe

HeT AaHHbIX AN 0ToBpaxeH s

PucyHok 100
B oTKpbIBLIEMCA OKHE 3aN0NHAEM c/ieaytowme napameTpbl (PucyHok 101):

* [locTyneH ans — Bblbupaem cermeHT VMware.

*  MmA — NpounsBosIbHOE UMA.

*  BK/AOYEH — YeK-BOKC yYCTaHOB/EH.

»  TemnnenTt mactepa — Bbibupaem WabsoH macTepa, 3arpy*eHHbIN B vSphere 13 Bbinagatowero
CnuCcKa.

»  TemnnenT Hoabl — BbibMpaem Wab/ioH HOAbI, 3arpyKeHHbIN B vSphere 13 BbiNagatoLWero crucKa.

*  Buaumbin wabnoH OC — BbibUpaem noboi WabnoH U3 cnMcKa (BAMAET TONbKO Ha Ha3BaHue,
KoTopoe byaeT oTobparkaTbca B CNUCKE CEepBEPOB).

*  MuHUManbHaa KoHOUrypaums — pekomeHayemas KOHPUrypauma ans Hawux wabnoHos: 2vCPU,
2RAM, 1076 HDD.

Haxknumaem «lTpumeHnTb?.
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3MeHeHVe WwabnoHa

rnaeHas / WHctannauws / Kubernetes / MameHeHwe wabnoHa

OCHOBHEIE HACTPOAKK CKpWNT pazBepTeIEaHWA

Joctynex ana e VMware KWVM

Vima Kubernetes 1.22.1

Brmouex + | CHUMUTE pnaxok, uTofkl WaBnoH He NOK33LISaNcA B BUTpUHE

Mosnuma 1 -
-

TeMmnieir macrepa kuber-1.22.1-csi-master-new-ccm BulfpaTs

Temnneit Hogs! kuber-1.22.1-csi-node BrifpaTs

Branmelit wabnoH Ubuntu 20.04 BrlfpaTs

oc

MuHWMManbHaA KoHGUIypauWa

CPU 2 -
A
-

RAM [B 2 -
EY

HDD B 10
A

W Yaanute OTMEHMTE a MpUMEHUTE =] MpPUMEHNTE M BEPHYTLCA

PucyHok 101
Janee Bo BKNagke Ckpunm pa3seépmobleaHusa HeobxoamMmo Ao6aBUTb CKpUNT.

CKpunT pasBépTbiBaHMA:



from authentication.models import PubKey, Token

def get_metadata(master=None, hode=None):
if master:
return _prepare_master(master)
else:

return _prepare_node(node)

def _prepare_master(master):
hypervisor = master.vdc.hypervisor
api_url = hypervisor.get_setting(‘platform_internal_url")

api_token = hypervisor.get_setting(‘'edge_api_token")

sa_token = Token(user=master.service_user)
sa_token.save()

sa_token = sa_token.original_key

return {
‘'user_data": f""\

#cloud-config
debug:

verbose: true
cloud_init_modules:

- migrator

- seed_random

- bootcmd

- write-files

- growpart

- resizefs

- set_hostname

- update_hostname

- update_etc_hosts

- users-groups

- ssh

- runcmd
runcmd:

- runner install --api_url="{api_url}" --token="{api_token}" --sa_token="{sa_token}" --
runner_id="{master.short_id}" --ifname=eth0 --kubernetes_uuid="{master.id}" --version="1.22.1"

fqdn: "{master.master_hostname}"
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manage_etc_hosts: true
disable_root: false
ssh_pwauth: yes
users:

- default
ssh_authorized_keys:

- ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDKZnwIDIoHsfZukwf/QnHP8KR/diIFMQgLFxG0ODoe9qdZ/nE7
xf3bUFOWNXwWMEemQv6Vo6JdpOkTswT+ZuELIxcvd40OgnIBChdY8qym/4/BFMgFJz61J1Bhenp/+bvy/cW
R2bBKNiYbOCw5dWU+0xbS7516jy0oH3zCwWVTNGQ7ieB5cwlaq3wIL YuXGITUN6pko3mIKMhQL1IB7mr
e8ZGkzKIwux5EutdmelJCFfi/bGFIUUB/uFkzJIHtv4nlAmz3pW+Wv/6egXXoaBrGp9Dmp3gPmnXtAywsn
KGZ60hp2jlcmJZ69ceJvB1jx510IR9W +ntBwIVhvmOdkSVy4yHiGL deploy@localhost

chpasswd:
expire: false
list:
- root:
timezone: "Europe/Moscow"
package_update: false
datasource:
Ec2:
strict_id: false
timeout: 5
max_wait: 5
metadata_urls:

- http://169.254.169.254:80

'hostname': master.master_hostname[:15],

'instance-id": master.short_id,

def _prepare_node(node):
pub_keys = [node.kubernetes.service_public_key, node.kubernetes.user_public_key]

pub_keys ="\n"join([f' - "{k}" for k in pub_keys])

internal_ip = node.ports[0].ip_address

return {
‘'user_data'; "\
#cloud-config
debug:

verbose: true
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cloud_init_modules:

- seed_random

- bootcmd

- write-files

- growpart

- resizefs

- set_hostname

- users-groups

- ssh
bootcmd:

- echo {internal_ip} {node.hostname or node.short_id[:15]} > /etc/hosts

- echo "127.0.0.1 localhost" >> /etc/hosts
disable_root: false
fqdn: "{node.hostname or node.short_id[:15]}"
ssh_pwauth: yes
users:

- default
ssh_authorized_keys:
{pub_keys}
chpasswd:

expire: false

list:

- root:
timezone: "Europe/Moscow”
package_update: false
datasource:

Ec2:

strict_id: false
timeout: 5
max_wait: 5
metadata_urls:

- http://169.254.169.254:80

'hostname': node.short_id[:15],
'instance-id": node.short_id,

}

Mocne yCTaHOBKWM CKpUNTa pa3BEPTbIBAHUA HaXKMMaeM «[IpUMEHUTb U BEPHYTbLCA» (PucyHok 102).
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/ NzmeHeHne wabnoHa

CKpWNT Pa3BepTLIBaHWUA

PucyHok 102

SHWTL B Npumenvte I B MNpumenuTs W BepHyTECA B

Ha saTom HacTpolika wabnoHa 3aBeplueHa, 1 OH 0TobpasuTca B cnucke wabnoHos Kubernetes (PucyHok
103), a TakKe bygeT goctyneH ans cosgaHus B meHto Knacrepbl Kubernetes ana nonb3osartens (PucyHok
104).

{ WucTanmaywa f

Wimsa

/ Kubernetes

Kubernetes

LWabnoH macTepa

LWaGnoH HOAkI

o
o

PucyHok 103

Buawuman OC

Ubuntu 18 LTS
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COE,EI‘GHME‘ Knacrepa

InaeHas / Knactepol Kubernetes / Co3gaHwe knacTtepa

OCHOBHbIE HACTPOWKMW

Mma

BLIOJ, Mepewlii BLIOA h

Bepcur

MyBAnuHENG P Kubernetes 1.22.1

Kubernetes 1.19

Konu4ectso Hopg 2 -
-

KoHdwurypauws Hog knactepa

vCPU O 19gpo

RAM O 1TB

Anck [B 10 e

My6AMYHBIA KoY

PucyHok 104

11.2. CospaHue wabnoHos Kubernetes ana cermeHTta PYCTIK/KVM

Ona cozpaHua wabnoHos Kubernetes B cermenTe PYCTIK Heobxoammo 3antn no SSH (root:rustack) Ha
oAuH u3 KoHTpoanepos PYCT3IK, ckavaTb .vmdk obpa3bl master-Hoabl U HOAbl, KOHBEPTUPOBATb MX B

dopmar .raw 1 co3aaTb U3 HUX images.

CkaumBaem o06pasbl B AVMPEKTOPUIO /tmp, UCMO/b3YA YKa3aHHbIE B KOMaHAE CCbINKMU:

cd /tmp

curl -o kuber-1.22.1-csi-node-1.vmdk

https://ncl.sbcloud.ru/s/L3j8SNFKrkqcHjJ/download/kuber-1.22.1-csi-node-1.vmdk

curl -o kuber-1.22.1-csi-master-new-ccm-1.vmdk

https://ncl.sbcloud.ru/s/9HgqHasftppNM4iq/download/kuber-1.22.1-csi-master-new-ccm-

1.vmdk

KoHBepTupyem obpasbl B dopmart .raw:

gemu-img convert -p -0 raw /tmp/kuber-1.22.1-csi-master-new-ccm-1.vmdk /tmp/kuber-

1.22.1-csi-master-new-ccm-1.raw
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gemu-img convert -p -0 raw /tmp/kuber-1.22.1-csi-node-1.vmdk /tmp/kuber-1.22.1-csi-
node-1.raw

Ypanaem ncxogHukn (.vmdk):

rm /tmp/kuber-1.22.1-csi-node-1.vmdk

rm /tmp/kuber-1.22.1-csi-master-new-ccm-1.vmdk

Co3paém images (PucyHok 105):

openstack image create --disk-format raw --container-format bare --public --property
hw_disk _bus=scsi --property hw_scsi_model=virtio-scsi --property hw_vif model=virtio -
-property image_type=master --file /tmp/kuber-1.22.1-csi-master-new-ccm-1.raw kuber-
1.22.1-csi-master-new-ccm

openstack image create --disk-format raw --container-format bare --public --property
hw_disk_bus=scsi --property hw_scsi_model=virtio-scsi --property hw_vif model=virtio -
-property image_type=master --file /tmp/kuber-1.22.1-csi-node-1.raw kuber-1.22.1-csi-
node

min
min

PucyHok 105
Yaanaem obpasbl (.raw):
rm /tmp/kuber-1.22.1-csi-node-1.raw

rm /tmp/kuber-1.22.1-csi-master-new-ccm-1.raw
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Mocne ycnelwHol 3arpy3kn wabnoHos B PYCTIK Heobxoaumo HacTpouTb PYCTIK-ECY ana pabotbi ¢
HUMK. [na aToro B naHenu ynpasneHma PYCTIK-ECY nepexoaum B meHto UHcTannauma — LWabnoHbl —
Kubernetes n Haxkumaem «Co3gatb wabnoH» (PucyHok 106).

DEFAULT o

—_—
Kubernetes
‘ + Co3path wabnoH |
FnaeHas / WMHcrannAuwA [ Kubernetes —
Kubernetes
Y ©unstpe
ma WabnoH macTepa Wa6noH HoAbl Buanmana OC
1 Kubernetes 1.22.1 _ )
® kuber-1.22.1-csi-master-new-ccm kuber-1.22.1-csi-node Ubuntu 18 LTS MameHnTs

Aoctynews gna Vidware

PucyHok 106
B oTKpbIBLLEMCA OKHE 3aMnoNHAEM cieayolmne napameTpbl (PucyHok 107):

» JloctyneH ana — Bbibupaem cermeHT KVM.

*  WmAa — nNpon3BonbHOE MMS.

*  BK/OYEH — YeK-DOKC YCTaHOB/EH.

*  TemnnenTt mactepa — BbibMpaem WabAOH macTepa, 3arpy*eHHbin B PYCTIK n3 Bbinagatouero
CnucKa.

*  Temnnent HoAbl — BbibMpaem WabaoH HoAbl, 3arpyKeHHbIn B PYCTIK 13 Bbinagatowero cnmcka.

*  Buaumbin wabnoH OC — BbibMpaem nboM WabnoH U3 CNMCKa (BAMAET TONbKO Ha Ha3BaHue,
KoTopoe byaeT oTobparkaTbca B CNUCKe CepBeEPOB).

*  MWHMMaNbHaA KOHOUrypauma — pekomeHayemasa KoHdurypauma gna Hawmx wabnoHos: 2vCPU,
2RAM, 10Tb HDD.

Haxknumaem «lTpumeHnTb?.
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Co3paHve LwabnoHa

MNaeHaR [ WHCTannauma / Kubernetes / CozgaHwe WabnoHa

OCHOBHBIE HACTPOMKKW

Joctyned ana

KmA

BrnoueH

Moznuma

TemnaeiT MacTepa

TemMnAeAT Hogkl

Branmelid WwabnoH
oC

Ck PWUNT paseepThIBAHWA

Whiware o) KVM

Kubernetes 1.22.1

+ | CHUMWTE dnakok, 4ToOk! WaBNoH He MOK33EISaNCH B BUTPUHE

kuber-1.22.1-csi-master-new-ccm

kuber-1.22.1-csi-node

Ubuntu 18 (LTS)

MunumansHan koHdWrypaums

CPU

HDD

[anee Bo BKNagKe CKpunm pa3eépmsiéaHus Heobxoanmo f06aBUTb CKPUNT.

CKpuNT pa3BépTbiBaHMUA:

2
b 2
B 10

PucyHok 107

OTMEHWTL

BuibpaTs
BribpaTs

Bribpats

EY
-
EY
-
-
-
B Cozgams
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from authentication.models import PubKey, Token

def get_metadata(master=None, hode=None):
if master:
return _prepare_master(master)
else:

return _prepare_node(node)

def _prepare_master(master):
hypervisor = master.vdc.hypervisor
api_url = hypervisor.get_setting(‘platform_internal_url")

api_token = hypervisor.get_setting(‘'edge_api_token')

sa_token = Token(user=master.service_user)
sa_token.save()

sa_token = sa_token.original_key

return {
‘'user_data": f""\

#cloud-config
debug:

verbose: true
cloud_init_modules:

- migrator

- seed_random

- bootcmd

- write-files

- growpart

- resizefs

- set_hostname

- update_hostname

- update_etc_hosts

- users-groups

- ssh

- runcmd
runcmd:

- runner install --api_url="{api_url}" --token="{api_token}" --sa_token="{sa_token}" --
runner_id="{master.short_id}" --ifname=eth0 --kubernetes_uuid="{master.id}" --version="1.22.1"

fqdn: "{master.master_hostname}"
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manage_etc_hosts: true
disable_root: false
ssh_pwauth: yes
users:

- default
ssh_authorized_keys:

- ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDKZnwIDIoHsfZukwf/QnHP8KR/diIFMQgLFxG0ODoe9qdZ/nE7
xf3bUFOWNXwWMEemQv6Vo6JdpOkTswT+ZuELIxcvd4OgnIBChdY8qym/4/BFMgFJz61J1Bhenp/+bvy/cW
R2bBKNiYbOCw5dWU+0xbS7516jy0oH3zCwWVTNGQ7ieB5cwJlaq3wIL YuXGITUN6pko3mIKMhQ1IB7mr
e8ZGkzKIwux5EutdmelJCFfi/lbGFIUUB/uFkzJIHtv4nlAmz3pW+Wv/6egXXoaBrGp9Dmp3gPmnXtAywsn
KGZ60hp2jlcmJZ69ceJvB1jx510IROW +ntBwIVhvmOdkSVy4yHIGL deploy@localhost

chpasswd:
expire: false
list:
- root:
timezone: "Europe/Moscow"
package_update: false
datasource:
Ec2:
strict_id: false
timeout: 5
max_wait: 5
metadata_urls:

- http://169.254.169.254:80

'hostname': master.master_hostname[:15],

'instance-id": master.short_id,

def _prepare_node(node):
pub_keys = [node.kubernetes.service_public_key, node.kubernetes.user_public_key]

pub_keys ="\n"join([f" - "{k}" for k in pub_keys])

internal_ip = node.ports[0].ip_address

return {
‘'user_data'; ™"\
#cloud-config
debug:

verbose: true
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cloud_init_modules:

- seed_random

- bootcmd

- write-files

- growpart

- resizefs

- set_hostname

- users-groups

- ssh
bootcmd:

- echo {internal_ip} {node.hostname or node.short_id[:15]} > /etc/hosts

- echo "127.0.0.1 localhost" >> /etc/hosts
disable_root: false
fqdn: "{node.hostname or node.short_id[:15]}"
ssh_pwauth: yes
users:

- default
ssh_authorized_keys:
{pub_keys}
chpasswd:

expire: false

list:

- root:
timezone: "Europe/Moscow”
package_update: false
datasource:

Ec2:

strict_id: false
timeout: 5
max_wait: 5
metadata_urls:

- http://169.254.169.254:80

'hostname': node.short_id[:15],
'instance-id": node.short_id,

}

Mocne ycTaHOBKM CKPUMTa Pa3BEPTbIBAHUA HaXKMMaeM «[IpUMEHUTb U BepHYTbCA» (PucyHok 108).
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ameHeHWe WwabnoHa

naeHan / WHcrannauma / Kuber / W3meHeHwe wabnoHa

CKpUNT PasEepTeIBaHUA

OTMEHWTL B Npumenute Il B NpumeHuTE W BepHYTECA W)

PucyHok 108

Ha saTom HacTpolika wabnoHa 3aBeplueHa, 1 OH 0TobpasuTca B cnucke wabnoHos Kubernetes (PucyHok
109), a Takke bygeT goctyneH ans cosgaHusa B meHto Knacrepbl Kubernetes ana nonb3osartens (PucyHok
110).

Kubernetes

naeHas / WMHcTannauua / Kubernetes

Kubernetes

Mma WabnoH macTepa LWabnoH HOALI Bugwuman OC

kuber-1.22.1-csi-master-new-ccm kuber-1.22.1-csi-node Ubuntu 18 LTS NzamenuTe
kube 22.1-csi-master-ne ciT kuber-1.22 si-node cirros AZMEHUTE

PucyHok 109
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COZ%,EL&HI/IE‘ Knacrepa

[naeHas / Knactepol Kubernetes / CosgaHwe knactepa

OCHOBHbIE HACTPOWKMW

Uns
sUoA Mepewid BLIOA -
BepcwA
N6 NP Kubernetes 1.22.1
Kubernetes 1.19
Konnuecteo Hog 2 -
-
KoHGWUrypaums Hoj knacrepa
veey O 1sapo
Ram O 116
-
Auck re 10 : o
My6AMYHbBIA KM v

PucyHok 110

Takke pgna nocneaylowero pasBEPTbIBaHUA KnacTepoB B cermeHte PYCTIK/KVM Heobxoaumo
NPOW3BECTN AOHACTPOIKY PeCypCcHOro nyna.

[na 3TOro B rNaBHOM MEHIO MaHenu ynpasneHus nepexogum B UHctannauua — Pecypcbl — PecypcHbie
nynbl. Boibupaem pecypcHbit nyn KVM (PucyHok 111).

B OTKpPbIBLWLEMCA OKHE 3aMnoJIHAEM Caieayroumne napameTpbl:

= HasBaHue management-ceTn, B KoTopon paboTtaet ECY — Ha3BaHMe MapLpyTU3NPYEeMOi ceTu n3
NYHKTa 2.2 UHCTPYKLUMN.

= Apgpec ECY B management-cety, no KoTopomy 6yaet goctynHo APl — agpec BM ESU-box B
MapLPYyTU3NPYEMOI CETU, BbIAAHHbIN B NyHKTe 2.2 (cMOTpuM B naHenun PYCTIK).

* TOKeH — TOKeH Nosib3oBaTena (MOXHO CKONMMPOBaTb U3 HACTPOEK pecypcHoro nyna vSphere).

Ha3saHue management CeTw, B KOTOPOR paBoTaeT ECY 1 ee KOMTMIOHEHTS

. cen . N - ESU-Rustack
BKMIOUAA NONL30BaTeNbCK1e poyTepsl. Hanpumep: Toochka_mgmt

Agapec ECY B management ceTi, No koTopomy ByAeT AocTynHo APL. 3To
3BPETLIBAHWA pOyTEpoB http://10.11.14.111
EDGE & knvenTekmx BLOJax. Hanpumep: http://192.168.20.5

3HauYeH1e MCrone3yeTcR NPY aBToMaTHYeC

TokeH, KOTOpEIF BygeT ncnons3oBaTecA poyTepamv EDGE npum ux
- amenT - 977c9840912471ec90fbe7ed90e2290048cc1b2a
ABTOMATVUECKOM Pa3BEPTLIBAHUM B KNUeHTCkuX BLOax

PucyHok 111
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11.3. Co3paHue knactepos Kubernetes 8 PYCTIK-ECY

Mocne Toro, Kak Wab/oHbl U PECYPCHbIM My HAaCTPOEHbI, MOXHO MEPEeXoaAnUTb K CO3A4aHUID KNacTepoB
Kubernetes.

Ona atoro B rnaBHOM MeHI0 naHenun ynpasneHus nepexoamm B Knacrepbl Kubernetes n Haxmnmaem
«Co3patb Knactep» (PucyHok 112).

nacten Ibernetes e —
KnacTepsl Kubernetes ‘ + Comrmnacrep )
FnaeHas / Knactepel Kubernetes

KnacTepbl Kubernetes

Y BacC Noka HeT HW OAHOrO K1acTepa Kubernetes

Urolwl C02A3Tb ceoin !'IE—DEH:Iﬁ Knacrep, HaXxXmMnTe Ha KHONKY HUxe

PucyHok 112
B oTKpbIBLIEMCA OKHE 3aMnoNHAEM cieayolmne napameTpbl (PucyHok 113):

*  /Ams — NpoM3BO/IbHOE HAMMEHOBAHWE KnacTepa.
=  BLOA — Bbibop Heobxoammoro BLLOA, nmbo co3aaHme HOBOrO.
* Bepcusa — Bblbop Bepcun Kubernetes.
* [ly6anuHbii IP — BbIbOp napameTpoBs nybanyHoro IP-agpeca:
o OrtkatoueH — Kknactep Kubernetes He byaeT umetb nybanyHoro IP-agpeca.
o HoBsbIn — nonyyeHne HoBoro IP-agpeca 13 nyna nyb6AMYHbIX agpecos.
o CnyyaliHblil — ucnonb3oBaHWe BblaeneHHoro ansa BLLOM ceobogHoro IP-agpeca, B cnyyae
OTCYTCTBMA TAKOro — NOJIy4eHME HOBOFO M3 Nyna NybaAnYHbIX aApecos.
* KosmnuectBo Hog — BbI6Op KoMyecTsa HOZ ANA KnacTepa.
*  KoHdurypauma Hopg Knactepa — BblIbop NnapameTpoB KOHPUrypaumm HoA,:

o CPU.
o RAM.
o [Awuck:

e Pasmep AMCKa.
e Tun aucka (SSD, SAS, SATA).
*  [ly6AnYHbIN KNtoY — BbI6Op NYBANYHOTO KAtoYa U BO3SMOMXKHOCTb CO34aHMNA HOBOTO.
Bce nona AonXKHbI 6bITb 3ano/HeHbl. TakKe HeobxoaMmo A06aBUTb NY6AMUHBIA KAKOY (€r0 MOXHO
CreHepuMpoBaTb B NaHeNMU YyNpaBAEHUA) OH HYXKeH AAA AO0CTyna macrtep HOAbl K OCTa/libHbIM HOZaM
Knacrepa.
Korpa Bce nonA 3anosHeHbl Haxknmaem «Co3aatby.
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CosgaHue Knacrepa

rnagHas / Knactepwl Kubernetes / CozpaHue Knactepa

OCHOBHbI€ HAaCTPOAKN

Wma 222

BUOA BLIOA KVM ~
Bepcus Kubernetes 1.22.1 e
MNyBanuHbIR 1P Cny4aiHsbii Bribpate
Konuuecteo Hog, 2 -

KoHdurypauma Hopa knactepa

vCPU O 2 appa
RAM O 275
a
Auck b 10 - SSD v
P Tun
MyGnMUHLIR v

K4

OTMEHUTH B Cozpats

PucyHok 113

Mocne co3gaHuA Knactep otobpasunTca B naHenu ynpasneHus (PucyHok 114).

DEFAULT ooed © &
Knactepsl Kubernetes _
+ Cozaats knacrep

naeHan / Knactepbl Kubernetes

Knactepbl Kubernetes

Wma BUOA Bepcwuna NMy6nWuHLIA IP KonwuyecTteo Hop,

BLLOA KV Kubernetes 1.22.1 10.11.144.202 2 AehcTenA =

PucyHok 114

Hopapbl KnacTepa Tak:Ke MOXKHO YBUAETb B MeHIo O6nauHble BbluucneHma — BLOA — CepBepbl M yNpaBasaTb
MMM KaK 0ObIYHBIMU CepBEepPamMmn — USMEHATb KOHOUTYPaLUIO U YNPaBAATb COCTOAHNEM cepBepa (PUCyHOK
115).
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Cepoens

rnaeHas /[ OBNauHele BelUKMCNeHWA / CepBepsbl

CepBepbl
Y ounstpe
Wima CeTk MyGnnyHbIA IP WabnoH Kondurypauna
W2vCPU, 2TE
® CeTs (10.0.1.7 Het A cirros ' . SHCTEWA ~
¢ ) &= 10 76 SATA OCHOBHOM AWCK A
H2vCrPU, 2TE
® Cets (10.0.1.6 HeTt A cirros ) . SlCTBA =
( ) &= 10 G SATA OCHOBHOM g1ck A

PucyHok 115

11.4. OcobeHHOCTM M NoaaepXKUBaEMbI PYHKLMOHAN

OcobeHHOCcMu:

* Knactep pa3BépTbiBaeTCs TONbKO B cepBucHOM ceTn BLLOAa (co3gaHHOM aBTOMATMYECKM
co3gaHuum BLIOA).

npu

» TpebyeTca HanMuyMe MOAb30BATENbLCKOrO MyH6AMYHOro Katoya B npodune, Tak Kak Hoabl byayTt
co3aaBaTbca 6€3 Naposs, HO C KAYOM. ITO yNpoLwaeT NpoLeaypy pa3sBepTbiBAHUA U HACTPOMKY

onuuiA pa3BEPTbIBaHUA ANA NOMb30BaTENA.

» Cepsuchl k8s, oTBevatouimMe 3a paboTocnocobHOCTb Kiactepa, GU3MYECKM 3anyLleHbl Ha OAHOM

BM. B cniyyae ee «nageHus» Knactep byaet Heynpasisem L0 MOMEHTA ee BKAKYEHUS.

- MaCTep—Hop,a HeaoCTynHa AnAa ynpas/ieHWA Nnoab3oBaTenem M pacrnosiaraeTca B management-

ceTn.

lModdeprcusaemeolli YyHKYUOHAA:

* BaNaHCMPOBLLMKM Harpysku B Knactepe Kubernetes (4ocTynHbl ToNbKO ana cermeHTa VMware

vSphere).

» CospaHue Persistence Volume Claims (aocTynHbl B 060MX CermeHTax, HO TOJIbKO CO3JaHue —

M3MEHEeHMe HeaoCTyMHO).
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12.

PacwmpeHHaa HacTpomKa

12.1. Hactpoika NGINX pesepc-npokcu

PYCT2K-ECY ponkHa paboTaTb C KOHEYHbIMM NOb30BaTENAMM TONBKO MO https.

PekomeHayeTca HacTpouTb NpokcnpoBaHue PYCTIK-ECY ana KoHeYyHbIX Nosb30BaTeIeEN HA CneunanbHo
OpraHM30BaHHOM peBepc-NPOKCKU, Hanpumep, nginx. A ynpoweHua nocTpoeHnsa NPOKCMPOBAHUA B
PYCT2K-ECY oTkpbIT nopT 80.

Huxe npuBegéH npumep MUHMMANbHOW KOHUrypauum danna nginx, KoTopbii HeobxogMmo co3aaTb
/etc/nginx/conf.d/<n060e umsa>.conf, rae:

<your_domain> — someHHOe UMsA cepBepa nginx.

<ip_esu-box> — IP agpec no KOTopoMy AOCTyNHa NaHeNb YNpaBAeHWUA.
<path_to_crt> — nyTb K SSL-cepTndukaTy.

<path_to_key> — nyTb K Kntouy.
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server {

server_name <your_domain>;

location /{
proxy_read_timeout  1800;

proxy_connect_timeout 1800;

proxy_redirect off;

proxy_set_header Host $http_host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Frame-Options SAMEORIGIN;

proxy_set _header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

proxy_pass  http://<ip_esu-box>:80;
proxy_buffering off;

listen 443 ssl;

client_max_body_size 150G;

proxy_ssl_session_reuse off;

ssl_certificate <path_to_crt>/fullchain.pem;

ssl_certificate_key <path_to_key>/<your domain>/privkey.pem;
}

Mocne co3pgaHma dana KoHPUrypaunm Heobxo4nMMo 3anycTUTb CAYKOY NgiNX, AR 3TOrO BbINOAHUM

KOmaHay:

systemctl start nginx

3atem Heobxoanmo A06aBUTb CyKBY NginX B aBTO3aMNycK, AN 3TOMO BbIMOJHUM KOMaHAYy:

systemctl enable nginx

[oKkymeHTauma No HacTporke nginx: https://nginx.org/ru/docs/

lpumeyaHus:

* He cneagyet pabotatb ¢ PYCTIK-ECY Hanpamyto no nopty 80, TaK Kak B 3TOM C/y4ae He byget
paboTaTb YacTb PYHKLMOHANA, CBA3AHHONO C aCMHXPOHHbIMM OOHOBNAEHMAMM AaHHbIX B Bpay3epe
nonb3oBaTens;
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* o coobparkeHuam 6esonacHocTy 80-11 NOPT MOXKET BbITb OTKAIOUYEH B ByAyLLMX penn3ax;

* 0b6paTuTe BHMMaHWUE, YTO K3LUMPOBAHNE HA CTOPOHE PEeBEPC-MPOKCU OTKAOYEHO. 3aMeYeHO, YTO
npyv UCNONb30BaHUW MOAyNs modsecurity KalWMpoBaHME Ha CTOPOHE Nginx MOXKeT
HenpegHamepeHHO BKAOUYUTLCA.

12.2. HacTtpoiika ynpasneHma DNS-3oHamu B PYCTIK-ECY

PYCTOK-ECY wumeeT cnyxby, no3BOAAKOWY M0/Ab30BaTENAM YMNPaBAATb PECYPCHbIMM 3anmncaAMM
AenerMpoBaHHbIX B Heé AOMeHOB. 30Hbl, KaK BOAWUTCA, OO0/XHbl Pa3fasBaTbCA KaK MUHUMYM C ABYX
cepBepoB, Hanpumep, ¢ naketom BIND, paboTalowmx M HacTPOeHHbIX oTaenbHo oT PYCTIK-ECY, Ho
HaxoAAlWMXcA B TOM e ceTn. PaHHep B PYCTIK-ECY BbinosHAET po/ib TaK Ha3biBAEMOTr0 KaTa/iora 30H.

O6paTtute BHUMAHME, UTO HY}KHA ceTeBas CBA3HOCTb He ToNIbKO OoT BIND K PYCTIK-ECY, Ho u B 06paTHyto
CTOPOHY.

Ona npumepa B nHctannaumm PYCTIK 6binm pasBépHyThbl ABa cepBepa Ha 6a3e Ubuntu 18.04 LTS B ToM
e ceTu, uto n ESU-box. Takxke gnsa Hawmx cepsepos n ESU-box Heobxoanmo fo06aBUTb 4OMNONAHUTENbHbIE
npasuna bpaHamayspa B CO34aHHbIM paHHee npoduab 6esonacHocTy (PucyHok 116).

CosagaHue npaBuna X Co3faHue npaBuna X
Hanpasnesue Bxopawmi T Hanpasnesue Brogawmi -
MpoTokon TCP = N UDP -
IPv4 - IPv4 -
Hauanb=siil nopT 9999 X AT e 53 o~
oHeuHsIf nopT 9999 X 2 53 X 2
Paspewebii agpec cetn  0.0.0.0/0] X PaspellesHbli anpec cern  0.0.0.0/0 X
CO30ATb OTMEHA CO3[ATb OTMEHA

PucyHok 116
Hurke nokasaH npumep KoHourypaumm BIND 9.11 ans paboTbl ¢ KaTanorom 30H ns PYCTIK-ECY.
Mpumep KoHbUrypaummn npmsegeH Ha 6ase BIND 13 Ubuntu 18.04 LTS.

YcTaHaBAUBaEM:

apt-get install -y bind9 bind9utils bind9-doc

YcTaHaB/IMBaeM XOCTHEMM Ha HallK cepBepbl KOMaH,D,OVIZ

hostnamectl set-hostname <name>

Mpeactasum, yto ESU-box pacnonoxkeHa no agpecy 10.11.14.111. Toraa KoHPUrypaunoHHbIn dann
/etc/bind/named.conf.options goneH BbIrnageTb Tak:
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options {

directory "/var/cache/bind/";

allow-transfer { none;};
dnssec-validation no;

minimal-responses yes;

auth-nxdomain no;

listen-on port 53 { any; };

recursion no;
catalog-zones {
zone “"catalog.local" default-masters {

10.11.14.111 port 9999;

allow-notify {
10.11.14.111;

zone "catalog.local" {

type slave;

file "catalog.db";

masters { 10.11.14.111 port 9999; };
|3

3anyckaem cny»by KomaHaoM:

systemctl start bind9

[Job6asnaem B aBTO3anyck cny»xoby BIND:

systemctl enable bind9

Dna co3paHHbIX cepBepoB Heobxoaumo ao6asutb DNS 3anucu (MmeHa).

[na aaHHOro npmMmepa 310 66110 CAEeNAHO C MOMOLbBIO peaakTUupoBaHus ¢alina /etc/hosts Ha BM ESU-
box.

Mocne nponsBea&HHOM HacTpPoMKM MmeHa DNS-cepBepoB, a TaKkxe e-mail agmmnHucTpatopa, cnegyet
yKa3atb B camoin PYCTIK-ECY Ha yposHe npoBaigepa B MeHIO AgMUHUCTpUpoBaHue — MapTHEpDI
(PucyHok 117).
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Vi3MeHeHWe NapTHepPa

FNaBHan / AAMWHUCTPUPOBaHWE / MapTHepsl / M3MeHeHWe napTHepa

OCHOBHbIE HACTPOAKN

Wimg OcHoBHOI NapTHep

KoHTpakT KoHTpakT gna napTHepa OCHOBHOM NapTHep BuifpaTs
KO 18 HOBBIR, KOTOPSI HE 6517 CER3AN MK C 0AHOH OpranMzaLMEd.

PecypcHble nynbl m m Bbibpats

DNSaaS: Cnucok NS-cepeepos. NepBulii bygeT ssnsatecs MNAME x x X

DNSaaS: Email agMuHMcTpaTopa. CnedyeT BBOAUTL € "@", ByaeT
aBToMaTU4eckw npeobpasoBan gns RNAME

W Yaannms OTMEHNTE B WsmenuTs

PucyHok 117

Mocne ycnewHoM HAaCTPOMKM B rnaBHOM MeHto naHenn PYCTIK-ECY noasutca NyHKT loMeHHble 30Hbl, U3
KOTOPOro MOXHO yNpaB/ATb JOMEHHbIMW 30HAMM U 3aNUCAMU B HUX (PucyHok 118).

ON e3
#5 VHcTannauma naeHas / [lOMEHHEIE 30HEI

aYHble BblUMCNEeHWA
AomeHbl
B8 Karanor o
# Knactepw Kubernetes
/ - - )
® LomenHbie 30Hb! Y BaC Noka HeT HK 0AHOTO AOMeEeHa
<> Terraform
£ BanaHc

A Onosewexns

EM AIMUHWCTPUPOBaHUE

0% Hactpoiiku

B Baza aHaHuit

PucyHok 118

12.3. HacTtpownka ceTu ana poytepos (edge) cermeHTa VMware
vSphere

BasoBasa ycrtaHoBKa PYCTIK-ECY pasmeulaet nonb3oBaTesibCKME poyTepbl cermeHTa VMware B cBOeW
CepBUCHOM ceTu. ITo yAobHO ana BbICTPOro 3anycka, HO MOXET Bbi3biBaTb NpobaemMbl Npyu 60AbLIOM
Yyncse KNMEHTOB (pa3mep CepPBUCHOM CETU OrPaHMUUYUT KOZIMYECTBO KAMEHTOB cermeHTa VMware).

B Takom cnyyae HeobxoaMmo co3paTb OTAE/bHYH CeTb AnA poyTtepoB BHyTpu PYCTIK, Hanpumep,
Edge_network (PucyHok 119).

Ona atoro B naHenn PYCTIK Heobxoanmo nepeiitn B pasgen Cetb — CeTn 1 HaxaTtb «Co3aaTb».

=  /IMA — yKa3blBaeTCA NPOU3BOJIbHOeE.
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=  Twun cermeHTaumm — VLAN.
* Homep VLAN — Homep BblaeneHHoro VLAN ana BHewHel cetn EAMHON cuctembl ynpaBaeHus.
*  BHewHAA — CHATb YeK-boKc.

» bes3onacHocTb MOPTOB — YKasblBaeTcA OMNUMOHaNbHO. [aHHbl  dyHKUMOHan Apobasnsaer
BO3MOXHOCTb MCNO/b30BaTb $HaepBO// HAa YPOBHE MOPTa BUPTYya/lbHOM MALIMHbLI CPeacTBaMM
MNAK.

HaxaTtb «Co3paTb».

Cos3paHue ceTn X
Edge_network X

TN cerMesTalmm VLAN -

Homen VLAN 3057 X

Ee30nacHOCTs NOPTOE

MpoexT admin -

CO30ATb OTMEHA

PucyHok 119
Hdanee HeobxoaAnMMO co3aaTb NOACETb ANSA CO3A4aHHOM ceTu (PucyHok 120).

Ona atoro nepeigute B pasgen Cetn — MogceTb 1 Haxkmute «Co3aatby, Aanee HeEObBX0AMMO 3aNo/IHUTb
nons:

*  /mA — yKasbiBaeTcA NPoOM3BOJIbHOE.

= CeTb— BblbpaTb CETb, CO34aHHYIO HA NpeablayLem 3Tane.
= Bepcua npotoKona — Ipv4.

= Apjpec ceTu — yKasaTb cidr.

= LWnto3 — yKasaTtb Wak3.

* DHCP — cHATb Yek-60Kc.

= DNS-cepBepbl — nponucaTb Mo }KenaHuto.

Haxkatb «Co3gaTb».
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CosjJaHue NoaceTH b4

Mg Edge_subnet b e
CeTh Edge_network -
BepcuA IP IPv4 -
TR G 192.168.100.0/24 X
lWinto3 192.168.100.1 X
MpoekT admin -
DHCP O

JuWanasoHsl IP

AOBABUTE

MapLupyTsi

AOBABUTE

CO3ATb OTMEHA

PucyHok 120
3aTem Heobxoammo noaknountb ESU-box (cepsep ¢ PYCTIK-ECY) K aTol ceTw.

Ons atoro nepenagém B pasgen Cepsepbl, Bbibepem cepsep ¢ ycTaHoBneHHon PYCTIK-ECY (ESU-box),
NPaBOM KHOMKOM MbIWKN PACKPOEM MEHI0 AelcTBUi M Bblbepem «CeTu», 3aTtem f06aBMM HOBYHO
co3aaHHyto ceTb (PucyHok 121, PucyHoK 122).

2+ W ( CZ I§ W EWE-~
MmMa KodHrypaums VCPU  RAM,TE HOD,

Ru Srnnll larmn © 16 100
W) BoknouMTs

~

CrALWKA pexum

Q

Mepesarpysutb
MepeuMeHoBaTL

CO3/aTs KOMMID

YaanuTe

DTI(prTb KOHCONb

Cchlinka Ha KOHCONb CepBepa

CeTn )

Mpodwnu 6e3onacHocT

Pl D m ® §

)

e

Murpauusa

CMeHa KoHDUIypaLwu

- it

C6poc COCTORHUA

¥

SBaKyauua

PucyHok 121
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Pepa KTUpOBaHWe CETEBbLIX NOAKNHOYEH Wid X

Cetn Rustack-ESU (10.11.14.111) X

Edge-network (HoBbin nopt) X T

COXPAHWUTE OTMEHA

PucyHok 122

Tenepb y3Haém |IP —agpec, HasHauyeHHbIh ana ESU-box B cetm Edge network, ans storo obHoBUM
CTpaHuuy B meHio Cepsepbl (PucyHok 123):

S+ WP CCEZ B W EWE- Q esu X
MmaA Kondurypaums vCPU RAM, ' HDD, TB Bbium... IP Cratyc Mpoe...
Rusta... large 8 16 25 hw-n... 0 4 FanylweH admin

PucyHok 123
3aTem nogkntovaemca no ssh k ESU-box, rae HeobxoaAnMMo HacTPOUTb Hall HOBbIWN ceTeBoMn MHTepdeiic.

CHavana HGOGXOAMMO Y3HaTb UMA HOBOIo CETEBOIO MHTepd)eﬁca ANA 3TOro BbINOJIHAEM KOMaHAY:

ipa|grepen

B Hawem cnyyae Mma HOBOFO ceTeBOro uHTepdeiica enp7s0

3aTem HacTpamMBaem 3TOT UHTepdeic, ANA 3TOro BbINONHAEM Cleayoline KOMaHabl:

sudo nano /etc/network/interfaces

B copeprknumoe dpaina BCTaBUTb:

auto enp7s0

iface enp7s0 inet static
address 192.168.100.10
netmask 255.255.255.0
gateway 192.168.100.1

3aTem Heobxogmmo HacTpouTb DHCP-cepBep Ha ESU-box, ana HoBoro ceteBoro uHtepdoeliica. na storo
BbIMOJIHUM CReayOLME KOMaHAbI:

Jobasnsaem nma HoBoro nHTepoelica B paiin /etc/default/isc-dhcp-server (PucyHok 124).

sudo vi /etc/default/isc-dhcp-server
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INTERFACESv4=""
INTERFACESV6=""

INTERFACESv4="ens160 enp?EG"

(

PucyHok 124

Tenepb npounsBogMm HacTpoiiky DHCP-cepBepa (PucyHok 125):

sudo vi /etc/dhcp/dhcpd.conf

B coaepknumoe daina BCTaBUTb:
subnet 192.168.100.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
option routers 192.168.100.1;
option domain-name-servers 8.8.8.8;
range 192.168.100.10 192.168.100.255;
default-lease-time 600;

max-lease-time 10800;
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subnet 10.11.14.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
option routers 10.11.14.1;
option domain-name-servers
range 10.11.14.10 10.11.14.
default-lease-time 600;
max-lease-time 10800;

}

subnet 192.168.100.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
option routers 192.168.100.1;
option domain-name-servers 8.8.8.8;
range 192.168.100.11 192.168.100.255;
default-lease-time 600;
max-lease-time 10800;

PucyHok 125

Mepesarpyxaem cny»6b1 DHCP-cepBepa 1 cetu:

sudo service isc-dhcp-server restart

sudo service networking restart

Mocne 3Toro HeobxogMMo €O34aTb M HACTpouTb ceTb (portgroup Ha dvswitch) B VMware vSphere

(PucyHok 126, PucyHok 127).

New Distributed Port Name and location
Grou D Specify distributed port group name and location

1 Name and location Name vlan3057

Location = DSwitch

PucyHok 126

CANCEL NEXT
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New Distributed Port Configure settings x
Group

Set general properties of the new port group.

Port binding Static binding ~
1 Name and location ——

) Port allocation Elastic v @
2 Configure settings

Number of ports 100

Network resource pocl (default) v

VLAN

VLAN type VLAN A4
VLAN ID 3057
Acvanced

(] customize default policies configuration

CANCEL
PucyHok 127

[anee HeobxoaAMMO yKaszaTb yepe3 web-uHTepdeinc B HacTpoiKax pecypcHoro nyna VMware AaHHyH
CeTb Kak management-ceTb AN POYTEPOB.

[na storo B naHenu ynpasneHua PYCTIK-ECY nepexogmm B meHto UHcTannauma — Pecypcbl — PecypcHble
nynbl.

Boibepem pecypcHbivi nyn VMware vSphere 1 nameHum cnegytowme HacTponku (PucyHok 128):
* HasBaHuWe management-ceTu 4/1A NO0/Ib30BaTE/IbCKUX POYTEPOB — YKAXKEM Ha3BaHWE HalLel CceTu
B8 VMware vSphere.

= Appec ECY B management-ceTu, B KoTopon byayT co3gaBaTbCA poyTepbl — yKasbiBaem agpec
cepsepa ESU-box B HOBOWM ceTu (paHHee cmoTpenu ero B naHenun PYCTIK).
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/13MeHeHWe pecypcHoro nyna

InaeHas / WucTannauma [ Pecypcdele nynsl / M3MeHeHWe pecypcHoro nyna

OCHOEHbIE HACTPOMKK Npodunu xpanenna MNnatdopmel

Wmn VMware Hypervisori

Twun o VMware KVM

CeTeEas 20Ha VMware Zone Buifpats

PaHHepsl default-vsphere-runner Buibpats
v | BroueH

HazeaHue watnoHa poyTepa, KOTophIf OyaeT
MCMONE30BaTLCA NPH CO34aHMM HoBLIX BLIOA
y KMNeHTOE. Hanpumep: edge-1.2.3

HaseaHne management ceTu, B KOTOPORA
paboTaeT ECY W &2 KOMNOHEHTEI, EXIKYAR
noNL308aTeNsCKMe poyTepsl. Hanpumep:
Toochka_mgmt

HazeaHne UIy)KeGHDFCI AdTacTopa, Ha
KCTOPOM ByayT PazMeLlaTsea
NoNs20B3TENSCKME POYTERE W CyxebHEle
cepancel. OF5IUHO 3TOT TOT Xe 43TacTop, B
KOTOPOM pazmellleHa cama ECY. Hanpumep:
D5_Management

Anpec ECY B management CeTi, M0 KOTOPOMY
GyLeT A0CTYMHO AP 3To 3HaueHWe
UCNONL3YETCA NPU aBTOMATHYECKOM
pazepeTsiBaHiv poyTepos EDGE B
knveHTcknx BLOAax. Hanpumep:
http://192.168.20.5

TokeH, koTopsIi By4eT MCNONL20B3TLCA
poyTepamu EDGE Npu WX 3BTOMATUYECKOM
pazeepTeiBaHUKM B kKneHTcknx BLUOAax.

Ha38aH1e AMPEKTOPMM, 8 KOTCPOW ByayT
pacnonexeds BUOAL KnneHToE.

Ha 3TomM HacTpoiiKa 3aBeplueHa.

edge-1.2.7

DatastoreCluster

http://152.168.100.10

d336ac2b67ff18954e3e6b11b070e17dc9250055

ESU3-Test

PucyHok 128

Cnepyetr OoTMETUTb, UTO YXKe co3aaHHble PoyTepbl (edge) octaHyTcA B TOM ceTH, B KOTOpOi 6blaun
co3pgaHbl. HoBble e 6yayT co3paBaTbCA B HOBOI HAaCTPOEHHOM ceTu.

Mposepum 370, co3aas Hoebin BLLO/ B cermeHTe VMware vSphere (PucyHok 129).
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2% WHcTannsuuwa

. O6na4YHbIE BEIYWMCNEHWA

BLLOA VMware Hypervisor

B& Katanor o6pazoe

# Knacrepsl Kubernetes

@ NomeHHble 20HbI

<f* Terraform

Bce npoekThl

ObnayHble

1255 — BEIUMCANTENEHER MHGPACTRYKTYPa (Cepaspsl, xparnan

DEFAULT

Bbl4WCIeHWA

FnaEHan / O6NauHble BBIMMCIEHUA

Cozpats BLUOJ KVM

Hypervisor

PucyHok 129

Cozpgats BUOA VMware

L4 4EHHE, CETH, OMEPaLHOHHEIS CHCTEME), KOTOPSR NPEOCTAENAETCR ANA PASS0RSHMBAHNA 11 38MYCKS ©

222

VMware Hyper...

Craryc: paboTaet

Mocne co3ganua BLUOA nepeiigém B naHenb VMware vSphere un ybeaumca, uto poytep (edge),
CO34aHHbIN BHYTpM HoBoro BLO/J], noakntouyeH K HOBOW HacTpoeHHoM ceTu (PucyHok 130).

v vcsatestlab
~ [ Datacente:
> [J Discovered virtual maching
~ B3 ESU3-Test
> B3 Management

> B3 vdc-bedizdle

<

& router-3280f870 (R ¢ i ACTIONS
Summary Monitor Configure Permissions Datastores Networks Snapshats Updates
Gu
Co y
VMwa s: Running, version-10277 (Gue: X
MORE INFO router-32807870
DNS Name: ocalhost 1P Addresses:
P Addresse: 192.168.100.12
LAUNCH WEB CONSOLE VIEW ALL 6 IP ADDRESSES 10.116.202
Host 10.11.14.41 10,011
LAUNCH REMOTE consoLe @ oo
A fe80:250:56ff-fe93:60a4
" fe80:fi fefd 036
fe80:f feld:fad9

]l i router-3280f870

B bionic-server-cloudimg-amds4
> B3 Templates
> B vels

2

12.4.

/% VMware Tools is not installed on this virtual machine.

VM Hardware
» CPU 2 CPU(s)
> Memory

> Hard disk 1 10 Ge

Network adapter 1

> Network adapter 2

> Network adapter 3

PucyHok 130

[ 268, 0 68 memory active

YHUWBEpCaNbHbI CKPUNT pa3BEPTbIBaHMA

CKpuNT pas3BépTbiBaHMA WCMONb3yeTCcA B npoueaype co3gaHuAa wabnoHoB AnA nocneayroulero
pa3BépTbiBaHMA cepBepoB B nNaHenun ynpasneHua PYCTIK-ECY. Co3patb wWabnoHbl MOMKHO B MEHIO

MHcTannauma — LWabnoHbl — CepBepbl.

[na Hayana HeobxoAMMO NOAroTOBUTL WABAOH M 3arpy3nTb Ha NAaTGOpPMbl BUPTYyaAn3aLmm COriacHo
WHCTPYKUMAM pa3gena 6 (gns cermeHta PYCTIK/KVM) u ns pasgena 9 (gns cermeHta VMware vSphere).

Cam cKpuNT nuweTcs Ha s3blke JavaScript M gosxkeH coaep:kaTb ¢yHKumio getMetadata(vminfo,
userData), Bo3BpalLatoLLyto Habop nonen ana nepeaaum yepes EC2.
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Bam noHapobutca gob6asutb B MeHto MHcTannauua — LLabaoHbl — Cepeepbl K WabnoHam BM cneayiolme
nonsa Bo BKNaake «lona ans ckpunta» npu 3aBegeHum wabnoHa (PucyHok 131):

MonA Ans ckpunTa

ECnW Nons yxe 3342ACTE0BAHE KAKMMW-TO KNWEHTaMW, YAANNTE UX HE MOMYYWTOA, NOCKONEKY TaM MOTYT HaX0AWTLOA AaHHbIE, NPeACTaBNAKLLIME UEHHOCTE
KOHKPETHOIA KOHQUIypauun.
B KauecTES pelleHna npeanaraeTca }.-'f‘:CET: 3ToT WwabnoH ¢ BATPWHBI N COZA3TE HOELIM H3 £ro OCHOBE.

Mo
Wmna Tun YMOYaHWI 06azaTensHoe WNamenaemoe
1 WMwm#A xocTa (hostname) lAma xocTa Het Het Het Leifctans -
2 Jorwvd nonssoeatens (login) MNone noruHa linux ([a-z_][3-z0-9_-1{0,30}) centos Aa Het LeifcTans -
3 MNaponk (password) Mone naponA (TEKCT CO SBEezA04KaMM, Het Het Het LeifcTans -
shas12)
10 MyBAMYHLIA KIou 55H MyBanuHeIR Koy 55H Het Het Het JelicTens -

(ssh_key)

PucyHok 131

YHuBepcanbHbIN ckpunT, nogxogawmin gna Ubuntu 16, Ubuntu 18, Ubuntu 20, Debian 9, Debian 10,
Centos 7, Centos 8:
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from loguru import logger

from rest_framework import serializers

ESU metadata script
Version 3.1 (2021-07-02)

CUSTOM!

def get_metadata(vm, user_data):
# B norn koHTenHepa API nonaget cnegytowias nHpopmaums:

logger.info('Create metadata for {}. vm: {}, user_data: {}', vm.template, vm, user_data)

# B otnnuum ot user_data['hostname'], B vm.hostname Bcerga 4to-10 ectb. ECnn He OT nonb3oBaTens,
# TO OT cucTEMBI:

hostname = vm.hosthame

# OparmeHTbl ona nogmewmsanua B YAML cloud-config'a

ssh_fragment = password_fragment ="

# Ecnv nonb3oBaTenb ykasan knod, Jobasum ero
if user_data['ssh_key':

ssh_fragment = fr"™
ssh_authorized_keys:

- "{user_data['ssh_key}"

# Ecnv nonb3oBaTenb ykasan naponb, 4ob6asuMm ero
if user_data['password’]:

password_fragment = fr"™"
passwd: "{user_data['password']}"

lock_passwd: false

# Ecnv nonb3oBaTenb HE yKka3an HU KIoYd, HYA Naposib, NOKaXKeM OLwnbKy

if not ssh_fragment and not password_fragment:
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raise serializers.ValidationError("41o6bl MMeTb JOCTYN Ha cepBep, HEOBXOANMO NN BBECTM NApOSb UK
BbIBpaTh Ny6M4YHbIA KrtoYd. [JonycTMMO Takxe 3agaTb Naposlb BMECTE C NYBNNYHBLIM KITHO4OM.")

cloud_config = fr™"
#cloud-config
debug:
verbose: false
cloud_init_modules:
- migrator
- seed_random
- bootcmd
- write-files
- growpart
- resizefs
- set_hostname
- update_hostname
- update_etc_hosts
- users-groups
- ssh
bootcmd:
- [ cloud-init-per, once, rmdefaultuserl, userdel, -r, centos ]
- [ cloud-init-per, once, rmdefaultuser2, userdel, -r, debian ]
- [ cloud-init-per, once, rmdefaultuser3, userdel, -r, ubuntu ]
- [ sh, -c, echo "your_OS ver.1.10" ]
users:
- hame: {user_data['login'T}
groups: [adm, audio, cdrom, dialout, dip, floppy, Ixd, netdev, plugdev, sudo, video]
sudo: ['ALL=(ALL) NOPASSWD:ALL"]
shell: /bin/bash
{password_fragment}
{ssh_fragment}
disable_root: true
timezone: "Europe/Moscow"
package update: false
manage_etc_hosts: localhost
fgqdn: "{hostname}"
datasource:
Ec2:

strict_id: false
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timeout: 5
max_wait: 5
metadata_urls:

- http://169.254.169.254:80

# BosBpalllaem AaHHble AnA cepBepa MeTagaThl

return {
'user_data': cloud_config,
'hostname': hostname,

'instance-id': vm.short_id

}

12.5. MoarotosKka cepsepa ¢ Veeam ana pabotbl ¢ PYCTIK-ECY

MpumeuaHue: Nepep HacTpoiikoii Veeam Backup&Replication Heo6xoaumo NnoAroToBUTbL XpaHUAULLE
ONA pe3epBHbIX KONU.

1.

SRR o

PasBopaunsaem 6asosyto OC Windows cornacHo TexHnyeckmm TpeboBaHnam npogykta Veeam.
YcraHasnmBaem Veeam Backup&Replication 11 (¢ dpyeumu eepcusmu PYCTIK-ECY He
pabomaem).

Hactpausaem B3anmoaelicteane Veeam n VMware vSphere.

Hactpausaem ScaleOut Repository.

YcTaHaBAnBaem u HacTpaneaem OpenSSH BHyTpu OS Windows.

Hactpansaem Veeam-paHHep B naHenun ynpasnenma PYCTIOK-ECY.

MyHKTbI 1 — 3 BbINOAHAEM COrnacHo opuLuUanbHOU AOKYMEHTaUUK:
https://helpcenter.veeam.com/docs/backup/vsphere/distributed.html?ver=110

MyHKT 4 BbINONHAEM COrNacHO AOKYMEHTaLUMUK:
https://helpcenter.veeam.com/docs/backup/vsphere/backup repository sobr.html?ver=110

PYCT3K-ECY B3aumogenctesyeT c Veeam oTnpaBkoli KomaHg yepe3 PowerShell. 1na aToro Ha cepsepe,
rae AOCTynHa ocHacTKa Veeam, gosxkeH ctoAatb SSH-cepsep.

Mopagok HacTpoikn SSH-cepBepa:

Ckavatb OpenSSH-Win64.zip oTctoga https://github.com/PowerShell/Win32-OpenSSH/releases

Pasapxusuposatb B C:\Program Files\OpenSSH-Win64

Mepeitn B naHenb ynpasneHua / Cuctema / Advanced System Settings / Advanced /
Environmental Variables (PucyHok 132).
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€« v 4 B3 Control Panel > All Control Panel ltems > System v & | Search Control Panel
Control Panel H " ead )
entrelFeneiriome View basic information about your computer
@ Device Manager Windows edition 2
© Remote settings Windows Server 2019 Standard
@ Advanced system settings © 2012 Microsoft Corporation. All rights reserved. Windows Server* 2019
System A
System Properties X
Processor:
Installed memory (R Computer Name Hardware Advanced Remote
System type:

You must be logged on as an Administrator to make most of these changes.

Pen and Touch:
Performance

Computer name, doma| Visual effects, processor scheduling, memory usage, and virtual memory

Computer name: -

ull computer nam

@ Change settings

omputer descripti User Profiles
Desktop setings rlatedto your sgnin =]

+Jorkgroup: 3

Windows activation Settings...

Windows is not acti
Startup and Recovery

Product ID: 00429-7] System startup, system failure, and debugging information @ Activate Windows

OK Cancel Apply

Security and Maintenance S

PucyHok 132

B system variables (BTopoit 6510K) BbIbpaTh path, HaxkaTb pegakTnpoBaTtb (PucyHok 133):

THIMMVT M vuL p v ST

Environment Variables X

User variables for Administrator S
Variable Value
Path C:\Users\Administrator\AppData\Local\Microsoft\WindowsApps;
TEMP C:\Users\Administrator\AppData\Local\Temp
T™P C:\Users\Administrator\AppData\Local\Temp

New... Edit... Delete
)
System variables

Variable Value 2 [

ComSpec 1 dows\system32\cmd.exe
DriverData dows\System32\Drivers\DriverData

4
Windows_NT
Path C:\Windows\system32;C:\Windows;C:\Windows\System3” Wbem...
PATHEXT .COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF:.WSH;. Y

PROCESSOR ARCHITECTURE _AMD64

New... Edit... Delete

PucyHok 133
[No6asutb Tyaa C:\Program Files\OpenSSH-Win64 (PucyHok 134):
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{ Edit environment variable

[ %SystemRoot%\system32 1 ; New
1 | %SystemRoot%
: %SystemRoot%\System32\Wbem Edit

%SYSTEMROOT %\ System32\WindowsPowerShell\v1.0\

%SYSTEMROOT %\System32\OpenSSH\ Browse...

C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\130\Tools\Bi...

C:\Program Files (x86)\Microsoft SQL Server\130\Tools\Binn\ Delete

C:\Program Files\Microsoft SQL Server\130\Tools\Binn\

C:\Program Files\Microsoft SQL Server\130\DTS\Binn\

C:\Program Files\OpenSSH-Win64| Move Up
Move Down
3

Edit text...
4
a
; 3

PucyHok 134

* 3anyctutb powershell Kak agmuHucTpaTop (PucyHok 135):

Bce MpuaoxeHun

Jlyywee cooTBeTCTBUE

[ OKYMEHTHI WHTepHer Apyrve ¥

> Windows PowerShell

MNpunoxeHue

CQ 3anyck oT MMeHn agMUHUCTpaTOpa

-

Py PowerPoint2 (1] nepeiitv k pacnonoxennio daiina
MpunoxexHue

-9 3akpenuTb Ha HaYaNbHOM 3KpaHe

MpwunoxeHus

-9 3akpenuTb Ha NaHenu 3agay

2  Windows PowerShell (x86)

PucyHok 135

* [epenTn B C:\Program Files\OpenSSH-Win64

* 3anyctutb .\install-sshd.ps1

*  Ecnm Hagnueb "sshd and ssh-agent services successfully installed" nossunacb — Bce BepHO

(PucyHok 136):
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EN Administrator: Windows PowerShell - 0 X
Windows Powe
right fic ori . All rights reserved.
\Administrator>

> ¢d

\Program File

:\Program Fil

C:\Program Fi } 5 11 ) p 0 [ 0 ) O«M Corporation,
nd, SeW i \ > and is not trus 0
[V] Never run [C o n ' [R] Run once [A] Always r

Program F NSSH-Winé4\moduli

PucyHok 136
= CreHepupoBaTb KAtoY xocTa: .\ssh-keygen.exe -A

*  3aiTK B CEPBUCDI, BKIOYNTb N HAaCTPOUTb aBTo3anyck cepsucy OpenSSH (PucyHok 137):

name vescrnpuon Jlatus Jtarug
OpenSSH SSH Server Properties (Local Computer) X pble
nua
General LogOn Recovery Dependencies om
hua
Service name: g ble
2 Display name: OpenSSH SSH Server hua
|| Desciiption: SSH protocol based service to provide secure A e
encrypted communications between two untrusted ble
2 haote Avar am inoan s nabuads
nua
Path to exec¥able: hua
"C:\Program Fi penSSH-Win64\sshd exe" i
Startup type: Automatic N pm
nua
nua
nhua
Service status:  Running

nua
Start Stop Pause Resume nua
ble

You c ecify the start parameters that apply when you start the service L
from hy d
3 nua
nua
nhua
1 hua
3 REMUOTE FTOCEUUTE LA TRF.. M WINaows... vIanua

PucyHok 137

= Ecau cepsBuc He BKAl4aeTca, BbinosiHAem .\FixHostFilePermissions.psl B gupekTopum ¢
NPOEKTOM.

= [enaem npaBuao bpaHamayspa, Nponyckatowee NogKAOYeHMA Ha 22-1 nopT (PucyHok 138 —
PucyHok 141).
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File Action View Help
e« 2m = HMm

] oo =
&3 NewRule...

&3 Inbound Rules S
K3 Outbound Rules Name Group Profile  Enable
@ Firefox (C:\Program Files\Mosilla Firefox) Private  Yes

#% Connection Security Rules
» & Monitoring & New Inbound Rule Wizard X [rofile »
itat >
Rule Type <
roup »
Select the type of frewall rule to create
»
Steps:
@ Rule Type What type of rule would you lke to create? -

@ Protocol and Ports
@ Action © Program — : ;
o Pills Rule that controls connections for a program. M
@ Name @® Port ble
Rule that controls connections for a TCP or UDP port.
O Predefined:
Aljoyn Router v
Rule that controls connections for a Windows expenience.
O Custom
Custom nde.

(]| e

PucyHok 138

& New Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this nie applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports @ TCP

@ Action O uop

¢ Profie

N Does this rule apply to all local ports or specic local ports?
) All local ports

@® Specific local ports: |27 |
Example: 80, 443, 5000-5010

<Back [ Net> |  Cancel

PucyHok 139
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& New Inbound Rule Wizard
Action

Specty the action to be taken when a connection matches the conditions specified in the rule

Steps:

Rule Type
Protocol and Ports
Action

Profie

Name

& & & & s

What action should be taken when a connection matches the specfied conditions?

(@) Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Nilow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
&ummnmnlmmmmnumm

Customize

() Block the connection

PucyHok 140

& New Inbound Rule Wizard

Profile

Specify the profiles for which this nule applies

Steps:

@ Rule Type When does this rule apply?

@ Protocol and Ports

@ Action ] Domain

@ Profie Applies when a computer is connected to its comporate domain.
@ Name [ Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[ Public
Applies when a computer is connected to a public network location.

<Back  |[ Net> [ Cance

PucyHok 141
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* 3axoaum c ESU-box no SSH Ha Haw cepsep 1 nposepsaem agoctynHocTb Powershell-nnaruHa
Veeam cneayrowmmu komaHaamu (PucyHok 142):

powershell
Add-PSSnapin VeeamPSSnapin
Get-PSSnapin VeeamPSSnapin

$ ssh Administrator@l0.11.145.251
Administrator@l®.11.145.251's password:
Microsoft Windows [Version 10.0.17763.1397]
(c) 2018 Microsoft Corporation. All rights reserved.

administrator@VBR-01 C:\Users\Administrator>powershell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Add-PSSnapin VeeamPSSnapin
PS C:\Users\Administrator> Get—-PSSnapin VeeamPSSnapin

Name : VeeamPSSnapin
PSVersion T Dl
Description : This is a PowerShell snap-in that includes the Veeam's cmdlet.

PucyHok 142

* [locMOTpMM, KaK Ha3biBaloTcA 06blYHble M ScaleOut peno3uTopun, AN 3TOro BbINOJHUM
KOoMaHAy:

GET-VBRBackupRepository -ScaleOut

B BbIBOAE KOMaHAb! 40/1XKeH 0TOBPa3nUTbCA HACTPOEHHbIN peno3ntopuin (PucyHok 143).

PucyHok 143

Tenepb MOMHO CKOHPUTYPUpPOBaATb paHHep Ha cTopoHe PYCTIK-ECY. Heobxoamnmo yKasaTb XOCT, IOTUH U
naposib agMUHUCTPaTopa cepBepa, umsa ScaleOut backup penosuTtopua n Taim-3oHy (PucyHok 144):
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OcHOBHbIE HACTPOKN

default-veeam-runner

Veeam Backup v

http://veeam_runner:8070

CHAB GNaxoK MOXHO 3anpeTuTs APl B3auMOAECTBOBATL C paHHepOM

npumep: 10,10.10.1 10.11.145.251

Administrator

esu-sobr-01

Europe/Moscow

PucyHok 144

12.6. MogkntoueHme S3-xpaHnnmua Ha base NetApp StorageGRID k

PYCT3K-ECY

PYCT3K-ECY nopaepxuBaeT nHTerpaumto S3 passépHytoro Ha 6ase NetApp StorageGRID.

MpumeuaHune: NetApp Storage GRID gosxeH 6biTb pa3BEPHYT 06A3aTeNbHO, C 4PYTMMU PELUEHUAMMU
PYCTIOK-ECY uHTerpauuio He nogaepxusaert!

Y106bl NOgKAtounMTb XpaHunuwe S3 K PYCTIK-ECY m ucnonb3oBaTb ero M3 nNaHenn ynpasBaeHUs
[OCTAaTOYHO MPOM3BECTM HACTPOMKY S3 paHHepa.

[na sToro Heobxoammo neperitn B meHto UHcTannaumua — Cucrema — PaHHepbl, BbibpaTth S3-runner u B
OTKpbiBLWeENCA popme BBECTM MHPOPMALMIO B COOTBETCTBYHOLWME NoAA (PucyHoK 145):

Appec APl NetApp — yKkasaTtb agpec, no Kotopomy goctynHo APl NetApp StorageGRID.

NUma nonb3osBatena-agMMHUCTPATOpPa — YKasaTb N0rMH agmuHuctpatopa NetApp StorageGRID.
Maponb nonb3oBaTenA-agMMHUCTPATOpa — YKasaTb Mapoab agmuHuctpatopa NetApp
StorageGRID.

URL K xpaHunnwy S3 — ykasaTtb URL no koTopomy 40CTynHO S3 XpaHuauLe.
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V3MeHeHVe paHHepa

FNasHas / VIHCTANNAUMS / PaHHepsl / WM3MeHeHWe paHHepa

OCHOBHBIE HACTPORKK

D s3-runner

Tun NetApp StorageGRID
Callback URL http://s3_runner:8333
BrnoueH v | CHAB GNaXoK MOXHO 3anpeT

WTe AP| B2331IMOAEACTEOBATE C PAHHEPOM

Agpec AP NetApp. Hanpwmep https:i//1.2.3.4. » . o
i https://192.168.0.1
MOXHO yKazaTe NopT
Wus Nonk30EaTens-agMUHNCTpaTopa.
HHHRX
Hanpumep, root
Maponk NoNkL20BaTeNA-aAMWHICTPaTOPa HOOUK
URL k xpaHununuly 53, yepes koTopsli DygyT
pafoTaTe KOHeYHLIE NONL30BaTENN. »
. _ https://s3.example.org
Hanpumep, https://s3.example.org. MoxHo
yKa3aTe nopT
OmesaTs
PucyHok 145

Mocne coxpaHeHUa U3MEHEHU MHAMKATOP S3-paHHepa AO0MKEH CTaTb 3e/1éHbIM. Mocne nepesarpysku

CTPaHMLbl NOABUTCA NYHKT XpaHuauwe S3.

12.7. MoakntoveHune YooKassa K PYCTIK-ECY

3ayacTtylo, Korga uHctannauma PYCTIK-ECY mncnonb3yeTcs B KayecTse Nyb6MYHOro obnaka, Heobxoammo
NOAKNOUYUTL K HER cnocobbl OnnaThbl, C MOMOLLBbIO KOTOPbIX KAMEHTbl CMOTYT OMJIa4YMBaTb 3aKasaHHbIe

yCayru.

JocTtynHble meToabl ONNaTbhl MOXHO 334aTb MNPU CO34AHUMW UAN U3MEHEHWU KAMEHTa B MEeHH
ApmunHuctpupoBaHue — KnueHtbl (PucyHok 146, PucyHok 147).
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M3MeHeHMe KIneHTa

FnasHaa /[ AgmunwcTpyposadve [ Knaventel / MiameHenwe KnveHTa

OCHOBHLIE HACTPOAKN MpumeyaHus NAMUTE YnpaeneHne A0CTyNomM
Vims DEFAULT
MapTHep default BriOpaTs
KoHTpakr KoHTpakT gna knvexta DEFAULT BeibpaTs
ViaMEHEHNE KOHTPAKTA BOIMOXHO TONLKD H3 HOBLIM, KOTOPLIA He GLIN CBA33H HIM € OAHOI DPraHMzaLueit.
WMHTepHeT | Brnounte
OTKNKUEHHE HE NPUBEAET K AETOMATUHECKOMY MILATHIO NYBAMUHEIX [P Y KNHEHTS
CropoCTE 4OCTyna B O 1000 MéuT/c
WHTEpHET
ViaMeHerne NapaMeTpa He NPUBEAET K MIMEHEHMIO CKOPOCTM MOAKNIOWEHIR K BHEWHEH CETM Ha CYLLECTEYIOULAX POYTEPAX 1 GYAET NPHMEHEHO TONSKO HA HOBLIX
CxOpPOCTE NOK3NEHOR O 1000 MEut/c
cetm
MameHerne NapaneTpa He NPUBRAET K MZMEHEHHIC HE CYLIECTEYIOLMX CEPEEPaX 1 BYAET PHMEHEHO TONLKD HE HOBSIX.
MeToasl onnaTsl Anpgexc xacca BuiGpaTs
Moaene onnatsl e Mpegonnara Mocronnata

OTMEHUTL B MameunTs

PucyHok 146

BbibepuTe

v AHASKC Kacca

BezHannuHas onnata

L _J

PucyHok 147

PYCT2K-ECY «u3 KopobKu» noaaepkunsaet paboty c cepsucom YooKassa (6biBwan AHAeKcKacca), Ho ans
ero paboTbl He06X04MMO NPOM3BECTM HEKOTOPbLIE HACTPOMKKM, @ UMEHHO: YKa3aTb ID Ballero marasuHa u
Balll CEKPETHbIN K/IoY.

Kak nx NoNYYnTb onucaHo B odpunumManbHoOM [OKYMEHTaLUn cepsuca:
https://yookassa.ru/developers/using-api/interaction-format

Mocne ycnewHoro noay4vyeHua ID marasnHa U CEKPETHOTO KAtoYa MOXKHO NepexoanTb HEMOCPeACTBEHHO K
HacTpoike PYCTIK-ECY.

Mcnonb3ya ssh, noakntovaemca no IP agpecy K cepsepy ¢ 3anyweHHon PYCTIK-ECY (ESU-box) u
BbIMNOJIHAEM KOMaHAY:
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sudo docker-compose exec api make shell

B oTKpbIBLUENCA KOHCONN BBOAUM:

Setting.objects.create(setting_id="yandex_shop_id', target="paymentmethod-yandex’,
value='Baw_id_marasuHa’)

Setting.objects.create(setting_id="yandex_secret_key', target="paymentmethod-yandex’,
value='Ball_CeKpeTHbIN_KIoY')

Bbixoanum KomaHaoMl exit
Bbixoanm KomaHaoM exit

[anee HeobxoaMmo NnpounsBecTn HacTponky HTTP yBegomneHuit B inuHom KabuHete YooKassa. 3T1o
Heobxo4MMOo ANA OTNPaBKK yBeAOMAEHUI 0 nonoaHeHnn B PYCTIK-ECY (PucyHok 148).

HTTP-yBepomnenus

YaenoMneHus no3eonsioT aBTOMATUMECKI OTCNIGKMBATL CTATYCHI MNaTexel, B038paTos
v npyrvx obvekToB APL. MNoapo6HocTu B pokyMeHTaLmm

URL nns ysepomnenuit

& ]

O kakux cobbITUAX yBeAOMAATL

payment.succeeded
paymentwaiting_for_capture

payment.canceled

8888

refund.succeeded

Coxpannts Ormena

PucyHok 148

URL ana ysegomnenuii: https://agpec API/vl/payment/yandex payment callback

Ha sTom HacTpolika 3aBeplueHa.

MpumeyaHue: nononHeHne 6anaHca yepes cepsuc YooKassa, BO3MOXKHO TO/IbKO B TOM C/ly4ae, ec/iu B
KauyecTBe /JIoOrTMHa NOo/b30BaTeNA YKasaH AeicTBUTeNbHbIM e-mail, B npotuBHOm cnyuyae PYCTIK-ECY
coo6bwwuT 06 ownbKe.

ObpaTtute BHMMaHMe Ha TpeboBaHuaA ana goctasku HTTP yBegomieHuit Ha oduUMaNbHON CTPaHWULE
cepsuca: https://yookassa.ru/developers/using-api/webhooks#configuration

[NnAa npoBepKu MHTerpaummn HacToATeIbHO COBETyeM CHayvala NoAKAYNTb TECTOBbI/ MarasmH:

https://yookassa.ru/developers/payment-acceptance/testing-and-going-live/testing
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13. PasBépTbiBaHME Ha NaaTPopme BUpTYyanmsaumm VMware
vSphere

B MHCTPYKUMM ONMCaH NpoLecc YyCTaHOBKM M HacTpoikm PYCTIK-ECY Ha nnatdopme BMpTyanusauuu
PYCT2K / KVM, gaHHbI cnocob ABaseTca NpeanoyuTUTENbHbIM M PEKOMEHAYEMbIM, HO NPOAYKTOM TaKKe
noaAeprKMBAeTCA YCTAaHOBKA Ha naatdopmy BupTyanmsaumm VMware vSphere.

13.1. CucremHble TpeboBaHmA

[na pa3sépTbiBaHUA Ha nhaTdopme BMpTyanmsaumm VMware vSphere Heobxoaumbl:

* VMware vSphere (6.7, 7.0);
= dvSwitch n cepBucHaa nopTrpynna, o4Ha MapwpyTM3Mpyemas noAceTb He MeHble /27 ¢
aocTtynom ao cetent xoctoB VMware n Vcenter

Heobxodumsbie pabomeoi Ha cmopoHe VMware 0a:a nodknaroyeHusa K PYCTIK-ECY:

1. CospaTtb nonb3osaTesna esu-admin c npaBamun agMUHUCTpPaATOpPa.
2. CospgaTtb Datacenter.

3. Cospatb Knactepom xocTa(os) B Datacenter, BHyTpu KoToporo byayT co3paBatbcs BM u edge-
poyTepbl.

4. Cospgatb Datastore Cluster ns gatacropa(oB), Ha KoTopom ByayT pasmeLwaTbcs No/b30BaTeNbCKUE
edge-poyTepbl U cnyxKebHble cepBUCHI.

5. CospaTtb Datastore Cluster u3 partactopa(oB), Ha KoTopom O6yayT pasmellaTbCa AWUCKU
nosb3oBaTesieit (MOXKHO MCNONb30BaATb U3 NYHKTA 4).

6. Cospatb dvSwitch, nog KoTopbiMm ByayT CO34aBaTbCA NONb30BaTENbCKME CETU (MOPT-rPynnbl).

13.2. MopAaaoK pa3BepTbiBaHUA

Co3gaém management-cetb PYCTIK-ECY — noptrpynny Ha dvSwitch B vSphere (Tpebyetcs oguH VLAN).
HeobxogMmo y4mTbIBaTb, YTO B 3Ty CeTb ByAyT NOAKAOYEHbl NONb30BaTE/NIbCKME POYyTEPbl ANA CerMEeHTa
VMware 1 4To ceTb A0/KHa BbITb MapLIPYTU3MPYEMOIA.

Takum obpasom, pasmep NOACETM HANPSMYH BAMAET HA MaKcumanbHoe uyucno BLIOZos. Cepsep ¢
ycTtaHoBneHHon PYCTIK-ECY (ESU-box) ctaHeT DHCP-cepsepom B 3TOM NOACETH.

3aBogMm mapLipytTusmpyemyto cetb BHyTpb dvSwitch B vSphere, B gaHHOM npumepe oHa Ha3biBaeTCA
ESU_management_vlan3235 n10.11.14.0m24, VLAN ID 3235 (PucyHok 149 — PucyHok 152).
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Actions - DSwitch

2
Distributed Port Grou vy New Distributed Port Group.
| Cosirbuiea port rovp 33 @GR >
[[Z Add and Manage Hosts.. Import Distributed Port Group...
2
Edit Notes... & Manage Distributed Port Groups...
=
Upgrade 3
= lal machines 1
Settings >
2 5 212
2 Maove To..
Rename....
Tags & Custom Attributes »
Add Permission... -
Alarms 4
% Delete
Assigned Tag Category o
PucyHok 149
New Distributed Port Name and location X
Group Specify distributed port group name and location
Name vian3235_n10.1114.0m24
Location DSwitch

CANCEL NEXT

PucyHok 150
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New Distributed Port Configure settings X

GFOU p Set general properties of the new port group.
Port binding Static binding v
1 Name and location R
Port allocation @
2 Configure settings
Number of ports 250
Network resource pool (default) v
VLAN
VLAN type VLAN ~
VLAN ID 3235
Advanced
() Customize default policies configuration
CANCEL
New Distributed Port Ready to complete X
GTOU p Review the changes before proceeding
Distributed port group ESU_management_vlan3235_n10.11.14.0m24
1 Name and location name
Port binding Static binding
2 Configure settings Number of ports 250
Port allocation Elastic
3 Ready to complete )
Network resource (default)
pool
VLAN ID 3235
CANCEL FINISH

PucyHok 152
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MepexogMm B peaakTUpOBaHME CO34aHHOM NOPTIPYNnbl U YAOCTOBEPUMCA, YTO NMapaMeTpbl YKa3aHbl B
COOTBETCTBMMU C YKa3aHHbIMU HUXKe (PucyHoK 153 — PucyHok 154).

Distributed Port Group - Edit Settings = ESU_management_vlan3235_n10.11.14.0m24 X
General
Configure reset at disconnect Enabled ~
e
VLAN Override port policies

Security Block ports ®
N R Traffic shaping
Traffic shaping
Vendor configuration
Teaming and failover
VLAN

Monitoring

Uplink teaming
Miscellaneous Security policy
NetFlow
Traffic filtering and marking
o I
PucyHok 153
Distributed Port Group - Edit Settings = ESU_management_vlan3235_n10.11.14.0m24 X
General
Promiscuous mode Reject w
Advanced -
WLAN MAC address changes Reject w

Forged transmits Reject v

Traffic shaping
Teaming and failover
Monitoring

Miscellaneous

PucyHok 154

Co3paém anpeKTopuio, B KoTopoi byayT pacnonoxeHbl BUOAblI knueHToB 1 cama PYCTIK-ECY (ESU-box).
Hanpumep, ESU3, a B Hel co3gaanm nanky Management (PucyHok 155 — PucyHok 158):
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= Virtual Machines: 3
" [ Datacenter - Clusters: 1
N D Di Actions - Datacenter : Networks: q
Datastores: 4

F+
> Py E EF Add Host...

By Te [ New Cluster .

> B v New Folder > E," New Host and Cluster Folder...

Distributed Switch *| ¥ New Network Folder ..

I i
o New Virtual Machine... E‘r New Storage Eolder.

+
& Deploy OVF Template... [ EJ" Mew WM and Template Folder ..

—

Storage >
Edit Default VM Compatibility...

B Migrate VMs to Another Network...
Maove To...
Fename...
Tags & Custom Attributes >
Add Permission...
Alarms 3

&% Delete

PucyHok 155

New Folder X

Enter a name for the folder: ESU3

PucyHoK 156
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( CE—
[ Actions - ESU3

> (3 EsU3-

Il 2 Ve e o
oo Mew Wirtual Machine..
[ Templ

& Deploy OVFE Template.. ]

+
[ New Folder I

3 Rename...

> B vels

Mowe To..

Add Permission...

Tags & Custom Attributes »
Alarms L4

Remove from Inventory

PucyHok 157

4 visatestlab

Datacenter

» [ Discovered virtual machine

<> B Management >

PucyHok 158

HNanee HeobxoAMMO 3arpy3uTb NpeaocTaBAeHHbIN 06pa3 cepsepa ¢ PYCTIK-ECY (ESU-box) B vSphere.
Ons atoro Bblbupaem nanky Management u Haxkumaem «Deploy OVF Template» (PucyHok 159).
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~ [0 ESU3

> 3
[ Actions - Management

£ Template
FJ_'.‘ Mew Virtual Machine..
>y B3 vCLs Hie

o Deploy OVF Template..

B New Folder
£ Rename...
Mowve To..
Add Permission...
Tags & Custom Attributes »
Alarms LS

Remove from Inventory

PucyHok 159
[anee BblbUpaem npenocTaBieHHbIM .ova-obpa3 (PucyHok 160).

Deploy OVF Template Select an OVF template X

Select an OVF template from remote URL or local file system

1 Select an OVF template Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer
such as alocal hard drive, a network share, or a CD/DVD drive.

QurL

@ Local file

UPLOAD FILES | esu-3-3-4ova

CANCEL NEXT

PucyHok 160

Bbibupaem cosgaHHyto nanky Management, rae 6yaet pa3BépHyT cepsep (PucyHoK 161).
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Deploy OVF Template Select a name and folder X

| 1 Select
2 Select a name and folder
Select 2 location for the virtual machine

~ () vesatestiab

Specify a unique name and target location

Virtual machine name: esu-3-3-4

n OVF template

CANCEL
PucyHok 161
Bbibupaem knactep, rae 6yaet pa3BeépHyT cepsep (PucyHok 162).

Deploy OVF Template Select a compute resource X

Select the destination compute resource for this operation

1 Select an OVF template ~ [f Datacenter

b3 ([) Cluster

2 Select a name and folder

3 Select a compute resource

Compatibility

. Compatibility checks succeeded

CANCEL NEXT

PucyHok 162

MNoaTBepxKaaem AanbHelwmne aencreusa (PucyHok 163).
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Deploy OVF Template

Review details

X
Verify the template details
1 Select an OVF template
Publisher No certificate present
2 Select a name and folder
Download size 4.6 GB
3 select a compute resource Size on disk Unknown ( isicned)
20.0 GB (thick r isioned)
PucyHok 163
Bbibupaem dpopmat aucka Thin Provision 1 gatactop Ana gucka cepsepa (PucyHok 164).
Thin Provision goneH 6biTb Bbi6paH 06sa3aTenbHo!
Deploy OVF Template Select storage X
Select the storage for the configuration and disk files
1 Select an OVF template e -
Select virtual disk format Thin Provision ~
2 Select a name and folder VM Storage Policy [——————stestor=Deraut ~
C] Disable Storage DRS for this virtual machine
3 Select a compute resource
A E;?L‘Ziem,my T capacity ¥ | Provisioned ¥ | Free T Type T Cluster
4 Review details

5 Select storage

59975 GB 542 45 GB

Q - 325GB 369G VMFS 6

[OREN=F - 95.86 GB 3 G2 NFS v3

o - 9586 GB 60.06 MB 95 8 GB NFS v3

m 4 items
Compatibility

./ Compatibility checks succeeded.

CANCEL

PucyHok 164
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Bbibupaem ceTb, KoTopaa ByaeT nogKntoueHa K Hawemy cepsepy. Bbibvpaem co3gaHHylo paHHee M
3aBeféHHyto B dvSwitch nopTrpynny, B cnegytowem okHe XXMEM «FINISH» (PucyHok 165, PucyHok 166).

Deploy OVF Template Select networks X

Select a destination netwark for each source network

1 Select an OVF template

Source Network Destination NETworK

2 Selectaname and folder VM Network ESU_management_vlan3235_n10.1114 0m24 ~

m

1itemn

3 Select a compute resource

4 Review detail ) )
Evisw detals IP Allocation Settings

5 Select storage IP allocation: Static - Manual

IP protocol IPvd
6 Select networks

CANCEL NEXT

PucyHok 165
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Deploy OVF Template

1

4

Select an OVF template

Select a name and folder

Select a compute resource

Review details

Select storage

Select net

7 Ready to complete

Ready to complete

Review your selecticns before finishing the wizard

~ Select a name and folder

Name
Template name

Folder

Management

v Select a compute resource

Resource

v Review details

Download size

v Select storage
Size on disk
Storage mapping

All disks

v Select networks
Network mapping

VM Network

IP allocation settings

IP protocol

IP allecation

Clusterl

4668

Unknown
1

Datastore: DatastoreCluster; Format: Thin provision

1

ESU_management_vlan3235_n10.11.14.0m24

PV4

Static - Manual

CANCEL

PucyHoK 166

HauHéTcs npouecc pa3BépTbiBaHUA (PucyHok 167).

v Recent Tasks Alarms

T

Task Name Target
Deploy OVF template @ cluster
Import OWF package @ cluster

Status

FINISH

T Details T Initiator T
50% €3 Copying Virtual Machine co.. WCSA TEST LAB\wpxd-extensio..
54% @ vcsa test lab\Administrator

PucyHok 167

Mocne pa3BépTbiBaHMA BKAOYAEM CEPBEP U OTKPbIBAaEM KOHCO/b (PUCyHOK 168).

Queued
For

6 ms

206 ms

T
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@ esu-3-3-4 (D)0 2 @ & | :acrons

summary Monitor Configure Permissions Datastores Networks Snap:

Debian GNU/Linux 10 (64-hit)

Compatibility ESXi 6.5 and later (WM sion 13)
; VMware Tools:  Running, version:10346 (Guest Manage
MORE INFO
DMNS I localhos
IP Addresse
Host: 4.4

LAUNCH REMOTE COMNSOLE @ &

PucyHok 168

CraHaapTHana y4éTHanA 3anucb Ha cepeepe ¢ PYCTIK-ECY (ESU-box): deploy:1-qpALzm/

13.3. [MprmeyvaHmA No yCTaHOBKE M AaNbHeMLen HacTporKe

Mpouecc yCTaHOBKM aHaNorM4yeH ycTaHoBKe Ha naatpopme BupTyanmnsaumm PYCTIK (cm. pasgen
2). Ho Ha aTane Bblbopa IP agpeca Heobxoanmo BbibpaTh agpec BHYTpU 3aBeaéHHoM B dvSwitch
nopTrpynnbl. Agpec AomKeH bbiTb BblgeneH 3apaHee (CM. PUCYHOK 22).

MaHenb ynpasnenua PYCTIK-ECY byaeT gocTynHa no agpecy, ykasaHHOMY MNpu YCTaHOBKe.
Cepsep c PYCTIK-ECY (ESU-box) 6yaeTt aoctyneH no ssh no agpecy, ykasaHHOMY NMpu YyCTaHOBKE.
[lo HacTpoiku pecypcHoro nyna PYCTIK/KVM B naHenu ynpasneHma PYCTIK-ECY Heobxoamnmo
3aBECTU BHELWHIOW CeTb W noacetb Ana Heé B nnatdopmy sBupTyanmsaumm PYCTIK. Mpouecc
CO34aHMA BHELLHEeM CeTU U NoACeT ONMCaH B NyHKTax (cm. pasaen 2.2, NyHKTbl 6, 7).

[na cospaHua knactepos Kubernetes B cermeHTe PYCTIK/KVM (cm. pa3gen 11) B naHenu PYCTIK
HeobxoAMMO 3aBecTM aHanorMyHyto noptrpynne B dvSwitch, cetb. Janee npouecc HacTPOMKK
oiHaKoB Ana oboux ciaydaes. Mpouecc co3gaHma cetu u noacet B PYCTIK onncaH B NyHKTax
(cm. paspen 2.2, nyHKTbl 4, 5). BesonacHocTb nopToB 1 DHCP A0/1KHbI 6bITb OTKAIOYEHDI.

OcTanbHble HACTPOMKM MPOU3IBOAATCA aHANOMMYHO cuTyaumu, Korga PYCTIK-ECY passépHyta Ha
nnatopme supTyanmsauymm PYCTIK.
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14. [loAroToBKa MHPPACTPYKTYPLI ANA NOAYYEHMA OOHOBIEHNM

PYCT2RK-ECY

O6HoBneHna PYCTIK-ECY BbinyckatoTca NpMmMepHOo pa3 B MecAl,.

[na Toro, 4To6bl NOMYYaTb 3T OOHOBNEHWUA U UCMO/b30BaTb BCErAa aKTyalbHYO Bepcuto, Heobxoanmo
HACTPOUTb CBOKO MHOPACTPYKTYPY TaKMM 06pa3om, 4Tobbl 3TM 0OHOBAEHUA OblI0 BO3MOMKHO A0OCTaBUTb.

O6HoBNEHME NPOU3BOAUTCA CAYKOOM MocTaBWMKa npodyKTa ¢ nomoubto  Gitlab-paHHepa,
YCTaHOB/IEHHOMO Ha CTOPOHE 3aKa34MKa No COrNacoBaHUIO C HUM.

* Gitlab-paHHep moxeT bbiTb yCTaHOBAEH Ha cepBep ¢ PYCTIK-ECY (ESU-box) nnu Ha oTgenbHbIi
cepsep Ha 6a3e OS Linux, ¢ koToporo no SSH goctyneH ESU-box.

» CepBep c ycTaHoOB/IeHHbIM Gitlab-paHHepom AoXKEH UMETb UCXOAALLNIM AOCTYN BO BHELLHIO CETb
NHTepHeT no npoTokony HTTPS —3T10 Heob6Xx0AMMO N5 YCTaHOBKM CBA3M MeKay Gitlab Ha cTopoHe
nocTasLLMKa NnpoayKTta u Gitlab-paHHepom ans goctaBku o6HOBEHWMIA.

CueHapwuii NOATOTOBKM K NONYYEHUIO OOHOBNEHWIA:

* YcTaHOBUTL Gitlab-paHHep corsiacHo oduumanbHOM OOKYMEHTaLNK:
https://docs.gitlab.com/runner/install/.

* [lpegocTtaButb goctyn no SSH K cepsepy ESU-box 1 K cepBepy ¢ ycTaHOBAEHHbIM Gitlab-paHHepom
ONA nNpoBeAeHus npoueaypbl peructpaumm Gitlab-paHHep n astopusaumm ESU-box B Docker
Registry.

*  UHxeHepHasa cnyxba NocTaBlMKa MPOAYKTa OCYLECTBAAET npoueaypy peructpauumn Gitlab-
paHHepa C MOMOLbIO CreHepMpoBaHHOrO TOKeHa. [lpoueaypa onucaHa B odUUMANbHOM
AOoKyMeHTaumu: https://docs.gitlab.com/runner/register/.

*  WHKeHepHana cny»kba nocTaBLMKa NPoAyKTa OCYLLEeCTBAAET npoueaypy asTopusaumm ESU-box B
Docker Registry ¢ nomolLbto creHepuposaHHOM napbl login/password.

*  BbINOAHUTbL KOMaAHAY:

sudo docker login -u [user] -p [password] docker.vds2b.com

* [locne npoBegeHWs npoueaypbl pPerucTpauMmM paHHepa M asTopu3auum cepsepa ESU-box
(cuenapuin aBTopmsauum ESU-box onmcaH Huske), SSH-g0oCTYyN MOXKHO OTKAOYNTD.

» [anbHehwure HACTPOMKM AN MNOAyvYeHUA OOHOBNEHMN NPOU3BOAATCA CAYXKOOM NOCTaBLUMKA
NnpoAyKTa Ha cTopoHe Gitlab.

CueHapuit asTopmsaumnm ESU-box:
= YcraHoBKa Gitlab-paHHepa Ha cTopoHe 3aKa3umnKa B ESU-box / cepsep pagom.

* [eHepauuma TOKeHa ANsA pernctpaumum paHHepa v napbl 10rMH/naposnb ana asTopmsaumm ESU-box
B Docker Registry Ha Hawel cTopoHe.

*  Bblgaya 3TUX Nap 3aKasuuKy.
* Perucrpauma paHHepa C BblAaHHOW Napoii I0rMH/Naposb Ha CTOPOHE 3aKa3umKa.
= AsTopusauma ESU-box B Docker Registry c BblAaHHOM Mapoi /orMH/Naponb Ha CTOpPOHEe

3aKa34yuKa.
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