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BeeneHue

O6nayHana WHOpacTpyKTypa (06nako) — 3To BMPTyanbHas cpeda, B KOTOPOM MOMHO 3amnycKaTb
BMPTya/ibHble CepBepbl, K KOTOpbIM obecrneyeH yaaneHHbl goctyn. dusmyeckn obiako COCTOMT U3
annapaTHOM YacTh (MOLLHBIX «XKeNe3HbIX» cepBepoB), NAaTPOPMbl BUPTyanM3aLLmMm, C NOMOLLbIO KOTOPOM
Ha OAHOM PU3MYECKOM CEPBEPE MOMKHO Pa3BEPHYTb MHOIO BUPTYa/lbHbIX CEPBEPOB U APYrUX CEPBUCOB,
a TaKXe nopTasia camoobCyKMBaHMA 4719 KOHEYHbIX NoTpebuTenen.

KoHuenuma obnaka nossunach ewe B 1960 rogy 1 He nepecTtaeT CTPEMUTENbHO 3BONHOLLMOHMPOBATL U
pa3BmBaTbca. CeroaHs 061aKo — 3TO He TO/IbKO yA06HOe CpeacTBO CETEBOrO XPaHEHUA AaHHbIX, HO U
KOMMN/JIEKC TEXHONOrMN ANA pelleHUA LWKMPOKOro CrneKkTpa 3afay Aas  pPas/IMYHbIX  KaTeropui
no/sib3oBaTeneu.

O6nayHble TexHoNormm YHUBEPCabHbl — UX UCNOJb3YIOT B JINYHbLIX LEeNnAax, B 6M3Hece, O6pa3OBaHMM,
rOCCEKTOpPE N BO MHOXECTBE 4PYrux Hal'lpaBﬂeHMﬁ. Pa3BuTME TEXHONOMNI 061aYHbIX cepBncoB NO3BONAET
noAacTpamBaTbCA NoAd BHeEWHNE U3MeHeHUA U No4, nobon 3aNpocC KNeHTa.

B 2016 rogy Hawwumu paspaboTiMkamu bblna npepctaBneHa naatdopma gna ynpaBneHus obaavyHoum
MHbpPACTPYKTypon nog HasBaHMem «PYCTIK-ECY» (aanee no tekcty Cuctema). «PYCTIK-ECY» — 3TO
egMHaA cucTema Aana cosgaHua u ynpasneHma UT-MHPPACTPYKTYpPOM HA PasAMYHbIX BUPTYaAsIbHbIX
nnatopmax.

Pa3paboTaHHbIV NPOAYKT ABAAETCA YHUKANbHbIM 419 POCCUMCKOTO PbIHKA, 3aHECeH B PeecTp poccuinckoro
MO (3anucb B peectpe N26672 ot 09.06.2020).

PYCT2K-ECY moxeT ncnonb3oBaTbCsA B OCHOBHbIX TUNAX OpraHM3aumm obnayHbix IT-uHbpacTpykTyp:

= YacTtHoe obnako (private cloud)

BupTyanbHaa uWHpacTpyKTypa npeAHasHayeHa [A/1a  MCMNO/b30BaHMA B PamMKax OJHOM
opraHmusauumn. Takylo MoZeNb, Kak NpPaBu/io, BbIOMPAOT KPYMHbIE KOMMNAHUMU, Y KOTOPbIX €CTb
BO3MOKHOCTb OPraHu3oBatb cobCTBEHHYO IT-MHOpPACTPYKTYpy. B pamkax vactHoro obnaka
MOXHO pa3BepHyTb Bce Heobxoammble IT-cepBucbl M obecneunTb UX CTabunbHyo paboTy npwm
MUKOBbIX Harpyskax. B To e Bpems, 4yacTHoe 061aKko no3sonseT obecneynTb 6onee HagEKHbIN
ypoBeHb 6e30MacHOCTM C MOMOLbID COBCTBEHHbIX WHCTPYMEHTOB  MHGOPMaLMOHHOM
6e3onacHocTw.

Co3paHue 1 HacTpolKa YacTHoro obaaka 3aHMMaeT 6onblie BpeMeHU, YeM OpraHM3auna apyrmux
TMNOB 061a4YHbIX MHOPACTPYKTYP, TaK KaK TpebyeT TwaTenbHOM NPopaboTKM NPOEKTA U Hannume
B LUTATE KOMMNAHWUM OMNbITHbIX CNELMAZINCTOB.

= Ny6aunuHoe o6nako (public cloud)

BupTyanbHaa uWHOPACTPyKTypa npegHasHavyeHa ANA  UCNONAb30BAaHUA LWMPOKUM  KPYrom
nonb3oBaTesien. B pamKax 3TON MOAENN BblMUCAUTENbHbIE CAYKObl M MHPPACTPYKTYpa
nNpeaoCcTaBAATCA No TPebOBAHUIO M yNPABAAIOTCA CTOPOHHUM NoCTaBLWMKOM. MybanyHoe obnako
MOKET MCNO/Ib30BATLCA OPraHM3aLMAMM U NONb30BATENAMM (KNMEeHTaMuK) Yepes NybanYHYo ceTb
UHTepHeT.



B cuny Toro, 4to B Nny6AnM4HOM obnake Bce KAMEHTbI pacnosiaratloTcs Ha eauHOM naHawaodTe, To
MOAUTUKM 6€30NaCHOCTU MOMKHO HACTPOMUTb He TaK ’MOBKO, KaK MO3BONSET 3TO cAeNaTb YacTHasA
BMPTYyaNbHan MHOPACTPYKTYpa. B To ke Bpemsa ¢usmnyeckan nHpacTpyKTypa nybanyHoro obnaka
pasmellaetca B Kommepyeckux LLOJ, roe BO3MOXKHOE BpemMs NpOCTOEB CBOAUTCA K HECKONbKUM
MWHYTaM B rog,

= ObuwecrseHHOe 061aKo (community cloud)

BupTyanbHaa UWHOpacTpyKTypa npeaHasHayeHa AN  WUCNO/Ib30BaHMA  Tpynnoin  fawoaen
(opraHusauua, ydyebHoe y4yperkaeHue, CoobWEcTBO) ANA  BbINOAHEHMA 06wux 3agau.
NHbpacTpyKTypa 1 BbIMUCUTE/IbHbBIE PECYPCbI ABAAIOTCA UCKAHOUNTENbHBIMU AN1A ABYX UK 6onee
opraHmMsauuii, Kotopble MMeT o6y KoOHOUAEHUMANbHOCTb, 6€30MacHOCTb M HOPMATUBHbIE
coobpaxkeHus, a He AN O4HOMN OpraHU3aLmu.

MoMMMO BO3MOKHOCTU MCMNONb30BAHUA MepevyncieHHblx 06/1a4HbiXx WMHPPACTPYKTYp, €CTb OnbIT
BHegpeHna PYCTIOK-ECY no Kaxaomy 13 HUX.

PYCT3K-ECY npeacrasnser coboil KOMMNEKCHOE pelleHMe, KOTOPOEe MO03BOSET KOMMAaHUAM
MCnoab30BaTb B CBOMX BM3HEC-NpoLeccax BUPTyasibHble PECYPCbl U BbIMUCAEHUA.

Kntouesoe npeummyluectso PYCTIK-ECY cOCTOUT B COBOKYMHOCTU TEXHOJIOTMYECKUX BO3MOMKHOCTEWN,
KOTOpble BMepBble Ha POCCUINCKOM pbIHKe 06beaMHEHbI B paMKax O4HOMO NPOAYKTa:

=  PYCTIK-ECY — «06nauHbI» ANCTpUOYTMB, MHCTAaNNALMA «M3 KOPOOKM», MOXKeT 6biTb pa3BEpPHYTa
ANA KOMMNaHWii Ntoboro macwtaba — oT cTapTana 40 XonguHra ¢pesepanbHOro ypoBHs.

* bbIcTpOTa pa3BepTbiBaHMA YacTHOro obnaka: HacTpoika PYCTIK-ECY n nepeBog, B 3KcnyaTaumio
MmoryT 6bITb peannsoBaHbl 3a 4-5 gHeWn. lMocTaBWMK ycayr NpoBOoAUT 0byvyeHUe UHKEHEepPOoB U3
LWITaTa 3aKa34MKa NO YCTAaHOBKE M CONPOBOXAEHMIO MPOrPaMMHO-annapaTHOro KOMnaekca.

=  PYCTIOK-ECY nosBonsieT ynpasnaTb pas/nMyHbIMK naatdopmamu BUpTyanusaumm, bnarogaps
MOZY/NIbHOCTU: B COCTaB «KOPOOOYHOM» BEpCUM BXOAAT Moaynu uHTerpaumm ¢ APl nnatdopm
BupTyanusaumm OpenStack (runepsunsop KVM) n VMware vSphere (runepsusop ESXi).

=  PYCTIK-ECY npepocTtaBnset cobctBeHHbin RESTful APl, 4TO MoO3BO/IAET K/AMEHTaAM, UCMNOJ/b3Ys
NPUBbIYHbIE CPEeACTBa aBTOMAaTU3aLUK, YNPaBAATb CBOEM 061a4HOM MHPPACTPYKTYPOM U pellaTb
WHTErpauMOoHHbIe 334a4M.

" PYCTIK-ECY sBnsetcas MOAY/NbHbIM pPELWEHNEM: KaXAbIM 3aKa3uMK MOMKET MCMNO/b30BaThb
HeobxoanmbI Habop moaynen B COOTBETCTBMMN CO CBOMMMU NOTPEOHOCTAMM:

o [nAa 4yactHoro obnaka 3akasuyuKk Ha CTapTe MOXET UCMNO0/1b30BaTb TOJIbKO KOpO60‘-IHOE
peweHne, a B ,u,aaneVlu.leN\ HapawunBaTb UHTErPaUMNOHHbIE MO4Y/TU CBOMMU CUNAMWN.

O [na Bcex Tmnos obnakoBs cpeancteamMmm naHeAN ynpasaeHUA 3aKa34NK MOXKET BbI6V|paTb
H606X0,£|,VIMbIe AnAa ero AeATenbHOCTn MoAy/1n U OTKIKOYATb JIMWLHKUE.

Ona pasrpaHMyeHns nonb3oBaTesbCkuUx npaB goctyna B PYCTIK-ECY onpeaeneHbl 06bekTbl (MpoekrT,
BUOA) v ynpasnawowume uMmn poau (AgMUHUCTpATOP KaueHTa, [Monb3oBatenb KAueHTa). [ns
HarnAgHOCTN HUXKe NpuBeLeHa cxema cBf3M 06bekToB M ponen (PucyHok 1), a Takke eé nogpobHoe
onucaHue.



KnueHrt
Ponu: AOGMuHUCMpamop KaueHma,
lMons3os8amens KaueHma

BUOA(b1)

PucyHok 1

KnuneHT — KOHeyYHbI NoTpebutenb apeHayemMbix pecypcoB. B 3aBMCMMOCTU OT BbIBPAHHOM MHCTANNALMM
noZ KAMEHTOM NnoApasymeBaeTca:

= [ns nybnauyHoro obnaka (public cloud) — topuaunyeckoe nnun pusmnyeckoe nnuo, notpebastouee
ycnyrn obnaka no AoroBopy ¢ NapTHEPOM.

= [nAa YyacTHOro n obLLecTBeHHOro obnaka (private/community cloud) -

otaen/noapasaeneHve/yyebHas rpynna v T4., UCNOb3YOWME Pecypcbl, NpenocTaBNeHHble UX
opraHusaumsam.

[NA KAMeHTa MOXKHO HaCTPOUTb IMMUTLI, Tapud notTpebneHna Ana y4éta pacxoLoB.

AAMUHUCTPATOP K/AMEHTA MOXKET CO34aBaTb MPOEKTbl, YNpPaBAAaTb AOCTYNOM K HUM W YNpaBAsaTb
BMPTYaNbHbIMU MHPPACTPYKTYPaMM, CO34aHHBIMM B MPOEKTAX.

Monb3oBaTenb KAMEHTA MOXKET yNnpaBaATb MPOEKTaMM, KOTOpble OblM BblAaHbl aAMUHUCTPATOPOM
KAWEHTa U yNPaBAATb BUPTYyanbHbIMU MHOpPAcTpyKTypamu (BLLOA) co3aaHHbIMK B HUX.

BUOA — supTyanbHbii LeHTp 06paboTkn aaHHbiXx. BLUO/J BKAoYaeT B cebsa Habop pecypcoB B obnake,
NpeacTaB/NeHHbIX B BMAE CEPBEPOB, CETEN, POYTEPOB, KOTOPble WCMO/b3YyHOTCA Kak OCHOBa A/s
noctpoenma UT-uHbpacTpyKkTypbl Nt060M cnoxkHocTu. Kaxkabii BLLOL, pacnonoxeH B M30/JMPOBAHHOM
cetn VLAN, yTo no3BosiAeT paboTaTb aBTOHOMHO OT ZPYTrMX KANEHTOB.



B nnatpopmax Buptyanusaumm BLUO/J obbluHO OTOXKAECTBASIETCA C NpoeKTom, HO B PYCTIK-ECY oauH
NMPOEKT MOXKET cogeprKaTb Heckonbko BLIOA, npuyém paxke Ha pasHbix naatdopmax BUPTyannsauuu.
Takke B NpoeKkTe MOryT ObiTb PasBEPHYTbl M APYrMe CepBUCbl, HE CBS3aHHble HaMNpPsmyl C
BMPTyanunsaLmen, TakMe Kak xpaHuaumwe S3, knactepbl Kubernetes, a Takke MoKeT 6bITb obaBneHa DNS-
30Ha, KOTOPOM KAMEHT MOXET ynpaBaATb C MOMOLLbIO MaHenu ynpasaeHusa. KaneHT obnaka moxer
YNPaBAATb HECKONBbKMMU MPOEKTAMMU.

Texnoapep)KKa KAueHTa ocyuiecTsidaeT o6paboTKky obpalleHuit B cnyxby TeXHUYECKON MOoAAepIKKM.
Hapensetrca npaBamu nNpocMoTpa MNPOEKTOB UM BUPTyanbHOM  UMHOpacTpyKTypbl 6e3  npas
co3faHua/MameHeHMA/yaaneHna CywecTByOWMX OOBEKTOB BMPTYasibHOW WHOPACTPYKTYpbl M 6e3
[0CTyna K puHaHCOBOM MHGOPMALUM KNNEHTA.
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1. OCHOBHble QYHKLMMN, BbINOAHAEMbIE AAMNUHUCTPATOPOM,
NONb30BaTENEM M TEXNOAAEPHKKOM KANEHTA

Moa KnneHTOM noppasymeBaeTcA KOHEYHbIW noTpebutenb apeHayembix pecypcos. Ona KnveHTa
BblAENAIOTCA POAN aAMUHUCTPATOpa W NoJsb3oBaTend. AAMWHUCTPATOP KAMEHTa MOXeT co34aBaTb
NPOEKTbI, YNPaBAATb AOCTYNOM K HAM U YNPaBAATb BUPTya/ibHbIMU MHOPACTPYKTYpPaMM, CO34aHHbIMU B
npoektax. [lonb3oBaTeNb KAMEHTA MOMKET YNpasBaATb MNPOeKTamu, KoTopble 6Obliv  BblAaHbl
aAMUHUCTPATOPOM KAMEHTA M YyNpaBAATb BUPTYyaslbHbIMW UHPpaCTpyKTypamm (BLLOA) co3pgaHHbIMK B
Hux. MoapobHee o paboTe B NaHeNW yNpaBAEHUSA, Y4UTbIBAA 0COOEHHOCTU BUPTYaNbHbIX MHPPACTPYKTYP
Ha NpefoCTaBiAEeMbIX rMnepsM3opax, npmseneHo B PykoBoacTse.

K ocHOBHbIM PyHKLMAM AOMUHUCTPATOPA KNMEHTA OTHOCUTCA:
= Co3fgaHue, pefaKTMpPOBaHUe, yaaneHne NnpoeKTos.
= Co3gaHue, HacTpOMKa, ynpasnerHune BLOA.
= Jlob6aBneHne nonb3oBaTenel K Co34aHHbIM MPOEKTaM.
K ocHoBHbIM pyHKLMAM MNonb30BaTENA KANEHTA OTHOCUTCA:
= Co3gaHue, HacTpOWMKa, ynpasnerHune BLOA.
AamuHuctpaTtopy u Monb3osaTento KAMeHTa AOCTYMNHbI AeUCTBUA:
= Co3fgaHue, U3sMeHeHue, yaaneHue npoekKTa.
= CospaHue BUO/J Ha 6a3e runepsusopos KVM 1 VMware.
= Co3faHue, USMeHeHue, yrpassieHne cepsepamm.
= Co3paHue, U3SMeHeHMe CHaNWoToB cepBepoB Ha 6ase runepsusopa VMware.
= BocCTaHOB/MEHME cepBepa M3 CHAaNWOTOB Ha 6ase runepsusopa VMware.
= HacTpoiKa pe3epBHOro KONMpPOBaHMA cepeepa.
= Co3paHue, U3MeHeHne, HaCTPOMKa ANCKOB.
= Co3paHue, U3MeHeHMe, HaCTPoMKa ceTu.
= Co3paHue, U3SMeHeHue, HaCTPOoMKa poyTepos.
= Co3paHue, uameHeHune wabnoHos bpaHamayapa.
= Cos3pgaHue, HaCTpoOMiKa M ynpaBneHne 6anaHcUMpoBLMKamn Ha 6ase runepsmnsopa VMware.
= Co3paHue obpasa cepsepa, co3gaHne cepsepa M3 obpasa, 3arpyska obpasa.
= YnpasneHue IPSec VPN Ha 6a3e runepsusopa VMware.
= Co3faHue, HacTPOMKa U ynpaBaeHne 06 bEKTHbIM XpaHuanLem S3.

= Co3paHue, HacTpoMKa U ynpasaeHue knactepamu Kubernetes.
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= Co3pgaHve W ynpasneHue o6nayHOM MHOPACTPYKTYpbl C Nomoubio ytuautel Terraform ot
HashiCorp.

TexnoaaepKKe KINeHTa AOCTYMHbl AeNCTBUSA:

" [1pOCMOTP NPOEKTOB U BUPTYaNbHOW MHPPACTPYKTYPbI KNANEHTA.

i Habop BO3MOXHbIX AeACTBUIA, BbINONHAEMbIX 3AMUHUCTPATOPOM M M0/Ib30BATENEM K/IMEHTA B NAHENN
ynpaBneHua, 3aBUCUT OT BbIBpaHHOW MHCTANNALMMN.
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2. Onncanne nHtepdenca naHenn ynpaBaeHms

BbinonHeHne Bcex onepauuii AamuHUcTpaTopy U [onb3oBaTento KAMEHTa AOCTYNHO 4Yepe3 naHesb
ynpasneHus. MaHenb ynpaBieHUA COCTOUT M3 FOPM3OHTANIbHOTO M BEPTUKANbHOIO MeHI0 (PUCYHOK 2,
PucyHoK 3).

i NHTepdenic naHenn ynpasneHUa 3aBUCUT OT BbibpaHHOM MHcTannaumn. B PYCTIK-ECY cywecTsyeT
Habop CTaHAAPTHbIX M AOMOAHUTENbHbIX MoAy/el. TakMe AEeNCTBUA, KaK co3daHue xpaHunuwa S3,
ynpasneHne dns-3oHamu, BbI6Op nnatGopm BUPTYyaM3auUMKM, a TaKXKe BO3MOXKHOCTb BblbOpa
annapatHoro obopyaoBaHUA, Ha KOTOPOM ByayT pa3BepHYTbl cepBepbl, MOryT 6bITb AOCTYMHbI HEe ANA
BCEX MO/Ib30BaATENEN.

@R PYcM3H-ECY | Mpoext “

MaHenb yrpaBneHys

Nanens ynpagnesms

Buigenenbie pecypesi [ ceres v | BuigenenHsie pecypcel [ Ceruerrr vaware | Pacxops!

€ Xpanunnue 53

& Knacrej es 0w m300 0 usoo 0rsms oo 0wr.n3c0 0 n3co 0rs M3 00

0.00e

Ha 5700 Hegene

0.00e

3a3T0Trog

. U3 00 . M300 . U300 . u300 m M300 * M3co
T Turu3 1wru3 1wr u3 1uru3 1wr u3 1wru3

Ouwru3e0 Orsmses Owr.us o Orsus oo MonoaHnTs 6anauc

ycnyru laaS
38 - -
m n
vmware Gl .
BLIOA KVM BLIOJ VMware
a + KVM VMware

Cozpats BLOA VMware Co3paTb BLLOA KVM

Craryc: paGoTaer Craryc: paGotaet

PucyHok 2
B ropusoHTanbHOM MeHto (PUCyHOK 2) AGMUHUCTPATOPY KMEHTA AOCTYMNHO:
= [lepexoq K NpOCMOTPY CYLLECTBYIOLMX NPOEKTOB U K CO34aHUI0 HOBbIX.
= [lpocmoTp TekyLLero 6anaHca M BO3MOXKHOCTb €ro NONOHEHWA.
" M3meHeHMe TeMbl HAa TEMHYIO.

= [lepexon B HACTPOMKKN NMYHOro npoduns, obpalleHne B TEXHUYECKYIO NOAAEPHKKY, NONOAHEHUE
6anaHca 1 nonoaHeHue banaHca.
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+]
@ Pycman-ecy fpoext

MaHenb ynpasneHys

B O6naunie BLUMCNEHMA > Nanens ynpasnexns

BbieneHHble pecypch! [ cermerrkvm | BbijeN1eHHbIE PECypChI [ cererr viware | Pacxope!
0 ur. 1300 0 usce orsusce 0 ur. m3c0 0 30 0B M3 00 0.00R 0.00P
1urus oo 1wr u3 o0 Tur usoo 1urm3co 1w M3e0 1urmsco 0.00P 0.00P
Ouruzo0 0rsm3 00 Our uzco [ Homomsme Bananc
8 5aza zHanniA
Yenyru laaS
5= &0 <
vmware | ™ N
BLIOJ KVM BLIOA VMware
a a KVM VMware
Cozpate BUOA VMware Co3paTe BLOA KVM _ B
Craryc: paGotaer Craryc: paoraet

B BepTMKanbHOM MeHI0 AAMUHUCTPaTOpPy M MNoNb30BaTeNtO KANEHTA AOCTYNHbI pa3genbl (PUcyHokK 3):
* O651a4Hble BblYMCAEHUA

N3 aToro pasaena MeHo NPOBOAATCA OCHOBHbIE AeMCTBMA No BbI6Opy NaaTopMbl BUPTyann3aLmm
(Ha 6a3e runepsusopos KVM n/mnn VMware) n co3gaHunio, HaCTponKe, ynpas/ieHuto, yAaNeHUIo B
Hem BLOA.

Y B 3aBMcMMoOCTM OT Bbl6paHHOf;I MHCTaNNAUMN NONb30BaATENIEM, Ha6op rmnepsnsopos u“
npeagnaraembix 4O0NOJHUTENbHbIX OﬂLl,VIVI MOXeT OT/INYaTbCA.

i) BLLO — 370 BMpTYanbHbIN LeHTP 06paboTkm aAaHHbIX. BUO/ BKAtoyaeT B ceba Habop pecypcos
B obnake npoBaiiaepa, NPeACTaBNAeHHbIX B BUAE CEpPBEPOB, CeTel, poyTepoB, KOTopble
MCNOJIb3YIOTCA KaK OCHOBa A/1a nocTpoeHusa UT-uHdpacTpyKTypbl Nt060iM cnoxHocTu. Kaxkabii
BLLO/ pacnonoxeH B sonmpoBaHHoM cetn VLAN, 4To no3BonseT pabotaTb aBTOHOMHO OT ApPYrnx
KNMEHTOB U He 3aBMceTb OT cboeB Ha CTOPOHe NpoBanaepa.

L Tonbko nocne co3gaHua BLOA Ha nwboit u3 nnatdopm BUPTyanmM3auMm OTKPOETCH
paclIMPEeHHOE MEHIO.

o Cepsepbl.

o Cetn.

o PoyTtepsbl.

o Nyb6nunyHble IP-agpeca.

o bpaHgmayap.

o Pe3epsHoe KonupoBaHue.

o IPSec VPN (poctynHo TonbKo ansa naatpopmbl BUpTyanmsaumm VMware vSphere).

o bBbanaHcupoBLWMKK (AOCTYNHO TONbKO Ans Naatdopmbl BUpTyanmsaumm VMware vSphere).
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o [Auckn.

o QO6passbl.

o HacTpoliku.
= Karanor obpasos

B 3sTom pasgene npeactaBneH Katanor o06pa3oB  ANA  AOCTYMHbIX KAWEHTY naatdopm
BMPTYyaiM3aLmMid. 34eCb MOXKHO BbibMpPaTb 06pa3 U NepexoauTb B CO34aHMe cepBepa.

= XpaHunuuwe S3

C nomoublo 3TOro pasgesa Nonb3oBaTe/lb MOXET C034aBaTb, M3MEHATb, YAaNATb 0O6beKTHOoe
XpaHuaunwe S3.

= Knacrepbl Kubernetes

34ecb NoAb30BaTENO AOCTYNHO CO34aHMeE, yNpaB/ieHME M HacTpoKKa Knactepos Kubernetes, a
TaKKe OTKPbITUE MaHeNn ynpaBAeHUA KNACTEPOM M NoNyyYeHUe KoHurypaumoHHoro ¢aiina gns
ynpasaeHUs Knactepom ¢ nomoubto kubectl.

= JloMmeHHble 30HblI

Mo3BoNsAET NONbL30BATE/O YNPAB/IATb AOMEHHBIMW 30HAMM (Pa3MelLLeHUE 3anmcen JOMEHa).
= O6nauyHasa nnatdpopma

Mo3BonsAeT No/sb3oBaTeNto NPocMaTpuBaTh MHGopmauuto no Terraform.
=  banaHc

3pecb oTobparkaetcs NoapobHas AeTannsaums pacxogoB M NOMOJHEHUI 3@ pasHble nepuoapl
BPEMEHM MO BCEM YCAyram.

= Terraform
CoaepuT 06wyt nHbopmaumo N MHCTPYKUMIo no pabote ¢ Terraform.
* HacTtpoiku

O 3afaum — OTpaXKkaloTCcA TeKyLiMe 3a4aum, BbINOSHAEMbIe CUCTEMOM (Hanpumep, co3gaHune
cepBepa, pa3sepTbiBaHMe 0b6pasza u T.4.).

o CobblTna — gocTyneH nNogpobHbIA OTYET NO BCEM BbIMOJIHAEMbIM AENCTBMAM B NaHenn
ynpaBieHus.

o Myb6anyHble KNUYM — AOCTYNHO CO34aHMNE NYHANYHOIO M NPUBATHOIO KAKOYa.
o Ceccum — gOCTYNeH NPOCMOTP YCTPOMCTB, Ha KOTOPbIX OblN 3aNyLLEeHbl CECCUMN.
= Basa 3HaHu — nosiydeHne bosee obLIMPHON MHPOPMaLMKM O paboTe B cucTeme.

Mpwn BxoAe B MNaHe/Nb YMNpaBAEHWA OTKPbIBAETCA rnaBHaA cTpaHuua (PucyHok 4), Ha KoTopol
oTobparkaetcs MHPoOpMaLMA NO IMMUTAM BbIAE/IEHHbIX PECYPCOB B Ka*KAOM CErMeHTe, pacxodam Mo
nepvoaam, pasmeLleHbl KHOMKK A5 co3aaHuaA v ynpasaeHua BLLO/, B Heob6XxoaMMOM cermeHTe.
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@ PYcmMaK-ecy

Katanor

0002 @ 2
MaHenb yrpasneHus
Maens ynpasnexvis
BblfleneHHble pecypci [ cerverkvm | BblZjeNeHHbIE Pecypcsl [ cenverr viware | Pacxopibl
o w
0 M3co orsm3ce 0 n3co 0B ns 00 0.00R 0.00e
3acerogun Ha sToii Heaene
" . o
1w 300 1 wr 300 1urm3co 1ur w30 1ur usoe 0.00p 0.00e
B 3TOM Mecsue 3asToTroa
0 wr.M300 0rs 300 0 wr.u300 0rsu3 oo ONOAHNTS BanaHC
Yenyrw laas
E N & &
vmware Gl .

Cozpate BUOA VMware

Co3paTe BLOA KVM

BLIOA KVM

KVM

Cratyc: paGoraer

BLIOA VMware

VMware

Craryc: pabotaer

PucyHok 4

16




3. Hayano paboThl

B atom pasgene 6yaetr onucaH npouecc co3gaHus npoekta KnueHta u cosgaHme BUOL Ha
npeaocTasasembix naatdopmax BMpTyannsaumm (Ha 6ase runepsunsopos KVM n VMware) ¢ 6a3oBbimu
HacTpoKkamu. [lanee, B Apyrux pasgenax, byger onmcaHa BO3MOMKHOCTb YBEIMYEHWUS PECYPCOB U
MCNO/Ib30BaHMA BCEX BOSMOXKHOCTEM 061a4HOM MHOPACTPYKTYpbI.

3.1. [locTyn K naHenun ynpasaeHus

NMonb3oBaTenb MoOXKeT 3aperncTpmpoBaTbCA B NaHeNn ynpaBaeHnA CaMoOCTOATE/IbHO, U/TN Ke ero y4eTHadA
3anncb MOKeT bbITb CO34aHa AAMMHMCTpaTopOM I'I}'IaTd)OprI.

B cnyyae camocToAITeNbHOW perucTpauuu, nocie YCnewHoh asTopu3auuu U ayTeHTUGUKauUm
Nnonb30oBaTeNb MNOMYYaeT AOCTYN K NaHenu ynpasneHus. Mpy nepBom BXoAe B CUCTEMY A5 NOb30BaTeNA
aBTOMAaTUYECKM CO34aeTcA Nepsbli NPOeKT « Mo NPoeKT», B KOTOPOM MOXHO paboTaTb M co3aaBaTtb

BLLOA.

B Cnydae, eCin y4eTHaAa 3anmcb Co3aaHa APYrMm aaMUHUCTPATOPOM, NPOEKT aBTOMATUYECKN CO34aH HE
6y,c|,eT. |_|03TOMy, nocne Bxoda B naHesib ynpasaeHUA, anAa p,aaneﬁu.leﬁ pa6OTbI, nonb30BaTe/ib A01XKEH
CO34aTb MPOEKT. I'Io,a,po6Hee O TOM, KaK C034aTb NPOEKT, ONNCAHO B pasaene Co3daHue npoekma.

3.2. Co3panune BUO/

BLOL, — 3To BUpTYanbHbI LeHTp 06paboTkm aaHHbIX. BLLO/ BKAtoYaeT B ceba Habop pecypcos B obnake
nposanaepa, NpeacTaBNeHHbIX B BUAE CEPBEPOB, CETEN, POYTEPOB, KOTOPbIE UCMO/Ib3YHTCA KaK OCHOBA
ans noctpoeHua UT-nHpacTpyKTypbl Nt0b60M cnoxkHocTu. Kaxkabii BUO/, pacnonoKeH B U30/IMPOBAHHOM
cetn VLAN - yTo no3BosiAeT paboTtaTb aBTOHOMHO OT APYrMX K/IMEHTOB U HE 3aBUCETb OT CO0EB Ha CTOPOHEe
nposanaepa.

Ona Toro, ytobbl co3patb BLO/M, HeobxoAMMO HaxaTb Ha COOTBETCTBYHOLLME KHOMKW Ha r/1aBHOM
CTpaHuLUe naHenn ynpasaeHusn (PUCYHOK 5).

4B PYCM3H-ECY LIESERY “

MaHens ynpaenexs

B O6nautible BoiuMCNEHUA 4 Maxens ynpaenexus

BbiAeneHHbIe pecypcsl BbigeneHHbie pecypcsl Pacxoas!

Ouruzoo 0 usco orsmsen Ourusco 0 n3co OrEmzon 0.00P 0.00e
Turuseo 1w uz oo Turusoo 1urmson 1ur M3 1urmscs 0.00P 0.00p

0 ur M3 00 0rsn3ce Owr s oo 0r5m3 o0 Moro.

88 Hacrporixu

B Baza anannii

Ycnyru laaS
n n
vmware il
Cozgats BLIOA VMware Cozpate BLLOA KVM

PucyHok 5
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Ona cospanua BLUO/J HyxHO HaxkaTb Co3aaTte BLUOA VMware unu Cosaarb BLOA KVM (B 3aBMcMMOCTH
oT Tpebyemon nnatdopmbl BUPTyannsaummn) n seectu ero nma. CosgaHne 3aMMeT HEKOTOpoe Bpems
(PucyHOK 6).

o OOHOBPEMEHHO MOXKHO co3gaBaTb Heckonbko BLO/J B npoekte (He 3aBUCMMO OT BblbpaHHOWM
nnatopmMbl BUPTyanusaumm).

BLLOZ VMware Hypervisor BLOA KVM

VMware Hyper... KVM

CTaTyc: 2a0N0KMpOoBaH 4.} Cratyc: 2abnoknpoBaH

PUcyHOK 6

B pesynbraTe cosgaHHbin BLO/M 6yaer oTobpaskeH Ha rnaBHOW CTPAHWLE U B BEPTUKA/IbHOM MEHIO
naHenun ynpasneHua (PucyHok 7). Tenepb MOXHO HaYMHATb HACTPOMKY U paboTy C HUM.

B
{B PyCM3H-€CY Mzt 8
ObnayHble BblYCNeH s
e I 1285 — SHIHCTT T HHEPSCTEY Ty (CePEPe!, XPaNATILS RS, CETH, OTEPaLHOHAE CHCTeM). KOTOPEA MSAOCTS SIATCH A8 35S0 aLHEEHIA i SaTCKa COBCTaGHHbIX MEOTBaMAHBX PEIEHIT:
FnaeHan / OBnauHble BeIUMCNEHUA
5. - o
vmware Sl
BLIOA KVM BLIOZ VMware
ﬂ u KVM VMware
Co3gatb BUO/ VMware Co3gatsb BUOA KVM N N . N
CraTyc: padoTaer Cratyc: patoraer
PucyHok 7

Mpwn co3gaHum BLUO/L, aBTOMaTUYECKM co3aaeTca cepBUCHasA ceTb (PucyHok 8), KoTopaa BnocneacTsmm
6yaeT MCnonb30BaTbCA ANA CO34aBAaEMbIX CEPBEPOB, CEPBUCHbIN poyTep (PucyHok 9), yepes3 KOoTopbii
co3aaBaemble cepBepbl 6yayT NOAKAOYEHBI K CETU, @ TaKKe Ha Hero byaeT 3ape3epBUPOBaAH N Ha3HaYeH
ny6nnyHbIn IP-agpec ansa BbixoAa BblaeneHHol cetn B UHTepHeT(PucyHok 10).
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Cetun

FnasHaa / ObnauHble BeluncieHnA / CeTn

Cetn NoaxknoueHns
Wima CIDR Wm0z AwanasoH DHCP
I [ ] CeTo | Cepenchan JHXXAKK KXXXKX 00X = 00 XX XK Aa H3MeHnTE
PoyTepb
7 + Cozpams poytep
PoyTepsi NO3E0AAKT CEPEEPIM NONYYATE OCTYN K CeTH MHTepHeT. JNA 3TOr0 pOyTep AAxeH NVMETE NOACOeANHeHHEH nyGanJksi IP-agpec.
FnaeHan / OBnauHbie BLIMACIRHMA /
PoyTepb!
Wms Cetm My6AnuHeIi 1P JNUMUT coegvHeHUA
[ ] PoyTep | CepaucHbiii CeTh (XXXX.X) LXK XX 63536 Vi3MeHuTE
yonndHble IF-ajpeca
+ MonyunTs nyBAMUHLIE IP

Fnaexas / OBnauMbie BsluMcienya / MyGnuuksie IP-agpeca

Ny6nun4Hbie IP-agpeca

IP-aapec

YcTpoicTeO

[ ] XKHI00LHK

PoyTep (poyTep)

OTKNOUNTL

PucyHok 10

Cratyc n nHdopmaumio o cosgaHHom BLIOJ Bceraa mMoKHO
O6nauHble Bbluucnenuns - BLUOA VMware/BLUOA KVM -> HacTpoiiku (PucyHok 11).

3necb otobparkaetca nHdopmauma no BLOA;:

NPOCMOTPETb, Nepernan B Pasaen MeHo

= Uma BUO/L — TakKe goCTynHO nameHeHmne HammeHosaHunAa BLUO/.

=  (CraTyc.

= [lnatpopma BUPTYanM3aLMKM, Ha KOTOPOI ByayT co3aaHbl MOLLHOCTH.

= WpeHTnudukatop BLOA -

ucnonb3lyerca Aana wnaeHtudukaumm BUOL npu opMHAKOBbIX

HaMMEHOBAHMAX, a TaKKe MOMKeT noTpeboBaTbCA B CAyvyae TeXHUYECKOW npobnembl npu
0b6paLLeHNN B TEXHUYECKYIO NOAAEPKKY.

" MNaeHTUOUKATOP NpoOeKTa — WMCMOoNb3yeTca ANA WAEHTUPUKALMM NPOeKTa Npu OAMHAKOBbIX
HaMMEHOBAHMAX, a TaKXKe MOMKeT noTpeboBaTbCA B CAy4yae TEXHUMYECKOW npobnembl npu
0b6paLLeHNN B TEXHUYECKYIO NOAAEPKKY.

= [lata co3gaHua BUOA.
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Hactponkn BLUOA

rnasras / HacTpoiiku BLOA

WHbopmauwms o6 3Tom BLIOA

Vma:  BLOJ VMware Hypervisor # Vaentudukatop BUOA:  cel779%2
Cratye: VASHTUGUKATOP NPOeKTa: bf2803fc
Tunepsusop: VMware Hypervisor (VMware) Cospaw:  18.11.2021 14:20

OnacHas 30Ha

Y1066 yAanuTh BLIO/ Bam MOXET NoTpeGOEaTLCA CHaUANA YAANNTE ENPTYaNkHLIE CEpEepb, 06Pashi ANCKOE, COBCTBEHHEIE CETH 1 pOyTepS. YaanuTs BLIOA
06paTHTE BHUMaHWE, HTO BOCCTAHORNGHME YAANCHHOTO BLIOJ, BNIOCNS/ACTEMN HEBOZMOXHO.
Bce nyBauuksIe IP-3APeca Gy/AyT E032PalLieHE! & OBLLMA My U MOTYT BLiTL HAZHAUEHE! APYTVM KAWEHTAM. Pe3EPEHLIE KON BAPTYANEHLIX CEPEEPOR

Tawxe OyAyT yaneHsl.

PucyHok 11
M3 3TOro oKHa TakKe MOXHO yaanntb BUO/, Ha)kaB KHONKY Yaanutb BLLOA.

& Ypanenue BUO/A v3 pasaena meHo Hactpoiiku BLLO/, BO3MOMKHO TONIbKO Npu oTcyTcTBUM BO BLIOA,
CO34aHHbIX MO/Ib30BaTeNEM CEPBEPOB, AUCKOB, CETEM U POYyTepoB — CHayana TpebyeTca yaanuTb Bce

CO3/JaHHble paHee MOLLHOCTMU.
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4. YnpasneHune BLUO/ Ha 6a3e runepsusopa KVM

4.1. Co3paHue cepBepa

Mocne co3pganus BUO/L, Heobxoammo go6aBuTb xoTa 6bl 0aNH cepBep. A ero co3gaHuA HyXKHO NepemnTu
B pasgen O6nauHble BbiuncneHusa —» BLLOJ KVM = CepBepbl, M B OTKPbIBLUEMCA OKHE BblbpaTh AelicTeme
Co3patb cepBep (PucyHok 12).

@ e AOCTyNeH 3aKa3 akUMOHHOIo cepBepa, akuma byaeTt otobparkeHa Ha popme Cepsepbl (PUCYHOK

13).

CepBepel
TnagHas / OBNauHele EblUNCAEHMA / CepBephl
CepBepbl
T ounstpe!
Y Bac Noka HeT HK 0[JHOro cepBepa
UroBki CO343Th CEOI NePELIA CEPEEp, HIXMITE H3 KHOMKY HIXE
PucyHok 12
CepBepbl

FnasHas / OBnauMbie BolMMCIeHUA / CepBepl

Cepsepbl
Y onnerps
Y BaC MNoka HeT HK OAHOT0 CepBepa

UiTOBb! CO3A3Tb CBO/ NEPBHIli CEPBEP, HAKMUTE Ha KHOMKY HIDKE

20 py6neid B
JeHb

4T RAM
2 aapa vCPU
15Tb SSD

PucyHok 13

OTkpoeTcsa dopma CospaHme cepsepa (PucyHok 14). Ana co3paHus cepsepa HeobXoaMMO 3amno/HUTD
NnonA BCeX BKNAAOK (PucyHok 14 — 1). B npaBoit YaCTM OKHA pa3MeLLEeH Ka/IbKyaATOP NOACYETA CTOMMOCTU

pecypcoB B AEHb, B KOTOPOM OTO6pa)KaeTCF| dKTya/ZibHaA UeHa 3a cepBep B COOTBETCTBUU C Bbl6paHHbIMM
21



napameTtpamu (PucyHok 14 — 2).

Co3gaHue cepsepa

Tnaexan / OBnaurie EsluMcneniA / Cepsepsl / CosAaHMe CepBepa

OchosHste Hacrpoiiki 1 2

CToumMocTb

Wabnow BeifpaTs B Aeke

MpeAoCTaBNeHMe BUPTYanLHOTo NpoLeccopa  0.00 P
(KvM)

MpeAocTaBNEHIE BNPTYNEHOR NAMATH 0.007
MpumeuaHie P
VM)
P MPeAoCTaBNEHME AUCKOBOTO NPOCTPaHCTES 0.00P
yposHs 55D (KVM)
Tern
MpeAocTaBnenme nybavuHoro IP-agpecalPud  0.00 @
Wroro: 0.00 R
CY.C

PucyHok 14

4.1.1 OcHoB8Hble HacmpoUKu

. Bce nons, 3a UCKAoueHnem «Mmsa cepsepa», «[lpumedyaHue» n «Te2u», AOCTYMHbI TOAbKO MpU

co3paHumn cepsepa. lNpu danbHelwem W3MEHeHWM cepBepa, BHECTU KOPPEKTUPOBKM B HUX byaeT
HEBO3MOXKHO.

"  /mn cepBepa — NPOM3BO/IbHOE HAaMMEHOBaHWeE cepBepa.

» [WabnoH — BbIOOpP WabnoHa onepaumoHHON cucTeMbl Ana cepsepa (PucyHok 15), nan Bbibop
cepBepa ¢ npeaycrtaHosaeHHbim MO (PucyHok 16).
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BbibepuTe wabnoH *

>

\L b

QD m o

Bece

CentOs

Rocky

Ubuntu

Debian

Windows

NporpammHoe

obecneveHwe

“
-- Windows Server 2012 R2 Standard
.. MuHWMansHbsIe TpeGoBaHnuA
1 appo vCPU, 2 I'6 RAM, 40 6 HDD
-- Windows Server 2016 Standard
.- MuHumaneHee TpeboBaHna:
1 appo vCPU, 2 I'6 RAM, 40 6 HDD
-- Windows Server 2019 Standard
.. MUHUManbHbIE TpeGoBaHWA:
1 Agpo vCPU, 2 I'6 RAM, 40 N6 HDD
CentOS 7
a9
\‘ MuHWUMaNsHBIE TpEﬁGEI.EIHI.'Iﬂ:
1 aapo vCPU, 1 TG RAM, 10 TE HDD
CentOS 8
a9
\‘ MuHUMaANEHBIE TpEﬁGEﬂHMﬂ:
1 appo vCPU, 1 I'6 RAM, 10 N6 HDD
CentOS Stream 8
avl
\ MuHMMmanesHee TpEﬁGEﬂHMﬂ:
1 appo vCPU, 1 I'G RAM, 10 N6 HDD
CentOS Stream 9
avl
iy MuHWMankHble TpeGoBaHuA:
1 aapo vCPU, 1 b RAM, 10 e HDD
-
PucyHok 15
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BbibepuTe lWwabnoH

Zabbix Server LTS 5 (Centos 7)
MWHUMansHsIE TpeboBaHWA:

2 aapa vCPU, 2 76 RAM, 20 T6 HDD

Fll
(|3

Gitlab 14.0 (Centos 7)

v MWHUMansHBIE TpeboBaHWA:
2 Aagpa vCPU, 8 I'e RAM, 50 I'b HDD

Docker 20.10 (Ubuntu 20.04)
‘ > MWHMMaNsHEIE TRE00E3HWA:

2 agpa vCPU, 2 b RAM, 20 T'6 HDD

@D A

G MNporpammMHoe
obecneyeHme
LAMP+PHPadmin (CentOS 7)

LHIHP@

MWHUManLHbIE _pEﬁoEEHL‘IH:
1 aapo vCPU, 1 TG RAM, 10 TE HDD

Wordpress (Debian 11)

MUWHUMaNsHLIE TpeBoBaHWA:

1aapo vCPU, 1 T RAM, 10 T HDD

OpencCart 2.3 (Centos 7)
9 MWHUManNsHBIE TpeboBaHWA:
2 agpa vCPU, 2 ' RAM, 20 T'e HDD

Minecraft Server 1.17 (Centos 7)
' MWHUMansHBIE TpeboBaHWA:

2 agpa vCPU, 2 76 RAM, 20 TE HDD

PucyHoK 16
@ Bce wabnoHbLI OC 1 npuknagHoro MO pa3melleHbl B pasgene meHto Katanor obpasos.
= [lpMmeyaHue — BOSMOXKHOCTb A06aBAeHNA NPUMEYAHUA ANA CO34aBaeMoro cepeepa.
= Terun — BO3MOXHOCTb BbibOpa TEroB A/15 CO34aBaeMOro cepsepa.
Mocne BbibOpa onepaLMOHHON CUCTEMbI A06aBNAIOTCS A0NOAHUTENbHbIE Noa (PucyHok 17):
= [/ImAa xoCTa — BBOJ, CETEBOr0 UMEHM CepBepa.
= JIOrMH Noab30BaTeNA — BBOZ JIOTMHA NO/b30BATENA A5 NMOAKNOYEHMA K CO34aBaeEMOMY CepBeEpY.

* [laponb nosb3oBaTesa — BBOA NapofiA MO/Ab30BaTeNsA ANA MOAK/JOYEHUA K CO3[4aBaemMomy
cepsepy.
24



TpebosaHUA K Naponto:

o Mcnone3yliime KAK MUHUMYM 8 CUMBO/108.

O Mcnone3dylime Kak MUHUMYM 1 cuMB0s 8 8epXHEM peaucmpe.

o MWUcnone3sylime KaK MUHUMYM 1 CUMBO/ 8 HUXCHEM peaucmpe.

o He ucnonb3ylime padom pacnosnoxnceHHvle Ha KAasuamype cumeossil.

=  [ly6anyHbIA Koy SSH — BO3MOXKHOCTb CO34aHMA KAoYa, UCNOJIb30BaHUsA yxKe A06aBaeHHOro B
naHeAb KAo4Ya UAM OTKa3 OT NOAKAOYEHMA K CepBEpPY C MOMOLLLIO KAtoYa.

L. lns nonyyeHma AoCTyna K cepsepy HeobxoAnmo co3aath Naposib U/Mam co3aath/BbibpaTh NyBANYHbIN
K/tou.

Cepeeps / Coapanue cepsepa

OcHoBHEIE HACTDOKI

PucyHok 17

Ha BKknagkax KoHgpuzypayus, [Aucku, [MoOkaAYeHUA y»Ke HACTPOeHbl MapameTpbl N0 YMOYAHUIO,
MOSTOMY Ha 3TOM 3Tane MOXHO CO034aTb CepBep, M NpW HeoBXOAMMOCTU HACTPOWUTb CEpPBEpP MO3Ke.
MoapobHee 0 TOM, KaK U3MEHATb HACTPOWKM y¥Ke CO34aHHOro cepBepa, ONUCaHo B pasaesne YnpaesneHue
BLIO/A Ha 6a3e 2unepsu3opa KVM.

@ [7a cospanma cepsepa HyKHO HaxaTb KHOMKy CO3AaTh, 4N OTMEHbI CO3AaHNA — OTMEHNTb, AR
KOPPEKTUPOBKMN HAaCTPOEK No ymoYaHuio — [lanee.

4.1.2 KoHgpueypayus

Ha Bknagke KoHdgpuzypauyus (PucyHok 18) pocTtyneH BblI6Op KosnyecTBa Agep cepsBepa M obbema
onepaTUBHOM NaMATHU.
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Co3aaHwne cepBepa

rnaeHan / OBNauHbIe BeluMCnedus / Cepeepkl / CozAaHwe cepeepa

KoHdpurypauma

vCPU @) 18apo

RAM O 1TB

OTMEHMTE <€ Hazag Aanee >

PucyHok 18

Ana Toro, 4YTO6bl MU3MEHUTb KOIMYECTBO Agoep m o6bem OﬂepaLLMOHHOVI NamATU, HYXKHO OTPEryanpoBaTb

BbIGPaHHbIN NapameTp NON3YHKOM, WM HaxaTb Ha KHOMKY ¢ (NoABAAeTcA NpW HaBeAeHUM Ha 3HaYeHUs

B MPaBOM 4acTV NOA3yHKa). Mpu yBeanyeHuM napameTpoB ByaeT M3MEHATbCA CTOMMOCTb cepBepa B
COOTBETCTBMM C YKa3aHHbIMW 3HAYEHUAMMN.

4.1.3 AucKu

4.1.3.1 W3meHeHMe napameTpoB AMCKA MO YMO/THAHUIO

Ha Bknaake JuUcKu BO3MOXHO M3MEHEHME MAPAMETPOB AMCKA MO YMOMYaHUIO, a TaKxKe aobasneHue
OONONHUTENBHbIX ANCKOB (PucyHOK 19).

Co3aaHue cepBepa

MnaBHan / OBnauHble BelUWCIeHWA / Cepeepel / Co3paHWe cepBepa
Anckn

o OCHOEHOI ANCK SSD:10TE MaMEHHTL

<+ flobaeute guok

OTMEHWTE { Hazag Aanee » B Cozgams

PucyHok 19

Ona Toro, ytobbl M3MEHWUTL NApaMeTpPbl AMCKA, HANPOTUB HEro HY)KHO HaKaTb KHOMKy M3meHuTb
HanNpPoTUB BbibpaHHOro aucka (PucyHok 20).
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Co3zaHKe cepBepa

FnasHam / OBnaudsble BeluMcieHuA / Cepeepsl / CozpaHWe cepeepa

OCHOBHEIE HACTPONKA Kongurypauyma Auckn NogknoueHuns

[ ] OCHOBHOIN AnCK S5D:10T76

OTMEHMTE < Hasaa Nanee »

PucyHok 20

B OTKpbIBLIEMCS OKHE AOCTYNHO U3MEHEHME UMEHW, TUMA U pa3mepa AUCKa, JobaBneHue Teros (PUcyHoK
21). B HMXHEW 4YacTU OKHa oOTobparkaeTcs CTOMMOCTb YCAYrM B COOTBETCTBMM C BblGpaHHbIMU

napameTpamm.
N3meHeHMe ancka %
Wnsa OCHOBHOWM AMcK
Tun aucka SsSD LY
Pazmep G 10 :
Terwn
MpepocraeneHie UCKOBOIo NpocTpaHcTea yposHa 550 (KVM) 0.00 P 3a 1076 x geHb

OTMEHWUTB
| PucyHok 21

A% M3meHeHMe pasmepa AMCKA BO3MOXKHO TO/IbKO B 6O/bLUYIO CTOPOHY, T.€. pa3mep M3MEHEHHOro AUCKa
He MOoXKeT HbITb MeHbLUEe, YeM TEKYLLUA.

& Mocne NPUHATUA U3MEHEHWUI, USMEHEHME Pa3Mepa AMNCKA B MEHbLUYI CTOPOHY byAeT HEBO3MOMKHO.
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A AnA Toro, 4tobbl NPUHATL BCE M3MEHEHUA W NPOAO/IKUTbL CO3JaHMe cepBepa, He0bXoAMMO HaxKaTb
KHOMNKy MpUHATb, Ans oTMeHbl — OTMeHUTb. Mpn oTmeHe He ByayT NPUMeHeHbl U3meHeHua u byaet
BO3MOKHO NPOAO/IKEHME CO34aHUNA cepBepa.

4.1.3.2 [obasneHune AnCKa
[ns Toro, 4to6bl 4O06ABUTL AMCK, HYXKHO HaXKaTb KHOMKY [L06aBUTb AUCK (PUucyHOK 22).

CozzaHvie cepeepa

FnagHas [ OBnauHele eeldmcnedws / Cepeepel / CospaHue cepBepa

OBHLI® HACTPOMKK OHOWIypaLma Auckm oAKNHUEHWA

[ ] OCHOBHON AWK S5D:10TB AzmMeHMTE

+ Jobasute gnck

OTMEHWUTE ¢{ Hazag Hanee » B Cozaans

PucyHok 22

B OTKpbIBLLIEMCA OKHE AOCTYNEeH BBOA, UMEHU, TUNa 1 pasmepa Ancka, 4obasneHue Teros (PucyHok 23). B
HWMKHEM YacTn OKHa 0TOBparkaeTca CTOMMOCTb YCAYrM B COOTBETCTBUM C BbIBPaHHbIMK NapaMmeTpamu.

X

[lo6aBneHne gucka
s Anck 2
Tun gucka SSD )
Pasmep B 10 -

-
Terwn v
MNpegocTaeneHe AUCKOBOroO NPOCTPaHCTBa ypoBHA SSD (KVM) 0.00P 3a10TE x geHb

OTMEHWTL B Npuxats

PucyHok 23
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4.1.4 lNooKknroyeHuAa

Ha BKnaake [lodkaw4yeHUss BO3MOMKHO M3MEHEHME MNapaMeTPOoB CEeTM MO YMONYAHWUIO U BblbOP
nyé6aunyHoro IP (PucyHok 24).

Co3aaHue cepsepa

MnaeHas / O6nauHble BelUUCIeHWA / Cepsepel / Co3paHWe cepBepa

MoAKnoUeHUA

MyGAuuHLIA 1P Cny4aliHbIi BuifpaTts

Cers AsromaTHeckn pu—

OTMEHNTE < Hazag B Cozgan

PucyHok 24
Mpu nameHeHun nyb6aunyHoro IP goctyneH Bbibop napameTpos (PUcyHokK 25):
=  OTK/NOYEH — cepBep He byaeT umeTb Nyb6AMYHOro agpeca.
= HoBblli — 6yaeT BbiaeneH HoBbiM IP-agpec M3 nyna nyb/nYHbIX agpecos.

=  CnyyamHbli — ucnonb3yetca cBoboaHbl IP-agpec, BblaeneHHbin ana BUOJ, B cnyyae ero
oTcyTCTBMA, ByAeT BblaeneH HoBbIM IP-aapec U3 nyna ny6AnYHbIX aapecos.

=  (CBoboaHbIN IP-agpec - BO3MOXKeH BbIOOP aapecoB U3 NpeacTaB/ieHHbIX CBOOOAHbIX.
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BbibepuTte ny6nnuHbIi [P

OTKNHYeH Cepeep He GyaeT umeTs nyfnvunoro IP-agpeca
HoBwIiA MonyuuTe HoBLIA IP-agpec 13 nyna nySnMUHBLR 3pecos
L ] CnyuaHH bilA lcnonkzoEaTe BoigeneHHER gns BLIOAa ceofogumi IP-agpec, 3 B cnyuas oTCyTCTEWA
TAKOro, NOMYUHTE HOEE n nyG HEIX 34PECO
FOOL IO XX CeoBogweii IP-agpec & 3Tom BLUOA
OT\JEH‘Tb m
PucyHok 25

TaK*Ke MOXHO U3MEHUTb HaCTpOVIKM CETU U I'IO,CI,KJHO‘-IGHMIZ CepBeEpPOB MO YMO1HaHUIO. [na atoro HYXHO
HaXaTb Ha AEVICTBMH HanNpoTuB CETU U Bbl6paTb U3meHUTb.

B OTKpbIBLLEMCA OKHE U3meHeHMe noaKkntoueHusa OOCTYNHO:

u Bbl60p cetn — Bbl60p CETKN NpUN YCNOBUU HAaNUYUA OPYTUX CO34aHHbIX ceTe171, NN BO3SMOXKHOCTb
noAaKNK4YeHNA No HECKO/IbKMUM CeTAM.

* Bbibop IP-agpeca — aBTOMaTU4eCcKMin (PucyHoK 26) nnu BBOA onpeaeneHHoro agpeca (PucyHok
27).
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N3meHeHMe noaKI4YeHUA

CeTb CeTb Beibpatb
IP-agpec v | ABTOMaTHH4ecku
Spamavaysp BuiGpaTs

PuUcyHOK 26

N3meHeHne noagKIH4YeHWA

CeTb CeTb Bulbpatb

IP-agpec ABTOMaTHHECKI

Spariavayap Bus6pars

PucyHok 27
*  Bblbop wabnoHa 6paHamayspa (PucyHok 28). Huxke npuseaeHbl CTaHAAPTHbIE WabaoHbI:
o PaspewnTtb ncxoadAwme — paspeLleHbl BCe UCXoaALMe CoeMHEeHNA.
o Pa3spewntb WEB — pa3peweHbl WEB-nopTbl, goctynHblie u3 cetm UHTepHerT.
o Paspewntb SSH — paspeweH SSH ana ynpasaeHMa XOCTOM.
o Paspewutb ICMP — pa3peweH ICMP.
o Paspewntb DNS — paspeweHbl DNS-nopTbl, 4ocTynHble U3 ceTn UHTepHeT.

o Paspewntb RDP — paspeweH RDP ana ynpaBneHuUa XocTom.



o PaspewunTb BXxoAALLMe — pa3peLleHbl BCe BXOAALLME COeAUHEHMA.

BribepuTe WabnoHbl 6paHgmayspa

Nma

' PazpelunTs MCXOAALLIME

Pazpewwnte WEB

PazpewnTe 55H

Pazpewnts ICMP

PazpewnTts DNS

Pazpewwnte RDP

PazpelunTs BXOAALLME

MpumeyaHne

PazpelunTs Bce NCXOJALLWE COBAVUHEHNA
Pazpewwnts WEB NopThl, 40CTYNHLIE M2 MHTepHeTa
Pazpewmnte 55H 418 ynpaeneHwWa XoCTom
Pazpewnts ICMP

Pazpewnts DNS NopTel, A0CTYNHLIE U3 MHTepHeTa
PazpewwnTts RDP AnAa yNpaeneHWa XoCTom

PazpewnTs BCe EXOLALLME COBAMHEHWA

PucyHok 28

@ Bosmoxen BbIOOP OAHOIO WAW HECKO/NIbKMX WabnoHoB bpaHamayspa opHoBpemeHHo. [ns
NPUMEHEHNA U3MEHEHUI HEOBXOAMMO HaxKaTb KHONKY MpumeHnTb, a8 oTMeHbl — OTMEHUTbD.

Mocne Toro, Kak Bce NapameTpbl cepBepa HaCTPOEHbl M CTOMMOCTb NPeA0CTaB/eHHOM YCAyrM ycTpansaeT
Nno/ib30BaTeNs, MOXKHO co34aBaTb cepBep. s 3Toro Heob6xoAMMOo HaxkaTb KHOMKy Co3aaTtb (PUcyHOK 29).
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CozzaHve cepsepa

TnaeHaR / OBnauHble Beiuucnedus / Cepeepel / Co3paHwe cepBepa

OCHOBHBIE HAaCTPOAKK

KoHurypaums Avckn MoAKNYEHWA
MyBavuHbIA 1P Cny4aiiHblin
(@] CeTb ABTOMATHUECKIA PaspeimTs noxoasume

OTMEHWTE

PucyHok 29

CosaaHue cepBepa 3aimeT HekoTopoe Bpems (PucyHok 30).

CepBepb

TnagHan / OBnauHble BuuMcneHHA / Cepeepbl

BribpaTte

M3MeHUTb

<€ Hazap

+ Co3gae cepsep

Cepsepsl
Y ounstps
Yma Cetn Ny6nusLi 1P WaGnon Kondmrypauns
Cepaep e (XXXX.X) XN KK, XXX <3 Ubuntu 12.04 &1vCPU. 118 ; Aeficrann
Cosaan 2309.2021 1921 & 10 I 55D OcHosHo# Anck

PucyHok 30

Mocne Toro, Kak cepsep byaeT co3aaH, 0Tobpa3nTCca 3HAYOK aKTUBALMK cepBepa (PucyHok 31).

CepBepb

naeHas / OBnauHsie Bbluncnenms / Cepepl

Cepeepsi
Y onnetpel
ma Cetn Ny6nnyHLIA IP WabnoH
E Cepsep Cer (XXXXX) LKA XHIO0C 43 Ubuntu 18.04
Cosgan 23.05.2021 1821

PucyHok 31

4.2. YnpaBneHue cepsepom

4.2.1 locmyn K cepsepy

Ona Toro, 4tobbl MOAKAOUYMTBLCA K CO34aHHOMY CepBepy,

+ Coanate cepsep

KoHdurypaumna

E1vCPU.1TE

_ Jeficrans ~
& 1015 SSD OcHoBHOR guck

HEeobxoAMMO NepenTM B pasgen MeHHo
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O6nayHble Bbluucnenna -» BLOJ KVM - Cepsepbl, HaNpOTUB cCepBepa HaKaTb KHoOMKy [eicTBue
(PucyHok 32) v BbibpaTb OTKpPbITb KOHCONb (PucyHoK 33).

Cepsepel

Tnaeuan / O6nauMsie BuiunCIeHyA / Cepaepbl

Cepsepbl
Y ounetpe

Wma Cetn

Cepsepbl

TnaeHas / OfBnauHble BeluUcneHus / Cepeepbl

Cepeepsl
Y Punstpel
Wma Cetn
° Cepeep CeTb (XXXXX)

Cozpan 27.05.2022 16:38

CeTb [XXX.XX)

Ny6anunLi IP Wa6non

XXX XXXX <3 Ubuntu 18.04
PucyHok 32

MyGawnyHbBIA IP LWa6noH

HOLXHXHXK 4% Ubuntu 18.04
PucyHok 33

Kongurypauus

#1vCPU, 1 TE
& 10 I'5 55D OCHOBHOI AMCK

Konurypauws

E1vCPU, 1TB
& 10 b SSD OcHOBHOR AWNCK

+ Coznare cepeep

Relicrans =

<+ Cosgatk cepeep

M3meHnTL

OTKpb\Tb KOHCONE

MNotpebneHne

BbIkKouNTh

Mepe3arpy3nTe

Takke [0CTyn K cepBepy MOXHO Noay4uTb, nepenga B popmy MameHeHue cepsepa. 1A 3TOro HyXHO
nepenTn B pasaen meHo O6aauHble BbiuucaeHus - BLUOA KVM = CepBepbl, HANpPOTUB CeEpPBEPa HaxKaTb
KHonKy OeiictBue (PucyHok 34) v BbibpaTb USMEHUTb MM HaxKaTb Ha UMSA cepBepa (PucyHok 35).
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Cepeepb

[NaEHas / OBAAUHEIS BEIUMCEHUA / CepBepkl

Cepsepbl
Y dunetpe
Wma
° Cepsep

Cozgaw 27.04.2022 22:15

Cepsepbl

Cetn

CeTb [XX.X.X.X)

TnaeHas / OBnauHele BeluncneHns / CepBepbl

CepBepsbl
Y QunsTpsl
Wma

® Cepeep

Cozpan 27.05.2022 16:38

Cetn

CeTb LXXX)

NyGnnuHeIi 1P WaGnou

XXX XXX <3 Ubuntu 18.04

PucyHok 34

My6nuykbIii IP Llla6nox

OLIOCIHK <3 Ubuntu 18.04

PucyHok 35

Kondurypauma

| 1vCPU, 115
& 10 ' 55D OcHosHOI AncK

KoHdurypauus

E1vCPU, 1TB
& 10 B SSD OcHoBHOI AWCK

+ Coznare cepeep

<+ Cozpare cepeep

M3meHUTs I

OTKph\Th KOHCONb

MNotpebneHie

BuikniounTs

MNepesarpy3uTte

B oTKpbiBLIEMCcA dopme B NPaBOM BEPXHEM YTy HaXKaTb KHOMKY OTKPbITb KOHCO/b (PUCYHOK 36).

13meHeHwue cepBepa

nasHas / O6nayHble BblUUCneHus / Cepeepbl / W3MeHeHue cepBepa

OCHOBHbIE HaCTPOMKM KorurypaLus

Wms Cepsep

LWa6noH Ubuntu 18.04

Anckn

MoaxnoyeHns

PucyHok 36

B pe3ynbTaTe OTKPOETCA KOHCOb ANA A0CTyNa K cepsepy (PucyHok 37).

° _ peserenn

CToMmMocTh

B AeHb

MpejocTaBneHne BUPTyanbHOro 6.00P
npoueccopa (KVM)
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WK LTS

PucyHok 37

4.2.2 N3meHeHue cepesepa

HacTpoWkun co3gaHHOro cepsepa npu HeobXxoaMMOCTU MOXKHO M3MEHMUTb, HO B OCHOBHbIX HAaCTPOMKax
MOKHO U3MEHUTb TO/IbKO MMS, MpMUmedaHue 1 Tern. OnepaumnmoHHas cucTema, UM XoCTa U A0CTYN K HeEmy
HeAOCTYMNHbl AN KOPPEKTUPOBKU. TaKKe MOXKHO HACTPOUTb KOHPUTYpPaLMIO, AUCKM U NOAKAOUYEHUA NO
aHaNorMmn C NPOLLECCOM CO34aHuNA CepBepPOB, ONMCaHHOM B pasgene Co3daHue cepeepa.

L na M3MeHeHMA KOoHdUrypauum cepsepa HeobxogMmo npenBapuUTeNbHO BbIKAKOUYMTL ero. lNpouecc
OTKNIOYEHUA cepBepa ONUCaH B pasaesne BoikaloyeHue u 8KaoYeHue cepeepa.

OnAa n3ameHeHUs HaCTPOEK CO34aHHOroO cepBepa, NPuU nepexoge Ha BKAaaky Ob6nauvHbie BblYUCIEHUA =
BLLOA KVM - CepBepbl, Heob6X04MMO HaxKaTb Ha KHonky [eucrBua (PucyHok 38) HanpoTMB MMEHU
cepsepa 1 BbibpaTb U3meHUTb (PucyHoK 39), Unu HaxKaTb Ha UMs cepeepa (PUCyHOK 40).

O6nauHsle BLIMMCTEHNA | CepBepl

Uma Ccetin Ny6AnyHEIA IP WabnoH KoHurypauma

PucyHok 38
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Cepsepbl

[naeHas / O6nauHble BoMUCIEHWA / CepBepbl

CepBepbl
Y Punotpbr

Wmsa

® Cepsep

Cozpan 27.05.2022 16:38

Cepeeptl

N3EH3R / OBN3UHEIE BEIUNCNEHUA / CepBeph

Cepsepbl

T ounetpet

Cetn

CeTb [XXXXX)

Cetn

CeTb [XX.X.X.X)

MyGnwnyHbIA IP LWaGnoH Korurypaums

1vCPU, 1TB
&= 10 b SSD OcHOBHOM AWCK

XXX XX 43 Ubuntu 18.04

PucyHok 39

My6nuuseii 1P Wa6now Koudurypauusa

E1vCPUITE
& 10 16 SSD OcHOBHOM ANCK

X IOCXXXK <3 Ubuntu 18.04

PucyHok 40

MameHnTs I

OTKpb\Tb KOHCO/ME

MNotpebneHne

BuIkNounTe

Nepe3arpyanTs

LeficTens ~

& Tlpn KOPPEKTUPOBKE HACTPOEK M MapaMeTpoB cepBepa byaeT NPon3BoAUTLCA NepecyeT CTOMMOCTU B
COOTBETCTBMM C M3MEHeHMsMKU. B npouecce M3meHeHUA HeobxoaMmo o06s3aTenbHO CneauTb 3a
Ka/IbKy/JIATOPOM MoAcyeTa CTOMMOCTU PECypCos.

4.2.3 ameHeHue KoHguypayuu cepsepa

Ona Toro, 4yTobbl U3MEHUTL KOHPUTYPALIUIO CEPBEPA, HYXKHO NepenTn B popmy UameHeHUe cepBepa Ha
BKNaaky KoHguzypayusa (PucyHok 41).

13MeHeHVe cepBepa

FnasHas / OBMauHblE BEIMUCIEHWA / CepBepbl / W3meHeHUe cepBepa

OCHOBHEIE HACTPOMKK

vCPU O
RAM O

KoHburypauwa

1appo

1TB

PucyHok 41

OmmenaTe
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Ana Toro, 4YTO6bI MU3MEHUTb KOIMYECTBO Agoep m ob6bem OﬂepaLLMOHHOVI NamATU, HYXKHO OTPEryanpoBaTb

Bbl6paHHbIﬁ napameTp NoNIBYHKOM UN HaXXaTb Ha KHOMKY 4 (I'IOﬂBﬂﬂeTCFI npv HaseaeHnm Ha 3Ha4YeHUA

B MPaBOM 4YacTM NON3YHKA). Mpu yBeAMYeHUM NapameTpoB OyAeT M3MEHATbCA CTOMMOCTb cepBepa B
COOTBETCTBMM C YKAa3aHHbIMM 3HAYEHUAMM.

4.2.4 U3meHeHuUe OUCKOo8

Ona Toro, 4tobbl U3MEHUTL AUCKM, NOAKAOYEHHbIE K CEPBEPY, HYKHO Nepeintn B dopmy MameHeHue
cepBepa Ha BKNaaky Jucku (PucyHok 42).

Mi3meHeHe cepBepa

InaBHas / Ob6nauHble BblumcneHna / Cepeepbl / MsmeHeHue cepBepa
OCHOBHBIE HACTPOMKM KoHdurypauus Awnckn MoaxnoyeHuns

[ ] OcCHOBHOR ANCK SSD:10TB MamennTs

W YaanuTe OTMEHUTL B WameHnTs

PucyHok 42

Ecnu paHee 6b1n1 co30aH AUCK, ByaeT oTobpaykeHa KHoMKa MOHTUpOBaTb AUCK (PucyHOK 43).

38



M3meHeHVe cepBepa

MnaeHas / O6nauHbie BeluncneHus / Cepeepsl / WsMeHeHue cepBepa

OCHOBHbIe HacTpoiiku KoHdurypauus Anckn MoaknwouveHns

o OCHOBHOW gWcK SSD:10TE M3MeHWUTE

=+ [obaeuTsb gnck =+ MoHTHpoBaTE ANCK

OTMeHWTL B VameHnTL

PucyHoK 43

34eCb MOXKHO M3MEHUTb AMUCK, YXKe MOAKIOYEHHbIN K cepBepy, f,06aBUTb HOBbIM AUCK U1 MOHTUPOBATL
CYLLECTBYIOLLNIA.

4.2.4.1 W3meHeHUe gMCKa

[na Toro, YTo6bI UIMEHUTL MAPAMETPbI Y¥KE MOAKIOUYEHHOTO K CepBepy AMCKA, HaNPOTUB HEro HYXHO
HaaTb KHOMNKY U3meHuTb (PucyHok 44).

I3meHeHMe cepBepa

InaBHas / ObnayHble BoluvcneHus / Cepeepbl / MisMeHeHWe cepBepa

OcHOBHbIe HacTPONKK KoHdurypauuws Anckn Moakno4veHns

@] OCHOBHOW AWCK SSD:10TE M3MeHWTb

4+ [lobaBuTs Anck =+ MoHTupoBaThb Anck

OTMeHWTL B UameHuTL

PucyHok 44

OTKpoeTcs oKHO M3meHeHune aucka (PucyHOK 45), B KOTOPOM MOXKHO U3MEHUTb XapaKTePUCTUKM ANCKa.
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N3meHeHne AWNCKa

Kma OCHOBHOW gWNCK
TWn AWCES 55D b
Pazmep I'b 10 -
-
Terw
MpegocTaeneHe JMCKOBOro NpOCTRPaHCTEE YPOBHA S50 (KVM) 0.00F 23106 = AeHb
PucyHok 45

& M3meHeHUne pa3smepa AMCKa BO3MOXKHO TOJIbKO B 60/1bLUYIO CTOPOHY, T.€. pa3mep U3MEHEHHOro ANCKa
HE MOMKET ObITb MEHbLUE, YEM TEKYLLUNA.

& Mocne NpPUHATUA USMEHEHWNI, U3MEHEHWE Pa3MepPa AMCKA B MEHbLUYIO CTOPOHY ByaeT HEBO3MOMKHO.

L ana COXpaHeHuA N3MEHEHUN HeO6X0,£I,MMO Ha*aTb KHOMKY U3meHUTb.

4.2.4.2 [obaBneHue AnCKa

Ona Toro, utobbl 406aBUTL HOBLIN AUCK, B dopMme M3ameHeHUe cepBepa, BKAaaKe JUCKU HYKHO HaKaTb
KHOMKy [,06aBUTb AUCK (PUCYHOK 46) 1 B OTKPbIBLUEMCA OKHE BHECTU XapaKTepPUCTUKWU CO34aBAEMOro

aucKa (PucyHok 47).

M3meHeHune cepBepa

rnaeHas / OBAa4HbIE BoIUMCNEHWA / CepBepel / Mi3MeHeHWe cepBepa
OCHOBHbIE HAaCTPOIAKN KoHGUrypaums Auncku MogxnioyeHus

[ ] OCHOBHOM ANCK SSD: 1076 M3MEHNTH

W Yaanums OTMEHNTE B U3meHnT

PucyHok 46
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[lo6aBneHue Ancka *

Mma Anck 2

Twn gucka SSD v
Pazmep 6 10 :
Terun

MpefoCTaBNEHWE AMCKOBOTO MPOCTRAHCTEA YPOEHA SSD (KVM) 0.00 2 23 10TE * AeHb

OTMEeHWUTE B MpuHaTe

PucyHok 47

B pesynbTaTe co3aaHHbIA AUCK ByaeT NOAKAOYEH K BbibpaHHOMY cepBepy M oTobpasuTca B pasgene
meHio O6nauHble BbluncneHusa - BLUOA KVM - Auckw.

a ,ﬂ,ﬂﬂ COXpaHeHuA U3MEHEHU HGO6XOAMMO HaXaTb KHOMKY N3meHUTb.
4.2.4.3 MOHTUpPOBaHME ANCKA

[na Toro, ytobbl NOAKAOUYNTL PaHee CO34aHHbIN ANUCK K CEPBEPY, HYXKHO HaXKaTb KHOMKY MOHTUpOBaTb
BUCK (PucyHoK 48).

ViameHeHVe cepeepa

nasHas / OB6naqHble BouvcneHws / Cepsepbl / MismeHeHwWe cepBepa
OCHOBHbIE HacTPOMKN KoH$urypaums Auckn MoaxnoYyeHUA

{ ] OCHOBHOM AWCK S5D:10TB M3meHnTs

W Yzanums OTMEHUTL B 3meHnTsL

PucyHokK 48

B oTKpbiBWEMCA OKHe (PucyHOK 49) MOXKHO BbibpaTb AUCK U Aasniee HaxKaTb KHOMKY MpUMeHuUTb.
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BbibepuTe anck *

WNma Pazmep
Awck 10TE
OTMEHWTE
PucyHok 49

L ana COXpaHeHuA N3MEHEHUN HeO6XOAMMO Ha*aTb KHOMKY U3meHUTb.

B pe3ynbraTte co3gaHHbI AUCK ByaeT oTobpaxkeH B pasgene meHo O6sauvHbie BbluucneHna = BLO/,
KVM - Cepsepbi (PucyHok 50).

CepBepel
nasan / O6nauHsie BoluMcneHys / CepBepbl
CepBsepbl
Y ounstps

cetn Ny6nuumIii 1P Watnou Kondmrypauus

W 1VCPU, 1 TB
Cetb [XX.X.XX) T <3 Ubuntu 18.04 &1

D OcHOBHG# AuCK Jeirctana =
& 105 55D Anck

PucyHok 50
4.2.5 NameHeHUe cemu
Ona Toro, 4tobbl M3MEHUTb NApPaMEeTPbl CETU, K KOTOPOM nogKkatoueH cepsep, B popme M3meHeHwme

cepeepa, Ha BK/nagke MoodknroueHusn HanpoTnB CEeTU HYXHO HaXaTb KHOMKY AeﬁCTBMﬂ n Bbl6paTb

U3meHUTb (PucyHoK 51). B OoTKpbIBLIEMCSA OKHE (PUCYHOK 52) MOXHO M3MeHUTb |P-agpec cepsepa u
no6asunTb WabnoH 6paHamayapa.
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M3MeHeHKe cepBepa

rnaeHan / OBnauHble BelYMCIEHWA / Cepeepsl / Mi2MeHeHune cepBepa

OCHOBHbIE HACTPOMKM KoH$urypauws Ancku MoaknoUeHns

MyBanyHLIA IP HOCHOC N Buifipath

[ ] Cets AN N PaspelmTs nomoaRLme

+ [o6aenTh NogKNOYEHWE

OTMEHWUTB W3MEHUTL

PucyHok 51
N3meHeHNe nogkKnH4YyeHMA *
CeTs CeTb
IP-agpec LMK
BpaHamaysp PaspelumTs Mo me BulfpaTs

OTMEHWNTL B NpuxaTs

PucyHok 52

& 1nA coXxpaHEeHUA U3SMEHEHUI HEOOXOAMMO HaxKaTb KHOMKY U3meHuUTb.

4.2.6 YnpasneHue nybau4yHeim IP-adpecom cepsepa

[naToro, ytobbl UIIMEHUTL MAapameTpbl NybanyHoro IP-agpeca cepsepa UAM OTKAOUYUTb er0, HE0H6X04MMO
nepenT B HAcTPOMKK cepeepa — O6bnauHbie Bbluncnenna -» BLOA KVM - Cepsepbl - U3meHeHue
cepBsepa, NoaknoueHns u B none «ybauyHell IP» HaxKaTb KHOMKY BblbpaTb (PucyHoK 53).
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M3MeHeHKe cepBepa

FnasHas / OBAaduHsie BeYMCIeHWA / Cepsepsl / M3MeHeHWe cepBepa

MoaknoUeHns

My@nrU4HLIRA IP 000N XK

L] Cer HUXXX Vismerure

=3

OTMEeHWTE n W3MEHUTL

PucyHok 53
B oTKpbiBLLIEMCA OKHE (PUCYHOK 54) MmOXKHO BbibpaTh Nnoaxoasalmii nybamyHbil IP-agpec ana cepsepa:
=  OTKNOYEH — cepBep He byaeT umeTtb nybamyHoro IP-agpeca.
* HoBbIli — NoNy4yeHne HoBoro IP-agpeca 13 nyna nybanMYHbIX afpecos.

= CB0obOAHbIN — Mcnob30BaHKUe BblaeneHHoro aas BLO/ ceobogHoro IP-agpeca.

Bbibepute nybnnuHbin IP

OTHNHOYEH Cepeep He OygeT umeTe nyGnrunoro IP-agpeca
HoBbIiA MNonyunTe HOBLIA IP-3gpec M3 Nyna nyGnuuH LXK 3gpECcoE
L0 200K CeobogHeni IP-agpec & sTom BLO

PucyHok 54

. A coXxpaHeHUs N3mMeHeHnM HeobXoAMMO HaXKaTb KHOMKY U3MeHUTb.

4.2.7 lNoOkno4eHue cepsepa K Opyaoli cemu

Mpn HE06XO4MMOCTU MOXKHO U3MEHUTb MNOAKAOYEHMNE K CeTU: A06aBUTb HOBYHO CETb AN MOAKIOUYUTD
CcepBep K HOBO CETU, BMECTO CEPBUCHON.

Mocne co3paHuAa HoBoi cetn Bo BLIOA (npouecc co3paHuAa ceTu onucaH B pasgene Co3daHue
donosnHumenbHbiXx cemeli) HEObXOAMMO CHayana NOAKNYUTL K Hel poyTep (Mpouecc NoaKNtYeHUs
poyTepa onucaH B pasaene ModKaoueHue poymepa K Hoeoli cemu).
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Mpu nepexoae Ha BKNaaKy O6nauHble BbiunucneHmnsa - BLOA KVM - Cepsep - UsmeHeHue cepBepa >
lModknroyeHUA pNA NOAKNHOYEHUSA HOBOMW CETU K cepBepy HeobxoAMMO HaxKaTb Ha KHoMKy [o6aButb

noaknoueHue (PucyHok 55).

M3MeHeHVe cepBepa

rnaeHan / OBnauHble BelYMCIEHWA / Cepeepsl / MiaMeHeHne cepBepa

OCHOBHbIE HACTPOMKM KoH$urypauws Ancku MoaknoUeHns

MyBnryHbIA IP XML

L Cets LXXX Paspeums ncxogsupe

+ /lobasuTh NnoaknloueHE

PucyHoOK 55

Buifipath

HMzmeHuTh

OTMeHUTE HameHnTL

B oTKpbiBLIEMCA OKHe [JobaBneHne nogKAueHUsa HY>KHO BbibpaTb ceTb (PUCYHOK 56, PucyHoK 57).

@ B okne [o6aBneHne nNoaKIOYEeHUA BO3MOXKHO TaKKe HAcTPOUTb CeTb: HasHauuTb IP-agpec mam

wabnoHbl 6paHamayapa (PucyHok 56).

N3meHeHMe noaxknr4yeHnsA

Bribpate

CeTs CeTb
IP-agpec ABTOMaTHMYECKH
BpaHamaysp PaspeiumTs MOmARILME Bribpate

PucyHOK 56

OTMEHNTE B NpuusATs
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Bbi6op ceTun *

Wnan CIDR DHCP
] Cete 2 OO Brn
CeTh W00 Bkn

PucyHok 57

B pesynbTate cepsep byaeT noaknouYeH B ABYyM ceTam. [nA Toro, Yytobbl O4HY U3 CEeTEN OTKAKUUT,
Heobxo4MMO HaxKaTb KHOMKY [leiAcTBuA 1 BbibpaTb OTCcOeAMHUTb (PUCYHOK 58).

V3meHeHe cepsepa

rnaeHan / OBnauHkle BoluvcneHws / Cepeepbl / M3MeHeHWe cepeepa

OCHOBHBIE HACTPOAKK KoHdpurypaums Anckn MoAKTHUEHURA
MyBauuHeId IP L0 Brifpate
[ ] CeTk XXX JeiicTeuA =
VIZMEHMTE
® CeTb2 HOLHKX PaspelunTh MCKOARLME

I OTCOEAMHNTE I

OTMEHNTE B Vamenuts

PucyHok 58

4.2.8 NompebneHue cepsepos

B naHenu ynpas/ieHUs MOXKHO NpocmoTpeTb notpedbneHne CPU n RAM cepBepamu. [Ins 3TOro Hy»KHO
nepenTun B pasaen meHto O6s1auHble Bblunucaenus - BLUOA KVM - Cepsepbl. HanpoTus cepBepa Hy»KHO
HaaTb KHoNKy [Aeicreua (PucyHok 59) v BbibpaTb MoTpebneHue (PucyHok 60).
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CepBepb

rnagHam / OBGNauHEIS BEIUNCAEHWA / CepBepsl

Cepsepbl
T ounstpe!
Vims Cetm Ny6anunsiii IP
[«
[ ] “pess Cers (XX.X.X.X) XOLIOCIHXX

Cozaan 27.04.2022 2215

Cepsepbl

TnaeHas / OfBnauHble BeluucneHus / Cepeepbl

CepBepsbl
Y Punstpel
Wms Cetn MyGawn4HbIA IP
® Cepaep CeTb (XXX.XX) XKL XK

Coszpan 27.05.2022 16:38

Wabnou

<3 Ubuntu 18.04

PucyHoK 59

Wa6nox

43 Ubuntu 18.04

PucyHoK 60

Kondurypauwn

& 1vCPU, 1TE
& 10 5 55D OcroEHOM Anck
& 105 55D Avck

Kondurypauws

1vCPU, 1TB

& 10 b SSD OCHOBHOR AWNCK

+ Cozpate cepeep

AevictemA ~

<+ Cosgatk cepeep

MamerHnTs

OTKF]b\Tb KOHCONb

MoTpebneHue

BoiknounTs

MepesarpysnTe

TakKke noTtpebneHme CPU u RAM cepBepammn MOXKHO NMPOCMOTPETb, nepenas B popmy UameHeHue
cepsepa. [1n5 3TOro Hy*KHO NepenTn B pasgen meHto ObaauHbie BbluncneHna = BLOA KVM = Cepsepbl,
HanpoOTUB cepBepa HaXaTb KHoNKy [leicrBue (PucyHok 61) v BbibpaTb U3meHUTb (PucyHoK 62).

CepBepb

rnasHan / OBnauHble BLIUMCIEHUA / CepBepbl

Cepsepbl
T ounetpe:
ms Cetm My6anuHeIii IP
C
® eresp Cems (XKXX.X) XXX

Cosgan 27.04.2022 2215

Wabnox

<3 ubuntu 18.04

PucyHoK 61

KoHurypauua

#1vCPU, 1 TE
& 10 75 55D OcHoeHol Anck
& 10 B 55D Anck

+ Cospare cepeep

Reicraun =
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Cepsepbl

[naeHas / O6naunble BEIYUCIEHWA / CepBepbl

CepBepbl
Y ®unstpsi
Nms Cetn NMy6nus4HbIiA IP La6noH
® Cepeep CeThb [(XXXXX) HOOCXN XX «3 Ubuntu 18.04

Cospan 27.05.2022 16:38

PucyHok 62

=+ Co3pats cepeep

Kongurypauusa WameHuTs I
& 1vCPU, 176 OTKpbITE KOHCO/b
& 10 b SSD OcHoBHOW AMCK )

Motpebnerwve

BblkounTs

lMepesarpyzuts

B oTKpbiBWeENCA dOpMme B MPaBOM BEPXHEM YI/y Ha*KaTb KHONKy JeuctBua (PucyHok 63) v BblbpaTb

NoTtpebneHue (PucyHok 64).

M3meHeHre cepeepa

FnasHas / O6nauHble BblUNCNEHUS / Cepeepbl / M3MeHeHune cepBepa

OCHOBHbIE HacTPOMKM {oHpurypayms Ownckn MoaxnoyeHus
Vms Cepeep
WabnoH Ubuntu 18.04

PucyHok 63

3smeHeHre cepBepa

InasHas / OBnadbie soiuncnenns / Cepsepul / WsMeHeHue cepsepa

OCHOBHbIE HaCTPOAKM <OHPUrypauus AVCKK NogKno4eHs
Wms Cepaep
LWabnoH Ubuntu 18.04

PucyHok 64

OTKpoeTcs dopma lNMotpebneHue (PucyHok 65).

@  OTKpLITL KOHCONL NeicTBua v

CronmocTs
B AeHb
MpejocTaBneHue BUPTYanbHOro 6.00 P
npoueccopa (KVM)
[ ] OTKpPbITb KOHCO/b [leiicTBys v
MNoTpe6neHne
BEIK/HOUUTL

Mepesarpysuts

CroumocTb

B AeHb

MpeAoCTaBNEHNE BUPTYaNbHOMO 6.00 P
npoeccopa (KVM)

34ecb MOXKHO yBMAeTb NnoTpebneHmne CPU, RAM n ANCKOB cepBepa C AeTanusalumeit 3a 4ac, 3a AeHb, 3a

Heaeno v 3a mecal, (PUCYHOK 65).
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MNoTpebnervie

Tnagvan / OBnauble Buiuncnenvs / Cepsepl / Cepeep Cepeep

/ Notpe6nenve
NoTpe6neHne
JleTann3aums 3a geHb ~ & OBHoBUTL
CcPU RAM
@cru @ram s
100 035
90
030
80
70 025
60
h 0.20
50
a0 015
30 0.10
20
0.05
10

PucyHok 65

4.2.9 BbikntoveHue U 8KAK4YeHUe cepsepa

Ecnn Bo3HMKNA HEOOXOAMMOCTb OTK/OYEHUSA CepBepa, HYXKHO nepenTu B pasgen meHwo ObnayHble

BbluMcnenua - BLO/J KVM - Cepsepbl, HaxkaTb KHONKY [leiicTBuA (PUCyHOK 66) 1 BbiI6paTb BbIKAIOUNTD
(PucyHoK 67).

Cepeepb

Tnaguan / OBnauHbie BauMcnenin / Cepeepel

+ Cozpate cepeep

Cepaepbl
T ounstpe:
Nms Cemn Ny6nnuHLIG IP Wabnou Kougurypauws
Cepeep & 1vCPU 1 TE
® oo 27062022 2215 CeTb (XXX.X.X) XXXXXKXX 43 Ubuntu 18.04

PucyHoK 66

& 10 6 SSD OcHOBHOR Anck
& 106 SSD Anck

Reiicrann ~
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Cepacpe

Mnaeuan / O6nauHbie BbiuACTeHUA / Cepeep

Cepsepbl
T Gunstps
Wms Cetm MyGanuHbIG [P Wabnou Konurypauus (AT
Cepeep & 1vCPU, 176 MNoTpebneHune
[ ] Cetb [XLX.X.X) XHXK KX XK <3 Ubuntu 18.04 N
Cozgan 27.04.2022 22:15 & 10 75 55D OcHOBHOI AnCK

OTKPEITE KOHCONE

Tern

Buixniounts

Mepezarpyzuts

PucyHok 67

TaKKe BbIKNOUYUTb CEpBEP MOXKHO M3 Ppopmbl M3meHeHume cepBepa. A 3TOro Hy»XXHO NepenTn B pasgen
MeHto O6nauHbie BbiuncneHusa —» BLUO/J KVM - CepBepbl, HanpoTMB cepBepa Ha*kaTb KHOMKy [leicTBue
(PucyHok 68) v BbIbpaTb U3meHuUTb (PucyHoK 69).

Cepacps

Tnagnan / OBnauHele EeluMcneHin / Cepeepsl

Cepsepbl
T ounstpe!

Vima Cetn NyGanunLiA IP WaGnou Kongurypauna

ce & 1vCPU, 176
[ ] cee e CeTs (XX.X.X.X) XX XXXKXX 43 Ubuntu 18.04 & 10 5 55D Oc+oeHOM Anck
Coan 215

& 106 SSD Anck

PucyHok 68

Cepaepu

TnaeHas / OBnauHble BeluWcneHns / CepBepbl

CepBepsbl
Y QunsTpsl
Nma Cetn Ny6nunuHbIiA IP LWa6nox Kondurypaums VEMEHNTD I
OTKpbITL KOHCO/L
L] cepeep CeTh (XXXXX) YLXLXXXX «3 Ubuntu 18.04 B1vCPU 1T )
Cosaan 27.05.2022 16:38 & 10 B SSD OcHoBHoOI gWck
MNotpebneHre
Buik0unTE
MNepesarpy3uTte

PucyHok 69

B oTkpbiBlIelica popme B NpaBoOmM BEPXHEM Yray HaxKaTb KHonky [Oeincreua (PucyHok 70) n BbibpaTb
Bbikntountb (PucyHok 71).
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M3meHeHme cepBepa

[nasHas / O67a4Hble Bbl4vcnedns / Cepeepol / Mi3MeHeHWe cepBepa

OCHOBHbIE HAaCcTPOliKK

Yms Cepeep

Ubuntu 18.04

WaénoH

3smeHeHre cepBepa

rnaeHan / QBnauHble BolUWCNeHUs / Cepeepbl / Mi3MeHeHWe cepBepa

OCHOBHbIE HacTPOKN

Vims Cepeep

La6noH Ubuntu 18.04

[ ] OTKpBITE KOHCONb [edcTBng v

CroumocTs
B AeHb
MpeoCTaBNEHUE BIPTYaNbHOrO 6.00 P
npoLeccopa (KVM)
@®  OTKpbITh KOHCONb AeicTEIR v
MoTpebnexve
Mepe3arpyanis
CroumocTb
B AeHb
MpeAocTaeneHne BUPTYanbHOro 6.00P
npoyeccopa (KVM)

PucyHok 71

@ oOrxniouenme cepBepa 3alMET HekoTopoe Bpems. Mpu ycnewHoM OTK/IOYEHMM CepBepa, ero

)

MHOWKATOP CMEHUTCA Ha 3HAYOK

L. Mpu BbIKNOYEHHOM cepBepe AO0CTYN K HEMY HEBO3MOMKEH.

[ns Toro, 4to6bl BKAOUYMTL CcepBep, He0bxoanMMO BbibpaThb AelicTBMe BKAOUUTD (PUCYHOK 72).

Cepsepbl

TnasHan / OBRauHbie BuUCieHU | CepBepbl
Cepsepbi
Y ounstpe

Vims Cetu Ny6nuuseii 1P

Cetb (XX.X.X.X) OCXHIXX

+ Cozpats cepeep

Wa6now Kondurypauns

& 1vCPU1TE MoTpebnerine

<3 Ubuntu 18.04 -
& 10 I'6 55D OcHoBHO# Anck

Tern

PucyHok 72

TaKkKe BKIOUUTb cepBep MOXKHO M3 dopmbl MameHeHue cepsepa. B npaBom BepxHeMm yray HaxaTb
KHonKy OeiictBua (PucyHok 73) v BbibpaTb Bkaountb (PucyHok 74).
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3meHeHWe cepBepa

[eiicTByA v
FnaeHas / Ob6nayHble BeluucneHws / Cepsepel / MI3MeHeHWe cepeepa

OCHOBHbIe HaCTPOAKIK KoH$urypavums Avckun MoaxnroyeHUA
CroMMocTb
Mia Cepeep
LLa6noH Ubuntu 18.04 B penb
MpegocTaBneHne 0.00P
BUPTyanbLHOro
npoteccopa (KVM)
Myenn4HbIA EBes kntoua v
Koy SSH MNpepocraBneHme 0.00e
PucyHok 73
3meHeHVe cepBepa JR—
FnaeBHas / O6nayHble BeluMCeHUa / Cepsepbl / Mi3ameHeHWe cepBepa
MNoTpebneHwve
I Bxntountb
OCHOBHbIE HAaCTPOWNKK KoHpurypaums Anckn MogxnoyueHns
CroMmocTb
ma Cepsep
LLlabnoH Ubuntu 18.04 B gene
MpegocTaBneHue 0.00 2
BUPTyanbHOro
npoueccopa (KVM)
Ty6AUuHBIA Bes knoda h
KN4 SSH MNpegocTaBneHve 0.002
BUPTyanbHOM NamMsaTi
PucyHok 74

4.2.10 [lepe3aepy3ka cepsepa

Ecnn BO3HMKNA HEOOBXOAMMOCTb Mepesarpysku cepBepa, HYKHO nepenTn B pasgen meHio Ob6nauHbie

Bbluncnenus - BUOA KVM = Cepsepbl, HaxkaTb KHONKy Aeiicteua u BbibpaTb Mepesarpy3utb (PucyHok
75).

‘& MNepesarpy3ka BO3MOXHA TO/IbKO MPM BK/IIOYEHHOM CepBepe.
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Cepacpe

Mnaeuan / O6nauHbie BbiuACTeHUA / Cepeep

Cepsepbl
Y ounstpe
Wmn cemm NySmnuniii IP Wa6non Konurypaums DErET
[} cepsep Cem [XXXXX) LXK XXX 3 Ubuntu 18.04 &ovceuars Mlorpetnerine
Cosgen 27.042022 2215 A A - . & 10 15 550 OcHOBHOI ANCK
OTKPEITE KOHCONE
Tern
BukniouTs

PucyHok 75

Takke nepesarpysuTtb cepsep MOXHO M3 dopmbl M3meHeHue cepsepa. A 3TOro HyXXHO NepenTn B
pa3gen meHto Ob6nayHblie BbluncneHna - BLO/J KVM = Cepsepbl, HaNnpOTUB CEPBEPA HAXKaTb KHOMKY
DeiictBue (PucyHok 76) v BbibpaTb U3meHUTb (PucyHok 77).

Cepacpu

TnaeHas / OBnauHble BLIMMCTEHMS / CepBepsl

Cepsepbl
T ounetpe:

ms CeTn MyGnAnyHEI#A IP WabnoH KoHurypauua

Cepsep 1 vCPU1TE
[ ] (Dfl S CeTb (XUX.X.X) R IOCHHXN <3 Ubuntu 18.04 & 10 6 SSD OcHOBHO AnCK

& 10 B 55D Anck

PuUcyHoK 76

Cepacp

TnaeHas / OBnadHele BelYUCAeHWA / CepBepbl

CepBepbl
Y ®unotpbl
Nma Cetn My6nuuHbIii IP LWa6nox Konurypaumsa VIEMEHNTE I
OTKpbITE KOHCONL
® Cepaep CeThb (0OCXX) YOLIXXNHX <3 Ubuntu 18.04 B 1vCPU 16 _
Cozpan 27.05.2022 16:38 & 10 b SSD OcHOBHOM AWCK )
MNotpebneqne

BuIkniounTs

Mepe3arpy3uTe

PwucyHoK 77

B oTkpbiBlIelica popme B NpaBoOmM BEPXHEM Yray HaxKaTb KHonky [Oeincreua (PucyHok 78) n BbibpaTb
MNepe3sarpy3ntb (PucyHok 79).
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V13meHeHWe cepBepa

[nasHas / O67a4Hble Bbl4vcnedns / Cepeepol / Mi3MeHeHWe cepBepa

OCHOBHBIE HACTPOKM KoHdurypauma MK MoAKNKYEHUA
Mma CepBep
WabnoH Ubuntu 18.04

M3MeHeHWe cepsepa

naeHaa / OBnauHble BoluncneHus / Cepsepbl / M3meHeHue cepBepa

OCHOBHbIE HacTPOKW KoHdurypayma JAnckun Moaxno4eHna
Wms Cepeep
LWabnoH Ubuntu 18.04

4.2.11 YoaneHue cepsepa

PucyHoK 78

PucyHoK 79

[ ] OTKpLITE KOHCONb AedcTBra v

CrommocTb
B AeHb
MpeoCTaBNEHUE BIPTYaNbHOrO 6.00 P
npoLeccopa (KVM)
[ ] OTKPbITh KOHCO/b leicTBys v
MNoTpe6neHue
BEIK/HOUUTL

Mepesarpysuts

CronmocTb

B AeHb

MNpegocTaBneHne BUPTYanbHOro 6.00 8
npoueccopa (KVM)

B cnyyae HeobxoAMMOCTM yaaNneHna cepBepa HYXKHO NeperTn Ha BKNagKy Ob6nayHbie BblUMCAEHUA —>
BLLOA, KVM -» CepBepbl = M3meHeHue cepsepa v BbibpaTb Yaanutb (PucyHok 80).

3MeHeHMe cepBepa

rnaeHaf / OBnauHsie BeluMCneHus / Cepeepel / W3MeHeHWe cepBepa

OCHOEHBIE HACTPOAKM KoHdurypaums Anckn MoaxnYeHNA
Mma Cepeep

LlaBnoH Ubuntu 18.04

MyBAMUHLIA Kniou SSH bes knoya

Mm#A xocTa server

TNorvH nonkzceatens ubuntu

MpumeyaHne

Tern

PucyHok 80

OTMEHUTE H3mMeHnTL
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Mocne noaTBep:KAeHUA yaaneHus cepsepa IP-agpec, HasHauYeHHbI paHee cepBepy, coxpaHAeTca, Ho bes
NPUBA3KM K ycTponcTay (PucyHok 81). OH byaeT oTobpakéH B pasgene meHo O61auHbie BbIYMCAEHUA =
BUOA KVM - My6auuHbie IP-agpeca.

My6nn4YHbIe r-afipeca
‘ =+ NonyuuTe NySARUHBI IP
o 110N 2Y@MEIE B3N YCTROMCTESMH UK J3KPENNEHHEIR 33 NPOEKTOM. OBPATHTE BHIMAHHE, UTO 33 SADECA, HE NOAKTIOUEHHEIE HH K OAHOMY

ven a.

Tnaewan / OB suincnenvs J My IP-agpeca

Ny6nunuHele IP-agpeca

1P-agpec YcTpoiicTeo
o] YN ILIOOL XK Het Leiicrena =
[ ] XKKH IR PoyTep (poyTep) OTKNKOUUTS

PucyHok 81
‘LY |IP-agpec yoaneHHoro cepsepa coxpaHaerca o BLUO/J v 3a Hero 6yaeT B3MmaTbea niaTa.

i IP-yaaneHHoro cepsepa B NOCNEACTBUN MOMKHO HAa3HAUYUTb APYroMy YCTPOWMCTBY W/IN }Ke OTKa3aTbCs OT
Hero. NoapobHee 06 aTom onncaHo B pasgene lMybauyHelie IP-adpeca.

4.2.12 [lobasneHue mezos

Ona Toro, utobbl 406aBUTL TErn, B pasgene meHo O6iayHble BbluMcaeHus - BLUOA KVM - Cepsepbl
HYKHO Ha)KaTb KHOMKyY [JeicrBua, Bbiopatb U3ameHUTb (PucyHok 82) n B oTKpbiBLIeMca dopme B nosie Teau
nobasuTb Tern gna cepsepa (PucyHok 83).

Cepacpo

TnaeHas / OBnauHble BeluncieHns / Cepeepbl

CepBepsl
Y QunsTpsl
Nma Cetnn My6nunyHbIiA IP LWa6nox Kongurypauyma I UZMeHWTE I
s OTKpbITE KOHCO/Nb
® Ceppep CeTb (XX.XX.X) XXX XX <3 Ubuntu 18.04 B 1vCPU1TE .
Cozaan 27.05.2022 16:38 & 10 b SSD OCcHOBHOI AWCK )
Motpebnerve
BoIknounTL
lMepesarpyzuts
PucyHok 82
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V3MeHeHWe cepBepa

rnaeHan / OBAauHble BolYUcneHus / Cepeepsl / MaMeHeHWe cepeepa

OCHOBHBIE HACTPORKM KoHdurypaums Awnckn MoAKNoUeHWSA

Mmsa Cepeep

LabnoH Ubuntu 18.04

MyGAUYHLIA KoY SSH bes knw4ya h
KMmsa xocTa server

JloruH nonszoeatens ubuntu

MpumeuaHe

Teru

m OTMEHUTE MZMEHUTE

PucyHok 83

4.3. Ynpas/ieHne AnUCKamm

OnaToro, 4yTobbl NPOCMOTPETL BCE AANCKNU, HEOBXOAMMO NepenTun B pasaen meHto O61auHble BblYUCIEHUA
- BLLOA, KVM -> Oucku.

4.3.1 Co30aHue oucKa

Ona Toro, ytobbl co3aaTb AUCK, B pasgesie meHio ObnauHbie BbluucneHua = BLUOA KVM = [Oucku
HeobxoaMmo HaxKaTb KHOMKy Co3aaTtb AUCK (PucyHok 84).

Bce Aucku, MOAKMOUEHHBIE K CEPBEPaM i XPaHaLMECs OTAeNbHO. MOXHO M3MEHNTL Pa3Mep CYLIECTBYIOLIED AVCKa, + Cosnath auck
OTMOHTMPOBATL, IPMMOHTHPOBAT K CepBepy. HeKoTopLIE ONepaLyi ¢ UCKOM NoTPeByHoT 0CTaHOBKK cepeepa. |

FnagHan / O6nauHble BEIYUCNEHNA / [JUCKA

Anckn
Y ®unetpsl
Nma Pazmep MpwucoeguHeH Twun
[ ] OCHOBHOW AUCK | OcHoBHOI 1076 Cepsep SsSD M3MeHNTE

PucyHok 84
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OTKpoeTcs okHo Co3panune aucka (PucyHok 85). lanee Heob6xoAMMO 3aNONHUTL NOAA C NapameTpamm
co3aaHuAa ancka (PucyHok 85 — 1). B npaBoi YacTy OKHa pasmeLleH KanbKynsaTop noacyera CTOMMOCTU
pPecypcoB B AeHb, B KOTOPOM OTOBparkaeTca akTya/ibHas LLeHa 3a YC/yry B COOTBETCTBMM C BbIBpPaHHbIMU

napameTtpamu (PucyHok 85 — 2).

CosaaHre ancka

FnaeHaa / O6nauHbie BbluMcneHns / Auckin / Co3gaHue QUCKa

Nmsa Anck2

Tun gucka ssD

Pazmep b 10

CepBep OtcyTcTBYeT

Tern

BuibpaTk

OTMEHUTE B Cozpate

CroumocTb

B AeHb

MpeaocTaBneHve AUCKOBOTO 0.00P
MpOCTPaHCTBa ypoBHA SSD

(KVM)

UTtoro: 0.00 2
B JleHb

PucyHok 85
[ns co3gaHnAa Ancka HeobxoAMMO 3aNONHUTb NONA:
=  KmAa — Nnpoun3BosibHOE HAMMEHOBaHUE ANCKA.
=  Tun gncka — SSD, SAS nnu SATA.

=  Pasmep — pasmep aucka B Ib.

= Cepsep — BbI6OP cepBepa, A/19 KOTOPOro CO34aeTcA AUCK, MO YMONYAHUIO ANCK ByaeT co3aaH He

NpUcoeamMHEHHbIM K CEpBEpY.
= Tern— gobasneHue Teros.

B pe3synbTate 6yaer co3aaH AUcK (PucyHok 86).

@ Echv gyek noakntouen K cepBepy, ero MHANKATOP 3e/1eHOro LBeTa

oTcyTCTBYET — 6enoro

L
, €CAn NnogKNnr4vyeHne K cepsepy
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Jnckn

Bce auck, nogxou
€ anckom noTpesyT

+ Cozpars anck
e K C20B2DaM WM XPIHALLUECA OTARNKHO. MOXHO MIMEHNTE PAZMER C aneka, & cepaepy. HexoTapue onepaumy
oK cepEzpa.

Tnagran / OBNauHbIe BIYMCTEHNA / Jycki

Anckn

T ounstpu

Wms Pazmep Mpucoeannen Tun
[ ] Aunck 1076 Cepsep SSD LleiicTaun =
® OcHOBHOM Anck | OcHosroi 10TB Cepeep SSD NeiicTens =

PucyHok 86

Takke MOXKHO €034aTb AMCKKU, NPUCOEAMHEHHbIE K onpeaeneHHOMy cepepy, U3 dopmbl UsmeHeHue
cepBepa npu nepexoge B pasgen meHwo O6nayHble BbluucneHua -» BLOL KVM - Cepsepbl =
M3meHeHue cepsepa, Jucku (PucyHok 87). B oTKpbiBlielcA dopme HYKHO HaxKaTb KHOMKy [,06aBUTb
AVUCK, 1 B OTKPbIBLUEMCA OKHE BHECTM XapaKTePUCTUKM CO343aBaeMoro Ancka (PucyHok 88).

3meHeHwWe cepBepa

FnaeHass / O6nadHble BoluncneHns / Cepeepbl / WiameHeHue cepBepa
OCHOBHEIE HAaCTPOAKMN KoHdurypauws Auckn MNoaxknoveHws

[ ] OCHOBHOI ANCK SSD: 10TE M3MeHWTb

4+ Jlo6aBuTb anck <4+ MoHTpoBaTh AMcK

A Yaanure OTMEHUTL B VaMeHuTb

PucyHok 87
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[lo6aBneHne ancka .

s Anck 2

Tun gMcka SsD LV
Pasmep 'E 10 :
Terw v
MNpegocTaeneHe AUCKOBOroO NPOCTPaHCTBa ypoBHA SSD (KVM) 0.00P 3a10TE x geHb

OTMEHWTE B Npunsate

PucyHok 88

B pesynbTate co3AaHHbIM AMCK OyaeT NOoAKAYEH K BblbpaHHOMY cepBepy M oTobpasuTca B pasaene
meHto ObnauHble BbluucneHusa - BUOA KVM - Oucku.

4.3.2 YnpasneHue co30aHHbIMU OUCKAMU
C co34aHHbIMU ANCKAMKN BO3MOXHO BbINO/IHEHME CAeayoLWmuX AeNCTBUN:
" 3meHeHMe HacTpoeK ANCKaA.
*  MOHTUPOBaAHME AUCKA K cepBepy / pa3sMOHTMpPOBaHUE AUCKa.
= HacTpoiika Teros.
=  YpganeHue AUCKa.
4.3.2.1 WN3meHeHMe HaCTpOeK ANCKaA

Ona Toro, 4Tobbl MI3IMEHUTb HACTPOMKM AUCKaA, B pasaene meHo O6nayHble BbluucaeHus —» BLUOO KVM
= Ouckun HeobxoamMmo HaxaTb KHonky Oeiicteua (PucyHok 89) n BbibpaTb U3meHuTb (PucyHok 90).
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Bce AMCKY, MOAKIIOUEHHSIE K CEPBEPAM WM XPAHALIMECH OTAENLHO. MOXHO M3MEHITH PA3Mep CyLLECTEYHOLIEro ANCKA, OTMOHTUPOBATL, + Co3gate auck
NPVMOHTIPOBATE K cepeepy. HexoTopsie onepauni C AMckom NoTpebyioT ocTaHoBKM cepaepa.

InaeHan / ObnauyHble BeluMcneHua / Juckn

Ancikn
Y dunstpsl
Nma Pasmep MpucoeguHeH Tun
[ ] Jillle'vd 1076 Cepsep SSD
[ OCHOBHO# AUCK | OcHOBHOR 1076 CepBep SSD WNaMeHnTb
Hckn
Bre ANCKW, NOAKNKIUEHHBIE K CEPBEPaM WA XPaHALLIMECS OTARNEHO. MOKHO WSMEHWTE Pa3Mep CYLLIBCTEYIOLLEro AWCKa, OTMOHTUPOBATh, + CDBAaTb AMCK
MPYMOHTIAPOBATS K CepBepy. HeKOTOPLIE ONEPaLMK € AMCKOM NOTPEGYIOT OCTHOBKN CepEepa.
[nasHan / OBnauHble BeuMCneHVs / [AUCKK
Anckn
Y GunsTpsl
Nma Pasmep MpucoeguHeH Tun
[ Anck2 10TB Cepsep SsD AeiicTema ~
N3mennTs
[ OCHOBHOR AWCK | OcHOBHOIA 1076 Cepeep SsD
Pa3moHTMpoBaThL

PucyHok 90

B oTkpbiBweiica popme M3ameHeHMe pucKa AOCTYNMHO M3MEHEHWE HAaMMEHOBaHWA AMCKa, ero Tvmn M
pa3mep (PucyHok 91).

& N3meHeHMe pasmepa AMCKA BO3MOXHO TO/IbKO B 60/1bLUYIO CTOPOHY, T.€. pa3mep U3MEHEHHOrO ANCKa
He MOXeT 6bITb MEeHbLLE, YEM TEKYLLMIA.
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3meHeHMe ancka

InaeHas / O6naudslie BeluncneHma / Auckn / N3meHeHWe gucka

Nmsi Auck

Tvn ancka SSD v
- -
Pazmep 'E 10 -
CepBe CepBep

Tern

m OTMEeHWTHL B VzmeHuts

PucyHok 91
L' Mocne NpUHATUA U3MEHEHUI, U3MEHEHWNE PAa3MepPa ANCKA B MEHbLUYIO CTOPOHY ByAeT HEBO3MOXKHO.

LB HaCTpOVIKaX AWNCKOB, MPUCOEUNHEHHbIX K cepBepam, BOSMOMXKHO TOJIbKO U3MEHATb MMA, pasmep B
60!1bLUYlO CTOPOHY U TN AWUCKA, a TaKKe HacTpameaTb Tern. MOHTMPOBATb U PAa3MOHTMPOBATL OCHOBHOW
I'IO,CI,KJ'IIO‘-IeHHbIﬁ ANCK HEBO3MOXHO.

C nomouwbto popmbl M3ameHeHUe OUCKA NOAKNHYUTL AWUCK K APYrOMy CEPBEPY WM OTKAKYUTbL €ro
HEBO3MOXHO. NNogpobHee 0 TOM, Kak MU3MEHUTb cepBep A5 NOAKAUYEHUSA UAU OTKAKOUYUTb €r0, ONMMUCaHO
B Cledylolem noapasaene.

4.3.2.2 MoHTMpOBaHME AMCKa K cepBepy / pa3MOHTMPOBaHMNE ANCKA

MoHTMpOBaHMe/PasMOHTUPOBaAHME AMUCKA MCMNONb3YETCA 1A TOro, YTobbl NOAKNIOYUTL AUCK K cepBepy
WX OTKIKOUUTL €ro.

Ecan npu co3paHumn ancka BblbpaHO NOAKAOYEHWNE K CepBepY, TO, A1A TOro, YTObbl B Aa/ibHENLWEM €ro
OTKNIOYNTb, HEOBXOAMMO NepenTn B pasgen meHto ObnadyHbie BbluucneHmna —» BLUOA KVM - [uckn,
HaaTb KHoMNKy Aeucreua (PucyHok 92) v BbibpaTb PasmoHTUpOBaTb (PUCyHOK 93).
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Arckn

BCe ANCKY, NOAKNIOUEHHBIE K CRPBEPAM WA XPAHALLECR OTAENLHO. MOXHO M3MEHUTL Pa3MEp CyLURCTEYIOLIEro ANCKa, OTMOHTUPOBATS,

=+ Co3gate guck
NPYMOHTVPOBATE K CepBepy. HekoTopsle ornepaumi C AMCKoM noTpedyroT OCTaHOBKK cepeepa.

InagHan / OBnauHbie BeluMOIeHUs / JUcKu

Ancikn
Y dunstpsl
Nma Pasmep MpucoeguHeH Tun
[ ] Jillle'vd 1076 Cepsep SSD
[ OCHOBHO# AUCK | OcHOBHOR 1076 CepBep SSD WNaMeHnTb
PucyHok 92
Hckn

BCe AMCKM, NOAKNKOUEHHBIE K CEDBEPAM WA XPAHALLMECR OTAENBHO. MOXHO N3MEHUTL PA3MED CYLLECTEYIOLLETD AWCKE, OTMOHTMPORATS,

+ Cozgars guick
NPMMOHTUPOBATS K Cepaepy. HEKOTOPHIE OMEPALMH € AVCKOM NOTPEGYIOT OCTAHOBKM Cepaepa.

[nasHan / OBnauHble BeuMCneHVs / [AUCKK

Anckn
Y GunsTpsl
Nma Pasmep MpucoeguHeH Tun
[ Anck2 10TB Cepsep SsD AeiicTema ~
N3mennTs
[ OCHOBHOR AWCK | OcHOBHOIA 1076 Cepeep SsD
I Pa3moHTMpoBaThL I

PucyHok 93

TaKKe pasMOHTUPOBATb ANCK MOXKHO U3 GopMbl M3meHeHMe AncKa. [11A 3TOro HyXKHO NepenTn B pasgen

MeHio ObnauHblie Bbluucnenua -» BLOL KVM = [ucku, HaxkaTb KHonKky [OeiictBua (PucyHok 94)
HanpoTMB ANCKa U BbI6paTb U3meHUTb (PUcyHOK 95).
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Arckn

BCe ANCKY, NOAKNIOUEHHBIE K CRPBEPAM WA XPAHALLECR OTAENLHO. MOXHO M3MEHUTL Pa3MEp CyLURCTEYIOLIEro ANCKa, OTMOHTUPOBATS,

Co3jaTk AUCK
NPYMOHTVPOBATE K CepBepy. HekoTopsle ornepaumi C AMCKoM noTpedyroT OCTaHOBKK cepeepa.

InagHan / OBnauHbie BeluMOIeHUs / JUcKu

Ancikn
Y dunstpsl
Nma Pasmep MpucoeguHeH Tun
[ ] Jillle'vd 1076 Cepsep SSD
[ OCHOBHO# AUCK | OcHOBHOR 1076 CepBep SSD WNaMeHnTb
PucyHok 94
Aunckm

Bre AUCKW, NOAKNKYEHHLIE K CEPBEPaM WM XPaHALLIWeCs OTAeNLHO. MOXHO UIMEHWTL Pa3Mep CYLLIECTEYILLErD AWK, OTMOHTUPOBATL,
ADMMOHTUPOBATS K CepBepy. HeKOTOpSIE OMEPaLMY € AMCKOM NOTPEBYIOT OCTaHOBKM Cepaepa.

InaeHaa / OB6nauHble BolUMCIEHWA [ [JUCKA

Anckn
Y QunsTphl
Nma Pasmep MpucoegnHeH Tun
[ J Anck2 10TB Cepeep SsD AeiicTema ~
N3meHnTs
[ J OCHOBHOWM AUCK | OcHoBHOM 10TB Cepeep SsD
PasmoHTMpOBaTL

PucyHoOK 95

B oTKpbIBLWENCA popme B MPaBOM BEPXHEM YTy HaxKaTb KHOMKY PasamoHTMpoBaTb (PUcyHoK 96).
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M3meHeHMe ancka

InaeHas / O6nauyHbie BulumucneHus / [lucku / WsMeHeHWe gucka

Pasmomwposam

CroumocTb

ms Aunck
B AeHb

Tun gucka ssD e

MpeaocTaBaeHve AUCKOBOTO 0.00P

- MpoCTpaHcTBa yposHa SSD
Paamep e 10 - (KVM)
Cepee CepBep WToro: 0.00 P
B /leHb
Teru
QOTMeHUTL
PucyHok 96
@ nocre Pa3MOHTUPOBAHNA AMUCKa €ro MHAMKATOP MEHAETCA ~ , M 3TO O3HayaeT, YTo AMUCK He

MOAK/IOYEH HU K O4HOMY cepBepy.

Ona Toro, 4ytobbl NOAKAUUTL AMCK K APYTOMY CEPBEPY, HAMPOTMUB OTKIIOYEHHOTO AMCKA HYXKHO HaXKaTb

KHonKy OeiictBua (PucyHok 97) v BbibpaTb MoOHTUpPOBaTb (PucyHOK 98).
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Anckin

Bre AWCKM, NOAKIOUEHHBIE K CEPBEPaM WK XPaHALUMECA OTAENEHO. MOXHO M3MEHWTE PasMep CyLLEeCTBYIOWErD ANCKa, OTMOHTUPOEaTL,

=+ Cozpate aguck
NPYMOHTVPOEATE K CEPEEPRY. HGKOTO}]EIE onepaywn C JUCKoM ﬂU’pEEy}OT OCT3HOEKW Cepeepa.

[naeHan / OBnayHble BEUUCAEHWA / [UACKA

Anckn
Y ounbTpsl
Nmsa Pasmep MpurcoeguHer Tun
(@] Anck2 10TB Her SSD
® OCHOBHOWM gWCK | OCHOBHOM 10TB Cepeep SsD NameHnTs
PucyHokK 97
Auckn

BCe ANCKY, NOAKNIOUEHHBIE K CEPBEPaM I XPEHALLMECA OTAENLHO. MOXHO H3MEHUTS PasMep CyLLECTEYIOLIEro AMCKa, GTMOHTUPOBATS,

=+ Cozpate guck
MPUMOHTMPOBATE K CepBepy. HeKoTopkIe ONepaumnm € AMCckoM NoTpedy KT OCTaHOBKM cepBepa.

FnaeHan / OBnauHele BelUCeHWA / [UCKU

Anckmn

Y dunetphl

Wma Pasmep MpwcoeanHen Tun
(@] Nnck2 1076 Her SSD JericTeua ~

N3meHnTs
® OCHOBHOW ANCK | OcHOBHOM 10TB CepBe SSD
peep
I MoHTUpoBaTh I

PucyHok 98

TaK»Ke MOHTMPOBATb AMUCK MOXKHO U3 dpopmbl U3meHeHUe aucka. [Ina 3TOro Hy»KHO NepenTu B pasgen

MeHio ObnauHblie Bbluucnenua -» BLOL KVM = [ucku, HaxkaTb KHonKky [OeiictBua (PucyHok 99)
HanpoTMB ANCKa U BbIbpaTb U3meHuTb (PucyHok 100).
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BCe AVCKN, IOAKN4ERHSIE K CERSEPEN WM XPEHALIMECH OTASNEHO. MOKHO MEMEMITS PESMER CyUIECTEYIDILETD ANCK, CTMORTMPAEaTS, MDUMOHTHPOSETS K CEpEeDy
HEKOTOPSIE ONEPALMN C AMCKOM NOTPEBYIOT OCTAHOSKM CEpsepa. + Cosgate gnck

rnaeHan / QBNauHbIe BEIYNCAEHWS / LUCKKA

Avckn
T PuasTpbl
Uma Pasmep Mpucoeguuen Tvn
@] Avck 10TB HeT SSD -
® OCHOBHOM AWCK | OcHosHoi#A 1076 Cepsep SSD H3meHuTb
Anckn
Bce [ckM, NOAKTIOUEHHSIE K CEPBEDaM UMW XPaHALIMECR OTARNLHO. MOXHO USMEHNTS P23MED CYLLECTEYIDUIErD AUCKS, OTMOHTHPOBATS, NPUMOHTHPOBATS K Cepaepy
HexoTopsie OMepsLY C ANCKaM NOTREEYRT OCTAHOEKY CepEEpa. + Cospars anck

nasHas / O6nayHble BblYMCIeHus / AUcKu

Awvcku
T Punstpbl
Nms Pasmep Mpucoeguuen Tun
o] Avck 1076 HeT SsD JeiicTBua =
[ ] OCHOBHOM AWCK | OcHosHoi 10TE Cepsep 55D

MoHTHpoBaTL

PucyHok 100
B oTKpbIBLWENCA popme B MPaBOM BEPXHEM YIy HaxKaTb KHOMKy MoHTupoBaTthb (PucyHok 101).

13mMeHeHWe ancka

InagHas / OOnaunble BeunCIeHUs / Auckn / Mi3MeHeHuwe gucka

CroumocTb

Mims Anck
B geHb

Tun gncka SSD v

MpeaocTaBneHwe AUCKOBOro 0.00P

7 NpoCTpaHCTBa ypoBHA SSD
Pa3mep r6 10 - (KVM)
Cepeep OTcyTCTBYET WToro: 0.00
B leHb

Tern

OTMEHUTH B V3menuTs

PucyHok 101

B oTKpbIBLIEMCA OKHE BbIOpaTb cepBeEpP, K KOTOPOMY HY}KHO NOAKNOUYNTL AUCK (PucyHOK 102).
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Bbi6epuTte cepBep

Mma WabnoH
Cepeep 2 CentOs5 7
cepeep Ubuntu 18.04

OTMEeHWUTE

PucyHok 102
(i JOVCK MOXKHO NOAK/IOUUTDL KaK K BKJAKOUYEHHOMY, TaK U K BbIK/IKOYUEHHOMY CepBepy.

B pesynbTtate anck byaet noAKA4YeH K BbibpaHHOMy cepBepy (PucyHok 103).

CepBeptl
+ Coznatk cepeep
MnaBHan / OBNauHbie BelMUCNEHWA / CepBepbl

Cepsepbl
Y ounstpe!

Vms cetn NyYGAN MBI 1P Wa6now Koudurypauua

Cepsep 2 XXX XXX i+ CentOS 7

Reiicrans =

E1vCPU,1TE

cepaep
° Cozaan 03.12.2021 1435 & 10 6 55D OCHOEBHOM ANCK

CeTb (XXXX.X) JOCXNIKX <3 Ubuntu 18.04 DeRctena~

PucyHok 103

TakXKe MOMKHO ynpaBAATb AUCKAMW, MNOAKNOYEHHbIMW K CcepBepy, M3 pasgena meHto O6nauubie
BbluucneHma -» BLUO/J KVM - Cepsepbl - U3ameHeHune cepsepa. OTKAKOUYNTb GUCK MOXKHO C MOMOLLbIO
KHonok Adewcteua - OtcoeguHutb (PucyHok 104 — 1). AnA Toro, 4Tobbl MOHTUPOBATL Y}Ke CO3AaHHbIN
[AVUCK, HYXXHO HakaTb KHONKY MoHTUpoBaTb AUCK (PucyHok 104 — 2).

L MoHTUpPOBaTb M PAa3MOHTUPOBATL OCHOBHOW I'IO,CI,KI'IPO‘-JEHHbIVI ANCK HEBO3MOXKHO.
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13meHeHWe cepBepa

InaeHaa / O6nayHele BelumcneHua / Cepeepkl / VI3MeHeHWe cepBepa

OCHOBHbIE HACTPOIKW KoHdurypayumsa Auckn MoaknwoyveHUs
@ OCHOBHOW AWCK SSD:10TB WaMeHnTE
OTCoeAMHUTE 1
O Anck SSD: 10TB [eAcTenA ~

4+ [lobaputh aAuckK 4+ MoHTUpoBaTL AUCK 2

OTMEHWTL B UameHuTL

PucyHok 104

4.3.2.3 [obasneHue Teros

Ons Toro, ytobbl A06aBUTL Tern, B pasgene meHio Ob6nayHbie BbluucneHuna —» BLUOA KVM = [Aucku
HYYKHO HaKaTb KHoNKy AeiictBua (PucyHok 105) v BbibpaTb U3meHUTb (PucyHok 106).

Bce Avcky, NMOAKNIOHEHHEIR K CEPBEPaM NN XPAHALLMECA OTAENLHO. MOXHO M3MEHWTE Pa3MEp CYLLeCTEYIOLLEro ANCKE, OTMOHTUPOEATE, + Cosaars anck
NMPYMOHTPOBATE K CepEepy. HeKoTopkIe 0Mepaumi C AMCKoM NOTPeByHT OCTaHOEKM cepeepa.

[naeHan / OBnauHble BelYMCNEHUA / JMCKW

Ancikn
Y OunsTpsl
Nma Pasmep MpucoeguHeH Tun
[ ] [Aunck 1076 CepBep SSD
[ OCHOBHO# AUCK | OcHOBHOR 10TB CepBep SSD NameHnTs

PucyHok 105
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Acki

Bce AVCKM, NOAKNIOUEHHEIE K CEPEEPAM AN XPAHALUMECA OTAENEHO. MOXHO M3MEHWTE PaZMep CYLLECTEYIOWErD ANCKa, OTMOHTUPORATE,

NPYMOHTHPOBATE K CEPBEPY. HEKOTOPEIE ONEPALMK C AMCKOM NOTPEByHT OCTAHGEKM CepBepa.

[naeHan / OBnauHble Beiuvcnedns / Juckun

Anckn
Y Qunbtpsl
Nma Pasmep MpucoeguHeH
[ Auck 1076 Cepeep
[ OCHOBHOR AWCK | OCHOBHO#A 10TB Cepeep
PucyHok 106

B oTKpbiBLIEMCA OKHe M3meHeHue aucKka B nose Teau nobaBuTb Tern ana aucka (PucyHok 107).

M3MmeHeHWe ancka

InaeHas / O6nauHble BeluncneHua / Aucku / VIsMeHeHUe aMCKa

Tun

SSD

SsD

_ Cozzatk Auck

leiicTBua ~

I N3mennTs

PSEMOHTMPOBSTE

s Avck
Tun aucka SSD
Pa3mep ' 10
Cepeep Cepsep
Teru

PucyHok 107

OTMeHUTb B VameHuTb

B pesynbTaTe gobaBneHHble Tern otobpaxkatoTcs B pasgene meHo O6nayHble BbluucaeHua - BLIO/L,
KVM - [Oucku nog umeHem cepsepa (PucyHok 108). Ecan co3gaHO MHOro AMCKOB, GUALTP MO Teram
NMOMOXET HalTU HeoBXOAMMBIN ANCK. 1A 3TOro HYXKHO HaxaTtb Ha Ter (PucyHok 109).
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Anckn

TnasHan / OBRauHbIe BLMCIEHUA | [NCKN

Auckn

A\

Vima Pazmep NpucoeguHen Tun
OCHOBHOM ANCK | OcHOBHOR
[ ) 1076 Cepeep ssD
Anckn
u - pazmen cyuecreyious Hexorop
FnagHan / OBnausle BsincneHyA / Ancki
Avickn
X COpoCHTE PHALTPLI
Mo Tery v OCHOBHOIA BoifpaTe
Vms Pazmep Npucoemnen Tun
OCHOBHOM ANCK | OcHOBHOH
[ ] 1076 Cepaep SsD

ocrosmoi

PucyHok 109

4.3.2.4 YpaneHune gucka

+ Cozaats Auck

Aelicrans ~

+ Cozpats Avck

Leiictana ~

Ona Toro, 4Tobbl YAANUTHL AUCK, HEOOXOAUMO NEePENTH B pasaen meHto O61auHble BbluucaeHusa = BLOA
KVM = Oucku Ha dopmy UsmeHeHune gucka. [1ns 3TOro Hy»KHO HaxkaTb KHOMNKy Aeicreua (PucyHok 110)

n BblbpaTb U3meHunTb (PUCyHOK 111).
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Auckin

BCe ANCKY, NOAKNKOUEHHBIE K CRPBEPEM M XPAHALMECA OTACNLHO. MOKHO N3MEHITL Pasmep CyLLeCTBYIOLLero ANCKa, OTMOHTUPOBATS,
MPUMOHTIPOBATS K cepBepy. Hi

pi [ € 4UCKOM NOTP! T OCTaHOBKN CepBepa.

[nasHaA / OBnaudbie BeluMCIeRUs [ JuMckuv

Anckm
Y OunbTphl
Uma Pasmep MpucoeguHeH Tun
Q Auck 10T Het SSD
[ OCHOBHOWM AWCK | OCHOBHO#M 1076 CepBep SsD NameHnTb
PucyHok 110
Auckn

BCe ANCKY, NOAKMIOUEHHBIE K CEPBRPaM WA XPAHALLMECS OTAENLHO. MOXHO N3MEHNTL Pa3Mep CyLLECTEYIOLLErO AUCKE, OTMOHTUPOBaTS,

Co3jaTk AUCK
MPYMOHTVMPOBATL K CepEepy. HeKkoTopkle ONepaumnn € AMCckoM NoTpedyoT 0CTaHOBKK Cepeepa.

FnaeHan / OBnayHble BEUMCAeHWA / [AUCKK

Anckn
Y GunsTpsl
Nma Pasmep MpucoegnHeH Twn
O Aunck 10TB Her SsD JeiicTena ~
N3ameHnTts I
[ OcHoBHOW AWCK | OcHOBHOIA 10TB Cepeep SSD

MoHTUpoBaTh

PucyHok 111

B oTKpbIBLWENCA popme HaxKaTb KHOMKY Yaanutb (PucyHok 112).
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3MeHeHWe A1CKa

naeHas / O6nayHble BeluncaeHwa [ Aucky / M3MeHeHWe aucKa

Wms Auck

Twun gncka SSD v
Pa3mep e 10 :
Cepeep OTcyTCcTBYeT

Tern

W Yaanurs OTMEHUTL B MameHuTs

PucyHok 112

. YannUTb MOXKHO TONIbKO AWCK, HE MOAK/OYEHHbIN K cepBepy. MoapobHee 0 TOM, Kak OTKAOUYNUTb AUCK
OT cepBepa, onucaHo B pasaene MoHmupoeaHue ucKa K cepeepy / pasmoHmupoeaHue OUCKa.

4.4. YnpasneHue obpasamu cepsepa

C nomoLLblo NaHeNn ynpasieHMsa MOXHO co3aaBaTb 0bpa3 3 cepsepa. B ganbHelwem, Ha H6ase aToro
o0bpasa, MOXKHO pa3BepHyTb HOBbIN cepBep.

4.4.1 Co30aHue obpa3sa u3 cepsepa

. CepBep, M3 KOTOPOro HYy)KHO co3zaTb 06pas, AO/MKeH ObiTb BblKAtoYeH. MoapobHee O TOM, Kak
BbIK/IIOYMTb CEPBEP, ONUCAHO B pasaene BolKaoyeHue U 8KtoYeHue cepeepa.

Ona TOro, ytobbl cospaTb 06pa3 M3 cepBepa, HEOOXOAMMO MeperTu B pasgen MeHwo Ob6nayHbie
Bbluncnenua - BLO/J KVM - O6pasbl n HaxkaTb KHonky Co3aaTtb 06pas (PucyHok 113).
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O6passbl

Ha 370/ CTpaHiue MOXHO C03AaTk 06pas v3 cepeepa. 3aTem, Ha Gase 3Toro 06paza, Bul MOXETe PasBepHYTE HOBLIF cepeep. ECM AoCTynHa & Cosgars o6paz
3arpyzka, Bl MOXETe 2arpy2uTe CE0l CoDCTReHHEIM 00paz cepeepa 1 3aTem PazeepHyTs ero.

[naBHas / O6nayHble BeIYMCIEHUA / OBpasbl

O6pasbl

Y OunbTpsl

HeT AaHHbIX Ans 0TobpaxeHus

PucyHok 113

B oTKpbiBLLIEMCA OKHE BblbpaTh CEpBEP, U3 KOTOPOTO HYXHO co34aTb 06pa3 (PucyHok 114).

Bbi6epuTe cepBep

Nma Wa6noH AWCKK

® Cepeep 3 Ubuntu 18.04 & 10 b SSD OCHOBHOWA AMCK

MNpepocTaBneHWe CEpBUCA PE3EPBHONO KOMMPOBAaHWA M XpaHeHWA obpazoe  3.002 3a1T7b x geHb

PucyHok 114

Co3paHue obpasa U3 cepBepa 3alimeT HeKoTopoe Bpema (PucyHok 115).
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O6paszbl

Ha 3Toid CTPaHULE MOXHO CO343Tb obpaz uz cepeepa. 3atem, Ha Base 3Toro aﬁpaaa, Bbl MOXETE PazBepHYTH HOBHIA cepeep. Ecnmn AoCTynHa
33rpy3Ka, 8Ll MOXeTe 3arPy3uTL CB0i COBCTBEHHLI 06pPa3 cepBepa 1 3aTem pa3BepHYTS ero.

InagHaa / O6nauHble BEIUMCIEHUA / O6pasbl

06pasbl

Y ®unbTpsl

Nmsa ®Dopmat

Pasmep

X Cozgars obpas

Cepeep raw

HenzsecteH

[Nencreug ~

PucyHok 115

Mocne co3paHma obpasa oTobparkaeTca MHGOPMALMA O TOM, U3 KAaKOro cepsepa caenaH obpas, popmar

o0b6pasa, ero pasamep B 6 (PucyHok 116).

O6pasbl

Ha 370/ CTpaHnue MOXHO COzAaTE 06paz U3 cepeepa. 3aTem, Ha Oaze 3Toro o6paza, Bul MOXeTe PazEepHYTE HOBLIV cepeep. ECAn A0CTYNHA
3arpyska, Bel MOXETE 3arpy3uTe (80l COBCTBEHHBIM 06Pa3 CEpBepa 1 3aTeM pasBepHYTs ero.

FnaBHaa / OBnayHble BelYMCNeHUA / O6pasbl

O6pasbl
Y OuneTpel
Uma Qopmat Pasmep
[ ] Cepeep raw 10TB JeiictBua ~

C co3gaHHbIM 06pa3oM MOXKHO BbINONHATL AencTeus (PucyHok 117):

= Co3patb cepBep 13 obpasa.
= PepgaktupoBaTb 06pas.
= Jlo6aBnAtb TErW.

*  Ynanutb obpas.

PucyHok 116

X Cospats obpas
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Ha 3TOl CTPaHWLE MOXHO C034aTh 06pa3 U3 CepBepa. 3aTem, Ha Gaze 3T0ro afpaza, Bl MOXETE Pa3BEPHYTL HOBLIM CEPESp. ECAM A0CTYMHA & Cozgars o6paz
3arpy=Ka, Bkl MOXETE 3arpy2iTs (20 CoBCTEEHHLIN 06paz Cepaepa 1 3aTeM PasBepHyTs ero.

TnaeHaa / O6GnadyHble BeluMcneHna / O6Gpasbl

06paskl
Y OuneTphl
Nma Popmat Pasmep WameHnTs
[ Cepeep raw 1076 Cozaatk cepsep

PucyHok 117

4.4.1.1 CospaHue cepBepa U3 obpasa

Ona Toro, utobbl co3aaTb cepBep U3 0bpasa, B pasgene meHo O6s1auHble BbluMucaeHus = BLOO KVM =

O6pasbl, HANPOTUB HEOBXOAMMOro 0b6pasa HyXHO HaXKaTb KHOMKY [eicTeua 1 Bbibpats Co3aaTb cepsep
(PucyHok 118).

Ha 3TOiA CTPaHMUUE MOXHO CO3A3Tb 06pa3 M3 cepBepa. 3aTem, Ha Gase 3TOro 06Pasa, BE MOXETE PasBEpPHYTL HOBKI cepeep. ECi AOCTYNHE i
_ o Cospatb obpa3
33rpy3Ka, Bbl MOX(ETE 3arpy3uTh CBOM COBCTBEHHBIT OBPa3 cepBepa 11 3aTem pasBepHyTs ero A P

InagHad / OGnauHble BeUMCNeHnA / O6passl

O6pasbl
Y QunsTpsl
fiwa @opmat Pasmep M3meHuTb
[ ] Cepeep raw 1076 I Co3paTs cepaep I

PucyHok 118

TaKKe MOXHO co3aaTb cepBep u3 obpasa us popmbl UameHeHmne obpasa. /19 3TOro HYKHO NepenTn B
pasgen meHw ObnaauHble BbiuMcneHna - BLUOO KVM - O6pasbl, HanpoTMB Heobxoaumoro obpasa

Ha)XaTb KHonKy [OeictBua (PucyHok 119) v BbibpaTb U3meHUTb (PucyHok 120) vnn HaxaTb Ha UMSA
cepsepa.
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Ha 3T0i CTpaHULE MOXHO C034aTh 06pa3s Uz cepeepa. 3aTem, Ha 6ase 370ro 06pasa, Bbl MOXETE P33BEPHYTH HOBLIM CEPEEp. ECIN ADCTYNHA & Cospars ofipas
3arpyzka, Bkl MOXKETE 3arpyauTs CE0M CoBCTEEHHLIN 06paz Cepaepa 1 3aTem PasBEpHYTL ero.

FnaeHaa / OBnauyHble BelMMcNeHWA / O6pasbl

0O6pasbl
Y OunsTpel
Nmsa Qopmart Pasmep
® Cepeep raw 1076

PucyHok 119

Ha 37Ol CTPaHULE MOXHO C038aTh 0633 w3 cepBepa. 3aTem, Ha Gase 37010 06Pa3a, Bel MOXeTe pasBepHyTL HosbIli cepsep. Ecnn AOCTYNHA Y G e
33rpy3Ka, Bbl MOXETe 33rpy3uT CB0ii COBCTBEHHLI OBPa3 CapBEPa 11 3aTeM Pa3BEPHYTS ero

InagHad / OGnauHble BeUMCIeHnA / O6passl

O6pasbl

Y PunsTpsl

Uma Popmat Pasmep M3MEHUTB

Co3pate cepee
° raw 1016 AaTe cepeep

PucyHok 120

B oTkpbiBLIelica dopme U3meHeHMe obpasa B BepxHEM NMpPaBOM Yyray HaxaTb KHonky Co3aartb cepsep
(PucyHok 121).

M3ameHeHne o6pa3a ® -

FnaBHaa / OBnayHble BeluMcneHnA / OBpasel / M3meHeHue obpasa

CTonMOoCTb
Wma Cepsep
B aeHb
Tern v
MpejocTaBneHWe cepBMca 30.00P
pe3epBHOro KOMUpoBaHUs
1 XpaHeHus 06pa3oB
Copepxumoe WNma Tun Pasmep
WTtoro: 30.00
/devisda raw 10TB B eHb

OTMmeHuTL N3meHuTL
H

PucyHok 121

[anee B OTKPbIBLUEMCA OKHE HYHO Bbl6paTb HAaCTPOMKM ANs co3aaBaemoro cepsepa (PucyHok 122):
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"  MMmA cepBepa — NPOU3BO/IbHOE HAMMEHOBaHWE cepsepa.

*  Ko/AMYecTBO Afep — OTperyInpoBaTh BbIGPaHHbIN NapameTp MOA3YHKOM MM HaxaTb KHOMKY ¥
(nosiBNAeTCcA Npy HaBeAEHUM Ha 3HAYEHUA B MPABOM YacTK NO3YHKaA).

= Ob6bem onepaTtMBHOM NAMATU — OTPEry/IMPOBaTb BbIOPaHHbLIN NapamMmeTp NOA3YHKOM M/ HaXaTb

Ha KHonKy ¢ (noABnAeTcA Npu HaBeAEHUM Ha 3HAYEHMA B NPABOM YacTU NON3YHKA).
®*  Tun gncka — SSD, SAS nnu SATA.

= CeTb-— Bbl60p CETUN U3 paHee CO34aHHDbIX.

Co3paHue cepBepa )
WmA cepeepa Cepeep

vCPU O 2appa

RAM O 216

Tun aucka v

PucyHok 122

L MNocne BbIbOpa BCeX NapamMeTpPoB CO3/1aBaEMOr0 ANUCKA, HYXKHO Ha*KaTb KHOMKY MPUHATDL, 419 OTMEHbI
— OTMeHMUTb.

ﬂ Nocne pa3BepTbiBaHUA cepBep 6yp,eT CO34aH BO BK/TKOYEHHOM COCTOAHUN.

B pesynbtate byaeTt co3aaH obpas cepsepa (PucyHok 123).B panbHelwem C 3TUM CEPBEPOM MOXKHO
paboTtaTtb. MogpobHee 0 TOM, Kak yNpaBasATb CEPBEPOM, ONUCAHO B pasgene YnpaesneHue cepeepom.
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Cepsepsbl
e

TnagHan / OBnauHble BbiuMcnenua / Cepeepl

Cepsepbl
Y ounetpe!
Wma Cetn Ny6muHLIG 1P Wa6nou Kongurypauus
Cepsep F2vCPU, 276 ~
CeTs XOLXX.X) Het A 06pas "Cepeep” " efAcTBIA ~
. Coagan 21.01.2022 1552 (XXXXX’ P pest & 10 B SATA OCHOEHOA ANCK A
- Cepeep E1VCPU, 1T -
O Ceth OCXX.X) Het <3 Ubuntu 18.04 _ FCTENA =
Coagsn 11.01.2022 16:03 (XXXX) < & 10 I'5 55D OcHoBHOM Auck A

PucyHok 123

4.4.1.2 W3meHeHue obpasa

Ons Toro, utTobbl U3MEHUTb 06pa3 cepBepa, B pasgene meHto Ob6navHbie Bbluucaenua - BLUOA KVM -
0O6pasbl, HaNpPoTUB HeobxoaMMOro ob6pasa Hy»KHO HaxKaTb KHONKy AeucrBua (PucyHok 124) v BbibpaTb
MU3meHUTb, UM HaXKaTb Ha Ms cepeepa (PucyHok 125).

Obpasbl

Ha 370l CTPaHMLe MOXHO CO24aTk 06pa3 M2 cepeepa. 3aTem, Ha Gaze 3T0ro 00paza, Bul MOXeTe pazeepHyTs HOBIM Cepeep. ECAM AoCTyNHa & Cospars obpas

3arpyz«a, Bkl MOKETE 3arpy2uTe CEOM CoBCTEEHHEIN 0BPaZ CEpEEpa 1 ZaTeM PAZESDHYTE &ro.

InaeHaa / OBnayHele BelYMcneHWA / O6pasbl

O6pasbl

Y OunsTpel

Nma Qopmat Pasmep

® Cepsep raw 1076

PucyHok 124

Obpasbl

Ha 37O CTRPaHMUE MOXHO CO34aT 06PaZ M3 CepEepa. 3aTe, Ha 63ze 3T0ro 0BpPaza, Bel MOXETE PAZESPHYTE HOERIR cepeep. ECAn 4OCTYNHA & Cospats o6paz

3arpy=Ka, Bl MOXETE 3arpy2iTh (B0 COBCTEEHHEIN 06pas CepBEepa 1 3aTeM PASEEpHYTH ero.

TnaeHaa / OBGnadyHble BelYMCAeHUA / O6Gpasbl

QO6pasbl

Y DunsTpsl

Wms Popmat Pasmep M3MeHnTb

Cozpate cepsep

[ ] raw 10T

PucyHok 125

OTKpOETCs OKHO C AaHHbIMM NO 06pa3y (PucyHok 126). B npaBoi 4acTU OKHa pa3MeLLeH KanbKynsaTop
noAcyeTa CTOMMOCTU PECYPCOB B AE€Hb, B KOTOPOM OTOOparKaeTca aKkTyasbHaA UeHa 3a ycayry (PucyHok
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126 - 1). B nesow Yacti (PucyHok 126 — 2) MOXHO M3MEHUTb MMA 06pasa M NPOCMOTPETb COAEPHKUMOeE

CO34aHHOro o6pa3a.

3MeHeHWe 0bpa3a

®  Cospats cepeep

InaeHaa / OBnayHble BelvMcneHWA / O6pasel / M3MeHeHWe obpasa
CroumocTb 1
Wmn Cepsep
B AeHb
Tern v
MpegocTaBneHne cepenca 30.002
pe3epBHOro KonnuposaHnsa
1 xpaHeHus o6pasos
Coaepxumoe ma Tvn Pasmep
WToro: 30.00 8
/devi/sda raw 10TB B AeHb

OTMeHUTL B VameHnTh

4.4.1.3 [ob6aBneHue Teros

PucyHoK 126

Ons Toro, utobbl 406aBUTL Tern K 06pasy cepsepa, B pasgene meHo ObnayHble BbluucaeHua - BLO/,
KVM = O6pasbl, HanpoTuB HeobxoaAMMoro obpasa Hy»KHO HaxaTb KHonky [Aeicreua (PucyHok 127) v
BbI6paTb USMEHUTb MM HaXKaTb Ha UMA cepBepa (PucyHok 128).

Obpasbl

Ha 3700 cTpaHvLe MOXHO co34aTh 00pa3 ns cepse
3arpy3Ka, Bbl MOXETE 3arpyanTe CBOR COBCTBEHHGIA

InaeHaa / OBnauHble BeluMcneHna / O6passl

O6pasbl
Y ®unsTpel
Nma Qopmat
® Cepeep raw

3atem, Ha Gase 3Toro 06paza, Bbl MOXeTe Pa3BepHyYTL HOBLIA Cepeep. ECM AoCTyNHa
pas cepeepa 1 3aTemM pasBepHyTs ero.

Pasmep

1076

PucyHok 127

X Cozgars obpas
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Ha 37Ol CTPaHULE MOXHO C038aTh 0633 w3 cepBepa. 3aTem, Ha Gase 37010 06Pa3a, Bel MOXeTe pasBepHyTL HosbIli cepsep. Ecnn AOCTYNHA Y G e
33rpy3Ka, Bbl MOXETe 33rpy3uT CB0ii COBCTBEHHLI OBPa3 CapBEPa 11 3aTeM Pa3BEPHYTS ero

InagHad / OGnauHble BeUMCIeHnA / O6passl

O6pasbl
Y PunsTpsl
Uma Dopmat Pasmep M3MeHUTb
[ ] raw 1076 Co3patk cepsep

PucyHok 128

B oTKpbiBLIElica dopme HyXKHO A06aBUTb HEOBXOAMMbIE TEMM U NPUHATL BCE M3MeHeHUA (PucyHok 129).

3meHeHMe obpa3a

lnagHas / ObnayHble BoluncneHna / Obpassl / MismeHeHue obpasa

Nma Cepsep

Terun

Coaepxumoe Nma Tun Pasmep
/dev/sda raw 10TB

OTMeHWUTL B VameHutL

PucyHok 129

4.4.1.4 YpaneHue obpa3sa

Ons Toro, 4to6bl YAANUTL CO34aHHbIN 06pa3 cepBepa, Ha BKnaake ObnayHble BbiuMcaeHua = BLOA KV
-» O6pasbl, HaNPoOTMB HeObXxoANMMOro 0bpasa HyXKHO HaXKaTb KHONKY [eicTBua (PucyHok 130) v BbibpaTb
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M3MeHUTb UK HaxKaTb Ha MmA cepeepa (PUcyHoK 131).

Obpasbl

Ha 3Toii CTPaHILIe MOXHO Ca3aTh 06pa3 13 cepaepa. 3aTem, Ha 6a3e 3T0r0 06Pa3a, 85l MOXeTe Pa3BepHYTS HOBsIl cepsep. ECM AOCTyNHa
3arpy3Ka, 8bl MOXeTe 3arPy3uTs CBOI COBCTBEHHLI 0Bpa3 CepBEepa W 3aTem PasBepHYTS ero.

InagHas / OB6nauHble BoluMOIeHUs / O6Gpasbl

O6pasbl
Y Punstpsi
Nma Dopmart Pasmep
® Cepsep raw 1076

PucyHok 130

Obpas3el

Ha 3TOi CTPaHMLLE MOXHO CO3AaTH 06Pas3 U3 cepBepa. 3aTew, Ha Ga3e 370 06pPa3a, Bsl MOXETe PasBEPHYTL HOSLI cepsep. ECTn A0CTYMHE
3arpy3Ka, Bol MOXETE 3arpyavTh (B0 COBCTBEHHBIA 06Pas cepBepa 11 33Tem passepHyTs ero

InagHad / OGnauHble BeUMCIeHnA / O6passl

O6pasbl
Y PunsTpsl

Uma Popmat Pasmep

[ ) raw 1076

PucyHok 131

X Coagars ofpa3

X Cozpate 06pa3

M3meHuTs

Cozpgate cepsep

B oTKpbiBlwelicA dopme HYKHO HaxKaTb KHOMKy Ypanutb (PucyHok 132). Nocne noOATBEPXKAEHUSA

yAaneHus, obpas byaeT yaaneH.
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/I3meHeHKe obpasza

FnaeHas / OBnayHble BoluMcneHwa / O6passl / MisMeHeHue obpasa

Mma CepBep

Terun

Cogepaxumoe nmsa Tvn Pasmep
/dev/sda raw 10Tk

m OTMEeHNTL B NzmeHuTs

PucyHok 132

4.5. Ynpas/ieHue pe3epBHbIM KONUPOBaHUEM

B cermeHTe KVM MOXHO co3gaBatb U HaCTpPpanBaTb 3a4ad4n pPe3epBHOro KOMMpPOBaHUA, MEHATb WUX
napameTpbl, 3anyCKaTb BPY4YHYHO B HGO6XO,CI,MMOE BpemA, NpoCMaTpmBaTb OTYETbl O BbINO/IHEHUU
pe3epBHONro KonmnpoBaHuA Ha CepBepax, a TakKkKe BOCCTAHAB/IMBATbL CepBepP U3 pesepBHoﬁ KonuMn un
NPoOCMaTpmnBaTb OTYETbI O BOCCTAHOBEHUN.

4.5.1 Co30aHue 3a0a4u pe3ep8HO20 KOMUPOBAHUS

Ons Toro, 4tobbl CO34aThb 33434y PE3epPBHOIO KOMUPOBAHUA, HYXKHO NeperTu Ha BKAaaKy Ob6nayHbie
BbluncneHus - BLUO KVM - PesepBHOoe KonupoBaHue - 3a0a4u pe3epeHO20 KONMUPOBAHUA Y HaXKaTb
KHonKy Co3paTtb 3apauy (PucyHok 133).

PesepBHOe KonMpoBaHue

lnasHaa / O6nauHble BbluncieHns / PesepBHOe KONMpoBaHue

3a/auu pe3epBHOro KONUPOBaHUs OTueTsl apxvMBaLmn

3a/jaun OTCYTCTBYHOT

Y06kl CO34aTh NepBYH0 334auy Pe3epBHOrO KOMMPOBAHIS, HAXMUTE Ha KHOMKY HIXe

PucyHok 133
82



B OTKpbIBLLUEMCA OKHE HY}XHO BHECTU NapamMeTpbl HAaCTPOEK CO34aHNA HOBOrO 3aaaHuA (PucyHok 134):
" mA — NpOM3BOSAbHOE HAMMEHOBAHME 3a4a4M Pe3epBHOro KONMPOBAHMA.

» CepBepbl — BbIGOP OAHOr0 MM HECKO/IbKMX CEPBEPOB, AN KOTOPbIX ByAeT HacTpoeHa 3ajadqa
pe3epBHOro KONUPOBaHWA.

* [1H1 Hepenv — BbIOGOpP AHEN Hepenu, B KOTopble ByeT OCyLLeCTBAATLCA pe3epBHOE KONMMPOBaHME.
. 06a3aTeNIbHO HYXKHO BbIOPAaTb MUHUMYM OAMH AeHb Heaenu.
" Bpems — Bpems, B KOTOpoe byaeT OCyLLeCTBAATLCA pe3epBHOE KONMMPOBaHUeE.

* [nybuHa XpaHeHMA — KONMYECTBO PEe3epPBHbIX KOMWI, CAeNaHHbIX B NpoLecce pPe3epBHOro
KOMUPOBaHMUSA.

@ Mo ymonuauuio HactpoeHa rnybuHa — 14 pesepBHbIX KOMNWI, HO 3TOT MapaMeTp MOXHO

-

-

OTPEeaaKTUPOBATb C MOMOLLbLIO CTPE/NIOK Uan Py4yHOro Bsoaa.

L. ObpaTnTe BHMMAHMe, BbIOpaHHan rybuHa xpaHeHUa 0603HaYaeT MUHUMANbHOE KONIMYECTBO
XPaHUMbIX pe3epBHbIX KOMUHN.

Ecnv rnybuHa xpaHeHuA < 7, TO MaKCMMaNbHOE KOJIMYECTBO KOMUIA PaBHO X * 2.

Ecnv rnyburHa XxpaHeHus >= 7, TO MaKCMMaibHOE KOJIMYECTBO KOMUiA paBHO X + 7 (rae X — rnybuHa
XpaHeHus).

u I'Ipmmet-laHme —34€ecCb, npu HGO6XOAMMOCTM, MOXHO OCTaBUTb KOMMeHTapMVI K 3a4a4ye pe3epBHOro
KOMMpoOBaHUA.

@c NOMOLLbIO YeKBOKCa «3a/aua BKAOYEHa» MOMHO CO34aBaTh KaK Cpa3y BK/AOUYEHHbIe 33434, Tak
N Te, KOTOPblE MOKHO 3anyCTUTb MO3XKe.
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Co3phaHne HOBOIo 3ajaHys

FnagHaa / OBnayHele Belynucnenna / PesepeHoe konuposaHue / Co3gaHMe HOBOrO 3ajaHWnA

OCHOBHbIE HaCTPOIAKK

Cepeepsl Buibpate

| 3ajada BKNKuYeHa

[HW Hepenw MoHegenbHUK BropHuk Cpega Yetsepr MaTHUua Cy660Ta BockpeceHbe
a a

Bpems 12 00
hd v

Iny6uHa xpaHeHus 14 : pe3epBHbIX KOMUid

MpumeuanHmne

OTMeHUTL B Cozpgate

PucyHok 134

Mocne Toro, Kak BCe HACTPOMKM BblOpaHbl, CO34aeTcs 3a4a4a Pe3epBHOro KOnMpoBaHMA. Ee MOXHO
yBUAeTb Ha BKAaake O6nauHble BbluucneHua - BUOA KVM - PesepsHoe KonupoBaHue - 3adavu
pezepeHo20 konupoeaHus (PucyHok 135). B panbHenlem HacTPOMKM CO34aHHOM 334341 MOXKHO MEHSATD,
noapobHee 06 3TOM ONUCAHO B CeAyloLEem pasgene.

PesepBHoe KOMMpPOBaHWe _
=+ Co3pate 3agavy

FnaeHaa / O6GnadHble BeluncneHus / Pe3epBHOe KOMMpoBaHWe

3afiaum pesepBHOro KONMPOBaHNA OTueThl apxMBaLnn OT4eTkl BOCCTAaHOBNEHWA
Nms Cepeepsbl Pacnuncanue Pasmep
MepB.biii 63kan 12:00 _
@] P Cepeep 1076 lencreus ~
Co3faHa 25.04.2022 18:04 NoHeAeNbEHHUK

PucyHok 135

@ vma 3a/1a4M pe3epBHOro KONMPOBAHUA U CEPBEPA ABNAKTCA aKTUBHbBIMU CCblIKaMU. C MOMOLLbIO HUX
MOKHO nepenTn Ha popmbl M3meHeHue 3a0aHUA U M3meHeHue cepeepd COOTBETCTBEHHO.

Ecnn co3paeTca BbIKAOYEHHAA 3a4a4a pe3epBHOr0 KOMUPOBAHUA, OHA TaKXe OTparkaeTcA Ha BKAagke
O6nauHble BbluucneHua -> BLOA KVM - PesepBHoe KonuposaHue -> 3a0ayu pe3epeHO20
KOMUpPOBAHUS, HO C BbIK/IFOYEHHbIM MHANKATOPOM (PucyHoK 136).
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Pe3€pBHOG KOIMnMpoBaHue _
=+ Co3pate 3agauy

[naBHas / OBnayHble BEIYMCIEHUA / Pe3epBHOe KONMMpOBaHWe

3aAaun pesepBHOIC KOMMPOBaHUA OT4eThl apxXMBaLMn OTueThbl BOCCTAHOBNEHUA
Nmsa Cepeepsl PacnuncaHune Pasmep
MNepBbiii 63kan 12:00 .
P Cepeep 10TB [leicTBun ~
CozaaHa 25.04.2022 18:04 noHeAeNsHHK

PucyHok 136

[na Toro, ytobbl 3anNyCTUTb 3Ty 3aJa4yy PE3epPBHOrO KOMUPOBAHWSA, HYXKHO Ha)KaTb KHOMKy [eicTBua
(PucyHok 137) v BbibpaTb U3meHuUTb (PucyHok 138).

Pe3epBHO€ KOMmpoBaHne _
=+ Cospats 3agauy

InaBHas / OBnauHble BeUMCIEHVA / PesepBHOe KOMMpoBaHUe
3ajjaun pe3epBHOro KONMPOBaHUA OTueTl apxvBaLn OTueTsl BOCCTaHOBNEHUR

Nmsa Cepeepbl Pacnucanue Pazmep

7 12:00
Co3gaxa 25.04.2022 18:04 NoHeAeNbHHUK

PucyHok 137

PesepBHoe KOMpoBaHve _
<+ Cospats 3apauy

FnasHaa / OGnauHble BoMucneHna / PesepeHoe konvpoBaHWe

3aAaun pe3epBHOTo KONMPOBaHUA OTueThl apxuBaLynv OTueTLl BOCCTAaHOBNEHUS
Wma Cepeepbl Pacnucanme Pasmep N3MeHNTb I
o Touku BOCCTRHOBAEHNA
NepBbIii 63kan 12:00
o] P Cepeep 1076
Co3faHa 25.04.2022 18:04 NoHeAeNbHHUK

3anycTuTb ceifvac

PucyHok 138

B OTKpbIBLLIEMCS OKHE HY)KHO MOCTaBUTb rasiouKy B YekboKce «3agava BKAYeHa» (PucyHok 139). B
pe3ynbTaTe B NPaBOM BEPXHEM Yy GOpMbl UHANKATOP U3MEHUTCA Ha 3eNEHDIN.

85



M3meHeHne 3a1aHns

InaeHas / OGnayHble BoluMcneHna / PesepeHoe konvpoeaHue / Vi3MeHeHMWe 3agaHus

OCHOBHbIE HACTPOKK

] NepsbIii 63kan
Cepgepsl Cepeep
3ajaua BK/IHOYEHa
AHn Hegenn v [oHegenbHUK BTopHuk Cpepa Yeteepr MAaTHWLA
Bpemn 12 : 0 :
InyBuHa xpaHeHus 1 pe3epBHbIX KOMWiA
Mpumeuarue

PucyHok 139

E Toukun BOCCTaHOBNEHUA 3anyctuTe ceyac

BeibpaTth

CybboTta BockpeceHbe

OTMEHUTL B WamenuTts

4.5.2 U3ameHeHue 3a0a4u pe3epsHO20 KONUPOBAHUA

Co3paHHy0 33124y pe3epBHOro KONMPOBaHMUA (BHE 3aBUCMMOCTU OT TOTO, BK/IHOYEHA OHA U/IU HET) MOYKHO
N3MEHMUTb. [1Ns 3TOro HY»KHO NepenTn Ha BKAaaky O6nauHble BbiuucaeHusa = BLOA KVM - PesepBHoe
KonupoBaHue -» 3a0a4u pe3epsHO20 KOMUPOBAHUA, HANPOTMB 3a4ayM Ha)KaTb KHOMKy [encTBuAa

(PucyHok 140) v BbibpaTb U3meHuUTb (PucyHok 141).

PeaepBHoe KonmpoBaHwme

InaeHaa / O6nauvHble BblbMCIeHNA / PesepBHOe KOonMMpoBaHwe

Ba,qawl Pe3epBHOrc KonMpoBaHua OTueTsl apxveBauyvuun OT4eTkl BOCCTAHOBNEHUSA

Wmsa Cepeepbl PacnucaHue

MNepBblii 63kan 12:00
[ ] P Cepeep
CoapanHa 25.04.2022 18:04 NOHEAENEHUK

PucyHok 140

=+ Cozpats 3apauy

Pasmep
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PEBE‘DBHOG KOMMpoeBaHne

InaBHaa / OBnauHble BelYWNCNeHUA / PesepBHOe KONUpoBaHWe

3apaun Pe3epeHOroc KONUpoBaHUa

Wma Cepeepsbl PacnuncaHune
Mepsbili 63kan 12:00

® P Cepsep
Cospawa 25.04.2022 18:04 noHe fenkHNK

PucyHok 141

Pasmep

10TB

B OTKpbIBLIEMCA OKHE MOXHO BHECTU HEObX0AMMble U3MeHeHUA (PucyHok 142).

Co3faHMe HOBOrO 3a/1aHKa

InagHaa / O6nauHsle BeluncieHus / PesepBHoe konupoBaHue / Co3fjaHune HOBOro 3aaHus

OCHOBHbIE HaCTPOKN

Uwma MepsbIi 63kan
Cepeepel

+ 3aauya BKIHYeHa

AHu Hegenwn MoHeaeNbHUK BTropHuk

Cpepa Yetsepr
Bpemsa 12 : 00 :
Fny6uHa xpaHeHns 14 pe3epBHbIX KONMIA
Mpumeyarune
PucyHok 142

MaTHUUa

Cyb6ota

BockpeceHbe

<+ Co3parts 3apauy

WzmeHnTs

TOuKK BOCCTAHOBNEHWA

3anycTuTe ceiyac

BuIGpaTtk

OTMEeHUTE B Cozgats

] Ona Toro, 4yTObbI NMPUHATbL BCE U3MEHEHMUA, HeO6XO,£I,MMO Ha*XaTb KHOMKY anHﬂTb, Ana OTMEHbI —

OTMeHUTb.

4.5.3 BbinosnHeHuUe 3a0a4u pe3ep8H0o20 KOMNuUpoB8aHUS

4.5.3.1 BbinonHeHWe 3a4a4Mn pe3epPBHOro KONMPOBAHMUA NO PACNMCAHUIO

. B npouecce BbINONHEHMA 3aa4M Pe3epPBHOro KONMPOBAHMA AOCTYN K cepBepy orpaHuyeH (PucyHokK

143).
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CepBepbl
TnasHas / OBnadHsie Boluncnerus / CepBepbl

CepBepsl
T ounstps

ma CeTn NyGnuuHeIF IP WabnoH KoHpurypauma

Cepsep - ver 43 Ubuntu 18.04 $2vCPU 278 - Lecrama =
e o o1 202 & 10 75 SATA OcHosHol Anck

PucyHok 143

Mocne Toro, Kak B yCTaHOB/IEHHOE BPEeMS BbINOIHAETCA Pe3ePBHOE KOMMPOBAHUE, HA 3IEKTPOHHYIO NOYTY,
NpuBA3aHHy0 K npoduato Nonb3osaTens, NPUXOAMT OMOBELEHME O CO34AHUWN PE3EPBHON KOMUM
(PucyHok 144).

CozpgaHve pesepBHO KONKUK 3aBepLUEHO ycnewHo!

B pamKax 3agaum pesepBHOro KonvposaHuA MepBeblil 6aKan BbINKM co3haHbl pe3epBHble KOMUU ANA CeayoWmX
CepBepos:
- Cepsep (konwua ot 21.01.2022 17:00).

PucyHok 144

4.5.3.2 Py4yHOM 3anycK 3a4a4m pe3epBHOro KONMPoBaHUA

Co3faHHble 334341 Pe3epBHOI0 KONMPOBAHMA TAKKE MOXHO 3anyCcKaTb BPy4Hyt0. [115 3TOro, Ha BKNaaKe
O6nauHble BbluucneHna -» BUOA KVM -> PesepBHOoe KonupoBaHue -> 3adayu pe3epsHO20
KonupoeaHus, HANPOTUB 334341 HYXKHO HaXKaTb KHOMKy Aencreua (PucyHok 145) v BbibpaTb 3anyctutb
ceivac (PucyHok 146). Nocne noaTBepKAeHUA BbINONHAETCA 3aMyCK 3aZa4n pe3epBHOro KONMpPoBaHMA.

PGSGDBF oe KonmpoBaHue
MnasHan / Ofinaukble BuUMCNEHs / Pe3epBHO KONMPOBaHMe

33434V PE3EPBHOTO KOMUPOBAHUA

Vima Cepaepi Pacnucanue Pasmep

Bl 1200 -
° MepBsiii G3kan Cepeep 2:0 ors QelicTans ~
Cosana 31012022 16:43 — -

PucyHok 145
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P@BGDB)— 0Oe Kon1poBaHWe

Tnaeras / OB, BtmMcnenms /
3a4atM PesePEHOTO KONMPOEaHNA
Vima Cepeepri Pacnucanme Pazmep MamemiTs
e o TOUKIN BOCCTAHORNEHIAR
o BTopoii 63kan 2100 -
e Cepsep : ore
)BbIid 17:00 .
[ ] Mepetiit 63"5'? - Cepeep o 1076 leficrann~

PucyHok 146

4.5.4 Omyemsl apxusayuu

Mo nTory BbINOJIHEHWA PE3ePBHOI0 KONMPOBAHWUA HA BKNagKe ObnayHble BbluncneHms - BLOA KVM -
PesepBHOe KonupoBaHue - Omyemsl apxusayuu co3spaeTtca oTyeT (PucyHok 147). B co3paBaembix
oTyeTax oTparkaetca MHPopmauma:

=  Bpemsa Hayana — BpemMA Hayana BbINOJHEHWA 33434N PE3EPBHONO KOMMPOBAHUA.
* Bpemsa OKOHYaHMA — BpeMA OKOHYAHUA BbINOJIHEHWUSA 3a43a4MN Pe3ePBHOI0 KONUPOBaAHMUA.
=  COCTOAHME — CTaTyC BbINOJIHEHUA 3a4a4M PE3EPBHOr0 KONMPOBAHUSA.

u Pe3yanaT — pe3ynbTaT BbINO/IHEHUA 3a4a4UN PE3EPBHOINO KONNMPOBAHWUA.

P@SGPBF Oe KoMnpoBaHne

FnasHas / O8. ERILUCNEHUSR /

OTueTsl apxuBaLn

BribepuTe 33434y PE3ePEHOT0 KONUPOEaHMA Mepebii 63kan Buibpats
Bpems Hauana Bpems oKoHuaHMa Coctoanue PesynuTar

I 21.01.2022 17:01 21.01.2022 17:08 3akoHuEH Yenewsio I

* B CNWCKe NOK33LIBAIOTCA OTUETH! 33 NecneAHme 30 Aneit

PucyHok 147
@ B cnucke nokasbiBaloTca oTueThI 3a nocnegHue 30 aHe.

Ecnmn co3paHo HECKO/IbKO 3aZiay pe3epBHOro KOMMPOBAHUA, TO, C MOMOLLbIO KHOMKKN BbibpaTtb, MOXKHO
NPOCMOTPETb OTYETbI MO onpeaeneHHon 3agade (PucyHok 148).
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Pesepakoe KOnnpoBaHWe
- -

FnasHan / O6. BbluMCneHus /
3a4auM PEEPEHOID KOMPOBAHNS OTueT! apxvEaLIN OTueThl BOCCTaHOB/HMA
BiGepHTe 33434y PE3EPEHOTO KOMIVIPOBAHHA BibpaTs

BribepuvTe 3aga4y pe3epBHOro KONVPOBaHWA 418 NPOCMOTpa 0TYeTOB

* B CNUCKe NOK33LIBAKOTCA OTUETH 32 NoCeHME 30 JHel

PucyHok 148

4.5.5 BoccmaHosneHue u3 pe3epsHoli Konuu

Ons Toro, 4to6bLI BOCCTAHOBUTL CEPBEP U3 PE3EPBHOM KOMNWUM, Ha BKAaake O6nayHble BblYUCAEHUA =
BLOA KVM -> Pe3zepBHOe KonupoBaHue -» 3a0a4u pe3epeHo20 KONupoeaHus, HanpoTUB 334a4N HYXKHO
HaaTb KHONKy leicTBura 1 BbibpaTb TOUKKM BoccTaHOBNEHUA (PucyHOK 149, PucyHok 150).

P@SGpBF Oe KornMpoBaHWe
—

rnagHan / O6. BEIUNCNEHNA /
3apaun pezepeHOro KONMPOEaHUA OTueTEl apXUEALMA OTYeTL BOCCTaHOBNEHUA
Vima Cepsepe! Pacnucanme Pasmep
o i 6 12:00 .
) Bropoi 63kan Cepeap 1076 Aeiicrans =
Cozgana 21.01.2022 16:39 nomegensHK

i 17:00 =
° Mepsbiid 63kan Cepeep Jore
Cosgana 21.01.2022 16:39 naTHuULS

PucyHok 149

PGSGDBF Oe KonnpoBaHne
|

Tnaenas / O6. BolYMCNeHWA /

3aj3auM1 Pe3epBHOre KOMMPOBAHNA OTueTHl apxmBaLMMA OTueTh! BOCCTAaHOBNRHNA
ima Cepeepsi PacnucaHue Pazmep MaMeHuTs
. Toukn BoCCTaHOoBNEHMA
O Bropofi 63xan 1200
o P Cepeep 1075 -
Cospana 21.01.2022 16:39 noHeRensHAK =
3anycTuTs cefiuac
i 17:00 -
[ ] Nepesifi G3kan Cepeep 1076 [eiicTens =
Cozgana 21.01.2022 16:39 NATHULE

PucyHok 150

Tak¥e 3anyCcTUTb BOCCTAHOB/IEHME CepBepa MOXKHO M3 popmbl U3meHeHue 3aaaHuna. I 3TOro HyXKHO
nepentu B pasgen meHio ObnauHble BbluucneHua - BLOA KVM - PesepsHoe KonuposaHue -» 3adayu
pe3epsHO20 KOMUPOBAHUA, HAaNPOTUB 3aayun PEe3epBHOrO KOMUMPOBAHMA HaXKaTb KHOMKy JeucTsus
(PucyHoK 151) v BbIbpaTb U3meHuTb (PUCyHOK 152).
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PE‘3€DBHOE‘ KornnpoBaHue

rnaeHan / QBNauHbIe BLIYMCNEHNA / Pe3epBHOE KONMpoBaHue

3a/lauu pe3epBHOro KONMpoBaHuaA

nma
MNepsbiii 63kan
° p
Cozaana 07.07.202212:57

PEBGDBHOE KonnpoesaHue

rnaeHan / O6RayHble BLIYNCNEHWA / Pe3epBHOE KOMMpoBaHUe

3a/ja4u pe3epBHOTO KONMPOBaHWA

Wms
Mepebii 63kan
P p
Cospana 07.07.2022 1257

OTYeThl BOCCTAHOBNEHWSA

CepBepsl PacnucaHue

12:00

NoHEAENEHUK

Cepeep

PucyHok 151

OT4eThl BOCCTAHOBNEHWA
CepBepbl Pacnucanune

Cepoep 12:00

noHeAeNbHAK

PucyHoK 152

B oTkpbiBlwelica ¢opme M3meHeHMe 3apaHUMA B MNPaBOM

BOCCTaHOBNEeHUA (PucyHok 153).

M3meHeHVe 3aaH1a

FnasHas / O6MauHble BEIMUCIEHVA / Pe3epEHOe KONUMPoBaHWe / M3MeHeHWe 3aganns

OcHOBHbI® HACTPORKK

+ | 3apauva BrOuEHA

Mma

CepBephl [ Cepaep |
Qv Hegenn

Bpems 12
TAy6uHE XpaHsHua 2

MNpumevaHune

W Yaanums

[danee B OTKpbIBLIEMCA
BOCCTAHOBUTb ZlaHHbIE.

MepBbIA G3kan

v | MoHeaensHUK

Cpepaa YeTeepr NaTHWLa Cy66oTa

pe3epsHbIX KOnuiA

PucyHok 153

Pasmep

0re

Pasmep

ore

BoCKpeceHbe

OKHe (PucyHok 154) mo»KHO BblibpaTb pe3epBHYIO

+ Cosgams 3apaqy

+ Cospats 3apauy

W3MeHNTL

TOUKW BOCCTAHOBNEHUA

3anycTuTh ceituac

BEPXHEM YINy HaKaTb KHOMKY TOYKM

@ | Toukw BOCCTAHOBNEHWA 3anycTUTh ceivac

Bbibpatb

OTMEHUTE B VismeHnTs

KOMWIO, U3 KOTOPOM HYXKHO

91



Toukn BOCCTAHOBNEHWA

BbIUNCNEHUA / Pesep Kommp / Pezep!

rnasHas / O8.

TouKM BOCCTaHOBNEHNS

Korus Mepssiii 63kan / TouKY BOCCTaHOBNEHMA

Bpemsa Cepeep Tun Pasmep

25.01.2022 17:45 Cepeep TonHEIR 1076

21.01.2022 17:00 Cepzep MonHeii 1076
BepHyTbcR

PucyHok 154

‘. BoccTaHoBNeHWe bypeT Npou3BeLeHO B HOBbIM cepBep, B TO BPeMa KaK CTapblii ocTaHeTca 6e3

U3MEHEHUMN.

Mocne noaTBepKAEHUA BOCCTAHOBNEHUA cepBepa, B pa3aene meHto Ob6nayHble BbluucneHmnsa - BLO/,
KVM - Cepsepbl bygeTr oTobparkeHO CO3gaHMe BOCCTAHOB/IEHHOrO M3 pe3epBHOM KoMuW cepBepa

(PucyHok 155).

Cepsepsbl

FNaEHan / OBNauHbIe BEIMNCIEHUA / CepBepbl

+ Cozgate cepaep

CepBepb!

Y onnetpe
Vims Cetm MySanunii 1P WaGnon Komgurypauns
Cepaep (BoccTaHoRMEH) - & 20CPU. 2T _

( ) - <3 Ubuntu 18.04 -

Cosgan 26.01.2022 1203 CETe LKA he - & 10 16 SATA OCHEBHON ANck Aericraaa
Cepeep §2vcPu, 27 ~

L[] CeTh (XXXXX) Her 3 ; eficrevs
Cosaan 21 4 Ubuntu 18,04 & 10 16 SATA OcHosHoil AncK A

ozaaH 21.01.2022 15:52

PucyHok 155

BoccTaHOB/IEHHBIM CEPBEPOM B MAHENW YMPABAEHUA MOXKHO YNpPaBAATb: M3MEHATb €ro HACTPOMKW,
MOAKNOYATLCA K HEeMy uepe3 KOHCOMb, A06aBnsATb Terw, BbIKAOYATb/BKAKOYATL WM Mepesarpykatb
(PucyHok 156). MoapobHee O TOM, Kak ynpaBAAaTb CepBepamMu, OMMUCaHO B paszene YnpaeneHue

cepsepom.

Cepgepel

FnaeHas / O6navHble BeMNCIEHWA / CepBepel

Cepsepbl
Y PunsTpbl
Wma Cetn
] Cerb (XXXXX)
® cepsen Ces [XXX.XX)

My6nuuHbIA IP LWa6noH
Het <3 Ubuntu 18.04
Het <3 Ubuntu 18.04

PucyHok 156

Kondurypauyms

& 1vCPU, 1TE
& 106 SSD OCHOBHOW AWNCK

&1 vCPU, 1TB
& 106 S5D OCHOBHOR AWK

+ Cosgatb cepeep

W3MEHUTH

OTKpbITh KOHCOMb

BbIKAYHTL

Nepe3sarpysuTe
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4.5.5.1 OTtyeTbl BOCCTAaHOBNAEHMA

Mo uTory BOCCTaHOB/IEHUS CepBepPa U3 Pe3epPBHOM KOMUK, Ha BKNaaKe O61auHble BbluncneHna - BLO/,
KVM - PesepBHOe KonupoBaHue -> Omyemol 80ccmaHoeneHuAa GopmupyeTca oOT4eT o
BOCCTAaHOBAEHUW. B co3aaBaemblx OTYETaxX OTpaXKaeTcAa MHPpopmaums:

" BpeMﬂ Ha4Ya/zla — BpeEMA Ha4Ya/Jia BbINO/IHEHNA BOCCTAHOBNEHNA CepBepa U3 pesepBHoﬁ Konuu.

=" Bpema OKOHYaHMA — BPeMS OKOHYaHWA BbINOJIHEHUS BOCCTAaHOBNEHMA CepBepa U3 pe3epBHOM
Konuu.

» COCTOAHWE — CTaTyC BbIMOJHEHMA BOCCTAHOBNEHMA CEPBEPA U3 Pe3epPBHOMN KONUMU.
»  Pe3ynbTaT — pe3y/bTaT BbINO/JHEHUS BOCCTAHOB/IEHUA CEPBEPA U3 PE3EPBHOMN KOMUMW.
@ B cnincke nokasbisatoTca otueTsl 3a nocnegtme 30 AHel.

Ecnmn npom3Boamnnoch BOCCTaHOB/IEHME HECKONbKUX CEPBEPOB, TO, C MOMOLLbIO KHOMKK BblbpaTtbh, MOXKHO
NPOCMOTpPETb OTYETbI MO onpeaeneHHomy cepsepy (PucyHok 157).

P@}’EP BHOe KOMKMpoBaHKe

TnagHas / OF. BEIUNCEHIA / P

OTueTsbl BOCCTAHOBNEHWUS

m

Buibepyite capeep Cepeep

Bpems nauana Bpems okoHuaHMs Coctonnme Pesynutat

26.01.2022 12:03 26.01.2022 12:05 3akoHueH Yeneww-o

PucyHok 157

4.6. Myb6aunyHble IP-agpeca

MybanyHble IP-agpeca ucnonb3yloTCcA ANA NOAKAOYEHUS AOCTyna K cepsepy m3 cetu WHTepHet. C
NOMOLLbIO MAaHeNN ynpaBAeHUA MOXKHO NOAYyYnTb NybanyHbIN IP-agpec, Ha3HauYNTb ero yCTpoMCTBY UK
OTK/IIOYUTD, @ TaK}Ke HAaCTPOUTb NepeHanpasieHne NOPTOB A4/1A cepBepa.

4.6.1 lNMonyyeHue nybau4yHo20 adpeca

Ona Toro, 4To6bI NONYYUTL AOMNOJHUTENbHbBIN NYBANYHBIN agpec, HeobXoAMMO NepenTn B pasaen MeHio
O6nayHble BbluucneHusa -» BLO/A KVM - [lybauduHbie IP-agpeca u HaxaTb Ha KHonky Monyuutb
ny6anuHbii IP (PucyHok 158).

93



My6nnuHble IP-agpeca

+ MonyunTe nyGAMUHEIA 1P

Tnaewas / OF BLIuMCnEHUA [ IP-agpeca

Ee

My6nn4Hble IP-agpeca

IP-agpec YeTpoidcTEO

cepeep (cepee]
P (cepeep) OTKNOUNTL
Moaxnousno uepes Po

[ ] KXXKXK XX PoyTep (poyTep) OTKAOUNTE

PucyHok 158

Mocne noaTBepKAEHMA MosydeHua Hosoro IP M3 nyna nybaMYHbIX agpecos, B nepeyHe nyb6anyHbIX
aapecos oTobparkaeTcs HOBbIN agpec (PucyHok 159).

yonuuHble IF-ajapeca
+ MonyuuTs nyBuuHLIA IP
ayemuie saw ani 2aKpenNekHsIE 33 NPORKTON. OBPATHTE SHUNMEHHE, 4T 23 JAPEC, HE NOAKNIOUEHHIE Hit K OAKOMY
yerm
FnasHas / OBnaukble esiuucnenus / MyGnuumbie IP-agpeca
My6nn4Hbie IP-agpeca
IP-appec Yerpoiicteo
o] S Her Reficrans =
cepsep (cepee
° cepaep (cepacp) OmkniouMTE
[ ] PoyTep (poyTep) OTKAKUMTE

PucyHok 159

@ Hoswiit nybAnYHbIN agpec He Ha3zHaAYeH HUKAKOMY ycTponcTay. MogpobHee o HazHauYeHUM yCTPOMNCTBA
onucaHo B pa3aene HasHavyeHue nybauyHozo IP-adpeca Opy2omy ycmpoiicmey.

4.6.2 HazHayeHue nybau4yHozo IP-adpeca Opyzomy ycmpolicmay

Mocne ypaneHua cepeepa, ero IP-agpec MOXKHO HAa3HAYNTb APYFOMY YCTPOMCTBY. TO MOXKHO cAenaTb Npu
nepexoae B pasaen meHo ObnayHble Boiuucnedmna —» BLLOA KVM - Myb6aununbie IP-agpeca. HanpoTtus
cBoboaHoro IP-agpeca Hy)KHO HakaTb KHOMKy [JeucrBua u Bbibpatb Mogknaountb (PucyHok 160) v
Ha3Ha4MTb TUN ycTpoiicTea (PucyHok 161).
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Tnanas / OBnaumbie BoluMcneHiA / MyGauunsie IP-agpeca

My6nnyHble IP-agpeca

1P-aapec YerpoiicTeo

0] XXXX XXX XX Her Lefctaun =

s
/l063ENTE NePEHaNPAENEHHe NOPTOE

) XXX XXX XX poyTep (poyrep)

Yaanuts

° YHIHKKIHKK Cepee

PucyHok 160

MogknounTb Ny6NYUYHBbIA IP )
Tun yCTpORCTES e | Cepeep
PoyTep

Knactep Kubernetes

Cepeep Cepeep BelbpaTs

I::TLHE i 'J._b

PucyHok 161
i CeoboaHbIl IP-agpec 6yaeT aBToMaTUYECKM HAa3HAYEH HOBOMY YCTPOMCTBY NPU CO34aHUN.

Ecnun atoT IP-apgpec To4HO He noTpebyeTca B ganbHENLWeEM, ero MOXKHO UCKAUYMTL. Npouecc yaaneHma
nyé6aunyHoro IP-agpeca onucaH B pasgene YoaneHue nybauvHozo IP-adpeca.

4.6.3 llepeHanpasseHue nopmos

4.6.3.1 Co3paHue nepeHanpaBAeHMNA NOPTOB

Ona Toro, ytobbl A06aBUTbL NepeHanpaBAeHME NOPTOB, B pasgene meHw O6sauHble BblYUCAEHUA =
BLLOA KVM = My6auuHble IP-agpeca cHayana Heobxoanumo cosaaTb nyb6aunyHbii IP-agpec (nogpobHo
06 3TOM HanMcaHo B pa3aesie Bbille) Unu yxxe 06naaath IP, He Ha3HaYeHHbIM HU 418 O4HOrO YCTPOMCTBA.
Hanpotus 3toro nybauyHoro IP-agpeca Hy)KHO HaxaTb JleuctBua U Bblbpath [o6aButb
nepeHanpasneHue noptos (PucyHok 162).
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MybnnuHble IP-agpeca

3ae
yerp

Tnagman / O6naumsie Beluvcnenva / My6audnbie IP-aapeca

Ny6nuuHbie IP-aapeca

1P-agpec Verpoiicreo
o XXX IO0LXX Her Zeficrana =
MoaknounTs
° XX XX XXX poyrep (poyrep) .
I L06asuTL nepeHanpaEneHie nopTos I
Cepaep (cepsep) YaanuTs
° U000 XK o

Nogxioueno uepez Poyre

PucyHok 162

[anee HeobxoaAnMo NnoaTBEPAUTL COrnacue Ha gobaBneHune nepeHanpasaeHns NopTos (PUucyHok 163).

Bbl yBepeHbl, YTO XOTUTe A06aBUTL NepeHanpasneHne NopTos Ans IP XX XX.XX.XX?
B Takom cnyyae, IP Henb3a byjeT Ha3HayuTb ApYruMm yCTPOMCTBaM.

N N

PucyHok 163

& B cnyyae nobasneHuaA nepeHanpas/ieHMa NOPTOB Ha BbibpaHHbIN Ny6anMYHbINA IP-agpec, ero Henb3s
O6yaeT Ha3zHaAYnUTb APYrMM YCTPOMCTBaM.

OTKpoeTcs ¢opma MepeHanpasneHue noptos. Janee Heobxoammo aob6asutb npasuno (PucyHok 164).

MepeHanpasneHre NopTOB AR XX.XX.XX.XX

(NagHas / OBN3UHEIE BEIUNCAGHIA / TT IP-aapeca / Mef nopToe ana

MpaBKna nepeHanpasneHns NOPTOB

[oKa HeT HK 0AHOr0 npasnna

+ foBasuTe npaswno

PucyHok 164

B oTKpbIBLUEMCA OKHe Ana fo06aBneHUs nepeHanpasieHna HeobxoaMMo BbibpaTb HAaCTPOMKKN (PUCYHOK
165):

= [IpoTOKOA:
o TCP.

o UDP.
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= BHYTPEHHWI NOPT — BBOZ NOPTA CepBEPA, A1 KOTOPOro CO34aETcA NepeHanpasBieHune.
" BHelWHWI NOpPT — BBOA, NOPTa poyTepa, N0 KOTopomy ByZeT fOCTyNeH yKasaHHbIM NOpT cepBepa.
» CepBep — cepBep, 419 KOTOPOro HACTPaMBaETCA NepeHanpaBieHue.

. Heobxoanmo BbibupaTh cepeep 6e3 nybanyHoro IP-agpeca.

=  CeTb—ceTb, NO KOTOpOﬁ HaCTpanBaeTCA nepeHanpasieHue.

[ob6aBneHne npaBuna )

MpoTokon TCP »
BHYTPEHHWA NOpT

BHeLwH WA nopT

S Cepeep BrlBpaTe

MogknoueHue CeTb MXXX) BuibpaTs

I::T‘ﬂe e

PucyHok 165
Mocne coxpaHeHuMa BCEX HAaCTPOeK byaeT co3aaHo nepeHanpasaeHme noptos (PucyHoK 166).

MepeHanpaBneHUe MOPTOB AN XX.XX.XX.XX

TnasHan / OBMauHbie BEUMCIEHUA / Y6 1P-appeca / nopros ans

NpaBu1na NnepeHanpasneHns NopTos

Cepeep Noakniouenme NpoTokon BHew Wi nopT BHyTPeHHWiA NopT

Cepeep CeTb XXXXX) TCP 2222 22 Neficrams =

+ N06aenTs Npasuno

PucyHok 166

B panbHenliem, ¢ NOMOLLbIO KHOMKKU [eUcTBUA, NPaBuUAO0 MOXHO ByaeT U3MEHUTb UKW yAaNuTb ero
(PucyHoK 167).
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HepeHaﬂpaEﬂeH% MOPTOB 4717 XX XK XX.XX

Tnaexan / O6nauHble Beivcneua / My6 1P-agpeca / nopToB Ansa

Mpasuna nepeHanpasneHs NopTos

Cepeep Noakniouenme NpoTokon BHewnuii nopt BHYTpeHHMii nopT

Cepeep CeTo (XXXX.X) TcP 2222 22 Yaanute

+ foBasuTe npasuno

PucyHok 167
4.6.3.2 YnpasseHue npaBuIOM rnepeHanpasaeHnem nopTos

Ona Toro, 4tobbl M3MEHWUTL CO3AAHHOE MNpPaBWIO NepeHanpaBAeHUA MOPTOB, HEOOXOAMMO HaKaTb
DeiictBua v BbibpaTb MNepeHanpaBneHune noptoB (PucyHok 168).

MybnuqHble IP-agpec:

+ MonyunTs nyGAnaHLIA 1P
£ EALIVMI YETBORCTE N 1 33K A HHEE 35 MPOEKTON. OBBATATE BHILSHHE, UTO 38 BADECS. HE MOAKMIOKEHALIE HIl & OAHOMY

FnasHas / O6 BaiuMEners / IP-agpeca

Ny6nnuHble IP-agpeca

1P-anpec YcTpoiicTeo

® JOUXN IO anesme nopros

L] XX KX XOKXK poyTep (poyTep)
o) XXX Het Aefcrana =
® YOLIHIOOCHK PoyTep (poyTep) OtknioumTs

PucyHok 168

B pesynbTtate oTkpoeTca dopma lMepeHanpasneHme noptoB (PUCyHOK 166), B KOTOPOM MOXKHO BHOCUTb
n3meHeHuA 1 106aBNATL HOBblE NPaBuUAa.

4.6.3.3 YpaneHue npasuna nepeHanpassieHNA NOPTOB

Ecnn co3paHo TOIbKO OAHO NMPaBWMAO, YAAINMTb €r0 MOXHO, C MOMOLbIO KHOMKK [eictBua n Boibopa
Yaanutb nepeHanpasneHne noptoB (PucyHok 169). TakXe C MNOMOLbIO KHOMKM YAQanuTb
nepeHanpasaeHune NOPTOB MOXKHO Y4aNUTb BCe NpaBua.

98



Mybnnurele IP-agpeca

+ Monyunts NYBAUUHBIA 1P
& B31LM 1 YETPORICTEMM 1 S3KPEMAEHH e 33 NPOSKTON. DBPATHTE BITMSHIE, UTO 23 APECA, HE MOAKTIOUEHNKIE Hi K OAHOMY

Fnaevas / OB, BBIMUCIEHYS / IP-agipeca

Ny6nnunble IP-agpeca

IP-anpec Ycrpoiicteo

° o Mepenanpasnetie nopros

feficrana =

MepeHanpasneHe NopToE

XXIOUXKKXX 6
d PHIIARAR poyrep (poyTep) | Y4aNTs Nepeanpagnesine NopToE [
O XX XK XXX XX Het AeicTeng =
[} XHXH XXX PoyTep (poyTep) OmkniounTe

PucyHok 169

Ecnn co3gaHo HECKONBKO MPaBUA, U OAHO M3 HUX HYXHO YAa/UTb, TO HanpoTUB Bbl6paHHOro npasuna
HYYXHO HaKaTb [eictBua n Yganutb (PucyHok 170).

MepeHanpaseHre MOPTOB AN XX.XX.XX.XX

TnaeHan / O6nauHbie Bolducnenms / Myb IP-agpeca / nopros ans

Mpasuna nepeHanpasneHa NopTos

Cepeep Moakniouenne NpoTokon Bhewmuii nopt BHyTpeHHnii nopt

- - . IEHIT!
Cepeep CeTs (10.0.1.4] Tcp 2222 22
Cepeep CeTe (10.0.1.4 Tcp 2222 22

Reiicrans =

PucyHok 170

4.6.4 OmkntoyeHue nybauyHozo IP-adpeca

Ona Toro, 4to6bl OTKAKUNTL NY6ANYHBLIN IP-agpec, B pasgene meHo Ob6nauHbie BbluncneHua —» BLOA
VMware - MNy6auuubie IP-agpeca Hanpotms nybanyHoro IP-agpeca Heob6xoAMMOro yCTPOMCTBA HY»KHO
HakaTb KHOMNKY OTKNOUUTb (PucyHoK 171).

My6nuuHble IP-aapeca

z

+ MonyuuTe nyGauukbii 1P
€ 3L AW YCTRONCTRAMM AN S3KDEMNEHHLIE 33 MORKTON. OBRATHTE BHAMAHIG, T 33 ARECA. HE MOAKTIOUEHKEIE HIT K OAKONY

Fnaskan / 06 BLMcneHys / 1P-anpeca

My6nuuHsie IP-agpeca

1P-agpec Ycrpoiicrao

e} XXXXIOHKX Het Leficraws =
] UK IOHKK poyTep (poyrep)
e} XXHXIK KK Het Leficrams =

PucyHok 171

B pesynbtate 3TOT Ny6AMYHbIA IP-agpec He ByaeT HasHayeH HM O4HOMY YCTPOMWCTBY, @ B HACTPOMKax
bbiBLIEro ycTpoicTBa byaeT otobparkeHo oTcyTcTBMe nybaunuHoro IP (PucyHok 172).
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PoyTepb

+ Cozaam poyrep
PoyTepI MosEOAIOT CepepaN MOTyWATS ROCTYM & ceTH HnTepHeT. £ STOTD B0y TER AGIXEN HETS MORCOSAN KN et MG 1P-aapec

FnasHan / ObnauHble BulYMCNEHNS

/ Poyrepei

PoyTepSI

Vima Cetn Ny6nuuneii 1P NmuT coepumenmii

[ poyTep Cers XXXHX) Het 65536 VameriTs

PucyHok 172

@ NopapobHee o0 Tom, Kak HazHauNUTb NYBANYHBIN IP-aapec HOBOMY YCTPOIACTBY, NOAPOBHee HanMUcaHo B
pa3saene HasHavyeHue nybau4Hozo IP-adpeca dpy2omy ycmpoiicmay.

4.6.5 YoaneHue nybauvHozo IP-adpeca

Ecam nybanuHbii IP-agpec To4HO He noTpebyeTca B Aa/ibHENLIEM, €I0 MOXKHO UCKAOYUTL. NS 3TOro
HeobxoaMmo nepeinTn B pasaen meHto ObnauHble BoluucieHua = BLO/A KVM - My6auyHble IP-agpeca,
HaaTb KHOMNKY JlencTBua 1 BbibpaTb Yaanutb (PucyHok 173).

MybnvuHble IP-agpeca

+ NonyunTe NyGAnyHLIA IP
@M/ BaWMMY YETRONCTRMM WA 32KPENNEHHIE 33 NPORKTON. OORATHTE BHAMAHNE, UTO 33 SAPECA, HE NOAKMIGUEHHLIE Hit K OAHOMY

Tnaenas / OBnaumbie Boiuveneqin / My6nudnsie IP-anpeca

My6nnyHble IP-agpeca

IP-appec YcTpoiicTeo
0] XXXX XXX XX Her Lefctaun =
MoakmounTs

® XXX XXX XX poyTep (poyTep) s
06aBUTE NepeHaNpPaENeHNe NOPTOR

o |

3 YILIOLKRK ce

PucyHok 173

- My6AnyHbIN IP-agpec MoXKeT BbITb YAaneH NPU YCA0BUU, ECIM OH HE MPUCBOEH HUKAKOMY YCTPOMCTBY.

I NMocne noaTsepKAaeHMA yaaneHus, IP-agpec ctaHeT 4YacTbio obuwiero nyna agpecos M MoXeT bbiTb

Ha3Ha4eH JPpyrmm KJIMeEHTaM.
4.7. bpaHamayap

Ona KoHuTpons M o¢unbTpaumm Bxoasuwiero/ucxoasauero Tpaduka B [MnaThopme ysKe HaACTPOEHbI
CTaHAapTHble WabnoHbl 6paHamayspa. Mx MOXKHO NPOCMOTPETb, Nepengna B pasaen meHwo Ob6nauvHble
Bbluucnenua - BLOA KVM -> BpaHgmaysp. B oTKpbiBweics ¢opme Bpangmaysp (PucyHok 174)
BO3MOHO NMPOCMOTPETb NOAPOOHbIE NPaABMAA U HAaCTPOMKM KaXKAoro cTaHAapTHOro wabnoHa, a Takxke
co34aTb HOBblE LWab0HbI MO CBOMM NapamMeTpam.
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bpaHamay3p

3AeCk NPeACTaBNeHbl CNCTEMHBIE WaBnoHsl AnA GpaHAMayapa, KOTOpbIE Ha3HaYaloTCA Ha NOAK/MIOYEHNA CEPBEPOE K CeTh. Bbi Takke MoxeTe

€024aTk CBOW WABNOHK! M MCMONL30BATE WX.

FnaeHaa / OBnayHble BeluWCneHWA / BpaHamayap

Cnucok WaénoHos 6paHamMayapa

LWa6noH Konwnuyecteo npaeun

PazpelluTb UcxogaLLme 1

Pazpewwute WEB 3

Paspewuts SSH 1

Paspewunts ICMP 2

Paspewnts DNS 1

Paspewuts RDP 1

PaspewuTs BXOAAWINE 1

[faTta nsMmeHeHMA

22.02.2022 14:05

25.08.2020 19:27

24.08.2021 17:43

25.08.2020 19:27

25.08.2020 19:27

25.08.2020 19:27

22.02.2022 14:.05

MpumeyaHme

Paspeumn:. BCe UCxoaAauwmne coeguHeHNA

PazpewuTe WEB nopTel, 40CTyMHbIe M3 MIHTepHeTa

Pazpewunts SSH gna ynpaeneHmna xocTom

Pazpewuts ICMP

Pazpewunts DNS nopTsl, A0CTyMHbIE U3 MHTEepHeTa

Pazpewunts RDP ans ynpasneHna XxocTom

PEBQEUJMTb BCe BXo4AuUne CcoeNHEHNA

PucyHok 174

4.7.1 Co30aHue wabaoHa bpaHomayspa

<+ Cosgatb wabnoH 6paHamayapa

MNoapobHee

MNoapobHee

MNoapobHee

MNoapobHee

MNoapobHee

MNoapobHee

MNogpobHee

Beero: 7

Mpn HEeobXoAMMOCTM KaxKAbl MONb30BaTe/lb MOXET Co34aTb COBCTBEHHbINM WabnoH 6GpaHamayspa w
yrnpaBnsaTb APYrMMU CO34aHHbIMKM WabnoHamu. Ons 3Toro HeobxogMmo nNepenTn B pasaen MeHHo
O6nayHble BbluucneHna -» BUOA KVM - Bpangmaysp wu BbibpaTb gelictBue Co3aatb wabnoH

6paHamayapa (PucyHok 175).
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bpanamaysp

N . .
3meCE NPEACTaBRHE! CUCTEMHbIE WABNOHS 419 BPAHMAY3DA, KOTOPLIE HA3HAUAIOTCS Ha NOAKAKOMEHUS CEPBEPOB K CeTH, Bbl TaIOKe MoXeTe

! " e ! " + Co3gars wabnox 6paHamayapa
C03TS CBOW WABNOHY 1 UCNONE3083TE WX,

[nagHas / O6nauHsle BeluMCIeHUs / Bpanamaysp

Cnucok wa6noHoB 6paHaMayspa

LWa6noH Konwuuecteo npaenn fata usmeHeHWA MpumeyaHue

PaspewnTb NcxoaaLme 1 22.02.2022 14:05 PazpelluTb BCe MCXOAALLME CORANHEHNA MNogpobHee
Paspewuts WEB 3 25.08.2020 19:27 Pazpewuts WEB noprtel, A0CTyNHbIe 13 MHTepHeTa MNogpobHee
Paspewnts SS5H 1 24.08.2021 17:43 PazpewnTs S5H ana ynpasneHus xocrom NogpobHee
Paspewuts ICMP 2 25.08.2020 19:27 PaszpewuTs ICMP MNogpobHee
Paspewnts DNS 1 25.08.2020 19:27 Paspewmnte DNS nopThl, 40CTyNHLIe M3 HTepHeTa MNogpobHee
Paspewunts RDP 1 25.08.2020 19:27 Pazpewuts RDP ans ynpasneHns xocTom MNogpobHee
Paspewnts BXoaaLme 1 22.02.2022 14:.05 PaspelwunTs BCe BXOAALLME CORANHEHUNSA MNogpobHee

Beero: 7

PucyHoK 175

B oTkpbiBlwelica popme UsmeHeHue wabnoHa bpaHamayspa HeobxoaMmo BBECTU MMA HOBOTO WaboHa
N, MPU XenaHuu, NpUMedaHue 4N1a Hero, Noc/e Yero HaxkaTb KHonKy Oanee (PucyHok 176).

Co3paHve WabnoHa bpaHamay3pa

Tnagman / BiuMcneHus / Bp: y2p / Cospanme

Co3panme HOBOFO WaBoHa

vima

MpuMeyatie

OTMEHNTE fanee »

PucyHok 176

OtkpoeTca ¢dopma UsmeHeHue wabnona 6paHamayspa (PucyHok 177), B KOTOPOM MpPOM3BOAUTCA
HacTpoMKa wabnoHa. Mo yMmo/l4aHUIO NpaBu/ia He HAaCTPOEHbI.
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M3meHeHue wabnoHa bparamayspa

TnagHan / OBRauHbIe BEIMMCeHMs | BpanAMaysp / W

Npasuna

loka HeT HXM 0AHOro npaswna

PucyHok 177

[na Toro, 4To6bl HACTPOUTL NPaBMA WabOHA, HEOBXOAMMO HaxKaTb Ha KHONKy [l06aBUTb NPaBUIO 1 B
OTKPbIBLLUEMCA OKHE BBECTM NapameTpbl npasuna (PucyHok 178):

*  KmAa — npomnsBoNbHOE HAMMEHOBAaHMeE NPaBUa.
= [IpoTOKOA:
o Jlobon.
o TCP.
o UDP.
o ICMP.
= HanpasneHue:
o Bxogawwuii.
o Wcxopawmii.
= Agpec UCTOYHMKa/Ha3Ha4veHus — BBoa IP-aapeca nau CIDR.

u nOprI Ha3Ha4YeHnA — BBO4 AMANA30HaA MNOPTOB HA3HA4YeHWA, €CaAN NOPTbl HE MPONUCAHbI, TO
YUYUTbIBAOTCA BCE NOPThbI Bb|6paHHOFO NPOTOKOA.
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Jo6aBneHne npaBuna .

KMma
MpoTokon TCP w
HanpaeneHwe BroAALMA ~

Aflpec NCTOUHWKS

|_|D|JTI:|I HaZHaYeHWA

OTMEHWTE

PucyHok 178

4.7.2 lMpocmomp napamempos wabsoHa bpaHOmayspa

[na Toro, uytobbl y3HaTb NoapobHee 0 Kaxaom wWwabnoHe, B pa3gene meHo O6nayHbie BblUUCAEHUA —>

BLOA KVM - BbpaHpgmaysp Heobxoammo Haxatb MoapobHee HanpoTmB BblbpaHHOro wabsoHa
(PucyHok 179).
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bpanamaysp

3gecs NpeACTaBEHE! CHCTEMHbIE Wwab, ans 6p

€0343Tk CBOW WABNOHLI N MCMNONL30BATE UX.

InaeHas / OBnayHble BoluncieHus / BpaHgmayap

Crivcok WabnoHoB 6paHaMay3pa

LWa6noH Konwnyecrso npaBun

Paspewntb ncxoasiume 1

Paspewnts WEB 3

Paspewnts SSH 1

Paspewunts ICMP 2

Paspewnts DNS 1

Paspewunts RDP 1

Paspewnth BXOAALME 1

pa. KOTOpbIE H;

ciHa CepBepos K ceTu. Bul TAIOKE MOXETE

JaTta nsmeHeHwms

22.02.2022 14:.05

25.08.2020 19:27

24.08.2021 17:43

25.08.2020 19:27

25.08.2020 19:27

25.08.2020 19:27

22.02.2022 14:.05

Mpymeyanme

PEEDEUJMTb BCe ncxoaawne coeJMHEHWUA

PazpewunTe WEB nopTel, 40CTyMHEIE U3 MHTepHeTa

Pazpewnte SSH ans ynpaeneHmnsa xocroM

Pazpewunts ICMP

Pazpewnts DNS nopTsl, AOCTYNHbIe 13 MHTEpHeTa

PaspewunTe RDP Ans ynpaBneHWUs xocToM

Pazpemmb BCe BXogAlMe coejUuHeHWA

PucyHok 179

OTKpoeTcs dopma U3ameHeHue wabnoHa bpaHgmayspa (PucyHok 180).

M3meHeHVe WabnoHa 6panaMayspa

rnagHas / EBEIUUCIEHWA / BP: p/

Npaeuna OCHOBHBIE HACTPOIAKN

34eCb MOXKHO NPOCMOTPETD:

» [Ipasuna (PucyHok 181):

[oKa HeT HK OAHOro npaeswuna

PucyHok 180

o HanpasneHue coegnHeHus.

o [poToKon coegnHeHuUA.

o Apapec HasHayeHus.

o TMopTbl NOAKNOYEHMS.

<+ Co3patk wabnoH 6paHavayapa

MoapobHee

MoapobHee

MoapobHee

MoapobHee

MoapobHee

MoapobHee

MoapobHee

Beero: 7

OTMeHuTS B Coxpanum,
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3MeHeHue WwabnoHa bpaHaMayspa

FnagHas / OBAauHbie Buiuncnenns / BpaHaMaysp /

Npasuna
Vms Hanpaenexne NpoTokon Anpec NopTe!
Allow all egress Wexopawwia Twoboi NwoGoin Het

BepHyTsca

PucyHok 181

»  OcHO8Hble HACMPOUKU — HaMMeHOoBaHMe WabsioHa M NpUMeYaHuA K Hemy (PucyHok 182).

M3meHeHWe WwabnoHa 6paHaMayspa

TnaeHan / OBMatHsie BEIUNCAEHNA / BPEHAMAYZD /

OcHoBHbIe HACTpOTKM

Mo-ymon4aHuwo

NpuMeuaHIe Pa3pelmTs BCe MCXOAALLME CORAMHEHWS

PucyHok 182
4.7.3 NsmeHeHUe co30aHHbIX WabsoHo8

Co3faHHble nosnb3oBaTenem WabAOHbI MOXKHO peAakTMpoBaTb. [ia 3TOro, HanpoTMB CO34aHHOrO
wabnoHa, HeoHX0AMMO HaKaTb KHOMKY U3MeEeHUTb U B OTKPbIBLIEMCA OKHE WM3MEHUTb OCHOBHbIE
HaCTPOMKM n npasuna (PucyHok 183). OnucaHne napaMeTpoB OCHOBHbIX HACTPOEK U NpPaBua OMNKUCAHO B
pasgene Mpocmomp napamempos wabsoHa 6paHomayapa.

bpaHan

pece a0 Bu 4+ Cozpare wabnou 6panamayspa

rnagHar / Q6nauHele BeUNCNEHNA / BpaHAmMaysp

Cnucok WwabnoHos 6panamayapa

WaGnon Kenuuecrso npasun Aata nameneHus Npumeuanve
LWabnon o 28.04.2022 09:27
PaspelunTs noxoawme 1 22.02,2022 14:05 Pa3pelTL BCe UCKOARLIME COBAUHEHIA MoapobHee
Pazpewwmrs WEB 3 25.08.2020 19:27 PazpewwnTs WEB NopTsl, A0CTYNHble 13 WHTepHeTa MNogpobHee

PucyHok 183
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4.8. Cetu

4.8.1 N"ameHeHUE cemu

MapameTpbl aBTOMATUYECKM CO34aHHON CETU MOMKHO M3MEHUTb. Ona 3TOoro HeobxoAMMO MepenTU B
pasgen meHwo O6nauHble BbluncneHua = BLUOLA KVM = Cetu, n HaNnpoTUB cO34aHHON CeTU BbibpaTb
aencrene U3meHUTb, AN HaXKaTb Ha HaMMeHoBaHue ceTu (PucyHok 184).

CeTr
+ Cozgate ces
TN2EHAR / OOMAUHLIE BEIUMCIEHMA / CeTH

Cetin

nma CIDR Wz AnanazoH DHCP

] CeTs | Cepauctan

PucyHok 184

B oTKpbiBlemMca OKHe WM3meHeHue cetn (PucyHoK 185) MOMKHO CKOPPEKTMPOBaTb WMMSA CeTH,
BKNOYUTL/BbIKAOYMTL DHCP, nob6asutb/yganute DNS-cepsepbl n Ao6aBUTb MaplupyTbl. Qs co3aaHua
MapLlpyTa Heobxoammo BeecTu CIDR HasHauyeHuna u cnegyowmii NpbixKok IP.

MN3meHeHMe ceTu

Fnaeran / OOnauHsie Belumcnenna / Cetn / MameHeHne ceTn

OCHOBHBIE HaCTPOMKM CTouMocTh

cerd He yynTeiBaeTCA

CIDR XXX XXX e

DHCP v | Brnounte

Loz noACeTH XUXAX

[nanazon agpecos XXX XXHX

peeph! 8888 X 8844 X X

MapLpyTs + ZobasuTe MapLupyT

PucyHok 185

Y. [1na Toro, 4tobbl COXPaHUTb BCE U3MEHEHUA, HEOBX0AMMO HaXKaTb KHOMNKY M3MeHUTb, 411 OTMEeHbl —
OTMEeHUTb.

0 lMpouecc n3meHeHUA HaACTPOeK aBTOMaTUYeCKMU CO3,£|,EIHHOIZ cetm npumeHnMm U K OONOJSIHUTENIbHO
CO34aHHbIM CETAM.

4.8.2 Co30aHue oonosHuUmesnbHbix cemel

Mpu He0b6Xxo0ANMOCTM MOXKHO [,06aBUTb JONONHUTENBHbIE CETU. 1A 3TOr0, NpU Nepexoae B pa3aen MeHo
O6nayHble BbluncneHus = BLOA KVM = CeTu, Hy»XKHO Ha*KaTb Ha KHoMKy Co3aaTb ceTb (PucyHokK 186).
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Cetn
<+ Cozpats cetn
nasHas / Ob6nauHble BeluKcneHus / Cetn

Cetn

Nmsa CIDR Wm0z AwvanazoH DHCP

® Cers | Cepaucsan XXXX XXX XXX XX KKK - XHH XK Aa ViamenuTs

PucyHok 186

OTkpoeTca popma CozpaHue cetn (PucyHok 187). [inAa co3paHuAa ceTM HeobxoaMmo 3ano/IHUTL MONA
BKNAAKM OcHoeHble Hacmpoliku (PucyHok 187 — 1). B npaBoit 4acTM OKHA pPasMELLEH KaNbKynaTop
noAcyeTa CTOMMOCTM PEecypcoB B AeHb, B KOTOPOM OTOGparkaeTcA aKTyaslbHaA LeHa 3a ycayry B
COOTBETCTBMM C BbIOpaHHbIMK NapameTpamu (PucyHok 187 — 2).

CozpaHKe cetn

FnasHan / O6nauHbie BeluncneHns / Cetn / CoapaHue ceTn

OCHOBHbIE HaCTPOIKM 1 CTonmocTe 2

CIDR

WToro: 3.002

DHCP + | Brawunte 3 B AeHb
LNz noaceT
NnanasoH agpecos
DNS cepeepe!
MapwpyTs! + Alobasum mapuwipyr
OTMEHUTE B Cozpame

PucyHok 187
B popme «OCHOBHblE HACTPOMKM» HEOBXOANMMO BHECTU CheayroLyo nHdopmaumio:

= Uma-— NPOn3BOJIbHOE HAMMEHOBAHNE CETU.

©
= CIDR — BBog agpecauuun. lNpu HaBegeHMM HA 3HAYOK (PucyHok 187 — 3), otobparkatoTcs
[OCTyMHbIE Anana3oHbl ceTen).

= DHCP - BkAtoYeHME/OTKAOYEHME BO3MOXHOCTU NoaKatodeHma no DHCP.

= |lIno3 noaceTu — Ha3HavaeTca aBTomaTuyecku nocne ssoaa CIDR.

= [Inana3oH agpecos — Ha3HayaeTca aBTomatmyeckn nocne ssoga CIDR.

= DNS-cepBepbl — HasHavyeHuWe agpecaummn DNS-cepBepoB npu HeO0bXoANMMOCTH.

=  MapuwpyTbl — gob6aBneHme mappytos (CIDR HasHavyeHUs 1 cheayrouwmin NPbIKoK IP).

Mocne BHECEHMA N COXPAHEHUA BCEX AaHHbIX co3aaeTca ceTb (PucyHok 188).
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Cetun
+ Cozpats cetb
TnasHan / ObnauHele BelvucneHnA / Cetm

Cetn MoAknioueHIA
Vima CIDR Wnios Ananazon DHCP
[ ] Cets 2 YK K XXX XKKXKK XK KXKK - KKK KKK fa VizmeniTs
° Ceto | Cepamcian XKKXKXIXK KK KXKK HEHHKK - KKK na ViamennTs

PucyHok 188

4.8.3 YoaneHue cemu

Ons ynaneHua cetn Heobxoanumo nepentv Ha popmy ObnauHbie BbluucneHua —» BLUOJ KVM - Cetn =
M3meHeHMe ceTn 1 HaxaTb KHOMKY YAaanutb (PucyHok 189).

3MeHeHKe CeT

MnaeHas / 0BnauHele Beluncnenus / Cetw / W3meHeHwWe ceTm

OCHOBHbIE HACTPOKK

MmA Ce‘rhl
CIDR XXX XX/ XK 2]
DHCP + | BraounTe
LWLz noacetr MOLXX.X
JnanazoH agpecos XXX XXX X0
agpec Koneur it agpec
DNS cepeephl XXX X XXX | % X

MapupyThi + AobaenTe MaplupyT

PucyHok 189

~inAaﬂ6HMecepBMCHOﬁceTMHeBomWOHHO.
4.9. PoyTtepsbl

4.9.1 N'3smeHeHUe HacCMpoeK poymepa

MapameTpbl aBTOMATUYECKM CO34aHHOMO POyTEPA MOXKHO M3MEHUTb. s 3TOro Heob6xo4MMO NepenTu B
pasgen meHwo Ob6nauHble BbiuucneHusa -» BLUOA KVM -> Poytepbl M HanpoTMB CO34aHHOro poyTtepa
BbIOpaTh AelicTBUe U3SMEHUTb, UM HaxKaTb Ha HaMMeHOBaHWe poyTepa (PucyHok 190).
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+ Cosaate poytep

PoyTepbl

fyBnummi IP-agpec

Fnaeuas / OBRauHbie Buiuncenns / PoyTephl

PoyTepb!

Vima Cetn Ny6nnsHsiii 1P NMuT coeamnHenni

° Cers (O0XXCK) XXKIOK 6553

PucyHok 190

Mamennts

OTkpoeTca dopma MameHeHune poytepa (PucyHok 191). Bce napameTpbl, JOCTYMNHblEe A8 U3MEHEHUS,

npueeaeHbl HNXKe.

VI3MeHeHWe poyTepa

[naeHas [ OBNadHble BbMWCNEHWA [ PoyTepbl / M3MeHeHWe poyTepa

OCHOBHbIE HACTPOIAKK MapLupyTbl
imA Poy‘rep
My6ANYHBIG 1P XULXXKX BrbibpaTb
MogkntoyeHns
o CeTb XXXX M3MEHWTE

+ [l06aBuTL NoAKIO4EHWE

OTMEHITS B WzmeHuTL

PucyHok 191

4.9.1.1 OcCHOBHbIe HaCTPOMKM
Ha BKknagke OcHoBHble HOCMPOUKU AOCTYNHO U3MEHEHWNE NMapaMeTPOB:
" Uma poyTepa — U3MeHUTb HAaMMEHOBaHWe poyTepa.

* [ly6auyuHbit [P — oOTKAOUUTL Nyb6amyHbiA  IP-agpec oOT poytepa wau
HOBbI/cnyYanHblii/cBoBOAHBIN aapec U3 nyna nybanyHbIX agpecos (PucyHok 192).

NoNy4nTb
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Bbibepute ny6bnmuHbin IP

OTKNHDuYeH PoyTep He Gyget umeTe nyGnnuHoro IP-agpeca
HoBwIiA MonyuuTe HoBwllA IP-agpec M3 nyna nyGnUUHLL 3apecos
L C,"IyLrIaIFIH blid McnonezoEaTe BulgeneHHuiA Ana BLIO/s ceobogrmi IP-agpec, a B cayuae oTCyTCTEWA

TAKOro, NoAYUYMTE HOEEIR U3 Nyna NyGnMUHEDX 3pecoe

OO 000 KX CeofogHui IP-agpec B 3Tom BELOS

OTMEHWTE MpumeHUTE

PucyHoK 192

MoaKkntoueHua:

o W3meHeHue IP-agpeca ceTv UnM aBToMaTMYeCcKoe Ha3HayeHue agpeca (PucyHok 193).

N3meHeHMe noagxknr4yeHmMA

CeTb CeTb
IP-aapec ABTOMaTUYECKM
M

OTMEHUTE B NpunsTs

PucyHok 193

o JobaBneHune AONONHUTENbHOM CETU U3 paHee co3aaHHbIX (PucyHok 194).
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[lo6aBneHme NoAKNOUEHUS

CeTs CeTb BribpaTs

IP-agpec W | ABTOMaTHUUYECKH

OTMEHWTE B NpussTs

PucyHok 194

& [inAa TOro, 4tobbl COXPaHUTb BCE M3MEHEHUA poyTepa, HEObXOAMMO HaxKaTb KHOMKY M3MeHUTb, Ans
OTMeHbl — OTMEHUTD.

4.9.1.2 MapuwpyTbl

Ha Bknagake Mapuwipymbsl MOXXHO A06aBUTb MapLLPYT, U YyNpaBAsaTb yKe co3aaHHbIMKU (PUCYHOK 195).

/13MeHeH e poyTepa

rnagHas / OGnauHble BRIUWCAEHWA / PoyTepel [ M3MeHeHWe poyTepa

OCHOBHbIE HACTPOMRKMA MapLpyTel

CIDR Wnro=

W vzanrs |

OTMEHWTE B VamennTs

PucyHok 195

[Ona Toro, 4to6bl A,06aBUTL MAPLLPYT, HYKHO HaxKaTb KHOMKY [,06aBuTb mapwpyt (PUcyHOK 196) n B
OTKPbIBLUEMCA OKHEe 3anoIHUTb nona « CIDR HasHavyeHua» v «LLUaw3» (PucyHok 197).
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/13MeHeH e poyTepa

rnagHas / OBGnauHble BelUWCIEHWA / PoyTepel / W3MeHeHWe poyTepa

OCHOBHLIE HACTPOWKK MapLwpyTkl

CIDR Wnwoz

+ NobaeuTs mapwpyT

W Ypanutb

PucyHok 196

[lobaBneHne mapLupyTa

CIDR HazHaudeHwWA

o=

PucyHok 197

OTMEHWTE B HMzmMeHnTL

OTMEHWTL B Coxpauums

B pe3synbTaTe co3aaHHbIA MapLpyT oTobpasutca Ha popme nameHeHus poyTtepa (PucyHok 198).
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/13MeHeHVe poyTepa

FnaeHaa /[ OBnayHele BelvMoneHKWA / PoyTepel / M3mMmeHeHWe poyTepa

OCHOBHbIE HACTPOAKK MapLwpyTel
CIDR Wnwos
YOO XK XX XK XX AefcTemA =

+ obasnT MappyT

W Yzanus OTMEHNTL B Vzmennms

PucyHok 198

B panbHelwem CO34aHHBIMM MApLIPYyTaMW MOMKHO yNpaBaaTb. [NA 3TOrO HY)KHO HaXaTb KHOMKY
DeiictBua (PucyHok 199) v Bbibpatb U3meHntb nnn Yaanutb mappyt (PucyHok 200).
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/13MeHeHVe poyTepa

FnaeHaa /[ OBnayHele BelvMoneHKWA / PoyTepel / M3mMmeHeHWe poyTepa

OCHOBHbIE HACTPOAKK MapLwpyTel
CIDR Wnwos
LXK XS KX LA

+ obasnT MappyT

W Yaanuto OTMEHWTL

PucyHok 199

/3meHeHVe poyTepa

rnaeHan / OOnayHele BelUKoaeHWA / PoyTepel / WMameHeHwWe poyTepa

AeAcTenA =

OCHOEHLIE HACTPOAKK MapwpyTsl
CIDR Wz MzmeHuTe
YoanuTe
KKK L

+ No6aenTe MapLpyT

W Yoanute OTMEHNTE

PucyHok 200




4.9.2 Co30aHue 0onosHUMenbHo20 poymepa

Mpn HeobXo0AMMOCTU BO3MOMKHO CO343aBaTb AOMONHUTENbHbIE POyTepbl. O 3TOr0 HYXHO nepenTn B

pasgen meHio ObnauHble BbluucneHus - BLOA KVM - Poytepbl M HaxaTb KHomnKy Co3aatb poyTtep
(PucyHok 201).

PoyTepsbl
PoyTepsi NO3EOAAKT CEPEEPAM NOMYUSTE AOCTYN K CETH MHTEPHET. /LNA 3TOMD DOYTEP AONKEH MMETE MOACOBAMHEH

+ Co3pats poyrep
sl S 1P-agpee

N3EH3R / OBNaUHEIE BEIYNCIEHIA / PoyTepsl

PoyTepbl

Wm=a

Cetn NyGnnuseii IP NinMuT coeamHeRni

[ ] PoyTep | CepencHbiil CeTh [XX.X.X.X)

65536 WaMeHNT

PucyHok 201

OTkpoeTcsa popma CozpaHue poytepa (PucyHok 202). Ana co3gaHus poytepa HEOBXOAMMO 3anoNHUTb
nonsA BKNaaku OcHoeHble Hacmpoliku (PucyHok 202 — 1). B npaBoM YaCTW OKHa pa3MeLleH KalbKynsaTop

noAcyeTa CTOMMOCTM PEcypcoB B A€eHb, B KOTOPOM OTOOparkaeTcA aKTya/lbHaA LeHa 3a ycayry B
COOTBETCTBMM C BbIOPAHHbIMK NapameTpamu (PucyHok 202 - 2).

Co3aHve poyTepa

[nasHaa / O6nayHble BouMcneHua / PoyTepel / CospaHme poyTepa

OCHOBHblE HACTPOIKKM 1

CTomMmocTb
Wms

My6AndHBIA IP Chy4aiiHbIiA Buibpath B AeHb

BupTtyaneHeiid poytep (KVM) 0.00P

MoaknoueHnsa MpepocTasneHne 0.00P

(@] CeTb ABTOMaTU4eCKKU V3ameHnTE ny6anyHoro IP-agpeca IPv4

Wtoro: 0.00 #

B AEHb
+ AobaeuTk nogrnoueHue

OTMEHUTE [llanee »

PucyHok 202
B dopme OcHOBHbIE HAaCTPOIKKM HEOOXOAMMO 3aNONHUTL NONA:
*  MmA — HaMmeHoOBaHMe poyTepa.
=  [ly6aunyHbiii IP — BbIGOP NapameTpoB nybamnyHoro IP-agpeca:

o OTKnoyeH — poyTep He byaeT umetb nybanyHoro IP-agpeca.

o HoBblt — nonyyeHne HoBoro IP-agpeca 13 nyna ny6anYHbIX agpecos.
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o Cny4aliHbIn — ncnonb3oBaHue BblaeneHHoro ana BLUO/ csoboaHoro IP-agpeca, B cnyyae
OTCYTCTBMA TAKOro — NOJIy4eHMe HOBOro 13 nyna nyb/nYHbIX afpecos.

=  [loakntoyeHua — Bbl60p cetTn ona noaxKnr4YeHunA (I'IO YMO/14aHUIO Bbl6paHa cepBucCHana CeTb).

. 106aBMTb MOXKHO TO/IbKO Y»Ke co3aaHHble ceTu. Mpouecc 4obaBneHMA 4ONONHUTENbHbIX CETEeN onuncaH
B pasaene Co30aHue donosnHUMenbHbuix cemell.

Mocne 3anoNHeHUA BCeX NoJiet OCHOBHbIX HAacTPOEK M UX coxpaHeHus, dopma «CosgaHue poyTepar
3aKpoeTca M byaeT OTparkeH npouecc co3gaHua poytepa (PucyHok 203). B panbHelwem HacTPOWKM
poyTepa MOMKHO M3MeHWUTb. Mpouecc M3MEHEHUA HACTPOEK poyTepa ONucaH B pasgene MsmeHeHue
Hacmpoek poymepa.

+ Cozaats poyTep

K caTi MiHTepHET. [UnA 3T9M0 DYTER AGIKEH HMETE NOACORAMHEHHEI NySa M KL P-aapsc.

Tnaeman / OBnauHble BaiuMcneris / PoyTepsl

PoyTtepbl

Vimsa Cern Ny6nuuseii 1P NumMnT coepumennii

Bropoii poyTep Cetb (XX.X.X.X) XXXKXXXXX 63336

e PoyTep |Cepamcrsiii Ces [XXXXX) XXKKIOLNK 65536

PucyHok 203

4.9.3 NoOkno4yeHUe poymepa K Hogol cemu

Mpu HeEOHXOAMMOCTN MOXKHO U3MEHUTb NOAKNKOYEHME K CETU: A06aBUTL HOBYIO MW NOAKNOUYNTL POyTEpP
K HOBOM CEeTU, BMECTO CEPBUCHON.

Mocne co3paHma Hoeok cetm Bo BLOJ, (npouecc co3pgaHua ceTum onucaH B pasgene Co3daHue
donosHuUMenbHbIX cemeli») MOXHO MOAKAOUYUTL K Hel poyTep. [na 3Toro HeobxoauMMO NepenTy B
OCHOBHbIE HACTpPOWKK poyTepa (O6nauHbie Bbluucnenua - BLOL KVM = Poyrepbl = M3meHeHue
poyTepa) 1 HaxaTb KHOMKy [lo6aBuUTb nogKkntoueHue (PucyHok 204).
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Vi3ameHeHwre poyTepa

TnaeHan / OGnauHkIe EelMMCIeHWA [ PoyTepel / WMameHeHwe poyTepa

OCHOBHLIE HACTPOMKK

Hms PoyTep
MyBArUHLIA 1P 2000000 Buibpate
MoakntoueHWA

L Cets HOLXXX

MzmeHuTs

m OTMEHNTE B Hzmennts

PucyHok 204

B OTKpbIBLLUEMCS OKHe BbIOpPaTh CO34aHHYIO CETb U MPUMEHUTb U3MeHeHUA (PucyHoK 205).

x
Bel6op ceTn
WNma CIDR DHCP
[] Cete 2 O KO0 XX Bkn
Cetb 0000 XX Bkn

OTMEHWTL MpumeHWTH

PucyHok 205

B pesynbTaTte poytep 6yAeT MNOAKAOHYEH K ABYM CeTAM (CEpBMCHOM M CO34aHHOW NOJ/b30BaTe/iem)
(PucyHok 206).
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M3MeHeHWe poyTepa

FnagHan / OBnauHbIe BEIMWCIEHUA / PoyTepsl / W3MeHeHWe poyTepa

OCHOBHBIE HACTPOAKM

ima PoyTep
MySmmuHsii 1P XXIOLXN XK Bubpats
MoaknroueHns
] CeTe LXK KX Jeifctenn =
® Cetb2 XXHXX NeiicTeuA =

+ Jo6aenTe nogknoueHne

m OTMEHUTE B Wzmennts

PucyHok 206

@ o HY’KHO OCTaBMTb TO/IbKO HOBYIO CETb A1 POyTEPaA, BO3SMOXHO OTKAHOUYUTL CEPBUCHYIO CeTb. ANs
3TOro Heo6xoAMMO HaxKaTb [lecTBUA 1 BbiIbpaTb OTKNOUUTD.

L. OTK/IIOYUTb CEPBUCHYIO CETb BO3MOXHO TO/IbKO MPU YCIOBUU, ECAN K STOMY POYTEPY HE MOAK/IOYEHbI

cepBepbl. ECiM K poyTepy nogKnoUeHbl cepBepbl, TO HEOHXOAMMO CHayana NOAKNUYUTL UX K Apyromy
poyTepy/cetn. Mpouecc NoaxKNoYeHNA cepBepa K CO34aHHOW ceTn onucaH B pasgene lModkarwveHue
cepeepa K dpyaoii cemu.

4.9.4 YoaneHue poymepa

Ona ypaneHua poyTtepa Heobxogmmo nepeltn Ha popmy ObnayHble BbiuucneHma -» BLOA KVM -
PoyTtepbl = U3meHeHue poyTepa U HaxKaTb KHOMKY Yaanutb (PucyHok 207).
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Vi3ameHeHwre poyTepa

TnaeHan / OGnauHkIe EelMMCIeHWA [ PoyTepel / WMameHeHwe poyTepa

OCHOBHLIE HACTPOMKK

Hms PoyTep
MyBArUHLIA 1P 2000000 Buibpate
MoakntoueHWA

L Cets MXHHX MaMeHuTE
+ JlobaBuTE NogxaOuYeHne
m OTMEHNTE

PucyHok 207

& YpaneHune poyTepa BO3MOKHO TO/IbKO nNpu ycnosuu, eC/in K Hemy He NoOAKNIHYEH HU O4UH CepPBeEP.
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5. Ynpasnenue BLUO/ Ha 6a3e rmnepsunsopa VMware

5.1. Co3paHue cepBepa

Mocne co3pganus BUO/L, Heobxoammo go6aBuTb xoTa 6bl 0aNH cepBep. A ero co3gaHuA HyXKHO NepemnTu
B pa3gen meHto Ob6nayHbie Boiuncnedunsa - BLIOJ VMware - Cepsepbl, U B OTKPbIBLLEMCA OKHe BblbpaTb
aencrene Cos3patb cepsep (PucyHok 208).

@ e AOCTyNeH 3aKa3 akUMOHHOIo cepBepa, akuma byaeTt otobparkeHa Ha popme Cepsepbl (PUCYHOK

209).

Cepsepel
TnagHas / OBMauMbIe BEIUACNEHIA / CepBephl
CepBepbl
T ounetps:
Y BaC MOKa HeT HK 0JHOr0 cepBepa
UToGk1 C03AaTE CBOM NepELIA CBPEEP, HAXMUTE HA KHOMKY HAXe
PucyHok 208
Cepeepsl

N3EHaR / OBNauHEIe BelYNCNEHIA / CepBepsl

Cepsepel
Y onnepe
Y Bac MNoka HeT HK OJIHOTO CepBepa

UiTOBb! CO3AaTE CBOM NEPBHIii CEPBEP, HAKMITE Ha KHOMKY HIDKe

20 py6neid B
JeHb

4Tb RAM
2 aapa vCPU
15Tk SSD

3akasatb

PucyHok 209

OTkpoeTcsa popma CospaHme cepeepa (PucyHok 210). na co3paHna cepsepa HEOBXOAMMO 3an0NHUTD
NonA BCeX BKNAAOK (PucyHok 210 —1). B npaBoW YacTM OKHa pa3meLLeH Ka/lbKyATOp NoAcyeTa CTOMMOCTH
pecypcoB B AieHb, B KOTOPOM OTOOparkaeTcA akTyasibHaA LLeHa 3a cepBep B COOTBETCTBMM C BbIOPAHHbIMM
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napameTtpamu (PucyHok 210 — 2).

Co3gaHue cepsepa

Tnaexan / OBnaurie EsluMcneniA / Cepsepsl / CosAaHMe CepBepa

OchosHste Hacrpoiiki 1 2

CToumMocTb

Wabnow BeifpaTs B Aeke

MpeAoCTaBNeHMe BUPTYanLHOTo NpoLeccopa  0.00 P
(KvM)

MpeAocTaBNEHIE BNPTYNEHOR NAMATH 0.007
MpumeuaHie P
VM)
P MPeAoCTaBNEHME AUCKOBOTO NPOCTPaHCTES 0.00P
yposHs 55D (KVM)
Tern
MpeAocTaBnenme nybavuHoro IP-agpecalPud  0.00 @
Wroro: 0.00 R
CY.C

PucyHok 210

5.1.1 OcHosHble HacmpoUKu

. Bce nons, 3a UCKAoueHnem «Mmsa cepsepa», «[lpumedyaHue» n «Te2u», AOCTYMHbI TOAbKO MpU

co3gaHumn cepsepa. Mpu panbHellem M3MEHeHWM cepBepa BHECTM KOPPEKTUPOBKM B HUX bypeT
HEBO3MOXKHO.

"  /mn cepBepa — NPOM3BO/IbHOE HAaMMEHOBaHWeE cepBepa.

» [WabnoH — BbibOp WabsoHa onepaunoHHOM cucTembl ana cepeepa (PucyHok 211), wnu Bbib6op
cepBepa ¢ npeaycrtaHosneHHbim MO (PucyHok 212).
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BbibepuTe wabnoH *

>

\L b

QD m o

Bece

CentOs

Rocky

Ubuntu

Debian

Windows

NporpammHoe

obecneveHwe

“
-- Windows Server 2012 R2 Standard
.. MuHWMansHbsIe TpeGoBaHnuA
1 appo vCPU, 2 I'6 RAM, 40 6 HDD
-- Windows Server 2016 Standard
.- MuHumaneHee TpeboBaHna:
1 appo vCPU, 2 I'6 RAM, 40 6 HDD
-- Windows Server 2019 Standard
.. MUHUManbHbIE TpeGoBaHWA:
1 Agpo vCPU, 2 I'6 RAM, 40 N6 HDD
CentOS 7
a9
\‘ MuHWUMaNsHBIE TpEﬁGEI.EIHI.'Iﬂ:
1 aapo vCPU, 1 TG RAM, 10 TE HDD
CentOS 8
a9
\‘ MuHUMaANEHBIE TpEﬁGEﬂHMﬂ:
1 appo vCPU, 1 I'6 RAM, 10 N6 HDD
CentOS Stream 8
avl
\ MuHMMmanesHee TpEﬁGEﬂHMﬂ:
1 appo vCPU, 1 I'G RAM, 10 N6 HDD
CentOS Stream 9
avl
iy MuHWMankHble TpeGoBaHuA:
1 aapo vCPU, 1 b RAM, 10 e HDD
-
PucyHok 211
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BbibepuTe lWwabnoH

Zabbix Server LTS 5 (Centos 7)
MWHUMansHsIE TpeboBaHWA:

2 aapa vCPU, 2 76 RAM, 20 T6 HDD

Fll
(|3

Gitlab 14.0 (Centos 7)

v MWHUMansHBIE TpeboBaHWA:
2 Aagpa vCPU, 8 I'e RAM, 50 I'b HDD

Docker 20.10 (Ubuntu 20.04)
‘ > MWHMMaNsHEIE TRE00E3HWA:

2 agpa vCPU, 2 b RAM, 20 T'6 HDD

@D A

G MNporpammMHoe
obecneyeHme
LAMP+PHPadmin (CentOS 7)

LHIHP@

MWHUManLHbIE _pEﬁoEEHL‘IH:
1 aapo vCPU, 1 TG RAM, 10 TE HDD

Wordpress (Debian 11)

MUWHUMaNsHLIE TpeBoBaHWA:

1aapo vCPU, 1 T RAM, 10 T HDD

OpencCart 2.3 (Centos 7)
9 MWHUManNsHBIE TpeboBaHWA:
2 agpa vCPU, 2 ' RAM, 20 T'e HDD

Minecraft Server 1.17 (Centos 7)
' MWHUMansHBIE TpeboBaHWA:

2 agpa vCPU, 2 76 RAM, 20 TE HDD

PucyHoK 212
@ Bce wabnoHbLI OC 1 npuknagHoro MO pa3melleHbl B pasgene meHto Katanor obpasos.
= [lpMmeyaHue — BOSMOXKHOCTb A06aBNeHNA NPUMEYaHNs ANA Co34aBaeMoro cepeepa.
= Terun — BO3MOXHOCTb BbibOpa TEroB A/15 CO34aBaeMOoro cepsepa.
Mocne BbibOpa ONepaLMOHHON CUCTEMbI A06aBAAKOTCA A0NONHUTENbHbIE Nons (PucyHok 213):
= [/ImAa xoCTa — BBOJ, CETEBOr0 UMEHM CepBepa.
= JIOrMH Noab30BaTeNA — BBOZ JIOTMHA NO/b30BATENA A5 NMOAKNOYEHMA K CO34aBaeEMOMY CepBeEpY.

* [laponb nosb3oBaTena — BBOA NapofiA MONb30BaTeNsA ANA MOAK/AOYEHUA K CO34aBaeMOMy
cepsepy.
124



TpebosaHUA K Naponto:

o Mcnone3yliime KAK MUHUMYM 8 CUMBO/108.

O Mcnone3dylime Kak MUHUMYM 1 cuMB0s 8 8epXHEM peaucmpe.

o MWUcnone3sylime KaK MUHUMYM 1 CUMBO/ 8 HUXCHEM peaucmpe.

o He ucnonb3ylime padom pacnosnoxnceHHvle Ha KAasuamype cumeossil.

=  [ly6anuHbIA Koy SSH — BO3MOXKHOCTb CO34aHUA KtoYa, UCNOJIb30BaHUSA yxKe A06aBAeHHOro B
naHeAb KAo4Ya UAM OTKa3 OT NOAKAOYEHMA K CepBEpPY C MOMOLLLIO KAtoYa.

. na nonyyeHUs A0CTyNa K cepBepy HEOHX0AMMO cO34aTb NAPOab U/MNK co34aTb/BbibpaTh Ny6AMYHBIN
K/toY.

a / Cepsepe / Cospamme cepeepa

Ochoskee HacTpOiKA

PucyHok 213

Ha Bknaakax Koudpuzypayusa, [Jucku, [MOOKAYEHUA Y¥Ke HACTPOeHbl MapameTpbl MO YMOAYAHUIO,
MO3TOMY Ha 3TOM 3Tane MOMKHO CO34aTb CcepBep WM MpPU HeobXO4MMOCTU HACTPOUTb CepBep MO3XKe.
MoapobHee 0 TOM, KaK U3MEHATb HACTPOWKM y¥Ke CO34aHHOro cepBepa, ONUCaHo B pasaesne YnpaesneHue
cepsepom.

o Ana cospaHma cepsBepa HYXHO Ha*XaTb KHOMKY Co3patb, ANA OTMeHbl co34aHma — OTMeHUTb, 41A

KOPPEKTUPOBKM HACTPOEK No yMmo4aHuio — flanee.

5.1.2 KoHgpueypayus

Ha Bknagke KoHguzypayua (PucyHok 214) poctyneH Bblbop nnatpopmbl, Ha KoTopon bOyaer
pa3BopayunBaTbCA cepBep, BbIOOP KonMyecTBa fAAep cepBepa, ob6bema onepaTMBHOM NAMATU WU
BO3MOXKHOCTb BKAOUYeHUA onumm «Hot Add».

@ BosmoxHOCTb BbiGOpa NnaTGOpMbl, Ha KOTOPOI ByaeT pa3BopauMBaTbCA CO3JaBaeMblil cepsep,
3aBUCUT OT Bblbopa MHcTannsaunm PYCTIK-ECY.
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@ Mpu BbikAtoueHHOM onumn «Hot Add» JanbHeliwee U3MeHeHMe KOHGUIypaLMKU cepBepa BO3SMOXKHO
TONbKO MOCNe OTKAYEeHUs cepsepa. MNpu BkAoYeHHOM onuun «Hot Add» B OTKAOYEHUM cepBepa HeT
HeobxoaMMOoCTH.

@ ynpasnenue onumeit «Hot Add» BO3MOMHO TOMLKO ANA CEpPBEPOB, CO3AAHHbIX Ha mnnaThopme
BMpTyanunsaumm VMware vSphere.

-

Co3janHne cepeepa

FnagHas [ OBnauHele BeluwcnerwA / Cepeepel / CozpaHwe cepeepa

KoHdurypaumsa
Mnatdopma Intel(R) Xeon(R) 2.1GHz v

vCPU O 1 aapo
RAM O 176

Hot Add Brkniounts

OTMEHWTE Hazag fNznee » B Cozgams

PucyHok 214

[Ona Toro, yutobbl BbIGpaTh NaThOpPMy, Ha KOTOPOW ByAEeT pa3sBopayYMBaTbCA CO34aBaEMbIN CepBep, B Nose

«[171ameopma» Hy>KHO HaxaTb Ha cTpenky . Mo ymonyaHuio yctaHosneHo Intel® Xeon® 2.1GHz.
. B ganbHelwem U3MeHUTb BbiI6op NaaTdopmMbl HEBO3MOXKHO.

ﬂ,]’lﬂ TOro, YTObObl U3MEHUTb KOJIMYECTBO anep un obbem onepau,MOHHof/i NaMATHU, HYXKHO OTPEryInpoBaTb

BbIGpPaHHbIN NapaMeTp NOM3YHKOM, UAKN HaXKaTb KHOMKY < (NosBAfeTcs Npu HaBeAeHWW Ha 3HaYeHUA B
NPaBoiM 4acTM NOA3yHKa). Mpu yBeAMYEeHMM napameTpoB OyAeT M3MEHATbCA CTOMMOCTb cepBepa B
COOTBETCTBMM C YKa3aHHbIMU 3HAYEHUAMM.

i [Ona Toro, utobbl BKAOUMTL onumio «Hot Add», 4OCTaTOYHO NOCTAaBUTL rasioyvky B YeKbOOKce.
5.1.3 AucKku

5.1.3.1 WM3meHeHMe NapameTpPoB AMUCKA NO YMOJTYAHUIO

Ha BKknaake JuUcKu BO3MOXHO M3MEHEHME MAapPaMeTPOB AMCKA MO YMONYaHMUIO, a TakKe aobasneHue
AONONHUTENbHbIX ANCKOB (PucyHoK 215).
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Co3gaHWe cepsepa

rnasHan / OBnaudbie BelMMCEHMA [ Cepeepel / CozAaHWe cepeepa

OCHOBHLIE HACTPOAKK Kongwurypauwa Awnckn MogknyeHns

[ ] OCHOBHON AWK SSD:10TE AzmMeHNTE

OTMEHWTE < Hazaa Nanes »

PucyHok 215

[na Toro, YTobbl UISMEHUTL NAapPAMETPbI ANCKA, HYKHO HaXKaTb KHOMKY M3MeHUTb HanpoTuB BbIBpaHHOTO
AuncKa (PucyHok 216).

CozzaHvie cepeepa

FnasHas / OBnauHele BeluncneHws / Cepeepwl / CosfaHwe cepeepa

OCHOBHBIE HACTPOWKK KoHdurypauma Auckn MoAknwUeHUs

[ ] OCHOBHOR AMCK S5D: 10T

=+ No6aenTE Auck

OTMEHUTE <€ Hazag fanee »

PucyHok 216

B OTKpbIBLIEMCA OKHE JOCTYNHO U3MEHEHWE MMEHW, TUNA M pPa3Mepa AUCKa, fobaBneHune Teros (PUcyHoK
217). B HMKHEM 4YacTU OKHa OTobparkaeTca CTOMMOCTb YCAYrM B COOTBETCTBUWM C BbIOPAHHbIMM
napameTpamu.
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MN3meHeHNe AncCKa

Wma OCHOBHON AWCK
Twn gucka SSD LY
Pasmep e 10 -
-
Teru
MNpepocTaBneHe UCKOBOIO NpoCTpaHcTea yposHA 550 (KVM) 0.008 3a 1076 x geHb
PucyHok 217

' M3ameHeHMe pasmepa AMCKa BO3MOXHO TO/IbKO B 60/1bLLYIO CTOPOHY, T.€. pa3mep U3MEHEHHOTO AUCKa
He MOXeT 6bITb MEeHbLLE, YEM TEKYLLNIA.

L MNocne NPUHATUA M3MeHeHVIl71, M3IMEHEHNE pa3mMepa ANUCKA B MEHbLLUYHO CTOPOHY 6yp,eT HEBO3MOXKHO.

L. ns TOoro, 4tobbl NPUHATL BCE M3MEHEHMA U NPOAOIKUTL CO34aHNE cepBepa, HEOBX0AMMO HaXKaTb
KHOMKy MpUHATbL, ANA OTMeHbl — OTMeHUTb. Mpu OTMeHe He ByayT NpUMeEHEeHbl U3MeHeHUa n byaet
BO3MOXHO NPOAO/IKEHME CO3[aHUA cepBepa.

5.1.3.1 [dob6asneHue gucka

Ona Toro, ytobbl A06aBUTL AUCK, HYXKHO HaxaTb KHOMKy [lo6aBuTb AUCK (PucyHokK 218).
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Co3aaHne cepeepa

FnasHas / OfnadHsie eeiuncnedns / Cepeepel / CozpaHue cepeepa
OCHOBHEIE HACTPOMKK KoHdwurypauws Awckwn MoaknoueHns
[ ] OCHOBHON ANCK 550: 1076 M3MEHHTL

OTMEHWUTL

< Hasaa Hanee »

PucyHok 218

B oTKpbiBLIEMCA OKHE AOCTYNeH BBOA UMEHMU, TUMA U pa3Mmepa AMCKa, AobaBneHne Teros (PucyHok 219).
B HMKHEW YacTn OKHa oTobpaXkaeTca CTOMMOCTb YC/IYTM B COOTBETCTBUM C BbIOpaHHbIMU NapaMeTpamm.

X

[o6aBneHue Ancka
s Aueck 2
Tun gucka SSD v
Pasmep 6 10 :

-
Tern v
MpegocTaBneHne AUCKOBOro NPoCTpaHCTBa yposHA SSD (KVM) 0.00P 2a 10TE x geHb

PucyHok 219
5.1.4 MNooknroyeHusa

Ha Bknaake [To0kaw4YeHUA BO3MOXHO M3MEHEHWE MapamMeTpoB CETU MO YMOMYAHUIO U BbIGOP
ny6nundHoro IP (PucyHok 220).
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CozzaHve cepsepa

FnaeHas / OBnauHble BeluncneHws / Cepeepel / Co3paHwve cepeepa
HblE HaCT| H paLunA Ancku MoAKIOYEHUA
MyBavuHsIA 1P Cny4aiiHblil
o Cers JR—

OTMEHNTE

PucyHok 220

Mpun nsmeHeHnn nyb6aunyHoro IP goctyneH Bbibop (PucyHok 221):

OTKNKOYEH — cepBep He byaeT umeTb NyH6MYHOro agpeca.

HoBbllh — ByaeT BblaeneH HoBbll IP-agpec n3 nyna nyban4YHbIX aapecos.

Bribpate

M3MeHUTs

< Hazaa B Cozpars

CnyyaliHbli — umcnonb3yeTca cBobogHbi IP-agpec, BbiaeneHHbld gna BLUOA, B cnyyae ero

oTcyTCcTBUA, OyaeT BblaesieH HOBbIM IP-agpec 13 nyna nyb/MyYHbIX aapecos.

Bei6bepute nybnnuHein IP

OTKNHUEH Cepeep He GygeT u
HoBkii MonyuwTe HoEwlA IP-agpec 12 nyna nyGnuu

o CnyuaiHeIRA

OO NN XX CeobBogmeii IP-agpec 2 3ToM B

OTMEHWTE

PucyHok 221

CBoboaHbIl IP-agpec - BO3MOXKeH BbIbOp aapecoB M3 NpeacTaB/ieHHbIX CBOBOAHbIX.

x

Tak*Ke MOXHO U3MEHUTb HaCTpOVIKM ceTh n I'IO,CI,KI]I-O‘-IGHMVI cepBepoB Mo yMONYaHUIO. [InAa 3TOro Hy»KHO

HakaTb Ha [leicTBMA HAaNPOTMB ceTu U BbiIbpaTb U3MeHUTDb.

B OTKpbIBLLEMCA OKHE U3meHeHMe nogKknoveHus AOCTYNHO:
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Bbl60p cetn — Bbl60p CeET Npwn ycnoBmnM Hananuna gpyrnux Co3gaHHbIX ceTeH, Man BO3MOXKHOCTb
noAaKNK4YeHNA NO HECKOJ/IbKMUM CETAM.

Bbibop IP-agpeca — aBToMaTU4ecKuin Bbibop (PucyHok 222) wnwn BBOA, ONpeaeneHHoro ajapeca
(PucyHok 223).

X
[lo6baBneHmne nogknro4veHus
CeTb CeTb Bribpatb
IP-agpec v | ABTOMaTUYeCKK
Gpanamay3p Bei6pars
OunbTp Tpaduka Brkntouute gonoaHuTeneHyo punetpaumo VMware Ha ypoBHe
nopTOB

OTMEHUTE B MNpuHaTL

PucyHoK 222
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[lo6aBneHve noaknto4eHns

CeTb CeTb BeibpaTe

IP-agpec ABTOMaTUUECKK

BparAmaysp Buibpars

duneTp Tpaduka Brnrounte gononHuTensHyo ¢unstpauuio VMware Ha ypoBHe
nopToB

OTMEHUTL B MNpuHaTL

PucyHok 223
* Bblibop wabnoHa bpaHamayapa (PucyHok 224). HuxKe npuBeaeHbl CTaHAAPTHbIE WabAoHbI:
o Pa3spewnTb ncxogalme — paspeLleHbl BCe NCXOAALLNE COegMHEHNA.
o Paspewuntb WEB — pa3speweHbl WEB-nopTbl, goctynHbie n3 cetn UHTepHerT.
o Pa3spewnTtb SSH — pa3peweH SSH gna ynpasaeHMa XOCTOM.
o Paspewuntb ICMP — paspeweH ICMP.
o Paspewuntb DNS — pa3peweHbl DNS-nopTbl, A4OCTYyMHblE U3 ceTn MUHTepHeT.
o Paspewntb RDP — paspeweH RDP gna ynpasneHna XoCToM.

o PaspewunTtb BXxoaALLME — pa3pelleHbl BCe BXoAALLME COeAUHEHMUA.
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BbibepuTe WwabnoHbl 6paHgmayspa

ma MpumeyaHwne

v PazpelunTs ncxogAawme PazpelunTb BCE MCXOAALLME COBAMHEHNA
Pazpewints WEB PazpelwnTts WEB nopThl, AOCTYNHLIE U2 VIHTE2pHeTa
PazpeluunTs 55H PazpelunTe 55H AnA ynpaeneHua XoCTomM
Pazpewnts ICMP Pazpelwnts ICMP
Pazpewints DNS Pazpelnts DNS nopTel, 40CTYNHBIE M3 MHTEpHETa
PazpewunTts RDP PazpelwwnTe RDP AnA ynpaeneHnA XoCcTom
PazpelunTh BXxoaawmne PazpellMTe BCe BXOAALLWE COeanHeHA

PucyHok 224

@ Bosmoren BbIOOP OOHOrO WMAM HECKONbKUX WabnoHoB 6paHamayspa ogHOBpemMeHHo. [nsA
NPUMEHEHNA U3MEHEHWI HEOBXOAMMO HaXKaTb KHONKY MpUMmeHnTb, a1 oTMeHbl — OTMEHUTD.

" OunbTp TpadMKa — AOCTYNHO BKAOUEHME/OTKAOUYEHUE A0MNONHUTENbHOW duabTpaunmn VMware Ha
YPOBHE NOPTOB.

L. [Ina aBTOMaTM4yeckoro nonyyeHus IP-agpeca cepBepom OT poyTepa, Heobxogmmo A06aBUTbL
DHCP-npasuna: Bce ncxogalwme noaKaAoyYeHUa, a Takxke sxogawme UDP-noaKknto4eHUA Ha nopTax
67-68.

Mocne Toro, Kak Bce NapameTpbl CEPBEPA HACTPOEHbI, U CTOMMOCTb NPeaoCTaBNEeHHOM YCAYrK yCcTpamBaeT
Nonb3oBaTeNs,, MOXHO CO34aBaTb cepBep. [N 3TOro HeobxoAMMO HaxKaTb KHONKy Co3gatb (PucyHoOK
225).
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CozzaHve cepsepa

FnmaeHas / OBnauHele Beluvcnedus / Cepeepebl / CosfiaHwe cepeepa

OCHOBHBIE HACTPOIAKA KoHurypaums Avckn MoAKNYEHWA
MyBavuHbIA 1P Cny4aiiHblin
O CeTb ABTOMATHUUYECKA PaspeimTs noxoasume

OTMEHWTE

PucyHok 225

CosaaHue cepBepa 3aMMeT HeKoTopoe Bpems (PucyHokK 226).

CepBepb!

TnaEHas / OBnauMbie BEIUUCTEHUS / CepBephl

<€ Hazap

BribpaTte

M3MeHUTb

+ Cozpats cepeep

Cepsepsl
Y Gunerps
Wma Cern NyGnusL 1P Watnou Komdurypauwa
Cepaep Cemk (X.X.X) XUKLKK XX <3 Ubuntu 18.04 Wiveenire ; Aedicraws~
Cozgan 23.09.2021 19:21 & 10 6 55D OCHOBHOM ANCK

PucyHok 226

Mocne Toro, Kak cepsep byaeT co3gaH, 0To6Pa3nTCa 3HAUYOK aKTUBALMK cepBepa (PucyHok 227).

CepBepbl

TnaeHan / OBnaubie BLIMMCTEHUS / CepBepbl

Cepsepbl
T dunsrps
Wms Cetn NyGanusbIi [P \WaGnou
E - e AR R <3 Ubuntu 18.04
Cozaaw 23.09.2021 18:21

PucyHok 227
5.2. YnpasneHue cepsepom

5.2.1 locmyn K cepsepy

Kondmrypauus

E1vCPUITE
& 10 1B SSD OCHOBHOR ANCK

+ Cozpatk cepeep

AeicTENA =

Ona TOoro, 4ytobbl NOAKNOYMUTLCA K CO34AHHOMY CepBepy, HYXKHO MeperTu Ha BKAaaky Ob6nauHbie
BbluMcneHua -» BLIOJ, VMware > CepBepbl, HanpoTMB cepBepa HaxKaTb KHONKyY [leicTeue (PucyHok 228)
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“ BblIbpaTb U3meHUTb (PUCYHOK 229).

Cepsep

nasHas / OBnayHble BbluMCIeHUs / CepBepbl

Cepeepb!
Y PunbTphl

ma CeTn Ny6nruuHbIiA IP Wa6noH KoHdurypaymsa

(] cepsep CeTb (XXXX.X) XK XX XK XX 3 Ubuntu 18.04 Bl
Cosash 31.05.2022 17:06 S R - : & 10 ' 55D OCHOBHOM ANCK A

PucyHok 228

CepBeptbl
p p <+ Co3zpate cepeep
FnaeHaa / O6nauHble BeluncieHuA / Cepeepbl

Cepsepbl
Y OunsTpsl
Nma Cetn My6nuuHeIii IP Wa6nox Kongurypaums M3MeHnTL
. OTKPbITb KOHCONb I
HE1vCPU, 1T
® Cepsep CeTh [XXXX.X) XK IOLXXXK 3 Ubuntu 18.04 B .
Cosaan 31.05.2022 17:06 & 10 I'b SSD OcHoBHOA aMck
CHanwoTsl
MoTtpebnexHue
BbiknouuTL
Mepe3sarpyauTs
Moaknounts CD-ROM
PucyHok 229

TaKKe A0CTYN K cepBepy MOXKHO NOJSy4uTb, nepeiaa B dopmy MameHeHue cepsepa. [N 3TOro Hy>KHO
nepenTn B pasaen meHw Ob6nauvHbie BbluMcneHna = BLO/MO VMware - CepBepbl, HaNnpoTUB cepaepa

HaaTb KHoMKy OeictBue (PucyHok 230) n BbibpaTb U3MEHUTb MM HaXKaTb Ha MMA cepBepa (PUCYHOK
231).
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CepBepbl + Cosgarb cepsep
NasHas | OBNaYHbIE BEIUMCNEHNR / CepBepsl
Cepeepb!
Y BuabTph

ma CeTn Ny6nruuHbIiA IP Wa6noH KoHdurypaymsa

Cepsep

%1 vCPU. 1 TE
CeTh (XXX.XX) L KXXX. 3 Ubuntu 18.04 - eifcTBIR ¥
° Casaan 31.0 4 ( ! FRKHIH AL - & 1076 55D OCHOBHO# AWCK A

PucyHok 230

CepBseptbl

<+ Co3zpate cepeep
FnaBHas / O6nauHble BeluucieHna / Cepeepbl

Cepsepbl
Y OunsTpsi
Wma Cetn My6nuuHbIi IP Wa6nox Kondurypaums M3MeHUTL I
OTKPbITb KOHCONb
vCPU, 1TB
® Cepsep CeTb [XXXX.X) XKIOLXN XK 3 Ubuntu 18.04 .
Cosaan 31.05.2022 17:06 & 10 b SSD OcHOBHOM auck
CHanwoTsl
MoTtpebnexHue
BbiknouuTh
Mepe3sarpyauTs

Moakntounts CD-ROM

PucyHok 231
B oTKpbiBLLIEMCcA dopme B NPaBOM BEPXHEM YTy HaXKaTb KHOMKY OTKPbITb KOHCONb (PucyHoK 232).

3MeHeHve cepBepa

[ ] KPbITb KOHCO/b Jlencteus v
InaHaa / O6nauHble BolumcnieHus / Cepeepsl / MisMeHeHWe cepBepa

OCHOBHbIe HAaCTPOWNKK Kondurypauus Anckn MoaknoyeHus
CroMmocTL
Nms Cepeep
CreumnancHoe NpeanoXeHUe Ha 3aKkas
LLlabnoH Ubuntu 18.04 cepeepa B koH$urypauum 1 vCPU, 1
RAM, c guckom 10 T'B (SSD):
B geHb
MyGAUYHBbIA KntoY v
S;’H FEILDE MpepocTasneHne 0.00P

BUPTYaNLHOMO NpoLeccopa

PucyHoK 232

B pe3ynbTaTe OTKpPOETCA KOHCOMb ANA A0CTyna K cepsepy (PucyHok 233).
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WK LTS

PucyHok 233

5.2.2 smeHeHue cepsepa

HacTpoiKkn co3gaHHoOro cepsepa npyv HEOHXOAMMOCTU MOXHO WU3MEHUTb, HO B OCHOBHbIX HACTPOMKax
MOXKHO M3MEHUTb TOJIbKO UM#A, MpuMedaHme n Tern. OnepaumnmoHHasa cMcTema, MMA XOCTa U A0CTYN K Hemy
HeAOCTYMHbl A5 KOPPEKTUPOBKU. TaKKe MOXKHO HacTPOUTb KOHPUTYpaL Mo, ANCKU U NOAKIOYEHNSA NO
aHanorMm c NPOLLeCcCoM co3aaHuA cepBepoB, onnucaHHOM B pasgene Co3daHue cepeepa.

. Ecan He BKAodeHa onuma «Hot Add», ans mameHeHua KoHdurypauum cepsepa Heob6xoaMmo
npeaBapuUTENbHO BbIKNOUYMTL ero. Mpouecc OTKNIOYEeHUA cepBepa onucaH B pasgene BolKatoveHue u
BK/I0YeHue cepaepa.

[na nsmeHeHWA HACTPOEK CO3LaHHOMO cepBepa, Npu nepexoae B pasgen meHio ObnayHble BblYMCAEHUA
- BUOJ VMware - CepBepbl, He06X04MMO HaxaTb Ha KHOMKy AeucrBua (PucyHok 234) HanpoTus
MMeEHW cepBepa M BbiIbpaTb U3SMEHUTb, UM HaXKaTb Ha UMs cepsepa (PucyHok 235).

+ Cospatb cepsep

CnasHan / O6naqHble BbluvcneHus / CepBepsbl

Wmsa CeTn Ny6avyHbIA IP Wa6noH Kondurypauns

CeTb [XXXX.X X.X 4 Ubuntu 18.04 & 1076 OCHOBHOW ANC
- 10D UCHOBHOW AnC

PucyHok 234
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Cepaeps

[naBHas / OBnauHble BeluncneHna / CepBepbl

CepBepbl
Y Ounbtpsl
Wmsa Cetn My6auunbIiA IP Wa6noH Kondurypauua I A3MEHUTD
[ ] m: o CeTb [OLXXX) JOUX XXX «3 Ubuntu 18.04 ::1 gcr';uégDrCE)CHosHoﬂ ik OTKprT KocOns

CHanwoTsl

MoTpebneHne

BulKNounTE
Mepe3arpy3nTs

Mogkniounts CD-ROM

PucyHok 235

‘% Tlpn KOPPEKTUPOBKE HACTPOEK M MapaMeTpoB cepBepa byaeT NPon3BoAUTLCA NepecyeT CTOMMOCTU B
COOTBETCTBMM C MU3MEHeHMsMKU. B npouecce M3meHeHUA HeobxoaMmo o06s3aTenbHO CcneauTb 3a
KaZIbKyJIATOPOM NoAacyeTa CTOMMOCTU PECYPCOB.

5.2.3 ameHeHue KoHgueypayuu cepsepa

Ona Toro, 4ytobbl N3MEHUTL KOHPUTYPALIUIO cePBEpPA, HYXKHO NnepenTtn B popmy U3meHeHUe cepBepa Ha
BKNaaKy KoHguzypayusa (PucyHok 236).

3ameHeHWne cepBepa

FnaeHas / O6nauHble BoluMcnenus / Cepeepel / MI3mMeHeHMe cepBepa

OCHOBHbIe HAaCcTpoiKK KoHdurypauws Anckn Moakno4eHNs
Mnatdopma Intel(R) Xeon(R) 2.1GHz h
vCPU O 1aapo

RAM O 176

Hot Add BrAounTh

YCTaHOBWTE 3Ty OMLUWKD, UTOBE! MEMEHATE SHAUEHWA VCPU 1 RAM Ha 3anyLueHHOM Cepeeape.
OBPaTUTE BHUMAHME, UTO:
1. ¥CTaHOEKA OMUMK MOXET HEFaTWEHO MOBMUATE HA NPONZE0ANTENLHOCTE!

2. B page cnyuaee N2MeHeHWe 3HaUeHWA HEBOZMOXHOD BEMAY Orpa HUYEHWA rmnepevzopa.

W Ypanuts OTMeHWTb B VizmeHnTL

PucyHok 236
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[na Toro, 4To6bI USMEHUTL KONNYECTBO ALEP U 06bEM OnepaLMOHHOW NaMATU, HY>KHO OTPEryiMpoBaTh

BbIGPaHHbIM NapameTp NOA3YHKOM MM HaxaTb Ha KHonKy ¢ (MoABAAeTcA NpuW HaBeAeHWM Ha 3HauYeHuA
B NPaBOM 4YacTW MNon3yHKa). MNpu yBennMyeHMrM napameTpoB ByaeT M3MeHATbCA CTOMMOCTb CepBepa B
COOTBETCTBMU C YKa3aHHbIMWN 3HAYEHUAMM.

[na Toro, utobbl BKAOUMTL onumio «Hot Add», AO0CTaTOYHO NOCTaBMTb rasloyKy B YeKBOKce.

5.2.4 Muepayusa cepsepa ¢ 00HoU naamgopmesl Ha Opyayro

Bo BUOJA Ha 6ase runepsu3opa VMware [oCTynmHa BO3MOXKHOCTb MWUIpauumM cepBepa C OAHOM
nnatdopmsbl (TN npoueccopa u RAM) Ha apyryto.

L MepeA BbINOJIHEHNEM AEMUCTBUA HYXKHO BbIKIOYMUTL cepsep. MNogpobHee 06 aTom onucaHo B pasgene

BbIKAOYEHUe U 8KA0YEeHUe cepeepa.

Hy»Ho nepeiiT B pasgen meHto ObnayHble Bbiuncnenua - BLLOJ VMware - Cepsepbl, HaXKaTb KHOMKY
DeiictBua (PucyHok 237) HanpoTUB MMeHU cepBepa U BbIbpaTb M3MeHUTb, NN HaXKaTb HA MMA cepBepa

(PucyHok 238).

CepBepsl
TnasHan / O6nadHble BLIYMCAEHUA / CepBeps!
Cepsepbl
Y $unbTpl

Wmsa Cetn

CeTb (XX X.X.X)

Cepeepel
FnaeHan / O6nauHble BeluucaeHnA / Cepeepbl
Cepsepbl
Y OunsTpsl

Wmsa Cetn

CeTb (XX.XX.X)

+ Cospatb cepsep

Ny6nuunbii IP Wa6noH Kondurypaywns

& 1 vCPU, 1 TB

- 1204
HXXLICHK 2 Ubuntu 18.0 & 106 55D OCHOBHOM ANCK

PucyHok 237
<+ Co3pate cepeep
Ny6nuureIl IP WabnoH Kondurypauyus I VIaMeHWTE
& 1vCPU,1TB OTKPbITb KOHCOME
X0LIOI «3 Ubuntu 18.04
2 Ubuntw 18.04 & 10 I'G SSD OcHOBHO#R AWcK
CHanwoTsl
MoTpebneHne
BeiknounTs
Mepesarpysuts
Mogkntounts CD-ROM
PucyHok 238

B oTKpbiBLWENCA popme M3meHeHne cepBepa HYXKHO NepenTu Ha BKNaaKy KoHgpuzypayusa. lanee B none
«Mnamgopma» (PucyHoK 239) MOXKHO eé nameHnTb (PucyHok 240).
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3meHeHVe cepBepa

[nasHas / OBMaqHble Bbl4ncieHns / Cepeepbl / MI3MeHeHWe cepBepa

OcHOBHbIE HACTPOMKW KoHdurypaymsa Awvckn MopxntoyeHna

naathpopma Intel(R) Xeon(R) 2.1GHz

vCPU O

18apo

RAM O

176

Hot Add BrAKOYMTE

YCTaHOBWTE 3Ty OMUMI0, YTOBL M3MEHATh 3Ha4YeHuA vCPU M RAM Ha 3anyweHHoM cepsepe.
OBpaTUTE BHUMEHWE, 4TO:

1. ¥CTAHOBKA OMLMN MOXET HEraTMEHO NOBAWATE HA NPOMZEOANTENEHOCTE,

2. B pRAe cny4aes M3MeHeHWe 3HaYEHWA HEBO3MOMHO BEMAY OrPpaHNYeHMA rMNepeM3opa.

OTMEHWTb B W3MeHuTs

PucyHoK 239

VI3MeHeHWe cepBepa

naeHaa / OGnayuHble BblYMcieHWA / Cepeepel / 3MeHeHWe cepBepa

OCHOBHbIE HACTPOAKM KondurypaLms Ancku

MoaknoYeHUs
Mnathopma ‘ Intel(R) Xeon(R) 2.1GHz A
VCPU ( Intel(R) Xeon(R) 2.1GHz
Intel(R) Xeon(R) 3.2GHz
RAM (' 176
Hot Add

BrkNH4MTb

¥CTaHOEMTE 3Ty ONUMI0, 4TOBE M3MEHATE 3HA4eHWA vCPU 1 RAM Ha 3anyueHHoM cepeepe.
OBpaTMTE BHWMAHKE, 4TO

1. YCTBHOBKS ONUMN MOKET HETETWEHO NOBNWATE Ha NPON3BOANTENEHOCTL;

2. B pRAe CNyHaes SMEHEHME SHAYEHNS HEBOSMOXHO BEWIY OFPAHWYEHMA MMNEPEMS0Pa

OTMEHWTL B M3meHuTs

PucyHok 240

B pe3ynbTaTte cepBep byaeT nepeHecéH Ha Apyryto naathopmy.

5.2.5 UsmeHeHuUe ducKos

Ons Toro, 4tobbl U3MEHUTb AUCKU, MOAKNIOYEHHbIE K CEPBEPY, HYKHO nepentn B dopmy UameHeHue
cepBepa Ha BKAaaky Aucku (PucyHok 241).
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3meHeHVe cepBepa

lnagHas / Ob6nauHble BbluncieHua / Cepeepel / VI3meHeHuWe cepBepa

OCHOBHBIE HACTPOMKM KoHdurypauus Awnckn Moakno4veHns

[ ] OcCHOBHOR ANCK SSD:10TB M3MernTs

OTMEHUTL B VameHuTL

PucyHoK 241

Ecnu paHee 6bin co3a4aH AUCK, ByaeT oTobpaykeHa KHoMKa MOHTUPOBaTb AUCK (PucyHoK 242).
M3meHeHMe cepBepa

FnaeHas / OB6nauHble ebluncieHuA / Cepeepsl / MI3MeHeHWe cepBepa

OCHOBHbIe HAcTPOIiKK KoHdurypauws Anckn Mopgkno4veHna

[ ] OCHOBHORA ANCK SSD: 10 Th M3meHnuTh

OTMEHNTE % REDE S

PucyHoK 242

346eCb MOMHO U3MEHUTb AMUCK, YXKE NOAKNOYEHHbIN K cepBepy, A406aBUTb HOBbIN ANCK UM MOHTUPOBATb
CYLLECTBYIOLINNA.

5.2.5.1 WM3meHeHUe AUCKa

[nsa TOro, 4To6HI UIMEHUTHL NAPAMETPLI Y¥KE MOAKNUEHHOTO K CepBepy AMCKA, HaNPOTUB HEro HyXHO
HaaTb KHOMKy U3meHuTb (PucyHok 243).
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3mMeHeHMe cepBepa

InagHas / ObnauHble BbluncieHA / Cepeepsl / MI3MeHeHWe cepBepa

OCHOBHbIe HAacTpoiiKK KoHdurypauus Anckn MopknoyeHna

(] OcHOBHOW grck SSD: 10TE

PucyHoK 243

MamMeHWTL

OTMeHNTL B VameHnTL

OTKpoeTcs OKHO M3meHeHue gucka (PucyHoK 244), B KOTOPOM MOXKHO M3MEHUTb XapaKTEPUCTUKM ANCKA.

N3meHeHNe ANCKa

WimA OCHOBHOW AWCK
Twn gucka SsD

Pazmep B 10

Terwn

MNpegocTaeneHne AMCKOEOro NPOCTPAHCTES YPOBHA S5D (KVM)

PucyHok 244

X

]

0.00 F 331076 = aeHb

OTMEHMWTL B NpuxsTs

& N3meHeHMne pasmepa AMCKa BO3MOMKHO TOJIbKO B 60/bLUYIO CTOPOHY, T.€. pa3Mep U3MEHEHHOT0o ANCKa

He MOoXKeT H6bITb MeHbLUe, YeM TEKYLLUA.

‘X Mocne NPUHATUA U3MEHEHUIA, USMEHEHWNE Pa3Mepa ANCKA B MEHbLLYHO CTOPOHY ByAeT HEBO3MOXKHO.

& [ns coxpaHeHUa N3MeHeHUn HeobXxoAMMO HaxKaTb KHOMKY U3MeHUTb.
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5.2.5.2 [Job6asneHne gucKa

Ona Toro, ytobbl 406aBUTHL HOBbIN AUCK, B dopme M3meHeHUne cepBepa, BKAaaKe JUCKU HYXXHO HaKaTb
KHOMKy [l06aBUTb AUCK (PUcyHOK 245) 1 B OTKPbIBLUEMCS OKHE BHECTM XapaKTEPUCTUKM CO34aBAEMOro
Amcka (PucyHok 246).

V3meHeHKe cepBepa

rnasHas / OBMaYHbIe BbIMWCNEHWS / CepBepbl / Mi3MeHeHWe cepBepa
OCHOBHBIE HAaCTPOMKM KoHurypavms AMcKn Mogkno4eHns

® OCHOBHOM AMCK SSD:10TB M3MeHUTE

W Yganums OTMEHWUTE B Wsmennts

PucyHoK 245
[lobaBneHne gucka *
Mma Anck 2
Tun gucka ssD w
Pasmep 6 10 :
Tern
lMpegocTaBneHne AWCKOBOro NpocTpaHcTea ypoBHA S5D (KVIM) 0.00P 2a10Tb = aeHb
OTMEHWUTb
PucyHoK 246

B pesynbtaTe co3gaHHbIA AUCK ByaeT NogKAoYeH K BbiIbpaHHOMY cepBepy M 0Tobpasutcs B pasaene
meHio O6nauHble BbluncneHua - BLLOA VMware - Aucku.

& Ons coxpaHeHUa N3MeHeHUn HeobXxo4MMO HaKaTb KHOMKY U3mMeHUTb.
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5.2.5.3 MoHTMpoBaHue gucka

Ons Toro, 4tobbl NOAKNOYNUTL PaHee CO3A4aHHbIN AUCK K CEPBEPY, HYXKHO HaxKaTb KHOMKy MoHTMpOBaTb
BUCK (PucyHok 247).

3meHeHWe cepBepa

rnasHas / OBMa4Hble BblMWCNeHWs / CepBepbl / M3MeHeHWe cepBepa
OCHOBHBIE HACTPOMKM KoHpurypawms AMcKn MoAkno4eHns

® OCHOBHOW guCK Ss5D:10TB M3MEHWTE

= fonnn A

W Yaanus OTMEHUTE B V3mennTs

PucyHoK 247

B oTKpbiBLLUEMCA OKHE (PMCYHOK 248) MOXHO BblbpaTb AMCK U Aaniee HaxKaTb KHOMNKY MpumMmeHUTDb.

BbibepuTte anck .

HMmna Pazmep
Anck 10TE
PucyHok 248

&% InA coxpaHeHUsA U3SMEHEHUI HEOOXOAMMO HaKaTb KHOMKY U3meHuUTb.

B pe3synbTaTe co3gaHHbIN AUCK ByaeT oTobparkeH B pasgene meHo O6nayvHbie Bbluucaenua = BLIO/L,
VMware - Cepsepbl (PucyHok 249).
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CepBepsl

+ Cozpate cepeep
FnasHas / OBnauHble BsluncneHns / Cepeeps
Cepeepsl
T ®unstpe
Wmn Cetn Ny6nuuHeIA IP Wa6noH Kouurypaums
& 1vCPU, 1 TE
Cepsep . el . "
] o Ceto (XXXX.X) Het 43 Ubuntu 18.04 & 10 I'5 55D OcHosHOM Anck DeiicTann =
Cozask 11.01.2022 16:03
& 10 I6 55D Auck

PucyHok 249

5.2.6 UameHeHUe cemu

Ona TOro, 4tobbl M3MEHUTL NApameTpbl CETM, K KOTOPOM MOoAKAYeH cepsep, B popme U3meHeHue
cepBepa, Ha BKNagKe [1o0kaK4eHUs HANPOTUB CETU HYXKHO Ha)KaTb KHOMKy [encrBua u BbibpaTtb
U3meHunTb (PucyHok 250). B oTKpbiBlIEMCA OKHe (PucyHok 251) moxHO nameHuTb IP-agpec cepsepa,
n06aBuTb WabsoH 6paHaAMay3pa AN BKAKOUYNTb AOMNONAHUTENbHYIO GUALTPALMIO HA YPOBHE MOPTOB.

V3MeHeHMe cepBepa

FnagHas / OBadHsIe BEIYMCIEHWMA / Cepsepsl / M3MeHeHWe cepBepa

OCHOBHbIE HJ—.C'|")|:"("‘ KoH@urypauwa ANcKn MNMoaKnHYeHnA

MyBnuyHLIA 1P 0000 Buibpate

° cers XXX

OTMeHUTE B Wzmennts

PucyHok 250
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IameHeHne nogknoyeHuUs

CeTs CeTb Bribpatk
|P-agpec ABTOMaTUUECKW

LN
bpaHamaysp PaspeiunTe MCXOARILME Bribpatk
OuneTp Tpaduka BrAHOUWTE AONONHWTENEHYK GUAETPpauwio VMware Ha ypoeHe

NopToE

OTMEHNTE B MpuxsTs

PucyHok 251

L Ana COXpaHeHuA N3MEHEHUN HeO6XOAMMO HaXaTb KHOMKY U3meHUTb.

5.2.7 YnpasneHue nybau4yHeim IP-adpecom cepsepa

OnaToro, ytobbl UI3MEHUTL NapameTpbl NybanyHoro IP-agpeca cepsepa UAM OTKAOUYUTb €ro, Heo6xo4MMOo
nepemnTn B HACTPOMKK cepBepa — Ob6nauHblie BbluncieHua = BLOA VMware = Cepsepbl = M3meHeHue
cepBepa, [TodkarveHus v B none «llybauYHell IP» HaxaTb KHONKY Bbi6bpaTb (PucyHok 252).

M3MeHeHVe cepBepa

rnaeHas / OO0nauHsle BeluncneHws / Cepeepsl / MiameHeHwe cepeepa

OCHOBHLIE Ha :’|'Z-L-'-(r‘ KOHQUrypauwna Anckn MoaxnoueHna

MyGauuHsIA 1P LA XX

o CeTb HLHHX M3MeHUTL

OTMEHUTE B UzmennTs

PucyHok 252
B oTKpbiBLLIEMCA OKHe (PUucyHOK 253) MOXHO BblbpaTb noaxoaawmn nybamnyHbii IP-agpec ana cepsepa:
= OTKANKOYEH — cepBep He byaeT umetb nybaunyHoro IP-agpeca.

* HoBblii — Nosy4eHne HoBoro IP-agpeca u3 nyna ny6anYHbIX agpecos.
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= CB0bOAHbIV — UcMob30BaHWe BblaeneHHoro ana BLLOA csoboaHoro IP-aapeca.

BeibepuTte nybnmnuHbin IP

OTKNHUeH Cepeep He BygeT umeTe nyGnuunoro |P-agpeca
HoBwlid MonyunTe HoBLIA IP-agpec U3 nyna nySnWUHEDX 3Apecos

MOC 00000 Ceobogreii IP-agpec 8 3Tom B

PucyHok 253

&S InA coxpaHeHUa N3MeHeHMn HeobxoAMMO HaxKaTb KHOMKY U3MeHUTDb.

5.2.8 lNoOdknoyeHue cepsepa K Opyaol cemu

Mpy HEOBXOAMMOCTM MOMKHO U3MEHUTb MOAK/IIOYEHME K CeTH: A06aBUTb HOBYIO CETb, MW MOAK/IOYNUTDL
cepBep K HOBOW CETU, BMECTO CEPBUCHOM.

Mocne cospgaHua HosBoM cetm Bo BLUOJ (npouecc co3gaHusa cetu onucaH B pasgene Co3daHue
donosnHumenovHbIX cemeli) HeEObX0AMMO CHauyana NOAKAYUTL K Hel poyTep (Mpouecc NoaKAtYeHUs
poyTepa onucaH B pasaene ModKa4veHue poymepa K Hoeoli cemu.

Mpu nepexoge Ha BKNagKy O6nauHblie BbluucneHua -» BLUOJM VMware = Cepsep - M3ameHeHue
cepBepa, [NodkarYeHuUA, pNA NOAKNOYEHUA HOBOM CETU K CepBepy HYXKHO HayKaTb Ha KHOMNKy [lo6aBuTb
nogknwouyeHue (PucyHok 254).

M3MeHeHKe cepBepa

FnasHas / OBAaduHsie BeYMCIeHWA / Cepsepsl / M3MeHeHWe cepBepa

& HaCcTPOKK oHGUrypaums Ancku MoaknoUeHns

MyBanyHLIA IP HOCHOC N Buifipath

L Cers XXX XX MameHuTs

=3

OTMEHWUTB n W3MEHUTL

PucyHok 254

B oTKpbiBLIEMCA OKHe [JobaBneHne NoAKAOUYEHUA HYKHO BblObpaThb ceTb (PUcyHOK 255, PucyHokK 256).
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ﬂ B oOKHe ﬂ,06aBHEHMe noaknw4yeHna BO3MOXHO TaKXe HaACTpOUTb CeTb: HA3HAYUTb IP-a,u,pec,

HeobxoaMmble WabnoHbl 6paHaMmayapa WMAM BKAKYUYUTb AONOAHUTENbHYO dunbTpauymio VMware Ha
ypoBHe nopToB (PucyHokK 255).

i HacTpoika AononHUTenbHo ¢GuUAbTPauUnM Ha YpPOBHE MOPTOB AOCTYMNHA TO/AbKO Ha naatdopme
BMpTyanunsaumm VMware vSphere.

X
JobaBneHue NoaKIOUYEHNS
CeTe Bribpats
IP-agpec v | ABTOMAaTHYECKK
BpaHamaysp PaspeiumTs MompaLme Bribpate
OUNETP Tpaduka BKNHOYWTE ACMONHMTENEHYIO GUNETPaunio VMware Ha ypoEHe

nopTos

OTMEHUTE B NpunaTs

PucyHok 255
x
Bel6bop ceTn
Mma CIDR DHCP
@ Cetk 2 3OC 0K X Bkn
CeTe OO XK Bkn
PucyHok 256

B pesynbTate cepsep byaeT noaknouYeH B ABYM ceTam. A Toro, Yytobbl O4HY U3 CETEN OTKAIYUTS,
HeobXxoAMMO HaXaTb KHOMKY [ehcTBua 1 BbibpaTtb OTcoeguHUTb (PucyHok 257).
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M3MeHeHWe cepsepa

FnaeHan / OBnauHele BsidncieHus / Cepeepel / MameHeHwe cepeepa

OCHOBHBIE HACTPOIAKM

MyGAUYHLIA IP

[ ] Cets

[ ] CeTb2

KoHdurypauus

JOCO000(

ML X

XXXXX

MoaxknYeHna
Buibpath
PaspelunTs uCxogaLme JefcTenA =
MzmeHnTL
PaspewmTs nCxogaLme
I OTCcosgnHNTE I
PucyHoK 257

5.2.1 lNompebneHue cepsepos

B naHenu ynpaBneHus MOXHO npocmoTpeTb notpebneHne CPU n RAM cepsepamu. 1A 3TOro HyKHO
nepenTn B pasgen meHwo ObnauyHbie BoluMcnenusa —» BLOL VMware - Cepsepbl. Hanpotus cepBepa
HYYXHO HarKaTb KHoNKy AeiictBua (PucyHok 258) u BbibpaTtb NMoTtpebneHune (PucyHok 259).

Cepsepbl

FnasHas / O67a4Hble Bbl4WcneHnsa / CepBepel

Cepsepbl

Y ®unotpsi

Wma

Cepsep

Cozgan 31.05.202217:06

CeTn

CeTb (XXX.X.X)

=+ Cospatb cepsep

My6NUUHBIA IP Wa6noH KoHdurypauyusa

HLHKXK XK 3 Ubuntu 18.04 Brucu e
R < . & 10 I'6 SSD OCHOBHOM ANCK A

PucyHok 258
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Cepacps

InaBHas / OBnauHsie BeluncneHna / CepBepbl

Cepsepsl
Y Ounstpsi
Wma Cetn My6nuuHbIi IP Wa6noH KoHdurypauma MaMeHUTL
B OTKpEITL KOHCONbL
#E1vCPU, 1T
[ ] Cepeep CeTb [XX.XX.X) XX XX XK «3 Ubuntu 18.04 B =
Cosgan 31.052022 17:06 &= 10 I'6 SSD OcHoBHOW Auck
CHanwors!
MoTtpebnexune I
BbIkNounTh
Mepesarpyants

Moakntoynts CD-ROM

PucyHoK 259

TakKe notpebneHme CPU u RAM cepsepamun MOXKHO NMPOCMOTPETb, nepenas B ¢opmy UameHeHue
cepsepa. [nA 3TOro Hy)KHO nepenTn B pasgen meHto Ob6nayHble BbluucneHusa —» BUOA VMware -
CepBepbl, HANPOTUB cepBepa HaXaTb KHOMKy OeiictBue (PucyHok 260) v BbibpaTb U3MeHUTb (PucyHOK
261).

Cepseps

rNaeHan / O6nauHble BblYNCNEHUA / CepBepsl

Cepsepbl
Y buntpbl

Wma CeTn My6nunyHbIfA IP WaénoH Koudurypauyns

(] cepeep CeThb (XXXX.X) XK XX XXX 3 Ubuntu 18.04 Bl
Compan 31052022 1708 AR A - . & 1076 55D OCHOBHO# ANcK A

PucyHok 260

Cepacps

InasHas / O6Gnaublie BoluvcieHns / Cepeepbl

CepBepbl
Y Ounstpel
Umsa Cetn My6nuuHbIA IP Llla6noH Kondurypauua I M3MEHNTE I
B OTKPbITb KOHCONb
B1vCPU, 1TE P
[ cepeep CeTh (XXXXX) XXX XK <3 Ubuntu 18.04 e i
CozgaH 31.05.2022 17:06 & 10 I'b SSD OcHoBHOW guck
CHanwors!
MoTpebneHve
BbIKNo4nTE
Mepesarpysntb

Moakntouuts CD-ROM

PucyHoOK 261
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B oTKpbiBLIECA popme B MPaBOM BepxHEM Yray HaaTb KHOMKy Jewncreua (PucyHok 262) v BbibpaTb
NoTtpebneHue (PucyHok 263).

V3meHeHVe cepeepa

FnasHaa / O6nayHble BeidncieHUA / Cepeepbl / Mi3ameHeHMe cepBepa

OCHOBHbIe HAaCTpPOKK

WabnoH

My6ANYHBIR KoY
SSH

KoHdurypauus Aunckm MoaknoveHus

Cepeep

Ubuntu 18.04

bes kntoya

PucyHok 262

V3MeHeHWe cepBepa

TnaeHas / Ob6nauHble BeivMcneHUs / Cepeepkl / VI3MeHeHWe cepeepa

QCHOBHble HAacTPOWKK

LLlabnoH

My6ANYHLIA KoY
SSH

KoHdurypauus Auckn MoakntoueHUn

Cepeep

Ubuntu 18.04

bes knoya

PucyHok 263

®  OTKpLITE KOHCONE

CroMmMocTbL

XeHWe Ha 3aKa3
paumu 1 vCPU, 1
10 I'b (SSD):

B geHb

MpepoctaBneHne 0.00#
BUPTYanLHOro NpoLeccopa

[ ] OTKPbITb KOHCO/b JlelictBua v

I MoTpebaeHune I

BuiknounTs

MNepe3arpy3nTb

CroumMocTb

B geHb
MpegocTaBneHve 0.00P
BUPTYyaneLHOro npoleccopa
(KVM)

MpeaoctaeneHue 0.00p

3necb MOXHO yBMAaeTb notpebneHne CPU, RAM 1 aMcKkoB cepBepa C AeTann3aumen 3a 4yac, 3a AeHb, 3a
Heaento n 3a mecsl (PUCYHOK 264).

[MoTpebneHne
Tnaevas / OBnaubie Bbiumcnenvis / Cepsepsl / Cepeep Cepeep / MoTpeBnenue
MNoTpe6neHne
CPU RAM
@crun
100 035
90
0.30
80
70 0.25
60
0.20
50
o 0.15

JleTann3aums 3a geHb ~ & OBHoBUTL

PucyHok 264

@ramrs

)

SO LNHOH >N
ESENEUI
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5.2.2 Qunemp mpaguka

®unbTp TpaduKa, B OTAMYME OT OCHOBHOro 6paHAamayspa, 3alMLaloOWero cepsep OT AOCTyna M3
ny6/IM4HON ceTU, NO3BONSAET YCTAaHOBMTb NapameTpbl GUAbTPALUMM NAKETOB HA YPOBHE MOPTOB
NoAKNOYEeHUA cepBepa K IoKanbHoM cetn BLLOZ. 3To — 6onee TOHKaA HacTpolika 6e30nacHOCTM, 04HAKO
OHa TpebyeT HanMcaHMs paspeluatowmx Npasma aAna obpaTHoro TpaduKa.

‘L 1ns aBTOMaTU4Yeckoro nosydyeHus IP-agpeca cepsepom oT poytepa, Heobxoanmo aobasutb DHCP-
npaBMAa: BCE NCXOAALLME NOAKNIOYEHMA, A TaKKe Bxoaalwme UDP-noaknoyeHns Ha noptax 67-68.

Onuma «PunbTp TpaduKa» BKAOYAETCS B OKHe M3meHeHue nogkntoueHus (PUcyHoK 265), npu nepexoae

Ha BKnagKy O6nauHble BbluucneHna -» BLOA VMware -> Cepsep - WM3meHeHue cepsepa,
MoodknroveHus.

X
Jo6aBneHne NoaKIOUYEHUS
CeTs CeTb Bribpate
IP-agpec v | ABTOMaTWYeCKun
EpaHamaysp PaspelmTs moogaume B:IﬁpaT:
DUNETP TpadKka BrnioYWTe AOMONHWTENEHY GUAETPaUWo VMware Ha ypoEHe

nopToe

OTMEHNTL B NpunATs

PucyHok 265

Hdanee Heobxoanmo HacTpouTb Npasuna dunbTpaymn. [ins sToro Ha BKNagke Ob6aayHble BblYUCAEHUA =
BLLOA VMware - Cepsep - UameHeHue cepBepa, [ToOKaA04YeHUA HanpPOTUB CETU C BKAKOYEHHOM onumen
HYKHO HarKkaTb Ha [leAcTBna 1 BbibpaTb PunbTp Tpaduka (PucyHoK 266).
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CozjaHvie cepeepa

FnaeHan / OBnaudele BxluncneHws / Cepeepel / Co3faHve cepBepa

OCHOBHEIE HACTPOMKMW KoHdurypayws Awnckwn MNogknwueHuna
NyBAnyHLIA 1P Cny4arHbIiA Beifipats
© Spanavayop: (=Y Viwenire
@] CeTb ABTOMaTUUECKH . 7

Y OunsTp Tpaduka: BIIIOUEH
OUneTp TpadKka

+ lobaeuTh nogxnioueHue

OTMEHUTE < Ha3aa

PucyHOK 266

B oTKpbIBLIEMCA OKHE HaXaTb KHoMKy [lo6aBuTb npaBuno (PucyHok 267).

PunbTp Tpadmka

OUALTP TPaPMKa, E OTAMYKK OT OCHOBHOMO BpaHaMay3pa, 3a1UMILAKLLEro CEPEEP OT AOCTYNA M3
nyDAWUHONA CETW, NO3BONAET YCTAHOBUTH MapaMeTpsl GUNETPALMK NAKETOE Ha YPOEHE NOPTOE
NOAKMHOUEHWA CEPEEPa K NOKaNsHOoM ceTh BLUO/. 3To — Bonee ToHKas HacTpoiika BesonacHocTw,
0AHaKo oHa TpefiyeT HANMCaHWA paspeluarLumx npaewn ona o6paTHoro Tpadwka.

Bcé 3anpelleHo

+ NofaewTs Npasnno

33KpLITE

PucyHOK 267
B oTKpbiBLIEMCA OKHe [Jo6aBuUTbL NpaBuio HEO6X04MMO HACTPOUTL NapamMeTpbl (PucyHoK 268):
= HasBaHuWe — Npon3BOJbHOE Ha3BaHMe Npasua.
= [lpoTOKOnN:

o Jlrobon.
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o TCP.
o UDP.
o ICMP.
= HanpasneHue:
o Bxogawwui.
o WUcxopawmir.
Mocne BHeceHMA AaHHbIX O NPOTOKONAX M HAMPaB/lEHUN, OTKPbIBAETCA BTOPAA YacTb GOPMbI:
= Apgpec uctoyHuka — IP-agpec nnum CIDR.
. Ecam He BNUcaTb AaHHbIe NO agpecy UCTOYHUKA, ByayT noapa3ymeBaTbCA BCe aapeca.
= [lopTbl UICTOYHMKA — HAYaNbHbIMA M KOHEYHbIW NOpPT.
= Agpec HasHayeHuAa — IP-agpec nnum CIDR.
. Ecnan He BNUCaTb AaHHble NO agpecy HasHavyeHus, byayT noapa3ymeBaTbCA BCe agpeca.

u nOprI Ha3HaYeHMA — HAaYaNbHbIN U KOHEYHbIN nopT.
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Ao6aBnTb NpaBUIoO

HazeaHwe
Mpotokon v
HanpasneHwe “

Anpec MCTOUHMES

P-agpec wau CIDR
MopThl UCTOUYHKWKE
HauaneHsld nopT KoHeuHeld nopT
Anpec HazHadYeHWA
P-agpec van CIDR
MopTel Ha3HaYeHWA
HauaneHLiA NopT KoHeuHEIn nopT
OTMEHWTE %] CoxpaHWTL
PucyHok 268

B pe3ynbTate co3gaertca npasuio dunbTpaunn (PucyHokK 269). B panbHeiwwem, C NOMOLLbIO OKHa Puabtp
TpaduKa, MOXKHO U3MEHUTb/yAanuTb cyuiecTeytoulee npasuno (PucyHok 270 -1), a Takxe aobasBuTb
HoBoe (PucyHok 270 -2).
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PunbTp Tpaduka

DUNLTP TpadhMKa, B OTANUMK OT OCHOBHOMD BpadamMayspa, 3alMILAI0LIEero Cepeep OT A0CTYNA U3
MySAWUHOIA CBTW, NO3BONAET YCTAHOEMTE NAPaMETDLI GUNBETPALMW NAKETOE HA YPOEHE NOPTOE
NoAKNHYEHWA CEPESPA K NOKaNLHOM ceTv BLOJ. 3To — Gonee ToHKaA HacTpoika GesonacHocTw,
04HaK0 OHa TpefyeT HaNWCAHWA Pa3peLLalLLMX Npaswun Ans obpaTHoro Tpaduka.

Wma HanpaeneHue Npaewvno

ALpPeC NCTOMHWKS: NoOoK

MopTel MCTOUHKWKAE: NHoBkIe
BxoaALmiA Oeictena ™
ANpPEC HA3ZHaYeHKA: Mboi

MopThl Ha3HaYEHWUA: nwbsle

Mpaewno
ICMP npoTokon

+ JobaewTs npasuno

33KpeITE
PucyHOK 269

PunbTp Tpadpuka

DOUALTP TpaduKa, B OTANUMW OT OCHOEHOTO BpaHAMay3pa, 3alUMLLALEero CEpEEP OT AOCTYMNA U3
MyBAWUHON CETW, NOZBONAET YCTaHOBWTE N3PaMET Pl GUNETPALWM NAKETOE Ha YPOEHE NOPTOE
NoAKNHYEHWA CEPEEPa K NOKaNEHOA ceTh BUOA. 3To — Gonee TOHKaA HAcTpoiKa Ge3onacHocTy,
OAHaKO OHa TpebyeT HaNWCaHWA paZpeluarLyMy npaeun ans obpaTHoro Tpadmka.

WMnaa HanpaeneHwe Mpaeuno
P P M3IMeHUTL 1

AJpec NCTOMHWEKR: N YaanuTe

MopTel MCTOYHWES: N
BxoaALwWiA NeAcTerA ™
AJpec HazHaueHWA: Mo boii

MNopThl Ha3HaYEHWA: nwobele

Mpaewuno
ICMP npoTokon

+ AoBaewTs npaewno 2

3aKpLITh

PucyHok 270

& Mpw BKAtOYEHHOM onuumn «PunbTp Tpaduka» n 6e3 HacTPoMKM Npasun GuabTPaLUK, 3anpeLLeHbl Bce
NOAKNIOYEHUSA.

5.2.3 BoiKntoueHue u 8KknrovYeHue cepsepa

Ecan BO3HMKNA HEOBXOAMMOCTb OTK/IIOYEHUA CepBepa, HYXKHO NeperTn B pasgen meHwo Ob6nayHbie
BbluMcnenua -» BLIOJ VMware -> CepBepbl, HaxaTb KHOMKy [feictBua (PucyHok 271) v BblbpaTb
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aevicteme Bbiknountb (PUcyHOK 272).

Cepsepb

rNaeHas / O6MauHbIE BbIYNCAEHUA / CepBepsl

Cepsepbl
Y PunsTpsl
Wma Cetun
° Cepeep CeThb (MLXXX)

Cozgar 31.05.202217:06

CepBepb

FnasHas / O61a4Hble Bbl4ncneHna / Cepeepel

Cepsepbl
Y PunsTpsl
nmsa Cetn
° Cepsep CeTb [XXX.X.X)

Cosgan 31.052022 17:06

My6nnyHbIA IP WaénoH

00X XX <3 Ubuntu 18.04

PucyHok 271

My6nuuHbIA IP Wa6noH

D00 XXX <3 Ubuntu 18.04

PucyHok 272

Kondurypaymsa

& 1VCPU 1 TE
& 1016 SSD OCHOBHO# AWCK

KoHdurypayma

& 1VCPU 1 TE
& 1076 SSD OCHOBHOW AWCK

+ Cospare cepeep

JeiActBug ~

<+ Cospats cepsep

U3meHNTL

OTKpbITh KOHCONb

CHanwoTsl

BbIKNH04NUTL

Mepesarpysuts

MNogknoumts CD-ROM

TakKe BbIKNHOUYNTb CepBep MOXKHO 13 popmMbl M3meHeHuMe cepsepa. [1NA 3TOro Hy»KHO NepenTn B pasaen
meHo O6nadHble BbluucieHusa —» BLOLA VMware - CepBsepbl, HaNnpOTUB CepBeEPa HarkaTb KHOMKY

DeiictBue (PucyHok 273) v BbibpaTb U3meHUTb (PucyHok 274).
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CepBepb

FnasHas / O61a4Hble Bbl4ncneHna / Cepeepel

Cepeepbl
Y BunbTpbl
Wma
® Cepeep

Cozgar 31.05.202217:06

CepBepb

FnasHas / O61a4Hble Bbl4ncneHna / Cepeepel

Cepsepbl
Y PunsTpsl
Wmsa
° Cepsep

Cozgan 31.05.202217:06

My6nnyHbIA IP WaénoH

DL «3 Ubuntu 18.04

PucyHoK 273

My6nuuHbIA IP Wa6noH

D00 XXX <3 Ubuntu 18.04

PucyHoK 274

Kondurypaymsa

1vCPU, 1TEB
& 1016 SSD OCHOBHO# AWCK

KoHdurypayms

& 1VCPU 1 TE
& 1076 SSD OCHOBHOW AWCK

<+ Cospats cepeep

OTKpbITh KOHCONb

CHanwoTtsl

BbIKNH04NUTL
Mepesarpysuts

MNogknoumts CD-ROM

B oTKpbiBLIEKCA dOpMe B NPaBOM BEPXHEM YI/ly Ha)aTb KHOMKy Aeucreua (PucyHok 275) v BbibpaTb

BbiknounTb (PucyHok 276).

M3meHeHNe cepsepa

FnasHas / O6na4Hble Bol4McneHns / Cepsepbl / i3MeHeHWe cepBepa

OCHOBHbIE HACTPORKNM KoHpurypauua
Wnms Cepeep
LWabnoH Ubuntu 18.04
MyEANYHBIF KoY SSH Be3 knoua

MoAxknoYeHUn

PucyHoK 275

@  OTKpbITh KOHEOND

CroMmocTb

B AeHb

MpegocTaBneHue BUPTyanLHOro 0.00P
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M3meHeHne cepeepa

rnaeHas / O6GnadHble BelYWCNeHWR / Cepeepsl / M3MeHeHWe cepBepa

@®  OTKpLITb KOHCOMb QeicTBuA v

CHamwoTsl

BLIKNO4MTE
OCHOBHbIE HACTPONKK

Mepe3arpysnTe

Crommocte Mogknto4uTe CD-ROM
s Cepeep KT D-ROM
LIabnoH Ubuntu 18.04 a
B AeHb
Ny6AUYHBIA KNKoY SSH be3 kntoua ~
MNpegocTaBneHne BUPTYanbHOro 0.00 P

npoueccopa (ESXi)

PucyHok 276
@ orxniouenme cepBepa 3aMMET HeKoTopoe BpemaA. lpu ycnewHOM OTKAOYEHUUM cepBepa, ero
WHOMKATOP CMEHUTCA Ha 3HAYOK

L Mpu BbIKNIOYEHHOM cepBepe AO0CTYN K HEeMY HEBO3MOMKEH.

Ona Toro, 4ytobbl BKOUYUTL CEpBEP, HEOOX0AMMO BbibpaTh AeicTne BRaountb (PucyHok 277).

Cepsep

rNaeHas / O6MauHble BbIYNCAEHUA / CepBepsl

Cepeepbl
Y ®unotps
Wma Cetn Ny6nuunblii IP Wa6noH KoHdurypayms M3MEeHUTE
] Cepeep CeTb [XXXXX) XX XX XX {3 Ubuntu 18.04 i ‘..'C_PU' e -
cos 2217:06 & 105 SSD OCHOBHORN ANCK

CHanWoTh

MNoTpe6neHve

Br/tounTs

Mojkno4nTs CD-ROM

PucyHok 277

TaK»Ke BK/IOUMTb cepBep MOXHO M3 popmbl M3ameHeHue cepsepa. B npaBom BepxHEM yray HaxaTb
KHonKy OeiictBua (PucyHok 278) v BbibpaTb BKnountb (PucyHok 279).

M3meHeHwne cepBepa .
o] AercTens v

rnaeHan / QBNauHble BEIYMCNEHNA / Cepsepbl / W3MeHeHWe cepBepa

OCHOBHbIE HAaCTPOMKMN

CronmocTb
Wimg Cepeep
La6not Ubuntu 18.04 B
B AeHb
MNy6AN4HBIA kao4 SSH Bes knoua b
e BUPTYaNbHOrO 0.00P
S¥i

PucyHok 278
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3meHeHne cepBepa

TnasHan / O6nayHble BEIMUCNEHWA / CepBepbl / M3MeHeHWe cepBepa

OCHOBHBIE HAaCTPOHKNA

Wms

WabnoH

MyBnnyHbIA kKN4 SSH

KoHGUrypaLma JAVCKN

Cepeep

Ubuntu 18.04

Bes knoua

o]

CroumocTs

JeiicTBrs v
CHanwoTtsl
NoTpe6aeHKe

BKAKYNTE

Moakntounte CD-ROM

B AeHb

MNpejocTaBneHne BUPTYanLHOro 0.00P

PucyHok 279

5.2.4 lNepe3azpy3Ka cepsepa

Ecan Bo3HMKNA HEOBXOAMMOCTb NMepesarpysku cepBepa, HYXKHO nepentu B pasgen meHwo O6nauHbie
Bbluncnenua - BLUO/ VMware - Cepsepbl 1 BbibpaTb gelicteue MNepesarpy3uTb (PucyHok 280).

‘& MNepesarpy3ka BO3MOMHA TO/IbKO MPM BK/IIOYEHHOM CepBepe.

Cepeepel

FnaeHan / O6nauHble BeiYUcieHUA / Cepeepbl

Cepsepbl
Y GunsTpel

WNmsa

Cepeep
[

CospaH 31.05.2022 17:0

Cetn

CeTb (XX.XX.X)

6

My6nuyHbIiA IP

XX OLXX XK

LWa6noH Kondwurypauus

& 1vCPU, 1TB

«3 Ubuntu 18.04
< Hbuntu & 10 6 55D OcHOBHOM AMcK

PucyHok 280

<+ Cospats cepeep

M3meHnTL
OTKPbITb KOHCONb
CHanuwors!

Motpebnexue

BoIkniouuTs

Mepesarpyaute I

Moakntouuts CD-ROM

TaKKe nepesarpy3uTtb cepBep MOMKHO U3 popmbl M3meHeHue cepsepa. NS 3TOro Hy)HO NepenTn B
pasgen meHwo O6nauHblie BbluucneHusa —» BLUO[L VMware - CepBepbl, HANpPOTUB CepBepa HaxaTb
KHonKy OeiictBue (PucyHok 281) v BbibpaTb U3meHUTb (PucyHok 282).

Cepsepbl

FnasHas / O61a4Hble Bbl4ncneHna / Cepeepel

Cepeepbl

Y BunbTpbl

Wmsa

Cepeep

Cospar 31.052022 17:06

Cetn

CeTb (XXX X.X)

My6nuyHbIA IP

000X

WaénoH KoHngpurypaymsa

E1VCPUITE

43 Ubuntu 18.04
3 Ubuntu & 105 55D OCHOBHOM ANCK

PucyHok 281

<+ Cospats cepeep
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CepBepsbl

nasHas / O6nayHble BblUNCieHns / CepBepbl

Cepeepbl
Y BunuTpbl
Wma
°® Cepsep

Cosgar 31.05.20221

7:06

CeTmn My6nuuHbIA IP

CeTb [XXXX.X) XX XX XX

Wa6nox

3 Ubuntu 18.04

PucyHok 282

Kondurypaymsa

EIVCPUITE

+ Co3path cepeep

W3meHnTs

OTKpLITE KOHCOMb

& 1076 55D OCHOBHOW AWCK

CHanwoTs!

BbIKNOUUTE
Mepe3arpysuTe

MNoAkNYKNTE CD-ROM

B oTKpbiBLIEKCA dOpMe B NPaBOM BEPXHEM YI/ly HaxaTb KHoMKy Aeucreua (PucyHok 283) v BbibpaTb
MNepesarpy3uTb (PucyHok 284).

M3meHeHne cepBepa

CnasHas / ObnayHble BoumcneHvs / Cepsepbl / M3MeHeHwWe cepBepa

OCHOBHbIE HACTPORKN

Wms

La6noH

MNy6AnYHbLIA KoY SSH

KoHQUrypauus

Cepeep

Ubuntu 18.04

be3 knoua

3meHeHne cepBepa

Avckn MoaxnioueHna

rnaeHas / O6GnauHble BblUNCneHus / Cepeepsl / M3MeHeHWe cepBepa

OCHOBHbIE HAaCTPOFKK

Wms

Llla6noH

MyBAnyHbBIA Knoy SSH

KoHpUrypauws

Cepeep

Ubuntu 18.04

bes knoua

Avckn Moaknio4eHna

PucyHok 283

PucyHok 284

5.2.5 YoaneHue cepsepa

[ ] OTKpPbITb KOHCONb leicTBunA v

CronmocTb

B geHb

MpejocTaBneHne BUPTYanbHOro 0.00P

@®  OTKpbITh KOHCONb flefcTBuA v
CHanwoTel
BLIKNO4MTE

MepesarpysuTe

MogknounTs CD-ROM

CroumocTb

B aeHb

MNpegocTaBneHne BUPTYanbHOro 0.00 P
nooueccona (ESXi)

B cnyyae HeobxoAMMOCTM yaaneHma cepBepa HY)KHO NeperTn Ha BKNagKy Ob6nayHbie BblUMCAEHUA —>
BLO/J VMware - Cepsepbl = M3meHeHue cepeepa v BbIbpaTb aevicteme Yaanutb (PucyHok 285).
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V3MeHeHWe cepBepa

FnasHan / OBnauHble BeluMCnedus / Cepeepsl / MaMeHeHUWe cepeepa

OCHOBHEIE HBCTpDﬁKH OHPUIypaLwna Anckn OAKNHUYEHWA

Wms Cepeep

LabnoH Ubuntu 18.04

MyGAUYHLIA KoY SSH bes knw4ya h
KMmsa xocTa server

JloruH nonszoeatens ubuntu

MpumeuaHe

Teru

m OTMEHWUTE n WE3MEeHUTL

PucyHok 285

Mocne noaTBepKaeHUA yaaneHus cepsepa IP-agpec, Ha3HauYeHHbIN paHee cepBepy, CoOXpaHaeTca, Ho 6e3
NPUBA3KK K ycTpoicTBy (PucyHok 286). OH byaeT oTobpaskeH B pasgenie meHio O6nauHble BbluMCAeHUA
- BUOA VMware - MybaunuHbie IP-agpeca.

My6nnuHble r-ajpeca
- + MonyunTe nyBauuHbIA IP
et CnoAL3yeMsie E3WNMU YCTRORCTEAMM MK 33KPENNeHHLIe 33 NpoexTeM. OGPaTHTE BHIMAHHE, UTO 33 3APECA, HE NOAKMUEHHEIE HI K OGHOMY

Tnagwan / 06 BRIUNCNRHIA IP-agpeca

My6nuuHbie IP-agpeca

IP-agpec YcrpoiicTo

o] LXK IOOCHC Her Jeficrans =

[ YOLXOLH0CL0 PoyTep (poyTep) OTkaoumTE

PucyHok 286

L. IP-appec yaaneHHoro cepsepa coxpaHsetca Bo BUO/L n 3a Hero byaeT B3nmaTtbcs naaTa.

(i IP-ypaneHHoro cepsepa B Noc/ieACTBUM MOXKHO Ha3HAYUTb 4PYFrOMY YCTPOMCTBY MM Ke OTKa3aTbCA
oT Hero. NoapobHee 06 3Tom onucaHo B pasaene lMybauyHele IP-adpeca.

5.2.6 [lobasneHue mezos

[Ona Toro, utobbl f06aBUTL Tern, Ha BKAagKke O6nauHblie BbluMcneHusa —» BUO/ VMware - Cepsepbl
HY»KHO HaXaTb KHOMKy [leicTBuaA, BbibpaTe U3meHUTb (PucyHok 287) v B oTKpbIBLLENCA popme A06aBUTb
162



Tern gns cepsepa (PucyHok 288).

Cepsep

FnasHas / O61a4Hble Bbl4ncneHna / Cepeepel

Cepsepbl
Y PunsTpsl
Wma CeTmn My6nuuHbIA IP Wa6noH Kondurypaymsa
° Cepsep ) 50 & 1VCPU, 116 OTKPbITh KOHCONb
Cosaen 31052002 1705 CeTb [XXX.X.X) 20000 «3J Ubuntu 18.04 & 1015 55D OCHOBHOM AHCk
CHanmwoTsl
BbIKNO4MTL

Mepe3arpysuTe

MNogknoumts CD-ROM

PucyHok 287

V3mMeHeHWe cepBepa

rnaeHan / OBAauHble BolYUcneHus / Cepeepsl / MaMeHeHWe cepeepa

OCHOBHBIE HACTPOMKMA KoHdpurypaLms Anckn MoAKNOUEHWA

Mma Cepeep

LabnoH Ubuntu 18.04

MyGAnuHLIA kaou SSH Be3 knw4ya h
WMsA xocTa server

JNorvH nonszoeatens ubuntu

MpumeuaHe

Teru

m OTMEHUTE MZMEHUTE

PucyHok 288

5.3. YnpasneHune anckamm

[nsa Toro, 4ytobbl NPOCMOTPETH BCE AUCKU, HEOOXOANMMO NepenT B pasaen meHto O61auHble Bbl4UCAEHUA
- BUOA VMware - AucKu.

5.3.1 Co30aHue ducka

[na Toro, utobbl CO34aTb AMCK, Ha BKNaaKe ObnauHbie BbluMcnenus - BLOA VMware = [IMCKM HYXKHO
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HaaTb KHoNKy Co3aaTb AUCK (PucyHok 289).

Ancki

Bce AMCKK, NOAKNIOHEHHBIE K CEDBEPaM MM XPaHRLINECS OTACNEHO. MOXHO M3MEHMTE Pa3Mep CYLLIECTBYIOLWEND ANCKa,
OTMOHTMPOBATL, MPUMOHTUPOBATH K CepBepy. HekoTopble onepaLui C ANCKOM NOTPeBYIOT 0CTaHOBKW CepBepa.

FnaBHas / ObnayHble BeluMCneHVs / [uckun

Avckun
Y ®unetpe
Wmsa Pasmep MpwcoepunHeH
[ ] OCHOBHOI ANCK | OcHoBHOM 1076 Cepeep
PucyHok 289

4+ Cospatb anck

Tvn

SSD NameHnTs

OTkpoeTcs okHo Co3pgaHue aucka (PucyHok 290). Janee Heob6x04MMO 3aMo/IHUTL MOAS C NapameTpamm
co3aaHusa aucka (PucyHok 290 — 1). B npaBoi Y4acTy OKHa pa3MelLLeH KanbKyaaTop noacyera CTOMMOCTU
pecypcoB B AeHb, B KOTOPOM 0TOBpaKaeTca akTyanbHas LLeHa 3a YCyry B COOTBETCTBUM C BblOpaHHbIMM

napameTtpamu (PucyHok 290 — 2).

CozaaHue aucka

TnasHas / OBnaumble suivcnenus / [uckn / Co3panmue Avcka

Tun gucka SSD

Pa3mep I 10
Cepsep OrcyTeTByer
Tern

Beibpatb

OTMEHWTb

1 CroumocTb 2
B aexb
MpejocrasneHne AUCKOBOTO 0.00P
npocTpaHcTBa ypoBHA 55D (ESXi)
WToro: 0.00 #
B JIeHb

PucyHok 290
[ns co3paHua Ancka HeobxoAMMO 3aN0NHUTb NONA:
"  KmAa — Npon3BosibHOE HAMMEHOBaHUE ANCKA.
=  Twun gncka —SSD, SAS nnun SATA.

=  Pasmep — pasmep aucka B Ib.

= CepBep — BbIbOP cepBepa, 419 KOTOPOro CO34aETCA AUCK, MO YMONYAHUIO ANCK ByaeT co3aaH He

NPUCOeanHEHHbIM K cepsepy.
* Tern—pobaBneHue Teros.

B pesynbTarte 6yaert co3aaH auck (PucyHok 291).
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o Ecnm gucK nogKnoUveH K cepsepy, ero MHAMKaATop 3eaeHOoro useTa

OTCYTCTBYET - 6enoro

Anckn

Bce ANCKI. MOAKNIOUSHHEIS K CEPBSPaM WK XPaK:
MERELIM C ANCKOM NOTREGYAT OCTAHOSEH C2REERE

naeHas / OBnauHbie BEIMMCTEHMR / [UcKki

Avckmn

T ounsrpe

Pasmep Npucoeaunen

, €CQIN NOAKNKOYEHUE K cepBepy

+ Cozpams gnck

I ° Anck

1076

cepsep

LeficTBuA~

L] OcHoeHO# Anck | OcHosHOR

cepeep

PucyHok 291

LeficTBNA~

TaKrKe MOXHO co34aTb AUCKKU, NPUCOEANHEHHbIE K onpeaeneHHOMY cepBepy, U3 dopmbl M3meHeHue
cepBepa npu nepexoge B pasaen meHwo O6nauHbie BbluucneHua - BLUOA VMware - Cepsepbl >
M3meHeHue cepBepa Ha BKNagky Jucku (PucyHok 292). B oTKkpbiBEeNca Gopme HYXKHO HaXKaTb KHOMKY
[06aBUTb AUCK, 1 B OTKPbIBLLEMCA OKHE BHECTM XapaKTePUCTUKM CO34aBaemMoro ancka (PucyHok 293).

I3meHeHwWe cepBepa

MnasHass / O6nadHble BoluncneHns / Cepeepbl / WMiameHeHue cepBepa

OCHOBHEIE HAaCTPOMKM

[ ] OCHOBHOM AWCK

W Yaanuts

KoHdurypauma

Anckn MNoaknoyeHns

SSD:10TB

4+ MoHTMpoOBaThL AWCK

PucyHok 292

M3meHUTb
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[lo6aBneHne ancka .

s Anck 2

Tun gMcka SsD LV
Pasmep B 10 :
Terw v
MNpegocTaeneHe AUCKOBOroO NPOCTPaHCTBa ypoBHA SSD (KVM) 0.00P 3a10TE x geHb

OTMEHWTE B Npunsate

PucyHok 293

B pe3ynbraTte co3daHHbIM AUCK ByaeT NoAKAOYEH K BbIOpaHHOMY cepBepy M O0TOOpPasuTCs Ha BKAaAKe
O6nauHble BbluncneHua - BLOA VMware - AucKu.

5.3.2 YnpaesneHue co30aHHbIMU OUCKAMU

C co34aHHbIMM AUCKAaMK BO3MOXHO BbIMO/IHEHNE CAeAYOWMX AEeNCTBUN:
" 3meHeHMe HacTpoeK ANCKaA.

* MOHTUPOBaHWe AMCKa K cepBepy / Pa3sMOHTUPOBaHWNE ANCKA.
= HacTpoiika Teros.

=  YpganeHue AUCKa.
5.3.2.1 W3meHeHMe HACTPOEK AMUCKA

Ona Toro, 4ytobbl M3MEHUTb HACTPOMKU AMCKA, B pasgene meHto O6nauHble BbluucaeHus -» BLIOA
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VMware = [IMCKM Heobxoanmo HaxaTb [eucreua (PucyHok 294) v BbibpaTb U3meHuUTb (PucyHok 295).

ek

Bce Avcky, NMOAKNIOHEHHEIR K CEPBEPaM NN XPAHALLMECA OTARNLHO. MOXHO M3MEHWNTE Pa3Mep CYLUIeCTEYOLIEro ANCKa, OTMOHTMPOEATE,
NPYMOHTVPOBATE K CepEepy. HexkoTopsie 0nepaumi C AMCKom NoTPeGyIoT OCTaHOEKM Cepeepa.

InaeHan / O6GnauyHble BeMUCIeHWA / JWcku

Ancikn
Y PunsTpsl
Uma Pasmep MpucoeguHeH
[ ] Jilll<vd 1076 Cepsep
[ ] OCHOBHOI AUCK | OCHOBHOM 1076 Cepeep
PucyHok 294
Anckm

BCe ANCKY, NOAUTIOUEHHBIE K CEPBEPAM WA XPAHALLMECR OTASNLHO, MOXHO MSMEHNTL Pa3MEP CYLLECTBYKILLErD ANCKA, OTMOHTMPOBATS,
MPUMOHTIAPOBATS K CepBepy. HEKOTOpLIE ONIEPaLMK € AVCKOM NOTPeGyIoT OCTEHOBKHM Cepaepa.

InaeHaa / OB6naumble BoluvcneHuns / Juckn

Anckn
Y QunsTphl
Nma Pasmep MpucoegnHeH
[ Anck2 10TB Cepeep
[ J OCHOBHOWM AUCK | OcHoBHOM 10TB Cepeep

PucyHok 295

=+ Cospars guck

Tun
SSD N3meHnTs
=+ Co3pate gvck
Tun
SsSb Jeiictena ~
N3meHnts
SsSD
PasmoHTMpoBaTL

B OTKprBLLleﬁCFl d)opN\e U3meHeHMne AuUCKa AOCTYNHO MU3MEHEHUE HaMMeEHOBaHUA AWNCKa, ero tn “n

pa3mep (PucyHok 296).

& N3meHeHMe pasmepa AMCKA BO3MOXHO TO/IbKO B 60/1bLUYIO CTOPOHY, T.€. pa3mep U3MEHEHHOrO ANCKa

He MOXKeT bbITb MeHbLUEe, Yem TeKVMMM.
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3meHeHMe ancka

InaeHas / O6naudslie BeluncneHma / Auckn / N3meHeHWe gucka

Nmsn Awnck

Twun gncka SSD v
ry

Pazmep ' 10 v

CepBe Cepsep

Tern

OTMEeHWTHL B VzmeHuts

PucyHoK 296
L' Mocne NpUHATUA U3MEHEHUI, U3MEHEHWNE PAa3MepPa ANCKA B MEHbLUYIO CTOPOHY ByAeT HEBO3MOXKHO.

. B HaCTpoMKax AMCKOB, NPUCOEANHEHHbIX K CEPBEPAM, BO3MOMKHO TO/IbKO M3MEHATb UMA, pasmep B
60/1bLWYI0 CTOPOHY M TUN AWCKA, a TaK¥XKe HacTpamsaTb Tern. MOHTMPOBAaTb U PAa3MOHTMPOBATb OCHOBHOM
NOAKNHOYEHHbIN ANCK HEBO3MOMKHO.

' Bce ANCKHN, KOTOpble CcCoAepXKaTCA B CHanwoTax cepBepa, B ,ﬂ,aﬂbHeﬁLueM 3auimueHbl  OT

& o o
penakTMpoBaHusa (PucyHok 297). 06 3Tom coobLuaeT 3Hak , PasmeLleHHbIN B 1eBOM YacTu NOAA.

+ Cozpams gnex

TnagHan / OBnauHsIe BuluMCIeHMA / nckn

Anckn

Y ounerps

Vims Pasmep MNpucoeauien Tun

I a OctoBHoii anck | OcxosHoi 1075 cepeep SAS Aeicraus ~

PucyHok 297

C nomouwbto popmbl MameHeHUe AUCKA NOAKNOYUTL AWUCK K OPYrOMy CEPBEPY WM OTKAKOYUTL €ro
HEBO3MOXHO. MoapobHee 0 TOM, KaK U3MEHUTb CepBEpP ANA NOAKNOUYEHMA UAN OTKAHOUYUTD €r0, ONUCAHO
B Clegylolem nogpasgene.

5.3.2.2 MoOHTUpOBaHUe AMCKa K cepBepy / pa3sMOHTUPOBAHUE AMCKa
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MoHTUpoBaHWe/pasMOHTMPOBaAHNE AMCKA UCMONb3YETCA AS TOro, YTOObI NOAKNIOYUTL OUCK K cepBepy

NN OTKNHOYNTDL ero.

Ecnn npu co3gaHmn ancKa BbIOpaHO NOAKAOYEHUNE K CepBepy, TO, ANA TOro, YTobbl B AasbHENLLIEM €ro
OTKNHOUYNTb, HEOOXOAMMO NEePeNTU B pasaen meHto ObnauHble BbluucaeHua = BLLOJ VMware = [IUcKy,
HayKaTb KHOMKy [leiicTBuA (PucyHok 298) v BbibpaTb PasamoHTMpOBaTb (PUCyHOK 299).

Arckn

Bce AMCKY, MOAKTIOUEHHSIE K CEPBEPAM WM XPAHALIMECH OTAENLHO. MOXHO H3MEHITL PAa3Mep CyLIECTEYHOLIero ANCKa, OTMOHTMPOSATD,
NPVMOHTIPOBATE K cepeepy. HexoTopsie onepauni C AMckom NoTpebyioT ocTaHoBKM cepaepa.

InaeHan / ObnauyHble BeluMcneHua / Juckn

Ancikn
Y dunstpsl
Nma Pasmep MpucoeguHeH
® Jillle'vd 1076 Cepsep
[ OCHOBHO# AUCK | OcHOBHOR 1076 CepBep
PucyHok 298
Hckn

BCe ANCKY, NOAKNHOUEHHBIE K CEDBEPEM UNK XPaHALLMECR OTASNEHO. MOXHO USMEHNTE Pa3Mep CYLIECTEYHLIErD AMCKS, OTMOHTMPOBATS,
NPUMOHTIAPOEATE K cepEepy. HEKOTOPLIE ONepaLyy € AVckamM NoTpebyloT OCTaHOBKA Cepaepa.

[nasHan / OBnauHble BeuMCneHVs / [AUCKK

Anckn
Y GunsTpsl
Nma Pasmep MpucoeguHeH
[ Auck2 1076 Cepeep
[ OCHOBHOR AWCK | OcHOBHOIA 10TB Cepeep
PucyHok 299

=+ Co3gate guck

Tun
SSD N3meHnTb
+ Cozgars guick
Tun
SsSb Jeiictemna ~
N3mennTs
SsD
I Pa3moHTMpoBaThL I

TaK»Ke pa3MOHTUPOBATb ANCK MOXKHO M3 Gopmbl M3meHeHue aucKa. [1na 3TOro Hy»XKHO NepeiT B pasaen
MeHo ObnauHbie BblumucneHms —» BLUOJ VMware = [JUcku, HaxaTb KHonKy [eicreua (PucyHok 300)

HanpoTMB ANCKa U BbIbpaTb U3meHuTb (PucyHok 301).
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Arckn

BCe ANCKY, NOAKNIOUEHHBIE K CRPBEPAM WA XPAHALLECR OTAENLHO. MOXHO M3MEHUTL Pa3MEp CyLURCTEYIOLIEro ANCKa, OTMOHTUPOBATS,

NPVMOHTIPOBATE K cepeepy. HexoTopsie onepauni C AMckom NoTpebyioT ocTaHoBKM cepaepa.

InagHan / OBnauHbie BeluMOIeHUs / JUcKu

Ancikn
Y dunstpsl
Nma
® Nmck2
[ ] QCHOBHOW AWNCK | OcHoBHO#R
Aunckm

Pasmep MpucoeguHeH
1076 Cepeep
1076 CepBep

PucyHok 300

Bre AUCKM, NOAKNHYEHHSIE K CEDBEPaM UM XPAaHALLMECS OTASNELHO, MOXHO WSMEHUTE DAZMEp CYLLBCTEYIILLEMD AVCKE, OTMOHTUROEATS,

ADMMOHTUPOBATS K CepBepy. HeKOTOpSIE OMEPaLMY € AMCKOM NOTPEBYIOT OCTaHOBKM Cepaepa.

InaeHaa / OB6nauHble BolUMCIEHWA [ [JUCKA

Anckn
Y QunsTphl
Nma
[ ] Anck2
[ ] OCHOBHOM AWCK | OcHOBHOIA

Pasmep MpucoegnHeH
10TB Cepeep
10TB Cepeep

PucyHok 301

SSD

SSD

Tun

SsD

SsD

N3meHnTb

Jeiictena ~

N3meHnts

PSEMOHIHPDBSTL’

B oTKpbIBLEMCA popme B MPaBOM BEPXHEM YTy HaxKaTb KHOMKY PasmoHTMpoBaTb (PucyHok 302).

M3meHeHne AncKa

[naeHas / OBnayHble BolYMCIeHUs / [lucku / M3MeHeHne aucka

Tvn aucka

Pa3mep

Cepsep

Teru

Anck

SSD

re 10

Cepeep

PucyHok 302

OTMEHNTH B YsmeHnTs

CroMmocTb

B AeHb

MpegocTasneHne gUCkoBoro 0.00F
NpoCTPaHCTBa ypoBHa SSD (ESXI)

WToro: 0.00 2
B AeHb
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O

@ nocne Pa3MOHTUPOBAHMA AMCKa ero UHAMKATOp MeHsAeTcA
NOAKNOYEH HU K OAHOMY CEPBEPY.

, W 3TO O3HaAyaeT, yYTo AMUCK He

[na Toro, yto6bl NOAKAOUYNTL OUCK K APYrOMY CepBepy, HanpoTUB OTK/IKOYEHHOIO AMCKA HYXKHO HaXKaTb
KHonKy OeiictBua (PucyHok 303) v BbibpaTb MoHTMpPOBaTb (PUCyHOK 304).

Bee AWCKH, NOAKNIOUEHHBIE K CEPBEPaM NI XPaHALLMECA OTARNLHO. MOXHO MIMEHUTE Pa3MEp CYLLECTBYIOETD ANCKS, OTMOHTMPOBATE, + Co3gatt auck
NPYMOHTUPOBATE K CepBepy. HeKaTopsIe ONepaLmm ¢ AUCkom NoTpebyHaT OCTaHGEKI CepBepa

[nagHas / OBnauHble BeuMCIeHNs /[ [WcKu

Anckn
Y QunbTphl
Nma Pasmep MpucoeguHeH Tun
O Anck2 1076 Her ssD
[ OCHOBHOR AWCK | OCHOBHO#A 10TB Cepsep SsD NameHnTb
PucyHok 303
Hckn
BCe ANCKY, NOAKNKIUERHEIE K CEDBEPAM WM XPAHALLMECA OTASNEHO. MOXHO UIMEHUTE PA3MER CYLLECTEYHOLLIErO AWCKE, CTMOHTHPOBATE, + CozpaTh Auck
MPYMOHTAPOBATS K CepBepy. HEeKOTOPLIE ONEPaLMM € AMCKOM NOTPeGYIOT OCTAHOBKIA CepEepa.
[nasHan / OBnaunble BeunCIeHWS [ JUcKU
Anckn
Y QunsTphl
Nma Pasmep MpucoeguHeH Twvn
O Aunck2 10TE Het SSD JleiicTeuA =
M3meHnTs
[ OCHOBHOW AWCK | OcHOBHOA 10TB CepBep SSD
I MoHTUpoBaTs I
PucyHok 304

TaK»Ke MOHTMPOBATb AMUCK MOXKHO M3 dopmbl U3meHeHue aucka. [Ina 3TOro Hy»KHO NepenTn B pasgen
MeHo ObnauHbie BbluucneHms —» BLUOJ VMware = [UcKMU, HaxaTb KHoMKy [eicrBua (PucyHok 305)
HaNpPOTUB AUCKa U BbibpaTb U3meHuTb (PucyHok 306).
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Jnckm

BCe AVCKN, 04K ERHSIE K CERSEPEN MW XPEHALIMECR OTASNE . MOKHO MEMEMITS DESVEP CyLIECTEYIILETD ANCKE, CTMORTMPOSATS, MDMMOHTHPOSETS K CEpSEDy.

HeKoTopsIE GMEPaLIM C AMCKOM NOTPEBYIT OLTaHOBKM cepBepa.

rnaeHan / QBNauHbIe BEIYNCABHWS / LUCKKA

Avckn
T PuasTpbl
Wmsa
@] Avek
[ ] OCHOBHOI ANCK | OcHosHoi
HAnckn

Pasmep Mpucoeguuen
10T7B Het
1076 Cepsep

PucyHok 305

B AMCKM, NOAKMIOUEHHEIE K CEPEEPEN MM XPERALUMECR OTARNERO. MOXHO HSMEHNTS DAIME CYLUECTEYIOUIETD AUCKS, OTMORTHPOSETS, NPMMONTHPAEATS K CEpsERy.

HeKoTopsle GNEP3UMM € AVCKOM NOTPEGYHOT OCTAHOSKA CepBepa.

rnasHas / O6NaUHbIE BLIYACAEHUS / BUCKKA

Avcku
Y @unstpsl
ma
O Anck
[ ] OCHOBHOI ANCK | OcrosHo

M3meHeHWe gucka

FnasHas / OB6MaYHble BolYMCeHWA / AuckKn / 3MeHeHWe gUcKa

Mg [Awck
TUn aucka SsD
Pasmep 6 10
Cepsep OtcyTcreyer
Teru

Yaanute

Pazmep MpucoeguHer
10TB Het
1016 Cepsep

PucyHok 306

»

OTMEHWTE MEHWUTL

55D

55D

+ Cosgate gnck

W3meHnTs

+ Cosgath gnck

JercTeus ~

U3meHnTL

MoHTMpOBaTh

CroMmocTb

B AeHb

MpeagocTaBneHvne AMCKOBOro 0.00F
npocTpaHcTBa ypoBHa SSD (ESXi)

Wtoro: 0.00 P
B AeHb

B oTKpbIBLIEMCA OKHE BbIOpaTb CEPBEP, K KOTOPOMY HY}KHO NOAKAOUYNTL ANCK (PucyHOK 307).
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BuibepuTe cepBep

Wmna WaGnoH
Cepeep 2 Cent05 7
cepeep Ubuntu 18.04
OTMEHUTL
PucyHok 307

(i [ANCK MOXKHO NOAKMOUYUTD KaK K BKIKOYEHHOMY, TaK U K BbIK/IOYEHHOMY CepBepy.

B pesynbTtate anck byaeT noAKA4YeH K BbibpaHHOMY cepBepy (PucyHok 308).

CepBeptl
naeHas / OBnauHble BoluMcieHUA / CepBepbl

Cepsepbl
Y ounetpsl

Vima Cetn NyGninmii [P Wa6non Kokurypauma

#1vCPU,1TE
CeTb OLX.X.X) XXX XHK.X i+ Cent0S 7 & 10 15 SAS OCHOBHO# AuCK Neiicrans ~
& 1075 SAS ek

cepsep EF1vCPU1ITE -
[ " Cerb [XX.XX.X) XX.XKXXKX <3 Ubuntu 18.04 et B Aeiicrans -
CosaaH 03.12.2021 14:35 & 10 I'b SAS OcHoBHOM AWCK

PucyHok 308

TaKKe MOXKHO yNpaBAATb AUCKaMM, MNOOKAOYEHHbIMM K cepBepy, M3 pa3gena meHwo O6nayHble
BblunucneHusa -» BLIOA VMware -> Cepsepbl = M3meHeHue cepsepa. OTKAOUNTD AMCK MOXHO C
nomouibio KHonok Aeiicteua - OtcoeguHutb (PucyHok 309 - 1). Ona Toro, 4tobbl MOHTUPOBATL YKe
CO34aHHbIN AMCK, HY)KHO HaXKaTb KHOMKY MoHTUMpoBaTb AUCK (PucyHok 309 — 2).
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13meHeHWe cepBepa

InaeHaa / O6nayHele BelumcneHua / Cepeepkl / VI3MeHeHWe cepBepa

OCHOBHbIE HACTPOIKW KoHdurypayumsa Auckun MoaknwoyveHUs
@ OCHOBHON AUCK SSD:10TB WaMeHnTE
OTCoeAMHUTE 1
O Anck SSD: 10TB [eAcTenA ~

4+ [lobaputh aAuckK 4+ MoHTUpoBaTL AUCK 2

OTMEHWTL B UameHuTL

PucyHok 309

5.3.2.3 [Job6asneHue Teros

Ons Toro, utTobbl A06ABUTL Teru, B pasgene meHto Ob6nayHbie BbluncneHus = BLUO/A VMware = [IMCKuU
HYYKHO HaKaTb KHoNKy AeiictBua (PucyHok 310) v BbibpaTb U3meHUTb (PucyHok 311).

Bce Avcky, NMOAKNIOHEHHEIR K CEPBEPaM NN XPAHALLMECA OTAENLHO. MOXHO M3MEHWTE Pa3MEp CYLLeCTEYIOLLEro ANCKE, OTMOHTUPOEATE, + Cosaars anck
NMPYMOHTPOBATE K CepEepy. HeKoTopkIe 0Mepaumi C AMCKoM NOTPeByHT OCTaHOEKM cepeepa.

[naeHan / OBnauHble BelYMCNEHUA / JMCKW

Ancikn
Y OunsTpsl
Nma Pasmep MpucoeguHeH Tun
[ ] [Aunck 1076 CepBep SSD
[ OCHOBHO# AUCK | OcHOBHOR 10TB CepBep SSD NameHnTs
PucyHok 310
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Acki

Bce AVCKM, NOAKNIOUEHHEIE K CEPEEPAM AN XPAHALUMECA OTAENEHO. MOXHO M3MEHWTE PaZMep CYLLECTEYIOWErD ANCKa, OTMOHTUPORATE,

NPYMOHTHPOBATE K CEPBEPY. HEKOTOPEIE ONEPALMK C AMCKOM NOTPEByHT OCTAHGEKM CepBepa.

[naeHan / OBnauHble Beiuvcnedns / Juckun

Anckn
Y Qunbtpsl
Nma Pasmep MpucoeguHeH
[ Auck 1076 Cepeep
[ OCHOBHOR AWCK | OCHOBHO#A 10TB Cepeep
PucyHok 311

B oTKpbiBLIEMCA OKHe M3meHeHue aucKa B nose Teau obaBuTb Tern ana aucka (PucyHok 312).

M3MmeHeHWe ancka

InaeHas / O6nauHble BeluncneHua / Aucku / VIsMeHeHUe aMCKa

Tun

SSD

SsD

_ Cozzatk Auck

leiicTBua ~

I N3mennTs

PSEMOHTMPOBSTE

s Avck
Tun aucka SSD
Pa3mep ' 10
Cepeep Cepsep
Teru

PucyHok 312

OTMeHUTb B VameHuTb

B pesynbTaTe gobaBneHHble Tern otobpaxkatoTcs B pasgene meHo O6nayHble BbluucaeHua - BLIO/L,
VMware = [Iucku nog umeHem cepsepa (PucyHok 313). Ecnm co3gaHo MHOTO AUCKOB, GUABLTP NO Teram
NMOMOXET HalTU HeOBXOAMMBIN ANUCK. [JN1A 3TOro HYXKHO HaXaTb Ha Ter (PucyHok 314).
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=+ Cozgams Anck
VAU XREHALUECA GTARALHD. MOIKHE USMEHHTS RIIMER CYLIECTEY aueka, o = MRHMEHTH K £2pEERy. HEkoTopME SnERa MY

Tnaghan / OBRauMble BoluvCTeHrA | AVCKIA

Awckn
T owstpsl

Vima Pasmep Npucoepunen Tun

OCHOBHO AWCK | OCHOBHOIR

[ ] 1076 Cepsep SAS JeficTavn ~

PucyHok 313

+ Cozpats anck
aHALIEER @7A8NRKO. MOXHO HIMEHITE PAIMEP CYILSCTEYIOIErD AHCKS, OTUOHTHPORATS, MUK OHTHPERSTS K Copaspy. HEKOTOpLE onepaLj

N3EH3R / OBNAUMLIE BEIUMCAEHIA / [IUCKU

Avckn

X COpochTs GusTps!

Mo Tery v OCHOBHO Buifpats

Vima Pazmep Npucoepmnen Tun

OCHOBHOI AMCK | OcHOBHOH

[ ] 1075 Cepeep SAS

Jelicrms ~
ocHoBHOM

PucyHok 314

5.3.2.4 YpaneHue AUCKa

[Ons Toro, 4Tobbl yaannTb ANCK, HeobxoaMMO nepenTn B pasgen meHto O61auHbie BbiunucneHmnsa - BLO/,

VMware = [iucku Ha ¢opmy MameHeHure gucka. [InA 3TOro Hy»KHO HaXKaTb KHOMKy AeictBua (PucyHoK
315) v BbI6paTb U3meHuUTb (PucyHok 316).
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Auckin

BCe ANCKY, NOAKNKOUEHHBIE K CRPBEPEM M XPAHALMECA OTACNLHO. MOKHO N3MEHITL Pasmep CyLLeCTBYIOLLero ANCKa, OTMOHTUPOBATS,
MPUMOHTIPOBATS K cepBepy. Hi P :  aviekom n

P T OCTaHOBKN CepBepa.

[nasHaA / OBnaudbie BeluMCIeRUs [ JuMckuv

Anckm
Y OunbTphl
Uma Pasmep MpucoeguHeH
Q Auck 10T Het
[ OCHOBHOWM AWCK | OCHOBHO#M 10TB CepBep
PucyHok 315
Hckn

Bce ANCKA, NOAKNHYEHHBIE K cepeepamM WnK XpaHALWKWers OTAeNBEHO. MOXHO U3MEHWTE PazMep CYLeCTEYIOLWEro AWCKa, OTMOHTUPCBATL,
MPUMOHTVPOBATS K CepBepy. HEKOTOpEIE OMIeNaLM ¢ AMCKOM NOTPeBYIOT OCTaHOBIKM CepBepa.

InagHas / OBnauHble BeluMCieHus / [UCKK

Anckn
Y QuneTphl
Nma Pasmep MpucoeguHeH
O Auck 1076 Het
[ OCHOBHOW AWCK | OcHOBHOIA 10TB Cepeep

PucyHok 316

B oTKpbiBLIElcA dopme HaxKaTb KHONKY YAaanuTb (PucyHok 317).

Tun

SsD

SsD

SsD

SsD

WNamennTe

Jeictemna ~

N3meHuTL

MoHTupoBaTte
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3MeHeHWe A1CKa

naeHas / O6nayHble BeluncaeHwa [ Aucky / M3MeHeHWe aucKa

Wms Auck

Tvn Ancka 55D e
Pasmep 6 10 -
Cepeep OTcyTCcTBYeT

Tern

W Yaanurs OTMEHUTL B MameHuTs

PucyHok 317

L YAanuTb MOMXKHO TONIbKO AMCK, HE MOAKNOYEHHbIN K cepBepy. NoapobHee 0 TOM, KaK OTK/IOYUTb AMCK
OT cepBepa, onuncaHo B pasgene MoHmupoeaHue AUcKa K cepaeepy / pazmoHmMupoeaHue OUcKd.

5.4. YnpasneHue cHanwoTamu cepsepa

5.4.1 Co30aHue cHanwoma cepsepa

Ha nnatdpopme BupTyanmsaumm VMware vSphere AoCTynHO co3zaHue cHanwoTa cepsepa. [aa atoro
HeobxoaMMOo nepenTn B pasgen meHo ObnadHble BbluucneHus —» BLUO/J VMware - CepBepbl HaxKaTb
KHonKy AeiicTteua 1 BbibpaTb CHanwoTbl (PucyHok 318).
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Cepaeps

InaBHas / OBnauHsie BeluncneHna / CepBepbl

Cepsepsl
Y Ounstpsi
Umsa Cetn My6nuyHbIA IP LWa6noH KoHdurypauusa 3MeHUTb
B OTKPbITb KOHCONb
#E1vCPU, 1T
[ cepeep CeTb (XXX.XX) XXX XK «3 Ubuntu 18.04 i i
Cosgan 31.052022 17:06 &= 10 I'6 SSD OcHoBHOW Auck
I CHanwors! I
MoTtpebnexune
BbIkNounTh
Mepesarpyants
Moakntoynts CD-ROM
PucyHok 318

B oTKpbiBLIelca dopme CHaNWOTbI HY}KHO HaXaTb KHOMNKy Co3aaTtb cHanwoT (PucyHok 319).

CHanwoTsl
+ Cozaats cHanwoT
FnaeHan / OBnauHsle BbluMcneHys / Cepsepsl / CepBep cepeep / CHaMLWIOTbI

CHanwoThbl

¥ BacC NOKa HeT HX OAHOro CHanwoTa

T C03A3TS CBO MePBEIA CHAMLUOT, HAXMATE H3 KHOTIKY HIDXE

PucyHok 319

Ona co3gaHua cHanwoTa HeobxoAMMO MNPUCBOUTbL €My HAMMEHOBaHME U MO KENaHWI0 BHECTU
npumeyaHue (PucyHok 320).

Co3gaHue cHanwoTa "
MmA
MpumeuaHne

A~

OTMEHWUTE B NpuhsTe

PucyHok 320

B pe3ynbTaTe oTo6pasunTca cosgaHme cHanwoTa cepsepa (PucyHok 321).
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CHanwoTtsl
+ Cospats cHanwot
[N38H3A / OBN3UHEIE BEIYUCIEHWA / Cepeepel / Cepeep cepeep / CHanWoThI

CHanwoTk!

fata cospanua Vims Mpumeuanme

L 03.12.2021 17:26 CHanwoTt Het Aevictena =

PucyHok 321

5.4.2 BoccmaHosneHue cepgepa u3 cHanuwoma

Ecnv Bo3HMKNA HEOBXO4MMOCTb BOCCTAHOB/IEHUA CEPBEPA, 0 MOXHO BOCCTAaHOBUTb M3 CHanwoTa. Ana
sTOro B pasgene meHo O6nauHble Bbluncnenuna - BUO/M VMware -> Cepsepbl HanpoOTUB CHAMWoTa
HYYXHO HaKaTb KHOMNKY AeicTBuA 1 BbibpaTh BocctaHOBUTL (PucyHok 322).

CHanwoThl
+ Cozpars cHanwor
Tnaeman / OBNauHble BbluMcneHUA / Cepsepti / Cepsep cepeep / CHanWOTLI

CHanwoTb!

Bata cospanmna Vima Npumeuanue pa—

= 03.12.202 26 CHanwoTt Het

PucyHok 322

. Mpu BOCCTAaHOBNEHUM M3 CHANLLOTA, cepBep byAeT BbIKNtOYEH. JUCKK, HE coaepKallmecs B CHanwoTe,
OyayT yaaneHsol.

5.5. YnpasneHue obpasamu cepsepa

C nomoublo NaHeNu ynpasaeHMsa MOXKHO co3zaBaTb 06pas M3 cepeepa. B ganbHenwem, Ha 6ase sToro
obpasa, MOXKHO pa3BepHyYTb HOBbI cepBep. [na cermeHTa VMware AOCTYMHA TaKKe 3arpyska JMYHOro
obpasa cepeepa 414 fanbHelwero pa3sepTbiBaHMA Ha MaaTtdopme.

5.5.1 Co30aHue obpasa u3 cepsepa

L. CepBep, M3 KOTOPOro HYXHO co3gatb 06pas, AonKeH 6biTb BbikAoveH. MoapobHee O ToMm, Kak
BbIK/IOYMUTb CEPBEP, ONUCAHO B pa3zaesne BolKaoyeHue u eKaoYeHue cepeepa.

Ona TOro, ytobbl cos3paTb 06pa3 M3 cepBepa, HEOOXOAMMO MeperTu B pasgen MeHwo Ob6nayHbie
Bbluncnenua - BLO/J VMware - O6pasbl 1 HaxkaTb KHOMKy Co3aaTtb 06pas (PucyHok 323).
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Obpassbl
2o | [ oo

TnasHas / OBnaurbie sbluncneHun / O6passt
O6pasbi
Y ouneTps

HeT AaHHbIX Ansi 0TOBpaxeHUs

PucyHok 323

B oTKpbIBLLIEMCA OKHE BblOpaTh CEPBEP, U3 KOTOPOTO HYXKHO co34aTb 06pa3 (PucyHok 324).

Bbi6epuTe cepBep

Nma Wa6noH Anckun

® Cepeep 3 Ubuntu 18.04 & 106 SSD OCHOBHOR ANCK

MNpepocTaBneHWe CEpBUCA PE3EPBHONO KOMMPOBAaHWA M XpaHeHWA obpazoe  3.002 3a1T7b x geHb

PucyHok 324

Co3paHue obpasa U3 cepBepa 3alimMeT HeKoTopoe Bpema (PucyHok 325).

O6passbl
2 o [ & i
e pa. Bareu, w3 6336 370r0 OBPEIE, S MEKETE PEIBEPHY TR HOZkT CEpEeR. ECAU AOCTY TS TEYKS, B MaRETS 3rEyUTL C2o
rnasHas / O6NauHbie BelYNCNeHus / O6pasel
0O6pasbl
T ounetpe
Vims Gopmar Pazmep
Cepsep ovf Hewssecten AeiicTana ~

Mocne co3paHusa obpasa oTobparkaeTca MHGOpPMaLMA O TOM, U3 KaKOro cepBepa caenaH obpas, dopmar
obpasa, ero pasmep B [ (PucyHok 326).
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TnagHan / OBnauMsie BoluMCneHys / OBpaskl

0O6pasbl

Y ounsrpy

nms ®opmat Pazmep

[ ] Cepsep ovf 0.76 B AeiicTana =

PucyHok 326
C co3zaHHbIM 06pPa3oM MOKHO BbINONHATb AelcTBUA (PUCYHOK 327):
» Co3paTtb cepBep 13 0bpasa.
*  PepaktMpoBaTb 06pas.
=  Jlo6aBnATb TErN.

*  Ypanutb 0bpas.

Fnaevan / OBN3uHbIe BLlUMCAeHUA / OBpassi

06pasbl

Y onnetpel

Vma @opmar Pasmep Cospare cepaep

N ViamenuTs
[ ] Cepeep ovf 0.76 T6
Tern

PucyHok 327

5.5.1.1 Co3aaHue cepsepa 13 0bpasa

OnaToro, uTobbl co3aaTh cepBep 13 0bpasa, B pasaene meHo ObnauHbie BbiuucneHmna = BLOA VMware
- 06pasbl, HANPOTUB HEobXoAMMOro obpasa HYKHO Ha)kaTb KHomnky OeicTteua u Bbibpatb Co3aartb
cepsep (PucyHok 328).
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& 3arpyzuts oBpaz & Coanats obpas

Fnaenan / O6nauHbie BbiuACTeHun / OBpasbl

06pasbl
Y ounetpa
[ ] Cepeep ovf 0.76 TE M3MeHHTs

Teru

PucyHok 328

TaK»Ke MOXKHO c034aTb cepBep U3 obpasa us ¢opmbl MsmeHeHune obpasza. [na 3TOro Hy>KHO NepPenTn B
pa3aen meHto ObnayHbie Bbluncnenua —» BLOJ VMware - O6pa3sbi, HANpoTMB Heobxogmmoro obpasa

Ha)kaTb KHonKy [OeiictBua (PucyHok 329) u BbibpaTb U3meHuTb (PucyHok 120) nnn HaxaTb Ha UMSA
cepsepa.

Ha 3Toil CTPaHULLE MOXHO CO34aTb o6paz n3 cepeepa. 3aTtem, Ha Base 3Toro cépasa. Bbl MOXETE Pa3BEPHYTH HOBbI ] cepeep. Ecnu AOCTYNHa * CDZHaTI: DEP83
3arpysKa, 8b MOXeTe 3arpy3uTs CBOit COBCTBERHHLII 06pa3 Cepaepa W 3aTem PassepHYTs era.

InagHaa / OBnauHble BblvMcneHnA / OGpasbl

O6pasbl
Y Punstps

Nmsa Qopmart Pasmep

[ ] Cepeep raw 10TB

PucyHok 329

Ha 3TOiA CTPaHMUE MOXHO CO3A3Tb 06pa3 M3 cepBepa. 3aTem, Ha 6ase 3TOro 0BPa3sa, BEl MOXETE PasBEpHYTL HOBKI cepeep. ECi AOCTYNHE i
_ o ’ Cospatb obpa3
3arpy3Ka, Bbl MOXETE 3arpy3uTh CBOM COBCTBEHHBIT OBPa3s cepBEpa 11 3aTem pasBepHyTs ero A P

InagHad / OBnauHble BEUMCIeHNA / O6passbl

O6pasbl

Y ®unsTpsl

WUma Popmat Pasmep N3MeHUTL

Co3pate cepee
° raw 1016 AaTs cepeep

PucyHok 330

B oTkpbiBleica opme U3meHeHue obpasa B BepxXxHEM MPABOM Yr/ly HaXaTb KHOMNKy Co3aaTtb cepeep
(PucyHok 331).
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M3MeHeHue obpasa

InaeHaa / OBnadyHble BeluncneHna / O6paskl / M3meHeHue obpasa

CrommocTb

WmA Cepsep

B aeHe
Tern

MNpepocTasneHue cepenca 0.00P
pe3epBHOTO KONMPOBaHUA U
xpaHeHus obpasos

Coaepxumoe Amsa Tun Pasmep
WToro: 0.00 8
Idevisda raw 1076 B 4eHb

m OTMeHUTL B UsmeHuTb

PucyHok 331
[anee B OTKPbIBLUEMCA OKHE HYXHO Bbl6paTb HAaCTPOMKM A5 cO34aBaemMoro cepsepa (PucyHok 332):

= Uma cepsBepa — nNpon3sBosibHOE HameHOBaHKME CepBeEpPa.

»  KonnuecTBO Afep — OTPery/sMpoBaTh BbIGPaHHbINM NapaMeTp MOM3YHKOM WM HaxaTb KHOMKY ¥
(nosBnAeTca Npy HaBeAEeHUN Ha 3HAYEHUA B NPaBOWM YacTu NOI3YHKa).

= Ob6bem onepaTtMBHOM NAaMATU — OTPErY/IMPOBaTb BbIOPaHHbLIN NapameTp NOA3YHKOM WJIN HaXaTb

KHomKy ¢ (nosBaseTca Npu HaBeAeHUM Ha 3HaYEeHUA B MPABOW YacTU MON3YHKaA).
=  Twun gncka —SSD, SAS nnu SATA.

» CeTb — BbI6OP CETM U3 paHee CO3AaHHbIX.
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Co3aaHue cepBepa

YKaXWTe KOHGUIYPaLIWID Pa3E0PaYMBaEMOro CepeEepa. MNoce paseepTEIBaHWA cepeep ByaeTt
CO3A3H B BLIKITKOYEHHOM COCTOAHMWM.

MwA cepeepa Cepeep

vCPU O 2 appa

RAM O 276

Twn gcxa LV
CeTb BribpaTte

OTMEHWUTL B NpuxaTs

PucyHok 332

‘. Mocne Bbibopa BCcex NapaMeTpoB CO34aBAaeMOro CepBepa, HYXHO Ha)kaTb KHOMKy MpuHATb, O1A
OTMeHbl — OTMEHUTb.

0 Mocne pa3BepTbiBaHUA CepBep 6y,a,eT CO34aH B BbIK/IKOYEHHOM COCTOAHWUN. I'Io,u,po6Hee O TOM, KaK
BK/IIOYNTb CepBep, ONMUCAHO B pasaene BoiKntoyeHue u 8KsaoYeHue cepeepa.

B pe3synbTaTe 6yaeT cosaaH cepsep (PucyHok 333). B aanbHeiwem ¢ 3TUM CEpBEPOM MOXKHO paboTaTtb.
MoppobHee 0 TOM, KaK yNpaBaATb CEPBEPOM, ONMUCAHO B pasaene YnpaeneHue cepeepom.

CepBepbl
+ Co3pars cepeep
FnaeHan / OBnauHsie BuuMcneHns / Cepeepl
CepBepbl
T ounstpsl
Vma Cetn NyGanuseii IP Wa6now Kongurypaumsa
E2VCPU,2TE
- Cepeep | . _ . . - = 7
o ot 12 2 CeTs (XX.XX.X) He A O6paz "Cepeep & 10 16 55D OcHOBHOI Anck Neiicrens =
A & 1076 55D Ance 2
#1VCPU1TE
~ Cepeep . . .
o i 032001 100 CeTs (XXX.X.X) Het <3 Ubuntu 18.04 & 10 75 SSD OCHOBHOI ANCK Aeficrenn =
Femamm & 1016 SSD Auckz

PucyHok 333

5.5.1.2 W3meHeHue obpa3a

[nsa Toro, utobbl 3MeHUTb 06pa3 cepsepa, B pasaene meHto ObnayHblie Bbiuncnedmnsa - BLOJ VMware
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- O6pasbl, HaNPOTNB HeobxoaAMMOro obpasa HyXKHO HaXaTb KHOMKy AeicTeua 1 BbibpaTb U3MeHUTD,
WK HaXaTb Ha MIms cepsepa (PucyHokK 334).

Obpasel
& 3arpyzuTe o6bpaz & Cozgate obpaz
Ha 70 06pa33, B MOXETE PAIEEPHYTE HOBKT CEPESR. ECAM AOCTYNHS SATPYSK3, B6i MOXETE SArPYaHTS CBOfi
ThaeHas / O6naunsie Belmciervs / O6pasbl
06pasbl
T ounerps
Wms @opmar Pasmep

CozAaTe cepeep

° o et

PucyHok 334

OTKpOETCs OKHO C AaHHbIMU No 06pa3y (PucyHok 335). B npaBoi YacTU OKHA pa3MeLLeH KanbKynaTop
nogcyeTa CTOMMOCTM PECYpPCOB B A€Hb, B KOTOPOM OTOOpaXKaeTca akTyanbHasA LeHa 3a ycayry (PucyHok
335 —1). B nesoii yactu (PucyHok 335 — 2) MOXKHO M3MEHUTb MMA 06pasa, NPOCMOTPETb, a TAKXKE CKayaTb
¢dannbl 0bpasa Ha cBoit KomnbtoTep. PacwmpeHne dannos obpasa: vimdk — gucku, .ovf - KoHpurypayma.

V3meHeHve o6paza

TnasHan / OBnauHsle BeluuCieHA / OBpazsl / MameHenue o6pasa
1 CToMMOoCTL 2
CepBep
P 7.60P
Cozepxumoe Vims Tun Pasmep
vm-5abf3412-0.vmdk vmdk 0.765 6 &
Wroro: 7.60 £
B AeHe
vm-5abf3412-1.vmdk vmdk 0.001 TG &
vm-5abf3412.ovf ovf 0.001 75 3

Ona Toro, 4tobbl cKayaTb HyXHbIA GopmaT obpas3a Ha CBOM KOMMbIOTEP, HYKHO HaXaTb KHOMKY
(PucyHoK 336), nocne yero HauHeTca cKkaymBaHue ¢dalina obpasa.
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VameHeHne 0bpaza

FnaeHaR / OONauHEIE BExluMcneHwa / OBpassl / MiameHeHwe obpaza

MmA Cepeep

Cogepxumoe ima

vm-5abf3412-0.vmdk
vm-5abf3412-1.vmdk

vm-5abf3412.ovf

5.5.1.3 [Jdob6asneHune Teros

vmdk
vmdk

ovf

PucyHok 336

Pasmep

0.765TE

0.001TE

0.001 b

I+

OTMEHUTE a H3meHuTL

Ons Toro, ytobbl A06aBUTL Tern K obpasy cepsepa, Ha BKkAaake Ob6nauyHble BbluMcneHua -» BLO/
VMware -» 06pasbl, HANPOTUB HEOOXOAMMOro 06pa3a HyXKHO HaXKaTb KHOMNKY [leicTBuA 1 BbibpaTh Tern
(PucyHok 337). B OTKpbIBLUEMCA OKHE HYXHO A06aBUTb HEOBXOAUMbIE TETU N NPUHATL BCE U3MEHEHMUA

(PucyHok 338).

O6pastl

"

TnaeHas / O6Raukble BeIUMCTEHVS / OBpaskl

06pasbl
Y onnetpe
Wma @opmar
[ ] Cepeep ovf

Pazmep

0.76 76

PucyHok 337

Co3paTh cepeep

WamenuTs

Teru
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Tern obpaza CepBep

Tern w

OTMEHWUTE B NMpuHAaTs

PucyHok 338

5.5.1.4 YpaneHue obpa3sa

Ons Toro, 4tobbl YyAanuUTb Co34aHHbIM 0bpa3 cepBepa, Ha BKAaake ObnayHble BbiuucaeHna - BLO/,
VMware -» O6pasbl, HaNpoTUB Heobxoanmmoro obpasa Hy)KHO Ha)KaTb KHOMKy [leiAcTBuA U BbibpaTb
MU3MeHUTb UM HaXKaTb Ha MmsA cepsepa (PucyHok 339).

O6pastl

FnasHan / OBnaukbie SeiucieHn / O6pasbl

06pasbl

T ovnetpel

Wma ®opmat Paamep Co3pats cepeep

f
[ ] Cepeep ovf 0.76 B

Teru

PucyHok 339

B OTKpbIBLLUEMCA OKHE HYXXHO HaXkaTb KHOMNKY Yganutb (PucyHok 340). Mocne NnoATBEPKAEHUA yaaneHus
obpas byaeT yaaneH.
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M3meHeHKe obpasa

rnaeHas / OOnauHele BeluvcneHus / Obpazkl / MameHeHwe oBpaza

VimA Cepeep

Cogepxmoe

Wmsa Tun Pasmep

vm-5abf3412.ovf ovf 0.001TB x
vm-5abf3412-0.vmdk vmdk 0.765T6 E3
vm-5abf3412-1.vmdk vmdk 0.001 TB X

S o

PucyHok 340
5.5.2 3aepy3ka nuyHo20 obpasa

Ona Toro, 4to6bI 3arpy3nTb NYHbLIN 06pa3 cepeepa, HEOOXOAMMO NepenTn B pasaen meHto ObnauyHbie
BbluMcnenua - BLOJ VMware - O6pasbl U HaXKaTb KHONKY 3arpy3uTb 06pas (PucyHok 341).

Obpasbl

Ha

X, 3arpyauTs o6pa3 & Coanats obpaz

MnasHas / OBrauksie BuuncieHIA / OBpasul

06pasbl

T ounerps

HeT AaHHBIX 414 3T06D6>KEH,-"H

PucyHok 341

B OTKPbIBLUEMCSA OKHE HYXXHO BBECTM MMA A/1A 3arpy*kaemoro obpasa, a Takke ero ¢opmart: .ovf (Open
Virtualization Format) nau .iso (anck c MNO) (PucyHok 342). Nocne Bbibopa ¢dopmaTta NOABUTCA KHOMKA
3arpysku obpasa (PucyHok 343).

L. Mpwn Bbibope dopmarta .ovf, KaK MUHUMYM A0NKHbI ObITb 3arpyKeHbl pannbl *.ovf n *.vmdk.

L Mpwu BbIbOpe popmaTa .iso, 40aKeH ObITb BbIOpaH 04WH iso-daiin ans 3arpysKku.

189



3arpys3ka obpasa

Mma

Dopmar v
MpepocTaEneHwe CEPBUCA PE3RPEHOND KONMMPOBaHWA W XpPaHeHNA 10.00F 2217k = geHe
obpazoe

OTMEHWTE
PucyHok 342
3 6 *
arpyska obpasa
MmA 06pas cepsepa
Mopmat ‘ Awnck ¢ NO (*.iso) W
Bribepute daiin...

MpeaocTagneHWe CepBnca PE3EpPEHOND KOMWPOB3HWA W XpaHeHWA 10.00F 3316 = geHb
obpazoe

OTMEHWUTE

PucyHok 343

Mocne Bbibopa obpasa cepBepa C /IMYHOTO KOMNbioTepa, OyAeT akKTMBHA KHOMKa Hauartb 3arpysky
(PucyHok 344). NMocne HaxaTMs KHOMKKW Ha4yHeTcA 3arpyska obpasa (PucyHok 345), 3arpyska 3aMmer
HeKoTopoe Bpemsa. B pesynbTate 06pa3 cepsepa byaeT 3arpykeH (PucyHok 346) n um moxkHo bypet
ynpasnaTb. MoapobHee o Tom, Kak paboTaTb c 06pa3om cepBepa, ONUCaHO B pa3aenax Bbllle.
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3arpy3Kka obpasa

MmA Obpaz cepsepa

QopmMat Ownck ¢ MO (*.iso) v

Maiin: testiso | X

BufepuTe oguH iso-dain Ans sarpyskmn

MpejocTaEneHwe CepENCa PE3EPBHOND KONMWPOB3AHWA U XpaHeHWA 10.00 8 2a 1 b = geHe
obpazoe

OTMEHWTE B Hauate zarpy=xy

PucyHok 344
6 x

3arpy3ka obpasa
mA Obpas cepeepa
@opmat Aunck c NO (*.iso) ~
ZarpysieHo 0% 3arpymaeTca ...
MpeAocTaEneHWe CepBUCa PEISPEHOND KONMWPOBaHWA U XpaHeHna 10.00 P 33176 = geHb
obpazoe

PucyHok 345
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Obpasel

Mnaswan | O6naukele BolMcnenyA / OBpagil

O6pasbl
Y ©unsTphl
Vims ®opmart Paamep
[ ] 0O6paz cepeepa iso 0ore JeiicTena =

PucyHok 346

5.5.2.1 MoHTMpoBaHUe iso-obpasa K cepBepy

3arpyKeHHbll is0-06pa3 MOXKHO MOHTUPOBATL K cepBepy Kak CD-ROM (nogpobHee o ToM, KaK 3arpysuTtb
CBOWM iso-06pa3, onucaHo B pasgene Bbilwe). [lanee HyXHO nepenTM B pasgen meHto O6nayHble
Bbluncnenua - BUO/J VMware - Cepsepbl. HanpoTms cepBepa, K KOTOPOMY HYXKHO MOHTUPOBATb iSO-
06pas, HaxaTb KHonKy Aencreua (PucyHok 347) v BbibpaTb Mogkntountb CD-ROM (PucyHok 348).

CepBepb
TN3EHaR / OBNaUHEIE BEIUNCAGHMRA / Cepeepbl
CepBepbl
Y ounstpst
Wma

Cepsep

Cozaar 30.12.2021 10:27

Cepeepb

TnagHan / OBNauHble BLIMMCNEHUA | CepBepbl

CepBeps!
T ounstpel
Vims
Cepsep
° P

Cosar 30.12.2021 10:27

Cetn

CeTh (X4X.X.X)

Cetn

CeTb XX.X.X)

NyGanuHbI IP Wa6nou

Her <3 Ubuntu 18.04

PucyHok 347

MyGnuunLIi IP Wa6nou

Het 43 Ubuntu 18.04

PucyHok 348

Komurypauus

E1vCPU I TE
& 10 6 SSD OCHOBHOI Anck
& 10 B SSD Auck2

Kondurypauua

HF1vCPU 1 TE
& 10 B 55D OcHOBHOM Anck
& 10 6 55D Auck2

+ Coapars ceprep

AeiicTenA ~

UsmennTs
CHanwoTe!
MoTpeBnenme
OTKPHITL KOHEONL

Tern

BuixmounTs

Mepe3arpyanTs

Noaxnouute CD-ROM

B oTKpbIBLWEMCA OKHe (PucyHOK 349) MOXHO BbIOpaTb HYXKHbI 06pa3s (NpeaBapuUTeNbHO 3arpyKeHHbIM).
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BbibepuTe ob6pas (iso)

Mmna obpaza

0O6paz cepeepa

PucyHok 349

Pasmep, 6

OTMEHUTE

B pesynbTaTe iso-06pa3 byaeT oTpaxeH B cTonbue «KoHgpuaypauyus» Ha Bknagxke ObnauHble BbluMCAEHUA
- BUOA VMware = Cepsepbl (PucyHokK 350).

CepBeptl

TnaeHan / O6nauHbie BoluMcneHna / CepBepbl

Cepsepbl
Y Dunastpel
WM Cetu
Cepsep . .
[ ] CeTb (XX.X.X.X)

Cozgaw 30.12.2021 1027

NyGnuyHeId IP

Het

WaénoH

<3 Ubuntu 18.04

PucyHok 350

Kondurypauua

& 1vCPU, 1 TE

& 10 M6 55D OCHOBHOWM ANCK
& 10 M6 S5D Avck2

© O6pas cepsepa

& [na 3arpy3ku cepsepa ¢ CD-ROM, HeobxoanmMo nepesarpysuntb cepsep.

+ Cospat cepsep

Jeficrana =

Ona Toro, 4ytobbl Pa3sMOHTUPOBATL iSO-006pa3, B pasgene meHio O6nauHbie BbluucaeHusa —> BLOA
VMware = CepBepbl HaNnpoTUB CEPBEpPa, K KOTOPOMY MOHTMPOBAH iSO-006pas, HY*KHO HaXKaTb KHOMKY
DeiictBua v sbibpaTb OTKAOUMTL CD-ROM (PucyHok 351).

Cepsepsl

TnagHan / OBRauHbIe BuiluMcneHnA / Cepeepsl

CepBepbl
T ounetpe
Wms Cetn
Cepsep . )
® CeTb [(XX.XXX)

Cosaan 30.12.2021 10:27

NyGnnumLIi 1P

Het

Wabnou

43 Ubuntu 18.04

PucyHok 351

Kongurypauus

& 1vCPU, 175

& 10 5 55D OcHosHof Anck
& 10 15,550 Auck2

@ Ofpas cepsepa

+ Cosgars cepeep

WamenuTs
CHanwoTsl
MNoTtpetneHue
OTKpBITE KOO

Tern

BuikmounTs

MepesarpysuTs

OTkMuUUTE CD-ROM
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5.6. YnpasneHue pe3epBHbIM KONMPOBAHUEM

B cermeHTe VMware B 3aBMCMMOCTM OT MHCTANNALMM MOXKHO CO34aBaTb M HACTpamBaTb 3agauu
pe3epBHOrO KOMWPOBAHMA, MEHATb MX MapaMeTpbl, 3anycKkaTb BPYYHYO B HeobxoaMmoe Bpems,
npocmaTtpmBaTb OTYeTbl O BbINOJHEHMW pPE3EePBHOrO KOMWMPOBAHMA HA CepBepax, a TaKXkKe
BOCCTaHaB/IMBATb CEPBEP M3 pe3epPBHOM KOMUM U MPOCMATPMUBATb OTYETbI O BOCCTAHOB/IEHUM.

5.6.1 Co30aHue 3a0a4u pe3epsHo20 KonuposaHUs

Ona Toro, 4tobbl co34aTbh 3a4a4yy pPe3epBHOro KOMMPOBAHMA, HYXXHO NepenT Ha BKAaaKy O6nauHbie
BbluucneHna -» BLUO VMware - Pe3epBHOe KonupoBaHue -» 3apaum pe3epBHOro KONMpoBaHUA U
HaaTb KHoNKy Co3aaTtb 3aaaudy (PucyHok 352).

Pe3epBHOE KOMUPOBaHWe
MnasHas / OBaUHBIE BEIUNCIEHWA / Pe3ePBHOE KONMPOBaHME

33434 PE3EPBHOTO KOMAPOBAHMA

Urobel cosaaTs nepsyio 3aaauy 3HITR, HAXMMTE Ha KHOMKY HIXE

PucyHok 352
B OTKpbIBLUEMCA OKHE HYXKHO BHECTM NapaMeTpbl HACTPOEK CO34aHNA HOBOTO 3agaHuA (PucyHok 353):
*  Mma — npomn3BoNbHOE HAMMEHOBAHME 33[a4M Pe3epPBHOro KONMPOBaHMA.

- CepBepr - Bbl60p OAOHOINo nam HeCKOJIbKUX cepBepoB, AN1A KOTOpPbIX 6yp,eT HaCTpoOeHa 3aja4a
pe3epBHOro KONMPoOBaHUA.

= [1Hn Hepenu — BbIGOP AHEWN Heaenu, B KOTOpble ByaeT OcyLecTBNATLCA pe3epBHOE KOMMpPOBaHMe.
L. 06Aa3aTeNbHO HYXHO BbIOpaTh MMHUMYM OAMH AEHb HEAENMN.
=  Bpems — BpeMms, B KOTOPOe bByAeT OCyLecTBAATLCA PE3EPBHOE KOMUPOBAHME.

" [nybuMHA XpaHEHWA — KOJIMYECTBO PE3epBHbIX KOMUM, CAENaHHbIX B MpoLecce pesepBHOro
KONMMpPOBaHMSA.

@ Mo ymonuanuio HactpoeHa rnybuHa — 14 pesepBHbIX KOMWIA, HO 3TOT MapaMeTp MOXHO

-

-

OTPeaaKTUPOBaAaTb C MOMOLBLIO CTPENTOK U py4yHOro Bsoaa.

=  [IpmedaHune —3aecCb, Npun HeO6XO,EI,MMOCTI/I, MOHO OCTaBUTb KOMMEHTapMVI K 3aja4ve pe3epBHOro
KOMMpPOBaHUA.

Oc NMOMOLLLbIO YeKOOKCa «3a4aya BK/IOYEHA» MOXKHO CO34aBaTb Kak Cpasy BK/IIOYEHHbIE 3a4a4u, TaK
N Te, KOTOPbIE MOXHO 3anyCTUTb NO3MKe.
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Co3aaH1e HOBOrO 3a/1aHKsA

TNaBHaR / OBRauHbIE BLIUMCNEHNS | PEIEPEHOE KOMUPOBAHUE / CO3JAHME HOBOTO 33JaHNA

OCHOBHbIE HACTPOAKN
Wma

Cepaepsi BuiGpaTs

v | 3asaua exnioueta

Ann Hepenn MoHeAeNbHMK BTOpHIK Cpepa Yersepr MATHALA CyB6oTa BockpeceHse

Bpewn 12 - 00 =

TRy6UHa XpaHeHHs 14 pezepEHLIX KON

Mpumedane

“

PucyHok 353

Mocne Toro, Kak BCe HACTPOMKM BblbpaHbl, CO34aeTcs 3agayva pPe3epBHOro KonmposaHuA. Ee mMoXKHO
yBMAOETb Ha BKAaaKe ObnauHble BbluncneHusa —» BLLOA VMware - PesepBHoe KonupoBaHue —» 3agaumn

pesepBHoro KonuposaHua (PucyHok 354). B panbHelillem HaCcTPOWMKM CO34aHHOWM 33aJadM MOXKHO
MeHATb, NogpobHee 06 3TOM ONUCaHO B C/ieaytowem pasaene.

Pe3epBHoe konuposaHue

+ Cozpate 3agauy
MnaeHan / O6NadHLIE BMMCNEHYA / PeaepBHOE KONMpOBAHUE

3a34aUM PE3EPEHOTG KONMPOBAHMA

Cepeepei Pacnucanie Pazmep

Cepsep
21639

0re Aeiicreva ~
naTHULE

PucyHok 354

@ vma 3a/a4M pe3epBHOro KONUPOBAHUA U cepBepa ABMAKTCA aKTUBHbIMU CCblIKaMK. C NOMOLLbIO HUX
MOKHO nepeinTn Ha popmbl U3meHeHuUe 3aaaHmus u M3ameHeHne cepBepa COOTBETCTBEHHO.

Ecnn co3pgaetcA BbIKIOYEHHAA 3a4a4a Pe3epBHOrO KOMMPOBAHMA, OHA TaKXKe OTParkaeTcA Ha BKAagKe
O6nauHble BbluucneHna -» BUOA VMware -> Pe3epBHOe KonupoBaHuMe -> 3agauvM pe3epBHOro
KONMPOBaHUA, HO C BbIKHOYEHHbIM UHANKATOPOM (PucyHoK 355). na Toro, 4tobbl 3anycTuTb 3Ty 3a4a4y
pe3epBHOro KONMPOBAHMSA, HYXKHO HaXKaTb KHOMKY [leicTBUA 1 BbibpaTb U3meHUTb (PucyHoK 356).
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PESEDB}—CG KOMMpoBaHhe

+ Cozpats 3apauy
TN3EHaR / OBM3UHEIE EEIUNCNEHMS / PezepeHOE KOMMPOBaHUe

3ajauM pe3epBHOro KONVPOBaHNA OTueTLl apxviBaLM OTUeTHI BOCCTAHOBNEHNA

Vima Cepeeps PacnucaHme Pazmep

. i 6 12:00 -

(o] Bropo# 63kan Cepsep ors Aeiicrens =
Coagana 21.01.2022 1639 noepensH

i 17:00 .

[ ] Nepsailt 63kan Cepsep 0rs JeiicTere ~

Cosgana 21.01.2022 1639 nATHALA

PucyHok 355

PGSEDB}—OG KOMMpoBaHe

=+ Cozpams 3apauy
TnaEHan / OBMauHbIe BEIUNCEHUA / Pe3epBHOE KONMMPOBaHMe

3a/3um Pe3epEHOTO KONWPOBaHWUA OTueTH apXMBaLn OTueTbl BOCCTaHOBAGHUA

nn Cepaepu Pacnucaime Pazmep
. Bropoia 63xan 1200 ) TouKN BOCCTAHOENEHIA
[¢] Cepsep ors

Coagana 21.01.2022 16:39 noHenensHiK .

SanycTiTs celiuac
i 17:00 _

P MepBelii 63kan Cepeep 10TB Defictaun =

Coanana 21.01.2022 16:39 nATHIYE

PucyHok 356

B OTKpbIBLLEMCSA OKHE HY»KHO NOCTaBUTb rasIoyKy B YeKOOKce «3aaaya BKAtoYeHa» (PUCyHoK 357).

M3meHeHWe 3agaHns

FnasHan / O6. BoluncneHua / Pesep KOMMpH /

3apanma
OCHOBHbI€ HACTPORKM
) BTopoii 63kan
Cepseps! [ Cepaep | BuifpaTs
Anm Hezenn | Noresenshmk BTOPHHK Cpena Yersepr MaTHuua Cy66oTa BockpeceHie
Bpews 12 - 0 -
Fny6uHa xparenns 2 pesepsHIX KonHii
Mpumeyanme
Yy

OTMeHUTL B MamennTs

PucyHok 357
5.6.2 NameHeHue 3a0a4u pe3ep8HO20 KOMUPOBAHUA

Co3paHHy0 3324y pe3epBHOro KONMPOBaHMUA (BHE 3aBUCMMOCTU OT TOTO, BK/IHOYEHA OHA UM HET) MOXKHO
M3MEHUTb. [INA 3TOro HyXXHO NepenTM Ha BKNagKy O6nauHbie Bbluucnenua -» BLOJ VMware -

PesepBHOe KonupoBaHue => 3ada4yu pe3epeHO20 KOMUPOBAHUA, HAaNPOTUB 3a4a4M HaXKaTb KHOMKY
Deincreua v Bbibpatb U3meHuUTb (PucyHok 358, PucyHok 359).
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PE‘B@DBF Ooe KonnpoBaHue

FN2EHaR / OBNAUHLIE BLIUMCIEHMA / Pe3epBHOE KONMPOBAHWE

33A3UM PE3EPRHOTD KOMUPORAHIR

Wma
~ Bropo#i 63kan
MepBbifi 63kan
L e

PE‘SE‘DB}— 0e KONnmpoBaHwe

MnaeMan [ OGNauHLIe BlMUCIeHiA | PeaepeHOe KONMPOBaHHE

3aaun PezepEHOIO KOMMPOBAHIR

Wma
~ BTopoii 63kan
MepBbIfi 63k:
[ Mepeen

B OTKpbIBLIEMCA OKHE MOXHO BHECTU HEObX0AMMble U3MeHeHUs (PucyHok 360)

3mMeHeHKe 3a4aHKnA

nagHan / OBnauHele BeluMCneHnA /

OCHOBHBIE HACTPOVKK

MepBbif 63kan
Cepsepel

v | 3asaua exnouena
Lvin Heaeny MoHeAensHiK BTOPHIK

o]

Tny6uHa XpaHeHu:

Cepaephi Pacnucaniue
Cepsep 00
7:00
Cepsep
Cepaepui Pacnucanme
Cepsep 200
cepsep

PucyHok 359

3apauna

Yeteepr |« | MATHMUE

Bockpecense

pe3epeHLIX koMW

MpumMeuaHe

OTmeHuUTb.

PucyHok 360

Pazmep

1076

Paamep

1076

Reicrams

Reficreun~

+ Cozgate zagauy.

TOUKN BOCCTEHORNEHIA

3anycTuTe cefiuac

Leiictaua =

BeiGpaTs

oruere

L ina Toro, ytobbl NPUHATDL BCE M3MEHEHMA, HEOOXOAMMO HaXKaTb KHOMKY MPUHATbL, 414 OTMEHbI —

5.6.3 BbinosHeHuUe 3a0a4u pe3ep8H0o20 KOMuUpoB8aHUSA

5.6.3.1 BbinonHeHMe 334a4Mn pe3epBHOro KONMPOBAHMA NO PACAUCAHMUIO
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. B npougecce BbINONHEHWNA 33434 PE3EPBHOrO KONUPOBaHUA AOCTYN K cepBepy orpaHuyeH (PUucyHok
361).

CepBepbl

+ Co3aats cepsep
TnaeHan [ OBnauHbIe BuiuMcneHys / Cepeepbl

Cepsepbl
T ousmps

Vims Cetu Ny6nuumLIii IP Waénou Kondurypauus

Cepeep Cerb (XXX er 43 Ubuntu 18.04 E2VCPU, 2TE

hut e . Neiicrans ~
& 10 15 SATA OCHOBHOI AMCK

PucyHok 361

Mocne Toro, KaK B YyCTaHOB/IEHHOE BPEMS BbINOIHAETCA pe3epBHOE KOMMPOBAHME, Ha 3/IEKTPOHHYIO NOYTY,

NPuBA3aHHYIO K NpoduIo MNosb30BaTeNs, NPUXOAUT OMOBELLEHWE O CO34aHUM PEe3epPBHOM KOMuu
(PucyHok 362).

Co3paHve pe3epBHOM KOMUKW 3aBepLUeHo ycnewHo!

B pamKax 3agauv pesepeHOro KonuposaHua Mepsblit 6a3Kkan 6bl1Y co34aHbl pe3epBHble KONUKU ANA CheayoWwmX
CepBepos:
- Cepsep (konua ot 21.01.2022 17:00).

PucyHok 362

5.6.3.2 Py4HOWM 3anycK 3a4a4u pe3epBHOro KONMPOBaHMA

Co3paHHble 3a434M pe3epBHOro KONMPOBAHUA TaKKe MOXHO 3anyCKaTb BPYYHYyto. [11A 3TOro, Ha BKIaaKe
O6nauHble BbluucneHna -» BUOL VMware -> PesepBHOe KonupoBaHue -> 3adayu pe3epeHO20
KOMupoeaHus, HanpOTMB 3a4a4M HYXKHO Ha)aTb KHOMKy [enctBua M BblbpaTb 3anycTUTb cenuac

(PucyHok 363, PucyHok 364). lMocne noATBEPKAEHUA BbIMNOMHAETCA 3amnyCcKk 3aJayu pe3epBHOro
KOMMPOBaHMUA.

PGS@DBF Oe KornnMpoBaHne

,
naeHan / 06 BslunCieHnA / Pesef F
3aaum pe3epBHOro KOMMPOBaHNA
msa Cepeeph! PacnucaHue Pazmep
0 ?_mnmma” ,; Cepeep ‘f‘i_:_ ; 1078 Aeficrave -
. B Cepoep
PucyHok 363
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PESE[J BHOE KOMmpoBaHne
-

TnagHan / 06 BblUNCNEHUA /
3a;aun pesepBHOro KONNPoBaHMA
Wma Cepeepus Pacnucanne Pazmep Vamennts
e 1200 Touxu soCCTaHoBNEHUR
O BTopoii 63kan 2:00 1I0TE
o} S Cepsep ) ors
MepBiii G3kan 17:00 - -
L] pee L Cepeep o 1076 AeiicTena ~

PucyHok 364

5.6.4 Omyemeol apxusayuu

Mo uTOry BbINO/SIHEHWS PE3epPBHOrO0 KOMWPOBAHWA, Ha BKAagKe O6nayHble Bbluucnenua -> BLIO/L
VMware -» PesepBHOe KonupoBaHue -» Omuyemsl apxueayuu co3paetca otyeT (PucyHok 365). B
CO34aBaeMblx OTYETax OTpaxKaeTca nHbopmauma:

* Bpems Hayana — BpemMs Ha4yaa BbINOJIHEHWA 33434N PE3EPBHOIO KOMMPOBaHUA.
"  Bpems OKOHYaHWA — BPEMA OKOHYAHWA BbIMOJIHEHUSA 334341 Pe3ePBHOr0 KONMMPOBAHMS.
= COCTOAHME — CTATyC BbINOJIHEHUA 3a4a4M PE3EPBHOIO KONUPOBAHUSA.

u Pe3yanaT — pe3ynbTaT BbINO/IHEHNA 3a4a4UN PE3EPBHOINO KONNMPOBAHWUA.

Pe3epBHOe KoNuUpoBaHme
+ Cozpate 3apauy
Tnaeuas / OB BMMCneHms /
OTUeTH! apXMBALMKA
BuiGepuTe 3343y Pe3epEHOT0 KOMMPOBaHIA Mepsii 63kan BuifpaTs
Bpems Hauana Bpems oKoHuaHA CocToAume Peaynurar

I 21.01.2022 17:01 21.01.2022 17:08 JaKoHueH ycnewHo I

* B CTIVCKe NOK3ZLIESKOTCA OTUSTE| 33 NOCNSAHWE 30 AHE

PucyHok 365
@ B cnucke nokasbiBaloTca oTueThI 3a nocnegHue 30 aHe.

Ecnmn co3paHo HECKO/IbKO 3aZiay pe3epBHOr0 KOMMPOBaHUA, TO, C MOMOLbIO KHOMKKU BbibpaTtb, MOXKHO
NPOCMOTpPETb OTYETbI MO onpeaeneHHoM 3agade (PucyHoK 366).
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PES@DB!— Oe KonnposaHue

TnaeHas / O6. BoluMCneHus /

334341 pesEPEHOro KONMPOBaHNA OTueTs! apxMBaLIAN OTHeTHI BOCCTAHOBNEHNRA

BuibepuTe 33424y Pe3EPEHOrO KONMPOEEHNA Buifpats

BriGepuTe 3afauy pe3epBHOro KONMpPoBaHuUs A1A MPOCMOTPa OTYeTOB

* B CMUCKE NOK3ZLIE3IOTCR OTUETL! 33 NOCNEAHME 30 AHeil

PucyHok 366

5.6.5 BoccmaHosneHue u3 pe3epsHoli Konuu

Ons Toro, 4toHbLI BOCCTAHOBUTL CEPBEP U3 PE3EpPBHOM KOMWM, Ha BKAaaKke Ob6nayHble BblYUCAEHUA =
BLOA VMware -> Pe3sepBHOe KonupoBaHue —» 3a0a4yu pe3epeHO20 KOMUPOBAHUA, HaNpoTUB 3aga4m
HYYXHO HakaTb KHONKY AeiicTBua 1 BbibpaTb TOUKU BoccTaHOBAEHUA (PUCyHOK 367, PucyHoK 368).

PesepBl— O€e KOornupoBaHe

rnasHas / OF. BEIUNCABHMA [

33/, Pe3epPEHOTo KONKMPOBAHNA OTueThi apxuBaLumM OTueTLI BOCCTaHOBNEHUA
Wma Cepaeph Pacnncanme Paamep
a i 6 12:00 .
o] BTopoi 63kan Cepsep 10TE Jeiicteus ~
Cozaana 21.01.2022 16:39 oKeAEbHUK

17:00 =
Cepsep 1078 Devicrann =
AT

PucyHok 367

PesepB»— Oe KonunpoBaHune

TnasHas / O, BElNCAEHA [

3aAaum Pe3epEHOro KONNPOBAHMA OTueTL apxuBaLMy

Cepeepe! PacnucaHue Pazmep Vismennts
~ 12:00 1
Q Cepsep ors -
=] novepenkHIK =
3anycTuTe celiuac

MepBbiit 63kan 17:00 .
[ ] P Cepsep 1076 LefcTEnA =

Co3gana 21.01.2022 16:39 naTHALE

PucyHok 368

B oTKpbiBWEMCSA OKHe (PucyHOK 369) MOXHO BblbpaTb pPE3EPBHYHD KOMUIO, U3 KOTOPOWM HYXKHO

BOCCTAHOBUTb AaHHbIE.
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TOUKW BOCCTAHOB/IEHMA

Fnaexas / OB, BbIuMCREHVA / PesepBHOe KOMHp / Pesepenan konus Nepesiii 63kan / ToOUKW BOCCTaHOBNEHNA

ToukM BOCCTaHOBAEHWA

Bpema Cepeep Tun Paamep

25.01.2022 17:45 Cepsep MonHsiA 1076

21.01.2022 17:00 Cepeep MonHsiiA 1076

BepHyTbca

PucyHok 369

‘L. BoccTaHoB/NeHWe byaeT Npou3BeAEeHO B HOBbLIM CepBep, B TO BPEMA Kak CTapblit ocTaHeTcs be3

U3MEHEHUMN.

Mocne NoATBEPXKAEHUA BOCCTAHOBNEHUA CEpPBepa, B OTKPbLIBLUEMCA OKHE MOMKHO BblbpaTb HACTPOWMKM
BOCCTaHOB/IEHUA CepBepa: BOCCTAHOBUTb CEPBEP MOJHOCTbIO MM TONIbKO M3MEHEHHble BI0KM, TaKxKe
MOYHO HaCTPOUTb COCTOSIHME CepBepa Noc/ae BOCCTaHOBAEHUSA (BKAOUYEH UK BbikAtoYeH) (PucyHok 370).

BoccTtaHoBneHune CepBep 13 Konun

EbICTphIIFI OTKaT (BOCCTAHOBWUTH TOMIBKO M3MEHEHHbIe BnoKu)

+ | BKNHOUWTE CEpEEP NOCNE BOCCTAHOBNEHWA

OTMEHUTE B BoccranoeuTs

PucyHok 370

BoccTtaHoBNeHHbI cepBep byper oTobpakeH B pasgene meHio O6nauHbie BblumcneHus —» BLO/
VMware -» Cepsepbl (PucyHok 371). Co3aaHue HOBOMo cepBepa He NpeayCcMOTPEHO.

CepBepsl

Fnaeuan / OBA3uHble BoluMCenun / CepBephl

CepBsepbl

T onnstpel

Vima Cetnn NyGauuHbIG IP Wa6nou Koudurypauus

&1vCPU, 1T
Cepaep . bl ) -
[ CeTb (XXXXX) Her <3 Ubuntu 18.04 & 10 16 55D OcHOBHOM ANCK feficrana =
B & 1075 55D Anck2

PucyHok 371

5.6.5.1 OTt4yeTbl BOCCTaHOBNEHUSA

Mo UTory BOCCTaHOB/IEHMA CEPBEPA U3 Pe3epPBHOM KONWUK, HA BKNaake ObnauHbie Bbluncaenua = BLIO/
VMware -> Pe3epBHOe KonupoBaHue -> Omuyembl e6occmaHoesneHus ¢GOpPMUPYETCa OTYeT O
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BOCCTaHOB/NEHUU. B co3gaBaeMblx OTYETaxX OTpaxKaeTca MHGopmaums:
" Bpems Hayana — Bpems Hayasa BbINOJIHEHNA BOCCTAHOB/IEHUA cepBepa U3 pe3epBHOMN KonuMu.

=" Bpema OKOHYaHMA — BPeMS OKOHYaHWA BbINOJIHEHUS BOCCTAaHOBNEHMA CepBepa U3 pe3epBHOM
KOnuu.

» CoCTOAHME — CTaTyC BbIMOJIHEHMA BOCCTAaHOB/IEHMA CEPBEPA U3 PE3ePBHOM KOMUM.
*  Pe3ynbTaT — pe3y/bTaT BbINOJHEHUSA BOCCTAHOB/IEHUA CEPBEPA U3 PE3EPBHOI KONMUM.
@ B cnincke nokasbisatoTca otueTs 3a nocnegtme 30 AHel.

Ecnv nponsBoaniocb BOCCTAaHOBEHUE HECKOIbKMX CEPBEPOB, TO, C MOMOLLbIO KHOMKKU BblbpaTb, MOXKHO
MPOCMOTPETb OTYETbI NO onpeaeneHHOMY cepBepy (PUCyHOK 372).

P‘esepw 0e KonnpoBaHwne
fnagHas / 6. EBRIUMCNEHWA [

OTueTsl BOCCTAHOB/EHWUS

BuiGepure cepeep Cepsep BuibpaTs

Bpewms Hauana Bpems oKkoHuaHUs Coctosme PesynuTar

26.01.2022 12:03 26.01.2022 12:05 3aKoHUEH YenewHo

* B CrIMCKe MOKa36IBAKOTCA OTUETH 33 NocneaHe 30 axel

PucyHok 372

5.7. YnpasneHue IPSec VPN
5.7.1 Co30aHue IPSec VPN-coeduHeHuUA

Ona Toro, utobbl co3aatb IPSec VPN-coegnHeHune, HyXKHO nepenTn Ha BKAaAKy O6aauyHbie BbluUCAEHUA
- BUO/M VMware = IPSec VPN 1 HaxaTtb KHonKky Co3gatb IPSecVPN (PucyHok 373).

IPSec VPN
+ Cozgats IPSec VPN
FnaeHas / O6nauHbie BoiuncieHus / IPSec VPN

Cnucok IPSec VPN coeguHeHWA

VPN coefunHeHua oTcyTCTBYOT

IPSec VPN MO3E0NAET NOAKNIOUMTE CETh EALLErD B

[la K yxe cywecTayloweit yAaneHHoi MHGpacTpyKType

PucyHok 373

OTkpoeTcs okHo Co3gaHue IPSec VPN. [na co3pgaHnsa VPN-coeguHeHna Heob6xoaANMMO 3amnoNHUTb NOAS
BCEX BKNAAOK (PucyHok 374 — 1). B npaBoi YacTW OKHA pPasMeLLeH KaJibKyaAaTop MnoAcyeTa CTOMMOCTH
pecypcoB B AeHb, B KOTOPOM OTOOpPaXKaeTca aKkTya/ibHasA LLeHa 3a YC/yry B COOTBETCTBMM C BbIBpaHHbIMU
napameTtpamu (PucyHok 374 — 2).
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CozpaHme IPSec VPN

MnaeHas / OBnauHble Beluncienws / IPSec VPN / CoapaHwme IPSec VPN

Cepamc

AApeC yAaNeHHOro cepeepa

YaaneHHsie noacety

JlokaneHeie nogceTv

PoyTep

MNpedsapuTensHo COrNaCOBaHHEIA KNy
(PSK)

OTmeHnTs B Cozat

CrovMmocTb

B aenb

MpegocraeneHue lan-to-lan IPSEC VPN 10.00P

Wtoro: 10.00 #
E AeHb

PucyHok 374

0 Ha BKknagkax [llodkarwueHue, [lpasuno IKE, lpasuno IPSec nonsa 3anoJiHEHbl, HO WX MOMKHO
OTPeAaKTUPOBATb B COOTBETCTBMUMN C HEOOXOAMMbIMU 3HAYEHUSMMU.

Ha Bknaake Cepeuc (PucyHok 375) Heob6xoaMmo 3anoIHUTb NoAA:

= Uma-— NnpPon3Bo/ibHOE HAMMEHOBaAHNE CoeanHeHNA.

» Ajpec yaaneHHoro cepsepa — nybauuHbiii IPv4/IPv6 agpec nosib30BaTeNbCKOro LWAK3a, Npu

(2]
HaBeaAEeHUNN Ha 3HAYOK NOABNAETCA NPUMeEpP agpecaumnmn.

=  YpaneHHble Noacetm — CAUCOK NOJIb30BaTeNbCKUX I'IOACGTGI‘;L npmn HaseaeHMM Ha 3HAYOK

noABNAETCA NPUMEpP 3aNO/IHEHUA.

= JloKanbHble NoAcCeTU — CNUCOK NIOKaNbHbIX npueaTHbIX CIDRS, npu HaBeseHUWM HA 3HAYOK

noAsnAeTcAa npumep 3anoJIHEHUA.

" PoyTep — BbI6Op poyTepa U3 paHee Co3a4aHHbIX ANA coeanHeHus. MoapobHee o TOM, KaK co34aTb

poyTep, onucaHo B pasaene Poymepeol.

L. B ganbHerwem HazHauynTb Apyroi poytep 6yaeT HEBO3MOKHO.

" I'Ipe,u,BapMTeano COrlacoBaHHbIN KAOY — BBOA NpeaBaputTesibHO COr1aCoBaHHOIO K/ko4Ya.

!\ Bce nonA BKNaAKN A0MKHbI BbITb 3aM0/HEHbI.
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Co3zpaHue IPSec VPN

FnaeHas / OBnauHsie BeMMCIEHUS / IPSec VPN / CozpaHue IPSec VPN

Cepeunc

Afpec yaaneHHoro cepeepa (2]
YaaneHHele NoACETH (2]
fNokaneHbIe NoaAceTr 2]
PoyTep BuifpaTte
Mpe/BapUTENEHO COrNAcoBaHHBIA KU
(PSK)

OTMEHWTL B Cozgams

PucyHok 375
Ha Bknagake lMoodknaryeHue (PucyHok 376) MOXKHO U3MEHUTb NapaMeTpbl:
= MTU — BBOA MaKCMMaNbHOM eANHULbI Mepeaaun.
*  WHuumaTtop — BbIBOP MHMLMATOPA COEAMHEHNA N3 CMIMUCKA (ABYHANPABAEHHbIN UK TONIbKO OTBET).
= [Jleircteue DPD — Bbibop popmata gericteusa DPD (hold, clear, restart).
= TanmayTt DPD — BBOA TamayTta DPD.

=  WHTepsan DPD — BBog nHTepsana DPD.

Co3paHue IPSec VPN

rnasHan / OBnadHbIe BslYMCAEHWA / IPSec VPN / CozaaHue IPSec VPN

NoaknioueHune
MTU 1500
WHnumaTop [ByHanpaeneHHbIRA N
AeiicTemne DPD hold ™
TaiimayT DPD 240
WHTepean DPD 120
OTMEHMTE B Cozgate

PucyHok 376

Ha sknagake lMpasuso IKE (PucyHOK 377) MOXXHO M3MEHUTbL NapamMeTpbl:
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ANropuT™M ayTeHTUOMKALLMKN — NO YMONYAHUIO YCTaHOBAEH anropnutm «SHAL»,

Anroputm wWndpposBaHus — BbIOOp anropmutma WndposaHmna 13 cnucka (aes-128, aes-192, aes-256,
3des).

®asza 1 peXxum KOMMYTaLLMK — NO YMOJTYAHWUIO YCTAHOB/IEH PEXMUM «mainy.

EANHULUBI M3MEPEHUNA BPEMEHU KU3HWN — BbIBOP eANHULbI USMEPEHUA BPEMEHU }KU3HK (CeKyHaa
WU KNNobanT).

=  Bpemsa }K13HU — BBOA BpemeHU XKun3Hu IKE.
MonHaA npaman CeKPEeTHOCTb — BbIBOP NapameTpa M3 cnmncka (group2, groups, groupl4, HeT PFC).

CozfaHue IPSec VPN

FnagHan / ObnadHele BelMWcneHnAa / [PSec VPN / CozpaHwue IPSec VPN

Mpaewno IKE

ANrOpUTM 3yTEHTUGMKALMN SHA1
ANropuTM WinGposaHNa aes-128
@aza 1 PEXUM KOMMYT2LMUM

EANHWULI MN3MEPEHNA BPEMEHK XKN3HY

MonHaA NPAMaRA CEKPETHOCT: groups

OTMEHWTL B Cozpans

PucyHok 377
Ha Bsknagake lMpasusno IPSec (PucyHoK 378) MOXKHO U3MEHUTb MapamMeTpbl:
= [lpoTokon npeobpasoBaHuA — BbIboOp NpoToKona 13 cnucka (ESP, AH, AH-ESP).
ANropuUTM ayTEHTUPMKAUMM — NO YMOJTHAHUIO YCTAHOBAEH anroputm «SHAL»,

Anroputm WwndposaHma — BbIGop anroputma WwWndpoBaHUA M3 cNMcKa (aes-128, aes-192, aes-256,
3des).

PexXnm MHKancynsaumm — BbIbop pexknuma us cnucka (tunnel nnum transport).

EAMHMUBI U3MEPEHUs BPEMEHM XKU3HW - BbIBOP eANHULbI USMEPEHMA BPEMEHMW XKU3HU (CEKYHAA
WU KNNobanT).

=  Bpemsa }KU3HU — BBOS, BpeMeHU Xun3Hu IPSec.

MonHasa Npsimas CeKPeTHOCTb — BbIOOP NapameTpa U3 cnucka (group2, group5, groupl4, Het PFC).
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CozpaHue IPSec VPN

TnaeHas / OBRauHble BEMMCNEHWA / IPSec VPN / Co3aaHue IPSec VPN

Mpaewno IPSec

Mpotoxon npecfpasoeaHna ESP hd
ANTOPUTM aYTEHTUGUKALIMU SHAT v
ANTOPUTM WHGPOEAHNA aes-128 e
Pl HKaNCyIALMN tunnel ~
EAMHWLEI N3MEPEHVA BPEMEHN XKN3HK ceKyHa e
BpEMRA KWUIHU 3600
MoAHas NPAMAER CEKPETHOCTS groups ~
OTMEHUTL B Cozgams
PucyHok 378

Mocne 3ano/iHEHMA W pefaKTUPOBaAHMA BCEX NONEN BKAALOK, HYKHO HaxaTb KHonKy Co3gatb. B
pesynbtate IPSec VPN-coeauHeHne byaer co3paHo. Ha Bknagke O6nauHble BbluucaeHus - BLOA
VMware -» IPSec VPN oTtobparkaetcAa cnucoK co3gaHHblx IPSec VPN-coegmHeHun (PucyHok 379) w
MHPOPMALMA MO HUM:

= (Crartyc (paboTaeT unm 3a610KMpPOBaHO).
= NmAa.

* JloKanbHble NoaceTu.

" YaaneHHble NOACETH.

= Apgpec cepsepa.

= UlndposaHue.

IPSec VPN

FnaeHas / OBnauHble BeluMcneHus / IPSec VPN

Cnucok IPSec VPN coeuHeHnii

Vims NokankbHele noaceT! Vpanenusie noacetn Appec cepeepa Windposanme
[ ] VPN XXX XK XHXXX XK XXXK XK XX aes128 ViameHnTs

B panbHenwem napameTpbl co3aaHHbiX IPSec VPN-coegMHEHNIA MOXKHO M3MEHUTb.

5.7.2 smeHeHue IPSec VPN-coeduHeHuUA
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Ona Toro, 4tobbl U3MEHUTb HACTPOMKM co3gaHHoro IPSec VPN-coeauHeHus, Ha BKnaake Ob6aauHbie
Bbluncnenua = BUO/ VMware = IPSec VPN HyXXHO Ha*KaTb KHONKy U3meHuUTb (PucyHok 380).

IPSec VPN

+ Cozgate IPSec VPN
TNaEHam / OBnauyHsIe BEIUNCNEHMA / IPSec VPN

Cnucok IPSec VPN coegnHeHuin

Vims NokankHeie noaceTH Vpaneuusie nopcetin Appec cepeepa Ludposanme

YK XXXUXK aes122

° VPN XXX X XXX XXXXXK/XX

PucyHok 380

B oTtkpbiBwenca popme MameHeHue IPSec VPN MOKHO M3MeEHWTb BCe MOAA HA BKAagKaX, Kpome
Ha3Ha4yeHuA apyroro poyTtepa (PucyHok 381).

ViameHeHuMe |PSec VPN

rnaeHas / OBnauyHsle BolYWCIeHWA [ IPSec VPN / MsmeHeHue IPSec VPN

Cepeuc MogknoueHne Mpaewn E Mpaewun e

VPN

AApec yAaneHHoro cepeepa eS80 )
YaneHHble NoACETH XXX o
NokansHele nogcety XXM o
PoyTep PoyTep

MpeasapTelbHO CONacoBaHHEIR KIKY 0000

(PSK)

m OTMEHNTE n HameHuTH

PucyHok 381

b Mocne BHeceHMA BCcex M3MeHeHMV1 HYXHO 06ﬂ3aTeﬂbH0 COXpPaHWUTb BCE UBSMEHEHMUA.
5.7.3 YoaneHue IPSec VPN coeduHeHusA

Ona toro, ytobbl oTkAOUNTL IPSec VPN-coeanHeHmne, Ha BKnagke O6nauyHbie BbluucaeHus —» BLOA

VMware = IPSec VPN Hy»KHO Ha*KaTb KHOMKY U3meHuUTb (PucyHok 382) n B OTKpPbIBLLIEMCS| OKHe BbIbpaThb
Ypanutb (PucyHok 383).
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IPSec VPN

+ Co3pate IPSec VPN
TnaeHan / O6MauHbIE EEUMCTEHUR / IPSec VPN

Cnucok IPSec VPN coefuHeHui

Wma JlokaneHele noaceTn YpaaneHHsie noaceT Anpec cepeepa Wuposanue
[ ] VPN LN XXX XXX/ JOUXXXOCKX aes-128

VIameHeHne |PSec VPN

rnaeHan / OBnauHele EslYWCNeHUs / IPSec VPN / WameHeHue IPSec VPN

Cepenc

Hims VPN

Ajpec YAaNneHHOro cepeepa YOO XX (2]
YAaneHHsle NoACETH KUK XXX (2]
NokansHele No4ACETH SO0 (2]
PoyTep PoyTep

MPeAEapUTENEHO COTNAC0BaHHEIRA K4 0000

(PSK)

S ...

PucyHok 383

5.8. YnpasneHue 6an1aHCMPOBLUMKAMM
banaHCMpPOBLLMKKM NpeaHasHavyeHbl 4aa pacnpeneneHna HarpysKkn mexxay cepsepamm.
KnueHTam naHenu ynpasaeHus A0CTYMHO TPU MeToZa 6anaHCUPOBKU Harpy3Ku:

*  Uuknnyeckuit (round robin) — UMKAMYECKU NPOCMOTP CMKUCKA AOCTYMHbIX CEPBEPOB B
nocnenoBaTeIbHOM MOpPAAKE.

=  HanmeHbluee KOAM4ecTBO COG,EI,MHGHVIVI - Bbl60p HanmeHee 3arpyXeHHoro cepsepa € CaMbim
MWHUMAIbHbIM KOJZTMYECTBOM TEKYLLUNX COEAMHEHMI\&.

= Source IP — BblYMCAEHNE NPEANOYTUTENBHOIO CEPBEPA ANA KAMEHTA HA OCHOBE MHbOpPMaLMKM 06
IP-agpece.

Ona Toro, 4Tobbl co3gaTb 6anaHCMpPOBLMK, HeobxogMmo nepenTn B pasgen meHw O6nayHbie

Bbluncneuua -=> BLOJ VMware - banaHCUpPOBLUMKM U HaxaTb KHonky Co3gaTb 6anaHCUMpPOBLYMUK
(PucyHoK 384).
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BanaHon POBLUMKN

nagxas / O6 BelncneHs / B

+ Cospams GanaHcvposuK

BanaHCMpoBLMKM

Y Bac noka HeT HK1 0IHOro BanaHCMPOBLLIVKS

BanaHCMPOBLLMKM NOZEONAKT Per)

E3TE CETEEYK HAMPYZKY MEKAY CEpEepaMi

PucyHok 384

OTkpoeTtcs ¢opma Cospavme 6GanaHcupoBwmKa (PucyHok 385). Ons co3pgaHua 6GanaHCUPOBLLMKA
HeobXxoAMMO 3anoNHUTL nons Gopmbl OCHOBHbIE HAcTpoWKku (PucyHok 385 — 1). B npaBoi 4acTM OKHa
pasmeLleH KanbKynaTop noAcyeTa CTOMMOCTU PeCcypcoB B AieHb, B KOTOPOM OTObpaKaeTca aKkTyanbHan
LeHa 3a yCayry B COOTBETCTBUM C BbIOpaHHbIMK NnapameTpamu (PucyHok 385 — 2).

CosfaHue banaHcMpoBLLMKa

TnasHas / OBNauHbIe BEIUMCAEHVA / BaNaHCUPOBLMKYN / Co3paHue 6anaHcupoBumKa

OCHOBHbIE HACTPOHKM

1 CTOMMOCTL 2

Aewn

Mpesocrasnerine nyGanuHoro IP-adpeca 1.00P

CeTb Buifpats by

P-agpec [] Astomariyeckn

Ycnyra 6anaHcupoBKM ceTesaii HarpyaKkn

0.002

Wroro: 1.00 P

8 eHs

CnyJaidHbliA Buifpats

PucyHok 385
B dopme OcHOBHbIE HACTPOIMKM HEODXOAMMO BHECTU C/leAyoLyo MHGOpMaLMIO:
*  /ImMA — Npou13BOJIbHOE HauMeHOBaHWe HanaHCMpPOBLLMKa.

*= CeTb — BbI6Op CETU U3 paHee cO3AaHHbIX. MogpobHee 0 TOM, KaK co3AaBaTb CETU, OMUCAHO B
paspaene CozdaHue 0onosnHUMenbHbIX cemeli.

- IP-a,u,pec - Bbl60p dBTOMATU4e€CKOro HadHa4yeHnAa /1I0KaIbHOro IP-ap,peca anAa 6anchprBu.|,MKa,
WM CAMOCTOATENbHbIN BBOA, aapeca.

= [ly6aunyHbiii IP — BbIGOP NapameTpoB nyb6amnyHoro IP-agpeca:
o OTKAoYeH — 6anaHCUPOBLUUK He ByaeT umeTb NnybanyHoro IP-agpeca.
o Hosbln — nonyyeHue Hosoro IP-agpeca u3 nyna ny6AnYHbIX aapecos.

o CnyyaliHbIn — ncnonb3oBaHMe BblaeneHHoro ana BLUO/ csoboaHoro IP-agpeca, B cnyyae
OTCYTCTBMA TaKOro — NOAy4YeHMe HOBOMo M3 Nysa Nyb6ANYHbIX afpecos.
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Mocne 3anonHeHWs BCeX Monei, B OTKpbiBwelca ¢opme MameHeHue 6anaHCUMPOBLLMKA MOXKHO
NPOCMOTPETb BCE HACTPOMKKN M A06aBUTbL Ny coeanHeHui (PucyHok 386).

iameHeHKe 6aﬂaFC/IpDBLLlMKa

TnasHas [/ OGAauHEIE BEIYMCIEHMA / BanaHopoBwmrkn / MameHeHwe GanaHcMpoBLLMKA

OCHOBHbIE HACTPOMKK

Wma BanaHcMpoBLLMK
CeTb CeTb
IP-agpec v | ABTOMaTHUECKW
MyBnuuHbIA 1P OTKNHO4eH BuibpaTe
Mynel
[Mynbl OTCYTCTBYHOT
223

OTMEHWUTE n VEMeHnTL

PucyHok 386
B oTKpbiBLWEMCcA OKHe [lobaBneHue nyna Hy»KHO BblIbpaTb HAacTPOKKN (PucyHoK 387):
= MeToa:
o Uuknnuyeckmi (round robin).
o HaumeHbluee KONNYECTBO COEANHEHUN.
o Source IP.

= [lpoToKON:

o TCP.
o HTTP.
o HTTPS.

=  [IpuBAskKa:
o Her.
o APP COOKIE.

o HTTP COOKIE.
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o Source IP.
= [lopT.

" JIUMUT COeAUHEHNNA.

"  YyacTHUKM — BbIGOP cepBepa, BBOA NOpTa NOAK/IOUYEHNA M Beca cepBepa B basaHCMPOBKe.

Ao6aBneHwne nyna

MeToa

MpoTtokon

MNpweazka

MopT

NAMWT coeanHEH WA

Linknnyecknia (round robin)

+ AoBaEuTs yuacTHUKS

PucyHok 387

oT

e

@ Npu HeobxoguMocTH, ¢ NoMoLLbIO KHOMKK [,06aBUTL YHaCTHUKA, MOXKHO A06aBUTL elle cepsepbl
yKa3aTb 419 HUX NOPT U Bec cepsepa B banaHcupoBKe.

Mocne NPUHATUA BCEX HACTPOEK ByaeT HacTpoeH nyn coeanHeHuii (PucyHok 388). MNpun HeobxoANMMOCTH

MOKHO A06aBUTb HOBbIN C MOMOLLbIO KHOMKK [,06aBuTb nyAn.
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l13meHeHne 6aﬂaHCMDOBLLI,MKa

rnagHan / OBMauHble BEIYNCAEHUA / BanaHCMpoBWMKN { M3MeHeHWe GanaHcWpoBLMKE

OCHOBHbI€ HAaCTPOWKM

Wimsa BanaHcMpoBLWK

CeTs Cetb

IP-agpec

+ | ABTOMaTH4YecKn

MyGAuUHEIR 1P

OTKNHYEH Buifipath
Mynel MeTop, NpoTokon Npwesazka NopT NMWT coegrHeHnii YuacTHUKK
Cepeep
Source IP HTTPS Source [P 1 65536 Bec: 1 JelcTena =
Mopr: 1
+ JoGaeuts nyn
PucyHok 388

JanbHenwmne u3MeHeHUs 6aNaHCMPOBLLMKA MOXKHO MPOM3BOAWUTbL M3 pasgena meHwo Ob6nauHbie
Bbluncnenua - BLUO/ VMware = banaHCUMpPOBLLMKK C NOMOLLbIO KHOMKK U3meHuTb (PucyHok 389).

banaHcn pPOBLUKKA

Inagman / O6NavHsIe EslUMCNeHinA / BanaHCpoBLLAKA

+ Co3nate GanaHcuposwMK

BanaHcvpoBLLIKK

Vims Cems nySnuusbIii 1P

Het V3MeHnTs

BanaHCMpOELLMK .
° P Cemt (XXX.XX)
Cospan 25,12 2521 134

PucyHok 389

Ona Toro, 4tobbl YyaanuTb 6anaHCUPOBLLUK, Ha Popme M3meHeHMe BaNaHCUPOBLUMKA HYXKHO HaKaTb
KHOMNKy Yganutb (PucyHok 390).
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M3meHeHKne 63)78FC,”'IDOBLLIMK3

FnasHan / OBAaUHbIe BEIUNCIEHWA / BanaHCMPoBLWMKY / M3MeHeHWe GanaHcupoBLLVKa

OCHOBHbIE HACTPOMKMK

BanaHCMpoBLKK
CeTb CeTb

P-appec v | ABTOMaTHUUECKK

NyBAnUHEIA [P OTKNOYeH

m
=)

PaTe

Mynbl OTCYTCTBYHOT

m OTMEHUTL B Vamenvts

PucyHok 390
5.9. MybaunuHble IP-agpeca
My6nunyHblie IP-agpeca MCNoNb3yloTcs ANA MNOAKAOYEHMA [O0CTyna K cepBepy M3 cet MHTepHeT. C

MOMOLLbIO MAHeNN yNpaBAEHUA MOXKHO NOMYYUTb NY6ANYHbIN IP-agpec, Ha3HAYUTbL ero YCTPOMCTBY MK
OTKNHOUMTb.

5.9.1 lNonyuyeHue nybau4yHozo adpeca
Ona Toro, 4To6bl NOAYYUTb AOMNONAHUTENBHbBIN NYBANYHBIN agpec, HeoH6X0ANMO NepPenTH B pa3aen MeHHo

O6nayHble BbluMcneHna -» BUOL VMware - lyb6auuHblie IP-agpeca M HaxaTb KHoMNKy Monyuutb
ny6anuHbin IP (PucyHok 391).
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My6nnuHble IP-agpeca

+ Monyunts nyGvuHed IP
‘eMEIE BALWMMM YCTRONCTEAMM UMW 33KPENAEHHLIE 33 NPoexTOM. OBPaTHTE BHUMAHME, UTO 33 3APECA, HE NOAKTIDUEHHLIE HH K BAHOMY

Fnaskas / 06 BeiumcneHuR / IP-anpeca

My6nuunHbie IP-agpeca

IP-aapec YcTpoicTeO

cepeep (cepeep)

OTKAKUMTE
Noarniauen depe

[ ] XK OEHKI0E PoyTep (poyTep) OTKAIOUUTL

PucyHok 391

Mocne nopTBepXKAEHUA MOAyYyeHUa Hosoro IP M3 nyna nybAMYHbLIX aApecos, B NepedyHe nybanyHbIX
aapecos oTobparkaeTcs HOBbIN agpec (PUcyHoK 392).

Mybanunble IP-agpeca

+ MonyunTe nyGAuuHLIA 1P

Jae: wi P P «. 06p ap a
rnaeHan / OG. EEIUMCNEHWA / IP-anp
MNy6nw4Hbie IP-agpeca
IP-anpec Yetpoiicto
o] Her JeicTaus =
LXK, KKK cepsep (cepee
) peep (cepsep) OTKnIoMTE
Nogxniouero uepes Po;
[ ] HXX0XHXK PoyTep (poyTep) OTKniouMTL

PucyHok 392

€ Hosbiit ny6AMUHbBI agpec He Ha3HaueH HUKaKOMY YCTPOIiCTBY. Moapo6Hee 0 HasHaYeHUM YCTPOICTBa
onucaHo B pa3aene HasHavyeHue nybauyHozo IP-adpeca opyzomy ycmpoiicmey.

5.9.2 Ha3zHa4veHue nybau4yHozo IP-adpeca Opy2omy ycmpolticmasy

Mocne yaaneHua cepBepa, ero IP-aapec MoXKHO Ha3HaYUTb APYroMy YCTPOMCTBY. ITO MOXKHO cAaenaTb Npu
nepexose B pasgen meHiwo O6nauHble BbluucneHusa -> BUOA VMware -> My6auuHbie IP-agpeca.
HanpoTtus cBoboaHoro IP-agpeca HyXHO BbibpaTb aencTteue Mogkawunutb (PucyHok 393) u Ha3Ha4nTb
TMN ycTponctea (PucyHok 394).

Mybnununble IP-agpeca

Jaecs
yerpoid

TnagHan / OBnauHsie BeluMCneHnA / MyGauuHsie IP-agpeca

My6nuyHbie IP-agpeca

1P-appec YeTpoiicao
o XXX XK Het Neiicrens =
) XHKH KKK XK Poyrep (poyTep)

Yaanute
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MogknunTbL NY6NNYHGLIA IP

Twn ycTpoiicTea & | Cepeep
PoyTep
BanaHCMpoBLLMEK HArpy3KK

Knacrep Kubernetes

Cepeep BuibpaTk

PucyHok 394
(i CsobogaHbIl IP-agpec 6yaeT aBToMaTUYECKM HAa3HAYeH HOBOMY YCTPOMCTBY NPU CO34aHUM.

Ecnn aToT IP-agpec ToUHO He noTpebyeTcs B Aa/ibHENLIEM, €r0 MOMKHO UCKAOUYMTL. Mpouecc yaaneHma
nybnnyHoro IP-agpeca onucaH B pasaene YoaneHue nybauyHozo IP-adpeca.

5.9.3 OmKnroyeHue nybauyHozo IP-adpeca

Ona Toro, 4ytobbl OTKAKOUUTL Ny6AMYHbLIN |IP-agpec, Ha Bknagke O6naauHble BbluucneHus -> BLOA
VMware = lNMyb6aunuHbie IP-agpeca HanpoTtus nyb6mnyHoro IP-agpeca HeobxoAMMOro yCTPOMCTBA HYXKHO
HakaTb KHOMNKY OTKAOUNTb (PucyHOK 395).

MybnuuHele IP-agpeca

+ MonyunTe nyGAvuHEIA 1P
#4148 B3UIHIL YETDOETE MM W S3KBERNE KIS 58 POEKTON. GBPATHTE SHUMEHIE, UTO 38 SAPECE. HE MOAKTIOUEHKLIE HIT & SEHOMY

Fnasran / O, T 1P-anpeca

My6nuuHbie IP-aapeca

IP-agpec YcTpoiicTao

2O0XOCXNK XX Her AeficTeng ~

[ ] XK XX KKK XX poyTep (poyTep) OmanioumTs

o] 00000 Her Jefcrans =

PucyHok 395

B pesynbTtate 3TOT Nyb6AMYHbIN IP-agpec He 6yaeT HasHAYeH HM OAHOMY YCTPOMCTBY, @ B HAaCTPOMKax
6biBLLEro ycTponcTBa byaeT otobparkeHo oTcyTcTBMe nybanyHoro IP (PucyHok 396).
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PoyTeps

+ Cozaats poyTep
PoyTepti Mo3BaRRIGT CEPERRAN MOAYUATE AOCTYN K CTit MHTEPHET. Jinn 3TOM POYTER AGAXEH ST NOACOBAMHEHHAIT RYSn UL IP-agpec.

N3EHaR / OSNauHEIE BslUNCNEHIA / PoyTepsl

PoyTepbl

Vimsa Cetn NyGnuuseii 1P MMt coepumennii

] poyTep CeTb [XLXXX) HeT 65536 M3meHuTs

PucyHok 396

@ MoppobHee o TOM, Kak Ha3HAYUTb My6ANYHBIN IP-agpec HOBOMY YCTPOWCTBY, Noapo6Hee HanucaHo B
pasgene HasHayeHue nybauyHozo IP-adpeca dpyzomy ycmpolicmey.

5.9.4 YoaneHue nybauyHoeo IP-adpeca

Ecam nybanuHbii IP-agpec To4HO He noTpebyeTca B Aa/ibHENLIEM, €r0 MOXKHO MUCKAOYUTL. N5 3TOro
HeobxoAMMOo nepenTn B pasgen meHw O6nauHbie BbluncneHna = BLUOL VMware = lNyb6auyHbie IP-
appeca, HaxaTb KHOMKy [leicTBuA 1 BblbpaTb aeictene Yaanutb (PucyHok 397).

yonuuHsle IP-agpeca

’ =+ Nonyunte ny6anuHbIi 1P

BEIUNCNEHUA / IP-anp

My6nmMyHble IP-aapeca

IP-agpec Verpoiicteo

(@) LXK XX Het JeficTenA ~

[ ] IO PoyTep (poyTep)

PucyHok 397
L My6anyHbIN IP-agpec MoOXKeT bbITb YA3NEH NPU YCIOBUM, €CIN OH HE NMPUCBOEH HUKAKOMY YCTPOMCTBY.

' Mocne noaTeep:aeHUA yaaneHus, IP-agpec cTaHeT YacTblo 0bLLero nyna agpecoB M MOMKET BbiTb
Ha3HayeH APYrMm KAUEeHTaMm.

5.10.bpaHamaysp

[na KoHTponsa u o¢unbTpaumm Bxoasauiero/ucxoadauiero tpaduka B [naThopme yske HACTPOEHbI
CTaHAapTHble WabnoHbl bpaHgmayspa. Mx MOXKHO MpocmoTpeTb, nepengs Ha BKNaaky Ob6nauHble
Bbluncnenua - BLOJ VMware = bpaHamayap. B oTkpbiBwelica popme bBpanamaysp (PucyHok 398)
BO3MOXHO MPOCMOTPETb NOAPODBHbIE MPaBMAA U HACTPOMKM KaXKAoro cTaHAapTHOro WwabnoHa, a Takxke
C034aTb HOBbIE WAB/I0HbI MO CBOMM NapaMeTpam.
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bpaHamayap

pec J— ML Wwab, Sparamayapa, Kor - R o ( CeTu. Bul TAKOKE MOXET
3geck NPeACTABNEHE! CUCTEMHBIE WABNOHE! 415 BPaH/IMAaY3Pa, KOTOPHIE HA3HAUAIOTCR Ha NOAKMIOUEHIA CEPBEPOE K CETI. Bbl TAIOkE MOXeTe

! " " ! " + Co3gars wabnox 6paHamayapa
C03TS CBOW WABNOHY 1 UCNONE3083TE WX,

[nagHas / O6nauHsle BeluMCIeHUs / Bpanamaysp

Cnucok wa6noHoB 6paHaMayspa

LWa6noH Konwuuecteo npaenn fata usmeHeHWA MpumeyaHue

PaspewnTb NcxoaaLme 1 22.02.2022 14:05 PazpelluTb BCe MCXOAALLME CORANHEHNA MNogpobHee
Paspewuts WEB 3 25.08.2020 19:27 Pazpewuts WEB noprtel, A0CTyNHbIe 13 MHTepHeTa MNogpobHee
Paspewnts SS5H 1 24.08.2021 17:43 PazpewnTs S5H ana ynpasneHus xocrom NogpobHee
Paspewuts ICMP 2 25.08.2020 19:27 PaszpewuTs ICMP MNogpobHee
Paspewnts DNS 1 25.08.2020 19:27 Paspewmnte DNS nopThl, 40CTyNHLIe M3 HTepHeTa MNogpobHee
Paspewunts RDP 1 25.08.2020 19:27 Pazpewuts RDP ans ynpasneHns xocTom MNogpobHee
Paspewnts BXoaaLme 1 22.02.2022 14:05 PaspelwunTs BCe BXOAALLME CORANHEHUNSA MNogpobHee

Beero: 7

PucyHok 398

5.10.1 Co30aHue wabnoHa bpaHomayspa

Mpn HEOOXOAMMOCTM KaxKAbli MOJ/Ib30BaTE/lb MOMKET C034aTb COOCTBEHHbIN WabnoH 6paHamayspa u
yrnpaBnsaTb APYrMMU CO34aHHbIMKM WabnoHamu. Ons 3Toro HeobxogMmo nNepenTn B pasaen MeHHo
O6nayHble BbluucneHua - BLUOJMA VMware - BpaHgmaysp, HaxaTb KHonky [leAcrBua u BbibpaTb
Co3patb WwabnoH 6paHgmayaspa (PucyHok 399).
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bpanamaysp

N . .
3meCE NPEACTaBRHE! CUCTEMHbIE WABNOHS 419 BPAHMAY3DA, KOTOPLIE HA3HAUAIOTCS Ha NOAKAKOMEHUS CEPBEPOB K CeTH, Bbl TaIOKe MoXeTe

i P v ! P + Co3gars wabnox 6paHamayapa
C03TS CBOW WABNOHY 1 UCNONE3083TE WX,

[nagHas / O6nauHsle BeluMCIeHUs / Bpanamaysp

Cnucok wa6noHoB 6paHaMayspa

LWa6noH Konwuuecteo npaenn fata usmeHeHWA MpumeyaHue

PaspewnTb NcxoaaLme 1 22.02.2022 14:05 PazpelluTb BCe MCXOAALLME CORANHEHNA MNogpobHee
Paspewuts WEB 3 25.08.2020 19:27 Pazpewuts WEB noprtel, A0CTyNHbIe 13 MHTepHeTa MNogpobHee
Paspewnts SS5H 1 24.08.2021 17:43 PazpewnTs S5H ana ynpasneHus xocrom NogpobHee
Paspewuts ICMP 2 25.08.2020 19:27 PaszpewuTs ICMP MNogpobHee
Paspewnts DNS 1 25.08.2020 19:27 Paspewmnte DNS nopThl, 40CTyNHLIe M3 HTepHeTa MNogpobHee
Paspewunts RDP 1 25.08.2020 19:27 Pazpewuts RDP ans ynpasneHns xocTom MNogpobHee
Paspewnts BXoaaLme 1 22.02.2022 14:.05 PaspelwunTs BCe BXOAALLME CORANHEHUNSA MNogpobHee

Beero: 7

PucyHok 399

B oTKpbiBwenca popme Co3gaHue wabnoHa 6paHgmayspa HeobxoaMMo BBECTU MMSA HOBOTO LWabsioHa u,
NPW }KeNaHuM, NpUMedYaHne ANa Hero, Nocae Yero HaxaTb KHomnky Aanee (PucyHok 400).

Co3zgaHue WabnoHa bpaHamMayspa

rnaeHas [ Ob6nauHble BeIUMCNEHUA / Bp: / Cospanwe

Cozaanue Hoeoro Wwabnoua

Wma

MprMeyaHme

OTmennTe Hanee >

PucyHok 400

OTkpoeTca ¢dopma UsmeHeHue wabnona 6paHamayspa (PucyHok 401), B KOTOPOM MpPOM3BOAUTCA
HacTpoMKa wabnoHa. Mo yMmo/l4aHUIO NpaBu/ia He HAaCTPOEHbI.
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M3meHeHue wabnoHa bparamayspa

TnagHan / OBRauHbIe BEIMMCeHMs | BpanAMaysp / W

Npasuna

loka HeT HXM 0AHOro npaswna

PucyHok 401

[Ona Toro, 4tobbl HAaCTPOUTL NpaBuna WabnoHa, HEOBXO0AMMO HaxKaTb KHOMKY [Lo6aBUTb NpaBuao 1 B
OTKPbIBLUEMCA OKHe BblbpaTb NapameTpbl Npasuna (PucyHok 402):

*  KmAa — npomnsBoNbHOE HAMMEHOBAaHMeE NPaBUa.
= [IpoTOKOA:
o Jlobon.
o TCP.
o UDP.
o ICMP.
= HanpasneHue:
o Bxogawui.
o Wcxopawmii.
= Agpec UCTOYHMKa/Ha3Ha4veHus — BBoa IP-aapeca nau CIDR.

u nOprI Ha3Ha4YeHnA — BBO4 AMANA30HaA MNOPTOB HA3HA4YeHWA, €CaAN NOPTbl HE MPONUCAHbI, TO
YUYUTbIBAOTCA BCE NOPThbI Bb|6paHHOFO NPOTOKOA.
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[lo6aBneHve npaBuna

MmA

MpoTokon

Hanpaenexune

AJpec NCTOUHWKS

HDpThI HazHaueHW#A

TCP v

Bxoaswmia ~

IR, CIDR wam 0.0.0.0/0 gna mobeix agpecoe

HawansHeld nopT KoHeuHeld nopT

PucyHok 402

5.10.2 TlMpocmomp napamempos wabsoHa bpaHOMayspa

Ona Toro, 4tTobbI Y3HATL NOAPOOHEE O KaXKAoM LWabnoHe, B pasgene meHo ObnayHbie BblYUCIEHUA =>
BLOA VMware -> BbpaHpmaysp Heobxoammo Haxatb MoapobHee HanpoTus BblbpaHHOro wabsoHa

(PucyHok 403).

bpanamaysp

3geCH NPEACTaBEHEI CUCTEMHBIE WaB/OHE! 415 BPaHAMEY3Pa, KOTOPLIE Ha3HAUAIOTCA Ha MOAKTIOMEHIS CePBEPOS K CeTH. Bul TAIOKe MOXETe - s R G E R

€313 Th CBOU WABNOHS! 11 UCMONIB3083Th UX.

[nagHas / O6nauHsle BelUMCIeHUs / Bpanamaysp

Crivcok WabnoHoB 6paHaMay3pa

WaGnon

PaspelnTb ncxoasLve

Paspewnts WEB

Paspewnts SSH

Paspewuts ICMP

Paspewnts DNS

Paspewunts RDP

PazpelunTs BXOAALLME

KonuuecrBo npasun

AaTta nsmereHus Mprmeuanne

22.02.2022 14:.05 PaspelunTb Bce cxoasaLve coeiMHeHWs
25.08.2020 19:27 Paspewunte WEB nopTel, 4ocTynHele U3 MHTepHeTa MoapobHee
24.08.2021 17:43 Pazpewnte SSH ans ynpaeneHmnsa xocroM MoapobHee
25.08.2020 19:27 Paspewunts ICMP MoapobHee
25.08.2020 19:27 Pa3spewuntb DNS nopTel, gocTynHble 13 MHTepHeTa MoapobHee
25.08.2020 19:27 Paspewunts RDP AnA ynpasneHun XocTom MoapobHee
22.02.2022 14:05 PazpelwunTe Bce BXOAALLME COSAUHEHUA MoapobHee

Beero: 7

PucyHok 403
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OTkpoeTcs popma UameHeHume wwabnoHa bpanamayspa (PucyHok 404).

V3ameHeHWe LabnoHa 6paHamayspa

TNaBHan / OBMAUHBIE BLIUMCNEHUA / BPaHAMAYSp /

MNpasuna
[loKa HeT HU OAHOro npaekna
+ /lo6asuTs npasuno
[ v |
PucyHok 404
34eCb MOXKHO MPOCMOTpPETb:
» [paBuna (PucyHok 405):
o HanpasneHue coeagnHeHus.
o [lpoTokon coeanHeHums.
o Apjpec HasHayeHwuA.
o [lopTbl nogKN4YeHuUA.
V3meHeHWe WwabnoHa bpaHamayspa
lnagHan / ObnauHsie BEMCEHUA / BpaHamaysp / 6
Npaeuna
Ums Hanpaenenue MpoTokon Appec
Allow all egress HMxogawmia NioBon NioBoR
BepHyThCA
PucyHok 405

Moprei

Het

= OCHOBHble HAaCTPOMKM — HAMMEHOBAHME LWab/iIoHa U NpuMedaHua K Hemy (PucyHoK 406).
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M3ameHeHue WabnoHa GpaHamayspa

TnagHas / OBNauHEIE BIMHCIEHNS [ GPaHAMaysp / MiaMeHewwe wabnona 6paHaMayspa

OcHOBHBIE HACTPOfikM

Te UMEHATS STOT LWABNOH, NOCKONLKY OH ABNAETEA CACTEMHbIM 1 OBLLMK

Mo-yMON4YEHUIO

Mpumedanne Pa3pelmTs BCe NCXOASLIVE COEAVHEHNS

PucyHok 406

5.10.3 WU3meHeHuUe co30aHHbIX WabsoHo8

Co3pgaHHble nonb3oBaTenem WabnoHbI MOXHO penakKTnpoBaThb. Ona sToro, HanpoTtne CO34aHHOIO
u.|a6n0Ha, HGO6XO,CI,MMO Ha*XaTb KHOMKY U3meHUTb 1 B OTKpbIBWEMCA OKHE WU3MEHWUTb OCHOBHbIE

HAacTPOWMKKM M npasuna. OnucaHMe NapameTPOB OCHOBHbIX HACTPOEK WM MNpaBMA OMUCAaHO B pasgene
Mpocmomp napamempos wabaoHa 6paHOmMayspa.

BpaHamaysp

3pecs npea

HEiE WABAGHE AT BPaHAMAYSPA. KOTOPLIE HESHANA

34310TCA Ha AIDAKNICUEHIR CEPEEROR K C2TH. B TaKXE MOKETE CO343TE CEOM WABADHS W HENONL30BATS HX + Cozpars wabnon 6panamayspa

Mnaeuan / OBRauHuie Buiumcnenns / BpaHaMaysp

Cnurcok WwabnoHos 6paHaMay3pa

WaGnou Konuuectao npasun Jata namenenns Npumeuanme

Liz6non o 28.04.2022 09:27

PazpellnTs HCXoAALLME 22.02.2022 14:05 Pa3pElUMTL BCE UCXOARLLME CORANHEHNA NoapobHee

PazpelunTs WEB 25.08.2020 19:27 PazpelluTs WEB MOPTel, AGCTYMHEIS 13 VIHTERHETS MoapobHee

PucyHok 407

5.11.Cetn

5.11.1 U3smeHeHue cemu

MapameTpbl aBTOMATUYECKM CO3[aHHOM CETU MOMKHO M3MEHUTb. OnA 3Toro HeobxoAMMO MepenTu B
pasgen meHw ObnauHbie BbluucneHna - BLUOO VMware = CeTu, U HanpoTUB CO34aHHOM CETU BbIbpaTb
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nencrene U3meHUTb, MK HaxKaTb Ha HaumeHogaHue cemu (PucyHok 408).

CeTn

+ Cozgate cems
TnasHas / O6nauHble BoluncneHus / CeTm

Cetn

nma CIDR Wz AnanazoH DHCP

o CeTs CepsucHan XX XXXX XXX KKK = X0 KX00C Aa W3meHuts
p

PucyHok 408

B oTkpbiBweiica dopme WameHeHue cetu (PucyHok 409) MOXKHO CKOPPEKTUPOBATb MMA CeTH,

BKNOYUTL/BbIKAOYMTL DHCP, nob6asutb/yganute DNS-cepsepbl n Ao06aBuUTb MapluipyTbl. QA co3aaHua
MapLlpyTa Heobxoammo BeecTu CIDR HasHauyeHuMAa u cnegyowmii NpbixKok IP.

3mMeHeHKWe ceTn

TnaeHan / O6nauHeie BelbMcneHnA / CeTn /| MameHeHme ceTn

OCHOBHBIE HAaCTPOMKK CTOMMOCTL

cer He yumnTbiBaeTCA

CIDR XXX XXX
DHCP v| Bonounts
Wiz noacetn XLXXX
AlManazoH ajpecos XXX

XXXXXKK

DNS cepeepbi 8.888 x 8844 x

Mapupyrs Y —

PucyHok 409

Y [1ns TOro, 4To6bl COXPaHUTb BCE N3MEHEHUA, HEOBX0AMMO HaXKaTb KHOMKY M3MeHUTb, 151 OTMEHbI —
OTMeHUTb.

0 I'Ipou,ecc M3IMEHEHNA HACTPOEK aBTOMATUYECKU CO3A3HHOV1 ceTh NpUMeHMm U K OAONOSIHUTENbHO
CO34aHHbIM CETAM.

5.11.2 Co30aHue donosnHumesnbHbix cemel

Mpn He06X0AMMOCTM MOXKHO A,06aBUTL AONONAHUTENbHBIE CETU. [11A 3TOrO, NPU NEPEXOAE B pa3aes MeHIO
O6nayHble BbluncneHma = BLUO/L VMware = CeTu, HY»KHO HaxkaTb KHOMKY Co3gaTb ceTb (PucyHok 410).
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Cetun
MnaeHaa / OBnauHble BeluncieHns / CeTu

Cetn

Nmsa CIDR Wmioz Awnanazox DHCP

® CeTs | Cepeucrian XXX XXX XUXXX XAXXX - XXX XXX a3 EMEHHTL

PucyHok 410

OTtkpoetcs popma CosgaHue cetn (PucyHok 411). AnAa co3pgaHuA ceT HeobxoAMMO 3anoNHUTbL NoaA
BKNAAKM OcHoeHble Hacmpoliku (PucyHoKk 411 — 1). B npaBoi 4acTM OKHA PasMELLEH KaNbKynaTop
nogcyeta CTOMMOCTM PecypCcoB B AeHb, B KOTOPOM OTOOpakaeTca aKTya/lbHAA UeHa 3a ycayry B
COOTBETCTBMM C BbIOPAHHbIMK NapameTpamu (PucyHok 411 — 2).

Co3faHue ceTn

MnagHas / OGnauHele BeiucieHua / CeTw / CoapaHme ceTn

OCHOBHBIE HacTPoKKn 1 CronmocTb 2
B AeHE

MpefocTasnerie & apeHay VLAN 3.00P

CIDR
Wroro: 3.002

DHCP v | Brawunrs 3 o e
Wnioz noaceTn
AvnanazoH agpecos
DNS cepaepe!
MapLLpyTS + Jlo6asye MapwpyT

B dopme «OCHOBHbIEe HacTPONKM» HEOBXOAMMO BHECTM C/ieAyIoLLyo MHPOPMaLMIO:

" Uma-— npoun3soJibHOE HaUWMeHOBaHUeE CeTu.

= CIDR - BBOg agpecauuun. lNpn HaBegeHMM HA 3HAYOK ° (PucyHok 411 — 3), otobparkatoTcs
OOCTYMHbIEe AMana3oHbl CETeN).

= DHCP — BkAtoYeHME/OTKAOUEHME BO3MOXKHOCTU nNoakatodeHmsa no DHCP.

= a3 noacetm — HazHayaeTca aBTomaTmyecku nocne ssoaa CIDR.

=  [lnana3oH agpecos — Ha3Ha4yaeTcA aBTomaTnyeckn nocne ssoga CIDR.

= DNS-cepBepbl — HazHayeHMe agpecaummn DNS-cepBepoB npu HeobxoanMmMocTu.

*  MapuwpyTtbl — go6aBneHne mapuwpyTos (CIDR Ha3HaueHUs 1 cnenyowmii NpbiXKoK IP).

Mocne BHECEHUA U COXPAaHEHMA BCEX AAHHbIX cO3aaeTca ceTb (PucyHOK 412).
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Cetnn
+ Cozpars cetn
FnaesHas / OBnauyHble BelvucneHuA / CeTn

Cetn ToAKNioueHWA
Vma CIDR Wnioa Ananason DHCP

[ ] Cets 2 XX XXX/ HUXHHK HUKHKK - KX HHKIHK it} MsmeHuTs

[ ] CeTs | Cepameran YHKKK XXX XRXXOLK LS SRR S SHS (i Aa ViamernTes

PucyHok 412

5.11.3 YoaneHue cemu

Ona yaaneHuns cetm Heobxoammo nepenTn Ha BKNaaKy O6nauvHblie BbluucneHma - BLOL VMware -
Cetn = MameHeHuUe cemu W HaxKaTb KHONKY YaanuTb (PucyHok 413).

N3meHeHne ceTn

TnaeHas / O6nauHele eeluvcneHna / Cetk / MameHeHne ceTn

OCHOBHBIE HACTPOIMKKN

Wma Ce'rq
CIDR MHXIOLKKXK ©
DHCP + | BKNouuTe
LLntoz noacetw XHXXX
JlnanazoH agpecos XHAKXX MO0
i agpec KoHeurit aapec
DN5 cepeepsl KKK | X XXX | x x

MapLupyThl + Jo6aeuTs MapwpyT

PucyHok 413

a y,EI,aI'IEHMG CepBMCHOH CeTn HEBO3MOXHO.
5.12.PoyTepsl

5.12.1 WU3meHeHue HacmpoeK poymepa

MapameTpbl aBTOMATUYECKM CO34aHHOMO pOyTeEPaA MOXKHO M3MEHUTb. s 3TOro Heob6xo4MMO NepenTy B
pasgen meHo O6nayHble Bbluncnenmna - BLO/J VMware = Poytepbl U HaNnpOTMB CO34aHHOMo poyTtepa
BbIOpaTh AelicTBue U3SMEHUTb, UM HaxKaTb Ha HAMMeHOBaHWe poyTepa (PucyHok 414).
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PoyTepb
e

ryBnvarei 1P-agpec.

PoyTepsl NOSBOARIOT CEPEEPaN NOMYNATS AOCTYN K 2T MHTEPHET. [[1R 3TOMD POYTEp AOXEH MMETE NOACOEANHEHHEI

Tnaeuan / O6nauHkle BiuncneniA [ PoyTephl

PoyTtepsbl

Vma Cetu NyGAUUHLI 1P IMMUT coepuHeRMi

[ ] PoyTep | Cepeuctsii Cere DOLXXXD JOLIOCIOIN 65536

PucyHok 414

OTkpoetcs dopma UsmeHeHue poytepa (PucyHok 415). Bce napameTpbl, AOCTYMNHblE AN U3MEHEHUA,

npusegeHbl HUXKe.

M3meHeHVe poyTepa

FnaBHan / OBnauHble BEIUWCIEHWA / PoyTepsl / Mi3MeHeHWe poyTepa

OCHOBHLIE HACTPOAKK MapwpyTb! MNepeHanpaeneHue NopToB AononHuTensHo
Wma PoyTep
MyBanuHEIR 1P XXX XKXX Buifpats

MoaxnoueHns
o Cets HUXXX VIZMEHWTE

m OTMEHUTE B Vamenums

PucyHok 415
1. OcHosHble Hacmpoliku
Ha Bknaake OcHoeHbie Hacmpoliku (PucyHoK 415) pocTynHO U3MeHeHWe napameTpos:

"  MMmA poyTepa — U3MEHUTb HAaMMEHOBaHUe poyTepa.

= [ly6auyuHbit  IP  — OTKMOUMTL nNyb6anyHbIA  IP-agpec  OT poyTepa WAM  MNOAYYUTb
HOBbI/cnyyariHbli/cBO6OAHbIV aapec M3 nyna nybanyHbIx agpecos (PucyHoK 416).

226



Bbibepute ny6nnuHsbiii IP

OTKNHWeH PoyTep He OyaeT uMmeTe nyGnuuxoro IP-agpeca
HoEBLIA MNonyuwTe HoBwil [P-agpec Mz Nyna NyGnuuHED 3gpecoE
L ] C"'IyLdaIFIH bIRA Mcnonezoeate esigeneHHmn ans BUOAs ceofiogHei IP-agpec, 8 B cnyuas oTCyTCTEWA

TAKOrD, NOAYUMTE HOEEIA W2 MyNna NyBnWuHEex 3gpecos

SO0 00 Ceoboguen IP-agpec 2 sTom BLO

OTMEHWTE MpUMEHUTE

PucyHoK 416

MoaKkntoueHua:

o W3meHeHue IP-agpeca ceT UnM aBTOMaTMYECKoe Ha3HayeHue agpeca (PucyHok 417).

I3aMeHeHMe nogKnryeHuns

CeTs CeTb
|P-agpec ABTOMATWYECKM
POLKHX

OTMEHWUTE B NpuusTs

PucyHoK 417

o JobaBneHune AONONHUTENbHOM CETU U3 paHee co3aaHHbIX (PucyHok 418).

[Ao6aBneHne NnoakNUYEHUS

CeTb CeTe BrifpaTts

|P-agpec W | ABTOMaTUUYECKH

OTMEHWTE B NpuxATe

PucyHok 418
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2. Mapwpymei
Ha Bknaake Mapuwpymesl ocTynHo aobasneHne mappyTa (PucyHok 419).

(i HacTpoika mapLupyToB B poyTepe A0CTyNHa TO/IbKO Ha naatdopme BupTyanmnsaumm VMware vSphere.

V13MeHeHMe poyTepa

rnasHan / O6MauHsIe BEIMUCASHUA / PoyTepsl / M2MeHeHuWe poyTepa
OCHOBHLIE HACTPOMKK MapLupyTel MepeHanpaeneHne NopToe [oncNHUTENLHO

CIDR Wnwoz

m OTMEeHUTE B vzmenuTs

PucyHok 419

Ons pobasneHns maplpyta Heobxoammo Beectn CIDR HaszHayeHMA U cnedyowmin npbixkok IP (PucyHok
420).

[ob6aBneHne MmapLipyTa

CIDR HazHaueHWA

CnegywoLwmil npeixox P

OTMEHUTL B CoxpanuTe

PucyHok 420
3. MepeHanpaeneHue nopmos

Ha Bknagake lMepeHanpaseneHue nopmoe AoCcTynHo aobasneHne nepeHanpasneHua (PucyHok 421).
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VameHeHve poyTepa

FnaeHan / OBnauHele BeldncneHyA [ PoyTepel / M3meHeHMe poyTepa

MNepeHanpaenequne nopToe

Pexcm NokaneHeii IP MepeHanpaeneHne

m OTMEHNTE B Hzmenns

PucyHok 421
[na pobaBneHna nepeHanpaBieHUA HY>KHO BbI6paTb MapameTpbl HaCcTpoeK (PucyHok 422):
= Pexum:
o o nopTy.
o [lo gnanasoHy.

= [IpoTOKOA:

o TCP.
o UDP.
= JlokanbHblh IP — BBOA nNoKanbHoro IP-agpeca cepBepa, A[nNA KOTOPOro Co34aeTcs
nepeHanpasfieHue.

" BHYTpeHHWIA NOPT — BBOA, MOPTa CEPBEPA, A/19 KOTOPOro CO34aETCA NepeHanpaBaeHue.

" BHewHWI NOpT — BBOA, NOPTa poyTepa, N0 KOTopomMy byaeT AOCTyNeH yKa3aHHbIA NOpPT cepBepa.
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Jo6aBneHue nepeHanpaBneHUs

PesKUM Mo nopty N
MpoTokon TCP w

NokansHelR IP

BHYTpPEHHWA NopT

BHEeLWHWIA NnopT

OTMEHUTL B Coxpanuts

PucyHok 422
4. [ononHumesnbHO

Ha BKnaake JonosHUmesbHo AOCTYNHO M3MEHEHMEe NMMUTa coeAuHeHu u aobasneHuwe npasun
6paHamayspa (PucyHok 423).

@ Vamenenne Aumuta coeanHeHnn n pobasBneHue npasBua OpaHAMayspa B HACTpPOMKax poyTtepa
OOCTYMNHO TONbKO Ha nnatdopme BupTyanmsaumm VMware vSphere.

VameHeHue poyTepa

TnaeHas / OBnauHele BeluncieHws / PoyTepel / MameHeHWe poyTepa

OCHOBHBIE HACTPOKNA MapLupyTh MNepeHanpaeneH e NopToe JLONONHWUTENEHO
. -
NIMMAT CoBANHEHWIA 65536
-
MpoABWHYTEA HACTpOKa Npaeun BpaHgmayspa
OBpaTUTE BHIMAHIE, UTO Ebi MOXETE yNPSENSTS GpaHAMaySpoM, Aoba waioume oprax cepee
Wma Hanpaenenwne Mpaewno
+ Aobaewtk npaeuno
m Ormeste

<& nAa Toro, YTobbl COXPAHUTb BCE U3MEHEHUA poyTepa, HE0bX0ANMMO HaXKaTb KHOMKY U3MeHUTb», Ans
OTMeHbl — OTMEeHUTb.

5.12.2 Co30aHue 0onosHUMesnbHO20 poymepa
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Mpn HeobXo0AMMOCTU BO3MOXKHO CO34aBaTbh AOMNONHUTENbHbIE POYTEpPbl. ONSR 3TOr0 HYXHO NepenTn B

pasaen meHio ObnauHble BbluucneHuna - BLOA VMware - PoyTepbl M Ha)aTb KHOMNKy Co3paTtb poyTep
(PucyHok 424).

PoyTeps

+ Cozaate poyTep
PoyTepsl NOZE0ARINT CEPESPAM NOAYYSTE AOCTYN K CeTH MKTEPHET. JINA 3TOMD POYTEP A0/IXEH MMETE NOACORAMHEHHLIR NyBnndHsi IP-agpec.

TnagHan / OBRauHbIE BbluMcnenys / PoyTepsl

PoyTtepbl

Vima Cetn MySnnuHei 1P NiaMuT coeauHennii

65536 VI3meHnTE

PucyHok 424

OTtKkpoetcsa dopma CozpaHue poyrtepa (PucyHok 425). ins co3gaHusa poytepa HeobXoAMMO 3aMo/IHUTb
nona BkNaaku OcHosHble Hacmpoliku (PucyHok 425 — 1). B npaBoM 4acTU OKHa pasMeLLeH KalbKynaTop
noAcyeTa CTOMMOCTM PEcypcoB B A€Hb, B KOTOPOM OTOOparKaeTcA aKTya/lbHaA LeHa 3a ycayry B
COOTBETCTBUW C BblIOpaHHbIMM NapameTpamm (PucyHok 425 — 2).

CozaaHKe poyTepa

TnaBHan / O6nauHble BEINMCNEHUS / PoyTepsl / CO3AAHWE poyTepa

OCHOBHBIE HACTOTKN 1

CTonMocTh 2

MySauussi 1P CnyuaitHbIf BuiGpars B AeHE
BupTyansHsii poyTep (ESXi) 2.002

MoaKnioueHms NpegocTaenene ny6usHoro IP-agpeca 3.009
e} Cett AsTomaTueckn MamennTs Py4

Wroro: 6.00 ¢
8 AeHb
+ JlobasuTe noaknoueHne

PucyHok 425
B popme OcHOBHbIE HACTPOUKU HEODOXOAMMO 3aMOIHUTb NOAA:
"  /IMmA — HAMMeHOBaHMe poyTepa.
= [ly6aunyHbiii IP — BbIGOP NapameTpoB nyb6amnyHoro IP-agpeca:
o OTKnoyeH — poyTep He byaeT umetb nybaunyHoro IP-agpeca.
o Hosbln — nonyyeHue Hosoro IP-agpeca u3 nyna ny6AnYHbIX aapecos.

o CnyyaliHbIn — ncnonb3oBaHue BblaeneHHoro ana BLUO/ csoboaHoro IP-agpeca, B cnyyae
OTCYTCTBMA TaKOro — NOAy4YeHMe HOBOro U3 Nyna Nyb6aANYHbIX aApecos.

* [loakntouyeHus — BbIboOp ceTu Ana NoAKAYeHUA (Mo yMonYaHuio BbibpaHa cepBUCHAs CETb).

I [1o6aB1Tb MOXKHO TO/IbKO YXKe co3aaHHble ceTu. MNpouecc fo6aBneHUA AONONHUTENbHbIX CETEN ONUCaH
B pa3aene CozdaHue 00NoAHUMENbHbIX cemeli.

231



Mocne 3anonHeHUA BCeX NONEN OCHOBHbIX HAaCTPOEK, BO3MOXKHO MPOAO/IXKUTb HAaCTPOMKY poyTepa, Unu,
€C/IM A0NOJIHUTE/NIbHbIE HACTPOMKKM He TpebykoTcsa, co3gatb poyTep cpasy. CUcTeMHoe yBegoM/IEHME
(PucyHok 426) noaBuTCA MNOCNe Ha)aTus KHOMKW [lanee B OKHe 3ano/IHEHUSA OCHOBHbIX HACTPOEK
CO34,aBaeMoro poyTepa.

pO‘}f'TE‘lf] COS;ELBE‘TCFI] L'ITOGI;;I N3IMEHATE AONONHWTENBHEIE HE]CTDOI;"IKL", A0XANTECHE OKOHYaHWA Oonepauni.
Ecnn gononHuTenbHble HAaCTPOMKI He TpebyeroTcs, MOXHO MOKWHYTL 3TY CTpaHuLY.
OcTaTbCa Ha 3TOW cTpaHnUe?

PucyHok 426

Ecnn BbibpaTh «[la», OTKPOETCA OKHO A4/ HACTPOWMKM MapLUpyTOB, NepeHanpaBAeHMs MOpTOB, M
fobasneHna HacTpoek 6paHgmayspa. lpouecc 3anonAHEeHWA 3TUX MOAei aHaNOTMYEeH OMUCaHWIO,
npuseaeHHOMY B pasaene M3meHeHUe HACMPOEK poymepd.

Ecnn BbibpaTth «HeT», popma CospaHme poytepa 3aKpoeTcs, 1 B pasaene meHo O6aauHbie BblYUC/IEHUA
- BUOJA VMware -» PoyTtepbl 6OyaeTr oTpakeH npouecc co3gaHua poytepa (PucyHok 427). B
OanbHelleM HaCTPOMKKN poyTepa MOMKHO M3MeHUTb. MNpoLuecc n3meHeHUA HacTPOeK poyTepa OnucaH B
pasgene U3meHeHue HacmpoeK poymepa.

PoyTeps
‘

PoyTepsI N0280A810T CEPEEPAM NONYUATS AOCTYN K coTi MIKTEPHET. JJAR 3TOMD POYTEP AOMXEH MMETS NOACOSAMHEKHEI: nyS Ml IP-aapec.

TnasHan / OBMauMbIe BEIUUCIEHUA / PoyTephl

PoyTepbl

Vima Cetw NyGnussLi 1P NiamuT coepunenni

XX XK XXX XX 65536 MamenuTs

Bropofi poyTep Ceti (XX.XX.X)

[ ] PoyTep | Cepaucnuii CeTe [XOCXXX) 20C00I00CIK 65536 WEMEHUTE

PucyHok 427

5.12.3 [loOknro4eHuUe poymepa K Hogol cemu

Mpy HEOHXOAUMOCTU MOXKHO U3MEHUTL NOAKAKOYEHUE K CeTU: 406aBUTb HOBYHO MW NOAKNOUYNTL POyTEp
K HOBOM CEeTU, BMECTO CEPBUCHON.

Mocne co3paHua HoBolk cetn Bo BLOJ (npouecc cos3gaHusa ceTu onucaH B pasgene Co3daHue
donosnHumenbHbIX cemeil) MOXXHO MOAKNIOYUTL K Hel poyTep. Oaa 3Toro HeobxoauMMo nepenTn B
OCHOBHble HacTpoliKu poyTepa (O6nauHble BbluucneHma - BLUO VMware - Poytepbl - U3meHeHue
poyTepa) 1 HaxaTb KHOMKy [lo6aBuUTb nogKkntoueHue (PucyHok 428).
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VameHeHVe poyTepa

CnaeHas / OBnauHele BeldWcneHWA / PoyTepel / M3mMeHeHWe poyTepa

OCHOBHEIE HACTPOIAKKA

Mma PoyTep
MyGanuHsIA IP MK XXX
MoAKNHuYEHNR

L] CeTs XHXXXX

PucyHok 428

BuifpaTtb

WM3meHnTb

OTMEHUTE B V=menums

B OTKpbIBLUEMCS OKHe BbIOpPaTh CO34aHHYIO CETb U MPUMEHUTb U3MeHeHUA (PucyHoK 429).

X
Bbi6op ceTun
Wnan CIDR DHCP
@ Cets 2 YO X300 X0 Bkn
CeTe OO K Bkn
PucyHoK 429

B pesynbraTe poyTep 6yaeT NOAKNOYEH K ABYM CETAM (CEepPBMCHOM M CO34aHHOM MOJib30BaTeNem)

(PucyHok 430).
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ViameHeHKe poyTepa

TnaBHas / OBnauHble BeluMcneHwA / PoyTepel / W3MeHeHwe poyTepa

U(HOBHbIeHaCTpOﬁKH ViapLupyTh epeHanpaeneHWe NopToE JlononHe

Wms PoyTEp

My6nnuHLIA 1P JOCH00000C Buibpats

MOAKNYEHIA .
[ ] CeTb LXK NeicTena =

[ ] CeTb2 XX KX Neiictema =

+ No6aeuTs noaknoueHne

m OTMEHWTE B Vzmennte

PucyHok 430

@ Echm HY’KHO OCTaBMTb TO/IbKO HOBYIO CETb /1A POyTepPa, BO3MOXKHO OTK/IOYUTbL CEPBUCHYIO ceTb. [ns
3TOro Heob6xo4MMO HaxKaTb [leiAcTBUA 1 BbibpaTb OTKAKOUUTD.

& OTKNOUYUTb CEPBUCHYIO CETb BO3MOMXHO TO/IbKO NPW YCNOBUU, ECIN K STOMY POYTEPY HE NOAKNHOYEHDI
cepBepbl. ECM K poyTepy nogKntoUYeHbl cepBepbl, TO HEOHXOAMMO CHavyana NOAKNIOYUTL UX K Apyromy
poyTepy/cetn. Mpouecc NoaxtoYeHUa cepBepa K CO34aHHOW CeTU onucaH B pasgene lModkarveHue
cepeepa K dpyaoii cemu.

5.12.4 YoaneHue poymepa

Ona yoaneHua poytepa HeobxoaMmo nepeinTn Ha BknagKy ObnauyHbie Bbluncnedua - BLOA VMware -
Poytepbl = U3meHeHMe poyTepa 1 HaxKaTb KHOMNKY Yaanutb (PucyHok 431).
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VameHeHVe poyTepa

CnaeHas / OBnauHele BeldWcneHWA / PoyTepel / M3mMeHeHWe poyTepa

OCHOBHEIE HACTPOIAKKA

(] PoyTep
MyGanuHsIA IP MK XXX BuifpaTtb
MoAKNHuYEHNR

L] Cets HXXXKX ET S

m OTMEHUTE B V=menums

PucyHok 431

& YpaneHune poyTepa BO3MOXKHO TOJ/IbKO Npu ycnosun, eCiin K Hemy He nogknro4eH HM OAUH CepBep.
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6. Co3aaHne 0ObEKTHOIO XpaHuanwa S3
C nomoubto 0O6BEKTHOIO XPaHMAMLWA S3 MOXKHO XpaHUTb MHGOPMALMIO B BUAE apXMBOB, PE3EPBHbLIX
KOMWM, CTaTUYECKOro KOHTEHTA CAMTOB N KOPNOPATMBHbLIX 4OKYMEHTOB.
(i Co3paHue 06beKTHOro xpaHmauwa S3 goctynHo B oboux BLOL: VMware n KVM.
@ B sasucumocty ot BbIOPaHHOM MHCTAaNNALMMK, BbIBOP MOAYNA MOXKET OTCYTCTBOBATD.

Ona Toro, ytobbl co3gaTb 06BEKTHOE XpaHuauLLe S3, B pasaesie MeHto XpaHunuie S3 HyXXHO HaxaTb
KHonKy Co3patb xpaHuauwe S3 (PucyHok 432).

XpaHunuile S3 _
+ Cosgams xpanmuniwe 53
ThasHas / Xpawunuue S3

PucyHok 432

B OTKPbIBLUEMCA OKHE HY)HO MPWCBOUTb MMA CO34aBAaEMOMY XPaHUAULLY M HaXKaTb KHOMKY MpuUHATDL
(PucyHok 433).

Co3pgaTtb XpaHunuie S3

MpefocTaENeHNE 00 LEKTHOMO XpaHuauwWwa 53 3.00P 2a1 TG * geHe

I::T‘AE ; 'f._b

PucyHok 433

B pesynbTate 06beKTHOe xpaHunuwe S3 6ypeT co3gaHo. B pasgene meHwo Xpauunuuwe S3 byaet
OoTpa)keHa nHbopmMaLMA No co3aaHHOMY 06beKTHOMY XpaHunuuly (PucyHok 434).

"  MMA 06BEKTHOro XpaHuAuwa S3 — NPoM3BOAbHOE UMA XPAHMUAULLA, NPWU HAXKATUKN OTKPbIBAETCA
dopma U3meHeHUe XpaHUAULLA.

= [JlaTa co3gaHuna o6beKTHOro xpaHuauwa S3.
®  3anoJIHEHHbI 06bEM XpaHUAULLIA.

= JlocTyn — KAOY A0CTYNa K CO34aHHOMY XPaHUAULLY.
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XpaHwauile S3

N3EHaR / XpaHunuwe 3

Cnucok xpaHnnuuy 53

Wmsa

2auaTo

focryn

+ Cozaate xpannanwe 53

° Mepeoe 06BLEKTHOE XPaHUIMLLLE
Cosgan 26.01.2022 15:24

Kniou 4ocTyna: VRZOIPXHPPETLX2XYOLZ

Aeticraus =

6.1. N3meHeHMe napamMeTpoB 06BEKTHOIO XpaHUAMLLA S3

PucyHok 434

[na Toro, 4tobbl M3MEHUTb NapamMeTpbl OOBEKTHOrO XpaHUAULLA, B pasgene MeHo XpaHuauuie S3
HanNpPoTMB HEOBXOAMMOro XPaHUAMLLA HYXKHO Ha)aTb KHOMKy [AeAcTBua u BbibpaTb M3MeHUTb, Mau

HaaTb Ha UMS 06bEKTHOro XpaHuauLa (PucyHokK 435, PucyHok 436).

XpaHwavie S3

N3EHaR / XpaHunuwe S3

Cnucok xpaHnnuuy 53

Wmsa

° MNepeoe 06BEKTHOE XPaHUIWLLLE
Coagan 26.01.2022 15:24

XpaHunuile S3

Tnaevan / Xpamunuuwe S3

CNWCOK XpaHunuuy, S3

vma

° Tepeoe 06LEKTHOR XpaHKLLe
Cosgan 26.01.2022 15:24

2auaTo

3aHATo

focryn

Kniou gocTyna: VRZOIPXHPPETLX2XYOLZ

PucyHok 435

Aoctyn

Knou goctyna: VRZOIPXHPPETLX2XYOLZ

PucyHok 436

+ Cozaate xpaHnanwe S3

feticrans =

+ Cospares xpanuniue S3

HamennTe

CreHepypoEaTL HOBLIE KNloUM

B OTKpbIBLLUEMCA OKHE MOHO U3MEHUTb MMSi OOBEKTHOIO XpaHWAULLLA, NPOCMOTPETb MHPOopMaLUUIO Mo
ero URL, K/touy AOCTyMa, U CEKPETHOMY KJ/THOUY, a TaK:Ke ynpas/iaTb bakeTtamu (HaliioBbiIMM KOP3UHAMM)

(PucyHok 437).
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aMeHeHune XPaHWN1La

L CreHepypoBaTh HOBbLIE KNKUWW
FnaeHas /[ XpaHwnuua 53 / MameHeHue XpaHunuua

OCHOBHbIE HACTPOIAKM

CTOMMOCTb
KmA MNepeoe 0B BLEKTHOE XPaHWIWLLE B neHb
MNpeaocTagneHme 0.00 8
oBBexTHoro
URL https://s3.makecloud.online XpaHunuLLa S3
Kniou goctyna @  1B657)PS9A1BOGFZFFEZ Wtoro: 0.00°
B IEHb
CekpeTHBIA Kod @) sesssmassessrsssessssssEssesesrrasrarEes
EaKeTsl

BakeTbl OTCYTCTBYHOT

+ Cozpats Baker

m OTMEHWTE B Vzmenums

PucyHoK 437

6.2. CosnaHue baketoB

Ons TOro, 4utobbl co3pmaTb 6HakeTbl (dalinoBble KOP3WHbI) HYXHO nepenTn Ha GopmMy WM3MEHEeHMUA
XpaHUAMLLA U HaxkaTb KHOMKy Co3patb 6aKkeT (PUCYHOK 438).
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aMeHeHune XPaHWN1La

L CreHepypoBaTh HOBbLIE KNKUWW
FnaeHas /[ XpaHwnuua 53 / MameHeHue XpaHunuua

OCHOBHbIE HACTPOIAKM

CTOMMOCTb
KmA MNepeoe 0B BLEKTHOE XPaHWIWLLE B neHb
MpegocTaeneHmne 0.00 8
oBBexTHoro
URL https://s3.makecloud.online xpaHuauiLa S3
Kniou goctyna @  1B657)PS9A1BOGFZFFEZ WTtoro: 0.002
B eHb
CekpeTHBIA KNy @) sesssssssamssrssisssssassssssssressaraes
EaKeTsl

BakeTbl OTCYTCTBYHOT

+ Cozpats Baker

OTMEHWTE a HMaMeHUTE
W Yaants

PucyHok 438

B oTKpbIBLLEMCA OKHE BBECTN Ha3BaHMe HbakeTa (PUCYHOK 439).
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Co3paHune bakeTta

Hanpwumep, "MepBblid bakeT"

OTMEHUTE B Npunsats

PucyHoK 439

B pe3ynbTaTe co3paHHbIM 6akeT byaeT oTobpakEéH Ha popMe U3MeHeHUA XxpaHuauwa (PucyHok 440).
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aMeHeHune XPaHWN1La

FnaeHas /[ XpaHwnuua 53 / MameHeHue XpaHunuua

@  CredepupoBaTe HOEsIE KDL

OCHOBHbIe HacTpoKW CTOMMOCTb
KmA MNepeoe 0B BLEKTHOE XPaHWIWLLE B neHb
MNpeaocTagneHme 0.00 8
oBBexTHoro
URL https://s3.makecloud.online xpaHunuia 53
Knmiou poctyna @  1B657)PS9A1BOGFZFFEZ WToro: 0.00 2
B IEHb
CekpeTHBIA Kod @) sesssmassessrsssessssssEssesesrrasrarEes
BakeTsl Wma ma B 53

Mepeklil Gaker pervyjbaket-14a9336¢

+ Cozpams Baket

JeAcTemA =

OTMEHWTE B Vzmenums

PucyHok 440

B ganbHelwem MOMHO M3MEHWUTb MMA BakeTa WAM yaanuTb ero. [NA 3TOro Hy)XHO HaKaTb KHOMKY
DeiictBua HanpoTus bakeTa u BbiI6paTb COOTBETCTBYIOLIEE AelicTBUE (PUCYHOK 441, PUCYHOK 442).
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13aMeHeHK e XPaHWN1La

FnaeHas /[ XpaHwnuua 53 / MameHeHue XpaHunuua

OCHOBHbIE HACTPOIAKM

ma MNepBoe 0bbekTHOR XpPaHUAWLLLE
URL @  https://s3.makecloud.online
Kntou goctyna 1] 1B657|P59A1BOGFZFF8Z
CekpeTHBIA KNy @& e sren sren
BaKeTkl Uma Wmsa e 53

Mepeklil Gaker

+ Cozpams Baket

pervyjbaket-14a9336¢

JeAcTemA =

OTMEHWTE B MzmeHnTL

@  CredepupoBaTe HOEsIE KDL

CTOMMOCTb
B neHb
MpegocTaeneHmne 0.00 8
oBBexTHoro
XpaHwauwa 53
WToro: 0.00P
B AeHb

PucyHoK 441
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aMeHeHune XPaHWN1La

L CreHepypoBaTh HOBbLIE KNKUWW
FnaeHas /[ XpaHwnuua 53 / MameHeHue XpaHunuua

OCHOBHbIE HACTPOIAKM

CTOMMOCTB
KmA MNepeoe 0B BLEKTHOE XPaHWIWLLE B neHb
MNpeaocTagneHme 0.00 8
obbekTHoro
URL https://s3.makecloud.online xpaHunuia 53
Kniou goctyna @  1B657)PS9A1BOGFZFFEZ Wtoro: 0.00°
B fEHE
CekpeTHbIi KoY @
FaKeTs Wmsa Wmsa B 53 VZMEHUTE
- YaanuTe
Mepeklil Gaker pervyjbaket-1439336¢

+ Cozpams Baket

m OTMEHWTE B Vzmenums

PucyHok 442
6.3. leHepupoBaHME HOBbIX K/HOHEN

[na Toro, 4Tobbl creHepMpoBaTh HOBbIE KUK 414 A0CTyNa K 00beKTHOMY XPaHUAULLY, B pa3gene MeHto
XpaHunuiie S3 HanpoTMB HEOBXOAMMOrO XPaHM/MULLA HY)KHO Ha)KaTb KHOMKy [ekctBua u BbibpaTb

CreHepupoBaTb HoOBble Kawuu (PucyHok 443, PucyHok 444). B pe3ynbTaTe KA4M AocTyna byaer
M3MEHEHDbI, a CTapble CTAaHYT HEAKTUBHbIMMW.

XpaHuauvile S3

+ Cozpats xpannnnuge 3
Tnaeras / XpaHunuue S3
CNUCoK XpaHnnvw, 53
Vma 3auATo Aoctyn
L] Nepsoe oBLeKTHOE Xparnuuie 06 Kmau gocTyna: VRZOIPXHPPETLX2XYOLZ
Coagan 26.01.2022 15:24
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XpaHunue S3

+ Co3patk xpaHunuie 53
TRasHas / Xpauunuue S3

Cnncok xpaHunnuy S3

ma 3aHATO AocTyn
L] Teﬁﬁof ?6.‘.’?.”1”.".3 Fpans 0TE Kniou aocyna: VRZOIPXHPPETLX2XYOLZ
PucyHok 444

TaKk»Ke creHepupoBaTb HOBbIE KIOYM MOXKHO, nepenga B dopmy MameHeHue xpaHunuwa. Ana atoro
HY’KHO NepeinTn B pasaen mMeHo XpaHuauie S3, HanpoTMB HEOHXOAMMOro XpaHUAMLLA HaXKaTb KHOMKY
DeiictBua (PucyHok 443) v Bbibpatb U3meHUTb (PUCYHOK 445).

XpaHunuie S3

+ Co3patb xpaHunmwe S3
rnaBHas / XpaHunue 53

CNUCcoK XpaHunuuy S3

Nma 3auaTo AocTyn I V3MeHUTE I

3 CreHeprpoBaTh HOBbIe K04K
Py Mepsoe 06bexkTHO® XpaHUAnLLE P

0rB Kniou goctyna: Xo00000C000C00000000000MXX BencTonm

PucyHok 445

B oTKpbiBWwelica dopme B NpaBOM BEPXHEM YTy HaXKaTb KHOMKY CreHepupoBaTb HOBble KAtoun (PUCYHOK
446).

N3meHerre XpaHunnila

® I CreHeprpoBaTh HOBbIE KKOYW
FnasHas / Xpanwnvuie S3 / MsMeHeHWe XpaHnnvMua

OCHOBHbIE HACTPOKI CrommocTb
WMz Mepeoe 06LEKTHOR XPaHUNMLLE B eHs
MpeAocTasneHue 06LekTHOro 0008
XpaHunnuw,a s3
URL @ https://s3.
Wroro: 0.00 £
Knioy aectyna s} XXX B AGHb

CeKpeTHBIR Koy @

W Yaanue OTMEHUTE B NzmeHnTs

PucyHok 446

6.4. YpoaneHue o6beKTHOro xpaHunmiia S3

Ona TOro, ytobbl yAanuUTb OOBLEKTHOE XpaHWMLWE, B pasgene MeHw XpaHuauiie S3 HanpoTus
HEeobX0AMMOro XpaHUANLLLA HY}KHO HaXKaTb KHOMNKY [lelcTBuA 1 BbIbpaTb USMEHUTb, U/IM HaXKaTb Ha UMS
06BbEKTHOro XpaHuAULLA.

244



XpaHwnumile S3

nagHas / Xpaumnuue S3

Cnuncok xpaHunuuy S3

Vms

P MNepsoe 06beKTHOE XpaHUNKLLe

Cozgan 26.01.2022 15:24

XpaHunuile S3

Tnagvas / Xpauunuue S3

CNWCOK XpaHunwy, S3

Wms

P Mepsoe o6bekTHOE XpaHUMLLE

CosaH 26.01.2022 15:24

3ausTo Aoctyn

Kniau 4ocTyna: VRZOIPXHPPETLX2XYOLZ

PucyHok 447

3ausaTo Aoctyn

Knwu goctyna: VRZOIPXHPPETLX2XYOLZ

PucyHok 448

+ Cozpats xpaHunue S3

Reiicrans =

+ Co3pate xparnnmie 53

Vi3MeHWTL

CreHepUpoEaTE HOBEIE KIIKOUM

B OTKpbIBLIEMCA OKHE HYXKHO HaKaTb KHOMKY YAanutb. MNocne noaTBepKAeHUA yaaneHus, obbekTHoe
XpaHunuuwe S3 byaet yaaneHo (PucyHok 449).

N3meHeHMe XpaHnnnila

rNagHan / XpaHunulle 53 / M3MeHeHWe XpaHunviLa

OCHOBHbIE HACTPOMKK

URL
Knkou aoctyna

CekpeTHbill knoy

MepBoe 06BEKTHOE XPaHWUAWLLE

https://s3.makecloud.online

VRZOIPXHPPETLX2XY0OLZ

PucyHoK 449

OTMEHUTE B Mamenns
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7. lcmonb3oBaHue Knactepos Kubernetes

. Ecnun pasgen knactepa Kubernetes He oTobparkaetca B BEPTUKAZIbHOM MEHIO MaHen yrnpaBieHus,
HeobxoAMMo 06pPaTUTLCA K aAMUHUCTPATOPY NAATPOPMbI UIN B TEXHUYECKYIO NOAAEPKKY.

7.1. Co3paHue knactepa Kubernetes

Onsa Toro, ytobbl co3gatb Knactep Kubernetes, Heobxoaumo nepentn B pasgen meHwo Knacrepbi
Kubernetes 1 HaxaTb KHOMKy Co3patb Knactep (PucyHok 450).

Knactepsl Kubernetes -

TnasHas / KnacTepel Kubernetes

KnacTepbl Kubernetes

Y Bac Noka HeT HW OAHOIo KiacTepa Kubernetes

YToBsl COZARTE CEO NEPBLIil KNACTED, HEXMITE HA KHOMKY HUXE

PucyHok 450
B oTKpbiBWEMCcA OKHe Co3paHme Kaactepa HY»XHO 3anoNHUTb BCe nonsa (PucyHokK 451):
" /ImA — NpoM3BONbHOE HAMMEHOBAHME KnacTepa.
= BUO/L - Bbi6op Heobxogmmoro BLLOA, nmbo co3gaHue HOBOrO.
» Bepcus — Bblb6op Bepcun Kubernetes.
=  [ly6aunyHbil IP - BbIGOp NnapameTpos nybamyHoro IP-agpeca:
o OtkntoueH — knactep Kubernetes He byaeT umeTtb nybanyHoro IP-agpeca.
o HoBbIn — nonyyeHune Hosoro IP-agpeca n3 nyna ny6nYHbIX aapecos.

o CnyvaiiHbI — ncnonb3oBaHue BblaeneHHoro ana BLO/ ceoboaHoro IP-agpeca, B cnyyae
OTCYTCTBMA TaKOro — NOy4YeHne HOBOro M3 nyia NybAMYHbIX aapecos.

= KosmyectBo HOA — BbIBOP KONMYECTBA HOA, ANA KnacTepa.
=  KoHdurypauma Hoa Knactepa — BbIbop napameTpos KOHOUTypauumn HoAa:
o CPU.
o RAM.
o [Auck:
e Pasmep gmucka.
e Tun gucka (SSD, SAS, SATA).

= [ly6AnYHbIM KAtod — BbI6Op NyBANYHOro K/to4a U BO3MOMKHOCTb CO34aHMNA HOBOTO.
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‘L. Bce nons AO0J/1KHbI 6bITb 3aN0ONIHEHDI.

L. Mocne noaTBEpPKAEHUA CO34aHUA KNnacTepa BOSMOXHO byaeT MU3MeHUTb TONIbKO ero MMs, NapameTpbl
nybanyHoro IP-aapeca v KoMYecTBo HoA,. KonnyectBo HoA MOXKET BbITb YBEIMYEHO TO/IbKO B 60bLIYIO

CTOPOHY.

‘LY B 3aBMCMMOCTHM OT Bbl6paHHbIX napameTpoB pacCynTbiBaeTCA CTOMMOCTb NpeaocCTtaBneHnAa ycnyrun.

Co3gaHne Kiacrepa

FnasHas / Knacrepwl Kubernetes / CoapaHme knacTepa

OCHOBHbI€ HaCTPOMKK

MyGAnUHLIG 1P CnyJaiiHbli

KONMUYECTED HOJ,

o

Kongmrypauma Hog knacTepa

cpU O
RAM O
Awnc B 10

1aapo

1TE

OTMEHUTL B Coapame

PucyHok 451

KoHdurypauunto n HaCTpoOMKM KaxKaoh HoAbl MOXHO U3MEHUTb U3 BKNaAKN O6nauvHbie BblYUCAEHUSA =
BLOA VMware / BUOA KVM - Cepgepbl. NogpobHee 06 3Tom onucaHo B pasaenax YnpaeneHue
cepsepom v YnpaesneHue cepeepom COOTBETCTBEHHO.

B pesynbTaTe Knactep byaeT co3aaH n oTobpaxeH B pasaene meHto Knacrepbi Kubernetes (PucyHok 452).

Knactepsl Kubernetes

rnasHaA / KnacTepsl Kubernetes

Knacrepsl Kubernetes

WNmsa

BLOA

Bepcus My6nuuseii 1P Konuuecrso Hoa

[ ] Mepesiii knacTep Kubernetes

BUOA VMware

Kubernetes 1.22.1 Het 2 AeicTeng ~

PucyHok 452
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Co3aaHHble HoAbl KNacTepa MOXHO YyBUAETb B pasaene meHio Ob6nauHble Bbluucnenuns = BLOA VMware
/ BUOA KVM = Cepeepbl (PucyHok 453).

Hopamu Knactepa Kubernetes MOXHO ynpaBnATb Kak OB6bIYHLIMW BUPTYaNbHbIMU CEPBEPAMM.
MoapobHee 06 3TOM ONMCaHO B pasaenax YnpaeneHue cepeepom v YnpaesneHue cepeepom.

Cepseptbl

Tnaexan / OBnaurbie Bsiumcnenns / Cepeepbl

Cepsepbi
Y ounstpel
Vims cetu NyGAUUHLI IP Wa6now Kowdurypauus
Vm-1844360c
° ) Core b r 5 Ut 2004 & 2VCPU, 2TE fei
. 2p K etk (XXX e 3 Ubuntu 20. 210 15 95D OcrosHol guck eiicTana
[ ] - Cers (XXXXX) er 5 Ubuntu 20,04 $2vCPU, 276 . .
=p K eTe (XXXXX) e 3 Ubuntu 20. 210 15 95D OcHoBHOH gack eiicTENA
E2VCPU, 276
Cepeep . . .
L] Compen 30122021 1027 CeTb (XX.XXX) Het <3 Ubuntu 18.04 & 10 I'6 SSD OCHOBHOI AUCK AeiicTana -
e & 1016 55D Auck 2

CospgaHue Knactepos Kubernetes Tak»ke oTobparkaeTca npu nepexoge B pasaen Bce npoeKkTtbl Ha popmy
YnpasneHue npoektamu (PUCYHOK 454).

YrpasneHue npoekTamu

YnpaBneHune npoekTamun

Y PunsTpsl

npOEKT AKTVBHBIE yCNyru

< 17.11.2021 23:32 i@ -
o BLOAL: _BUOAKVM _BLIOJL VMware feiicteng

I Knactepel Kubernetes:  Knactep Kubernetes Mepseiii knactep Kubernetes I

lMeperTy k NpoeKTy >

PucyHok 454

7.2. Mepexopn 8 naHenb ynpasneHma Kubernetes

C nomoLbio NaHeNn ynpaBAeHUs MOXKHO NepeinTn B naHenb ynpasneHua Kubernetes. s 3TOro Hy»KHO
nepeintn B pasgen meHo Knacrepobl Kubernetes, HaxaTb KHONKy [ecTBMA HanpoTUB HEeOob6X04MMOro
Knactepa u BblopaTb OTKpbITb NaHenb (PucyHok 455, PucyHoK 456).

Knactepbl Kubernetes

Tnzewas / Knactepsi Kubernetes

KnacTepbl Kubernetes

Vms BLO7A Bepeua NyGanumeiii [P Konuuecreo wop

[ ] Nepesii knacTep Kubernetes BUOA VMware Kubernetes 1.22.1 Her 2

PucyHoK 455
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Knacrepbl Kubernetes

+ Cozgats knacrep
Tnaevas / KnacTepwi Kubernetes

Knactepbl Kubernetes

Vima BUOA Bepcus NySanuseIi 1P Kenuuecteo Hoa ViamenuTs

L ] Mepesiii knactep Kubernetes BUOA VMware Kubernetes 1.22.1 Het 2 ol

KorburypaunorHsii Gain kubect!

PucyHok 456

TaKkxe neperTn B NaHenb ynpasneHua Kubernetes moxHo n3 ¢opmbl U3meHeHue knacrepa. [ns sToro

HYXHO nepenTn B pasgen meHo Knacrepbl Kubernetes, Ha)kaTb KHOMKy [eicTtBua (PucyHoK 455) v
BbIOpaTb U3MeHUTb (PUCYHOK 457).

Knactepbl Kubernetes

+ Cozpars knacrep
TnaeHan / KnacTepel Kubernetes

Knacrepbl Kubernetes

Vima BLOA Bepcua NyGnnunsii IP Kennuectao Hop

I p— I

_ OTKpHITE NaHens
L] Mepesiii knacTep Kubernetes BLO/, VMware Kubernetes 1.22.1 Het

2 -

KomurypauvioHHsii datin kubect!

PucyHok 457
B oTKpbiBLLIEMCcA dopme B NPaBOM BEPXHEM YIly HaXKaTb KHOMKY OTKPbITb NaHenb (PUCYHOK 458).

M3meHeHwWe knactepa

® OTKPbITL NaHent KoHourypaumorHeii aiin kubectl
FnasHas / Knactepol Kubernetes / M3meHeHwe Knactepa

OCHOBHBIE HAacTpoKK Hoabi 2 vCPU (Intel(R) Xeon(R) 2.1GHz) * 2 TB
RAM + 10 ' SSD
Wms MNepeeIii knactep Kubernetes
B geHb
BLOA BUOA VMware v lMpefocTaBneHye BUPTYansHora 0.00#
npoueccopa (ESXi) 3a2sapa
Bepacua Kubernetes 1.22.1 v
MpegocTasneHne BUPTyansHoM 0.00P
namsT (ESXi) 3a2Tb
My&anuHeIi IP LXK XXX XK Bbi6paTs
MNMpejocTaBneHue AVCKOBOro 0.00P
NPOCTPaHCTBa ypoBHsA SSD (ESXi) 331076
Konu4ectso HoA 2 :
WToro: 0.00 P

B 4€Hb 33 2 Hogbl

W Yaanurs OTMeHNTE B ViamennTs

Mpoyee

PucyHok 458

B oTKpbiBLLIEMCA OKHe ByaeT AocTynHa naHenb ynpasnenua Kubernetes (PucyHok 459).
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kubernetes

= Workloads

All namespaces ~

Search

Workloads
Cron Jobs
Daemon Sets
Deployments
Jobs
Pods
Replica Sets
Replication Controllers

Stateful Sets

Workload Status

Running:3 Running:3 Running 2
Service N Daemon Sets Deployments Pods Replica Sets
Ingresses
Services
Daemon Sets = -
Config and Storage
Name Namespace images Labels Pods Created
Config Maps i
Persistent Volume Claims & @  caliconode kube-system dockerio/calico/node:v3.20.2 kBs-app: caliconode 2/2 6.minutes.ago
SEEEB quay.iofkBscsi/csi-node-driver-registrarv2.0.1
Storage Classes @  csimustack-esunode kube-system 2/2 5 minutes.age
toochka-csi-plugin:0.1.3
Cluster
@  kubeproxy kube-system k8s.ger.io/kube-proxyv1.22.1 kBs-app: kube-proxy 272 6.minytes.age

Cluster Role Bindings

Cluster Roles

Deployments

Namespaces

PucyHoK 459

7.3. KoHourypaumoHHbin ¢ain kubectl

C nomoLbio NaHeNu ynpas/ieHUA MOXKHO CKayaTb KOHGUIypaLUMoHHbI dann kubectl Ha cBo KomnbloTep.
[na saToro Hy»KHO nepenTtn B pasgen meHto Knacrepbl Kubernetes, HaxkaTb KHONKy [lecTBMA HanpoTue
HeobxoaMmoro Knactepa v BbibpaTb KoHpurypaumnoHHbliii paiin kubectl (PucyHok 460, PucyHok 461).

Knactepel Kubernetes

rnagHam / Knacrepkl Kubernetes

Knactepsl Kubernetes

Wma

[ ] Mepesiii knacTep Kubernetes

Knactepbl Kubernetes

nasHas / KnacTepbi Kubernetes

Knacrepbl Kubernetes

Wmsa

[ ] Mepesii knactep Kubernetes

BUOA

BLOA VMware

BUOCA

BLOA VMware

Bepcua MyGanHLIA [P

Kubernetes 1.22.1 Her

PucyHok 460

Bepcus Ny6nuumLIi 1P

Kubernetes 1.22.1 Het

PucyHoK 461

Konuuecrao 1o

2

Konuuectso Hop

5

=+ Cozpate knacrep

Jeficraun -

+ Cozgars knacrep

VI3MeHUTE

OTKpbITL Navens

I KomburypaLorsi daiin kubect I

TaKrKe cKkayaTb KoHdUrypaumoHHbin dann kubectl Ha cBon KomnblOTEP MOXKHO U3 popmbl M3meHeHUue
knacrepa. [1na aToro Hy»Ho nepenTn B pasgen meHto Knacrepol Kubernetes, HaxkaTb KHonKy [eiicTBus
(PucyHoK 460) v BbibpaTb U3meHUTb (PUCyHOK 462).
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KnacTepsbl Kubernetes

+ Cozpars knactep
naeHas / KnacTepl Kubernetes

Knacrepbl Kubernetes

Wms sL0A Bepcus NyGnnusii 1P KennuecTso Hoa I [FE— I

OTKpHITE NaHens
L] Mepesiii knacTep Kubernetes BLO/, VMware Kubernetes 1.22.1 Het 2 o -

KoHurypauvoHHsii datin kubect!

PucyHok 462

B oTKpbiBWeENCA dopme B NPaBOM BEPXHEM Yray HaxKaTb KHOMKY KoHurypauuoHHbin ¢aiin kubectl
(PucyHoOK 463).

M3meHeHme Knacrepa

® OTKPbITL NaHent I KoHourypaumorHeii aiin kubectl I
FnasHas / Knactepol Kubernetes / M3meHeHwe Knactepa

OCHOBHbI® HACTPORKN Hoabt 2 vCPU (Intel(R) Xeon(R) 2.1GHz) * 2 T
RAM + 10 TG S5D

Wms MNepeeIii knactep Kubernetes
B geHb
BLOA BUOA VMware v lMpefocTaBneHye BUPTYansHora 0.00#
npoueccopa (ESXi) 3a2sapa
Bepacua Kubernetes 1.22.1 v
MpegocTasneHne BUPTyansHoM 0.00P
namsT (ESXi) 3a2Tb
My&anuHeIi IP LXK XXX XK Bbi6paTs
MNMpejocTaBneHue AVCKOBOro 0.00P
NPOCTPaHCTBa ypoBHsA SSD (ESXi) 331076
Konu4ectso HoA 2 -

4

WTtoro: 0.00 P
B 4€Hb 33 2 Hogbl

W Yaanums OTMEHNTE B ViamennTs

Mpoyee

PucyHoK 463

Mocne uWHPOpMaLMOHHOrO cooblieHnMa o6 ynpasneHun Knactepom Kubernetes MoOXHO cKayaTb
KOHOUIYpPaUMOHHbIA dalin ¢ nomowblo KHOMKM CKavaTtb (PucyHok 464). B pesynbtate ¢ainn byaet
3arpy»keH Ha KOMnbTeP NO/b30BaTENA.

KoHdurypaymnoHHeiin painn kubectl *

Urobbl ynpaenaTe CBOMM KnacTepom Kubernetes, eam noTpebyetca yTuamTta kubect! n
KOHQUrypaunoHHelA ¢aiin kubeconfig, koTophif Bbl MOXETE CKaYaTk, HAXaE Ha KHOMNKY HWKe,

Bbl 40M¥HEI pa3MecTUTs $aiin B AMPEKTOpPMKA $HOME/ . kube nog MMeHeM config WKW BEINCAHWTE
export KUBECONFIG=<nyTs x daitny> . [lOCAe 3TOro BaM ByAET AOCTYMHO YNPaBNeHWUE KN3CTEPOM,
Hanpumep: kubectl cluster-info

C NONHON JOKYMEHTaUMERA Ha yTUAnTY kubectl MOXHO 03HaKOMWTLCA Ha odULWANBEHOM CaifTe.

3aKpeITh X Crauats

PucyHok 464
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7.4. N3meHeHue napameTpoB Knactepa Kubernetes

Mocne co3gaHus Knactepa Kubernetes, MOXXHO peaakTMpoBaTb €ro napameTpbl. a8 3TOro Hy»KHO
nepeintn B pasgen meHo Knacrepbl Kubernetes, HaxaTb KHONKy [eicTBMA HanpoTUB HeobXo4MMOro
Knactepa u BbibpaTb U3meHUTb (PucyHok 465, PucyHok 466).

Knactepsl Kubernetes

Tnaenan / Knactepei Kubernetes

Knactepbl Kubernetes

Vims BUOA Bepcus NySmunbIii IP KonuuecTeo Hop

R S y— oA vare bernetes 1221 :

PucyHok 465

Knactepbl Kubernetes

TnagHas / Knactepel Kubernetes

Knacrepsi Kubernetes

Wmn BUOA Bepcya nNy6anusLii 1P Kennuectao Hoa I — I
B ) OTKpSITL NaHens
) Mepasifi knactep Kubernetes BLOA VMware Kubernetes 1.22.1 Her -
KowpurypaunonHbifi daiin kubect!

B OTKpbIBLIEMCA OKHE MOXHO M3MEHUTb UMA KiacTepa, napaMeTpbl NybanyHoro IP, a TakxKe yBeNnunTb
KonuyecTtso HoA (PucyHok 467).

LB d)opme U3meHeHue Knacrepa YMeHbLEHNE KONMNYeCTBa HOA B K/1aCTepe HEBO3MOXKHO.

13meHeHune KNnacrep4a

FnaeHas [/ Knacrepwl Kubernetes / MameHeHwe knacTepa

OCHOBHbIE HACTPOMKKN

VIMs NepebIfA knacTep Kubernetes

BLIOJ BLIOJ, VMware b
Bepwis Kubernetes 1.22.1 e
MyGnnuHIA 1P OTKNOYEH Buifipats

Konwuecteo Hog

m OmEraTe

%]
4

PucyHok 467

252



@ Npu pobasneHnn Hop B KnacTep, MOABAAIOTCA NOAA ANA HACTPOMKM MX KOHPUrypaLMM, a Takke
BO3MOXHOCTb Bblbopa Ny6MYHOr0 KAto4Ya U reHepupoBaHMA HOBOTO.

‘L 3TW HACTPOMKM ByayT NPUMEHEHbI TONIbKO AN HOBbIX HOZ — CTapble OCTaHyTCA 6e3 U3IMeHEHUN.

3meHeHne Knacrepa

FnaeHas / Knactepwl Kubernetes / MameHeHWe KnacTepa

OCHOBHBIE HACTPORKN

Vims Mepebli knacTep Kubernetes
BLOA BLOA VMware ~
Bepcna Kubernetes 1.22.1 e
MyBArUHLIG 1P OTKNHYEH Beibpate

a
KonuyecTeo Ho4 3

-
Kondurypauma HoBbIX HOA KnacTepa
CPU () 2aapa
RAM O 216

a

Aunck B 10 - 55D hd
MyBnnuHsIi Koy CyuwjecTaytowmii kntou ~

m OTMeHNTE HamennTs

PucyHok 468

@ Nocne pobaBneHWA HOL, OHM TaKKe NOABAAIOTCA B pasgene meHto O6iauHble BbluMcieHus = BLO[,
VMware / BLOA KVM - Cepsepbl.

7.5. Ypanenue knactepa Kubernetes

[na Toro, utobbl yaanuTb Knactep Kubernetes, B pasgene meHto Knacrepbl Kubernetes Hy»KHO HaXaTb
KHonky Aeiicteua 1 Bbibpatb U3meHUTb (PucyHok 469, PucyHok 470).

Knactepel Kubernetes

Tnasvan / Knactepei Kubernetes

Knacrepbi Kubernetes

Wma BLOA Bepcna NyGnuunbii (P Konuuectso Hoa

[ ] Mepewi knacTep Kubernetes BUOA VMware Kubernetes 1.22.1 Het 2

PucyHok 469
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Knactepel Kubernetes

Tnaghas / Knactepsi Kubernetes

Knactepbi Kubernetes

Wmna

[} Mepesiii knacTep Kubernetes

sUoA Bepcun

BUOA VMware Kubernetes 1.22.1

PucyHok 470

+ Cozpatk knactep

NyGnnassii 1P KonuuecTso Hoa I P I

OTKpLITE NaHens
Het 2 -

KongurypauuonHei Gaiin kubectl

B OTKpbIBLUEMCA OKHE Ha*KaTb KHOMKY YAanuTb (PucyHok 471). MNocne noATBEPKAEHMA yAaNeHUs KnacTep
Kubernetes byaet yaaneH.

M3meHeHKre KNnactepa

FnaesHaA [ Knacrepe: Kubernetes / MameHeHWe knacTepa

OCHOBHbIE HAaCTPOMKK

BLOA
Bepoua

MyBAUUHEIA IP

KonwuecTeo Hog

Mepsbiid knactep Kubernetes
BLOA VMware
Kubernetes 1.22.1

OTKnto4EH

PucyHok 471

BolbpaTh

OTMEHWTE B Vamenvts
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8. Pabota c Terraform

@ 06wan nHpopmaLma 1 MHCTPYKLMA No paboTe ¢ Terraform pasmelleHa B pasgene meHto Teppadopm.

Pa3BopaumBaTh 06/1a4HY0 MHOPACTPYKTYPY M YNPABAATb €/ MOMKHO C MOMOLLbIO yTUAKTbI Terraform ot
HashiCorp (https://www.terraform.io/).

NHbpacTpyKTypa 1M ee KOMNOHEHTbI onucbiBatoTcs Ha sa3bike HashiCorp Configuration Language (HCL) B
KOHOUTrypaunoHHbIx palinax ¢ pacwupenmem .tf (maHudecTax).

[na pabotbl ucnonbayetcs Terraform-nposangep: Rustack (https://github.com/pilat/terraform-provider-
rustack).

Terraform — 3To nonynsapHbIA MHCTPYMEHT KomnaHuuu Hashicorp, koTopbii noasunca 8 2014 roay.
3Ta yTMANTA NO3BONAET YNPaBAATL Balel 061avyHon MHPACTPYKTypoi B Nnapaaurme Infrastructure as a
Code Ha O4YeHb APYKECTBEHHOM, Nerko YynTaemMom AeKnapaTMBHOM A3bIKe.
Mpu 3anycke Terraform unTaer Koa v, UCNOb3yA NpeacTaB/ieHHble NpoBaaepamm 06aavHoOro cepeuca
NAarvHbl, NPMBOAUT Bally MHOPACTPYKTYPY K ONMUCAaHHOMY COCTOAHMIO, COBEpLLAn He0bXoAMMble BbI30OBbI
K API.

Terraform ynpasnser gByma Knaccamm cyliHocTel - datasource 1 resource UX CMUCOK MOXKHO YBUAETb
B AOKYMEHTaLMU.

Datasource - UCTOYHMK MHDOPMALUK, TO ECTb CYLLHOCTb M3 KOTOpoi terraform nosnyyaetr napametpbl
Heobxoanmble g5 yNpaBAEeHUS U CO34aHMA APYTUX CYLLHOCTEM, HO YyNPaBAsATb TAKOW CYLLHOCTbIO He/b3s.
3anpalwuBaeTtca B 610Ke data B maHudecTe.

Mpumep 1: 0ns co30aHua BLIOL Heobxodumo 3HAMb MPOEKM 8 KOMOPOM €20 HYyHHO c030ams.
lMpumep 2: 0n5 co30aHUA cepsepa HeObXO00UMO 3HOMb 8 KAKYH CEMb €20 HYMHO MOOK/AIoYUMb, KaKue
wabnoHbl bpaHomayepa 0ocmyrHel 0414 NpUMeHeHUs, OUCK KOKO20 mura moxcem 6bimob npucoeouHéH.

Resource - pecypcbl AoCTynHble AnA co3paHuA. MNocne cosgaHma pecypcos Terraform moxeT vmu
yNpaBaATb. TaKXe M3 HUX MOXHO MNONYYMTb MapaMeTpbl, KOTOpble MOryT 6biTb MCMNO/Ab30BaHbl AAA
CO34aHuA APYruX cywHoCcTel. 3anpalumBaeTca B 6/10Ke resource B MaHudecre.

Mpumep 1: co3dams BLUOA 8 co3zdasaemMom 8 MaHugecme npoekme.
lMpumep 2: nodKaw4YumMes cozdasaemolli 8 MaHUgecme OUCK K co30as8aemomy cepsepy.

Ona kaxkgoro datasource u resource Heobxoammo yKasaTtb ero "type" n "name". Hanpumep: resource
"rustack_project" "my_project"”,

Tun: "rustack_project" - npoekT (y KakgoWM CYLWHOCTM ecTb CBOW TWUM - CMOTPU AOKYMEHTALUIO)
Mma pecypca Heobxogumoe ans ynpasaeHua um: "'my_project” (MoxkHO 3apatb nwoboe un aanee
obpalLaTbCcs NO HEMY, OHO OTOBPa3UTCA TO/IbKO B KOAE)

[Ona Toro, ytobbl pa3BepHyTb MHPPACTPYKTYpY Yepes Terraform:
1. YcraHosute Terraform.

2. CospanTte maHudbect, nHMUMann3npyite B Hem Terraform-nposangep Rustack

3. MMpoBepbTe KOHOUTYpPaLMIO U Pa3BepHUTE MHDPACTPYKTYPY.
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https://www.terraform.io/
https://github.com/pilat/terraform-provider-rustack
https://github.com/pilat/terraform-provider-rustack
https://kb.sbcloud.ru/terraform-provajder-rustack
https://registry.terraform.io/providers/pilat/rustack/latest/docs
https://kb.sbcloud.ru/klientam/rabota-s-terraform#id-%D0%A0%D0%B0%D0%B1%D0%BE%D1%82%D0%B0%D1%81Terraform-1
https://kb.sbcloud.ru/klientam/rabota-s-terraform#id-%D0%A0%D0%B0%D0%B1%D0%BE%D1%82%D0%B0%D1%81Terraform-4
https://kb.sbcloud.ru/klientam/rabota-s-terraform#id-%D0%A0%D0%B0%D0%B1%D0%BE%D1%82%D0%B0%D1%81Terraform-2

8.1. YctaHosKa Terraform
MNepen Hayanom paboTbl ycTaHoBUTe Terraform Ha o61a4HOM cepBepe UK JIOKaZIbHOM KOMIMbloTepe.

CkayvaTtb Terraform.

8.2. Co3paHue maHudecTa
MnaH nHdpacTpyKTypbl onNncbiBaeTca B MaHudectax — dannax ¢ paclumpeHmem .if.

Mpu BbiNnONHeHUM KomaHabl terraform apply, KoTtopas co3paeT mHpacTpykTypy (nogpobHee HUKe),
Terraform 3arpy»aet Bce MaHUPECTbI, NeXalime B OAHON AUPEKTOPUM — CO3[AKOTCA BCE OMUCAHHbIE
pecypcbl. Moatomy ¢aiinbl ¢ onMcaHnem ogHOU MHPPACTPYKTYPbl AO0/KHbI HAXOAUTLCA B OTAE/NbHOM
ANPEKTOPUM.

Co3palite anpekTopuio n Gpaiin BHYTpU Hee, Hanpumep main.tf. daiinbl c onMcaHnem naaHa MoryT MUMeTb
noboe Ha3BaHMe.

8.3. Hacrtpouka nposangepos
Mposanaepbl — 3TO NAarMHbl Ans paboTbl ¢ APl Toro namn nHoro cepeuca.

B maHudecte HyKHO nepeuncautb Terraform-nposaigep, HeobxoaumblA  ANA  CO34aHMA
MHPPACTPYKTYypbl. B Hawem cayyae ato Rustack.

JobasbTe B daiin cneayowmii 610K U nepeuyncanTe B Hem NpoBangepbl:

terraform {

required_version = ">= 1.0.0"

required_providers {
rustack = {
source = "pilat/rustack"

version = '~> 0.1'

[na aBTopmusaumm npoBangepa gobasbTe B MaHUECT:

provider ‘'rustack’' {

token = 'BcTaBbTe Ball TOKeH'

api_endpoint = 'https://test.crazyboss.ru'
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https://hashicorp-releases.website.yandexcloud.net/terraform/
https://github.com/pilat/terraform-provider-rustack

YKaxute:
= api_endpoint — ccbinKka ans naeHTndmKaumm B API;

= token — TOKeH nonb3oBaTeNA, MOXHO MONYYUTb B COOTBETCTBMM C WMHCTPyKUMel [lonyyeHune
TOKEHa N0/1Ib30BaTeNA B NaHENW YNpPaBAEHWUA.

8.4. TnaH MHPPACTPYKTYpbI
OnuwuTe naaH MHGpPaCTPYKTypbl B daiine ¢ pacwmpeHunem .tf. Bbl moxkeTe:
= n06aBUTb ONMCaHKE PecypcoB, NCNONb3yA AOKYMeHTaumto K Terraform-nposaiiaepy: Rustack;

" WAW UCNONb30BaATb NpMMepbl U3 GitHub-penosuTopus.

Ob6pamume sHumaHue! lMpumep maHugecma 018 co30aHUA UHPPACMPYKMYpPbl NpedcmassneH Huxe.

8.5. Co3aaHue UHPPaCTPYKTYpbI

BbinonHute cnegywouwme KomaHabl B AUMPEKTOPUN, B KOTOpOﬁ HaXo4ATCA CO34aHHbIE MaHMdDECTbII

MHuumanusupyire Terraform-okpyKeHue:

terraform init

MposepbTe, YTO NAAH cocTaBaeH 6e3 ownbok:

terraform plan

Ecnv owinbOK B onncaHum HeT, byaeT BbiBeAEH CNMCOK PECYPCOB, FOTOBbIX K CO34aHUI0. Ecmn olwmnbKm ecTb
— WX HY>KHO YCTPaHUTb.

Pa3BepHUTE UHDPACTPYKTYPY M cO3aaiiTe pecypcbl:

terraform apply

MoaTeepanTe co3gaHue — BBeauTe yes U HaxkmuTe Enter.

Co3sgaHHble pecypcCbl aBTOMATUYECKU OTO6pa3ﬂTCF| B NaHeNn ynpasaieHnA.

8.6. PepaKktnpoBsaHue 1 yoaneHune pecypcos

YT06bl U3MEHUTDL Y}KE CO34aHHYI0 MHPPACTPYKTYPY NN €€ KOMMOHEHTbI, A4OCTaTOYHO OTPEeAaKTUPOBATbL
MmaHudect — Terraform onpenenunt, 4To Hy>KHO AONONHUTENLHO CO34aTb UM YAANUTD.

O6pamume eHumaHue! Ecau bl 8HeCAU U3MEHEHUSA 8 UHhpacmpyKmypy Yepe3 rnaHesb ynpaeneHus, 8
MaHugecmax oHU He omobpaszamca u Terraform He cmoxcem ynpaeaamMe co30aHHbIMU Yepe3 naHesnsb
ynpaeneHusa cyuyHocmamu
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https://kb.sbcloud.ru/klientam/poluchenie-tokena
https://kb.sbcloud.ru/klientam/poluchenie-tokena
https://kb.sbcloud.ru/terraform-provajder-rustack
https://github.com/pilat/terraform-provider-rustack/tree/main/examples

Onsa nameHeHnsa MHGPACTPYKTYPbl OTPEAAKTUPYIMTE MaHUPECT 1 3aTeM NPUMEHUTE N3SMEHEHUA:

terraform apply

YT06bl YANUTb PECYPChI, B ANPEKTOPUM C MaHUPECTaMM BbINONHUTE:

terraform destroy

Byaert BbiBeAEH CMMCOK yaanaemblx pecypcos. MoarsepauTe yaaneHne — seeaure yes 1 Haxmute Enter.

8.7. CocToAHMe MHPPACTPYKTYpPSI

Mocne npumeHeHns maHudecta komaHaol terraform apply Terraform cospact dainn terraform.tfstate,
B KOTOPOM XPaHUTCA COCTOAHME CO3A4aHHON MHPPACTPYKTYPbl, UMEHHO B Hero nonagaeTt MHGopmauma o
3anpolueHHbIX datasource 1 co3gaBaembix resource.

MmeHHO ¢ nomolupbto atoro ¢anna Terraform oTcnexknsaeT usmeHeHUss HGPACTPYKTYPbLI U onpeaenseTt
KaKue AencTBMA HeobXxoAMMO C Hell NPOU3BECTM NPU U3MEHEHMUM U NOBTOPHOM NPUMEHEHMM MaHUdecTa.

TaKkxe u3 3Toro ¢alina MOMKHO y3HaTb HEKOTOPbIe NapameTpbl, KOTOPbIe BbIAENAOTCA CYLLHOCTU YiKe
nocne co3gaHua, Hanpumep, NoKanbHbIA U NYBANYHLIN agpec cepBepa.

8.8. ObHoBneHue Bepcum terraform-nposainaepa

Ona obHoBneHus Bepcumn terraform-nposaigepa HeobxoguMMo B AMPEKTOPUMM C  MaHudecTamu
BbIMNONHUTD:

terraform init --upgrade
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9. PaboTa ¢ dns-30Hamu

B 3aBMCUMMOCTU OT BbIGPAHHOMN MHCTANNALMN KTIMEHT MOXKET UMETb BO3MOXKHOCTb YyNpaBasaTb dns-30Hamu.
[Ns 3TOro HY)KHO NepenTu B pasaen [JomeHHbIe 30Hbl M HaXKaTb KHOMNKY [lo06aBuTb gomeH (PucyHok 472).

[HlOMe e 30|

TNagHaR / [OMEHHBIE 30HbI

JAoMetibl

Y BaC NOKa HeT HW OAHOIo0 JOMEHa

PucyHok 472

B oTKkpbiBwelica popme CozaaHme AOMEHA HY}KHO BBECTM MMA AOMEHA M HaXKaTb KHOMKY fanee (PucyHok
473).

L ImA LOMEHA L0/IKHO COAepKaTb TOYKY M HEe AO/IKHO HAYMHATLCA C TOUYKK. MNocnenoBaTenbHble TOYKK
He gonycKkatotca. Hanpumep: «example.org.».

Co3aaHne JOMEHHOM 30Hb

TnaeHan / [LomeHHsle 30HEl / Co3AAHME AOMEHHOW 30HEI

C03/aTb JOMEHHYHO 30HY

PucyHok 473

B oTKpbiBLelica popme (PucyHok 474) nponucaHbl dns-cepBepbl, 346Cb TaKKe MOXHO A06aBUTb 3anuncK
NOAKNOYEHHOTO AOMEHA. [1/1A 3TOro HyXHO HaxkaTb KHOMKY [,o6aBuTb 3anuchb.
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3meHeHVe .ZlGI‘.-*WE‘Hl—Cﬁ 30HbI

naevan / [omel 20HE Vi 30HBI

3anncu oMeHHO 30HbI example.org,

3anucK JOMEeHHOIA 30Hb OTCYTCTBYHOT

DNS-cepaephi
gans01.makecloud.online

online

PucyHok 474

B oTKpbiBlemcs OKHe (PucyHok 474) moxHo Ao6aBuTb 3anMcyM AOMEHa NO Pas/MyHbIM TMnam. Mocne
BblIbOpa TMNa 3anNMcK OMEHA, HYXKHO yKa3aTb MMA XOCTa, ero IP-agpec v BbibpaTb 3HaueHue TTL.

Tunbl 3anmMcn gomeHa:

= TunA.
=  Tun AAAA.
=  Twun CAA.

(i) Onsa Tvna CAA Heob6xoaMMo A0NONHUTENbHO Nponucath TTL, Ter 1 BbIbpaTb daar.

=  Twun CNAME.

=  Tun TXT.
=  Tun NS.
= Tun MX.

(i) Ons Tvna MX Heob6xoAMMO [,ONONHUTENBHO NPONUCATb NPUOPUTET.

=  Tun SRV.

i Ons Tvna SRV Hy}XHO Take nponucaTb NPUOPUTET, BEC M NOPT.
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[o6aBneHune 3anncum *
Tun A e
Xocr

SHaueHwne

TTL 86400 -

OTMEHWUTE B NMpuHATE

PucyHok 475

Mocne BBOAA M COXPAaHEHMA BCEX 3HAYEHW, 3aNnCb AOoMeHa oTobparkaeTcs B popme M3meHeHUe gomeHa
(PucyHok 476).

3MEHeHUEe JOMEHHORN 30HbI

Fnaeran / [omel 30Hu / " 30HBI

3aMUCK JOMEHHOIA 30HbI example.org.

Twn Xocr 2HaueHme TTL AononHuTenEHo

A HIOOXUKXUHK.KXXX JOCXNXXHXK 86400 Her NeficTaun =

DNS-cepaep!
NS gansot.makedoud.online

Ns2 qanso2.makecloud.online

PucyHok 476

[ns Toro, YTobbl UISMEHUTb MW YAANUTb 3aNUCb AOMEHA, HANPOTUB HEE HYXKHO Ha*KaTb KHOMKY [encTBusa
(PucyHok 477) v BbibpaTb U3meHuUTb nnn Yganutb (PucyHok 478).
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3MeHEHWE JOMEHHOW 30HBI

Inaeran / dowmel 30HLI /

3aNUCK JOMEHHO 30HbI example.org.

Vi 20HBI

Twn Xocr 2HaueHme TTL AononHuTenEHo
N XHODODOOONK K YHIKIEKA - e
DNS-cepsepb!
NS1 ganso1.makecloud.online
NS2 qganso2.makecloud.online
13MeHeHue AOMEHHOW 30HGI
rnaeHas / [omel 30HbI / A 20HBI
3anMcK JoMeHHOI 30HBI example.org.
Tun Xoct 3HaueHWe L AONONHWTENEHO e
A XHOOOOCKHHXHKIK YLHCHLHK 26400 Her Yaanurs -

DNS-cepaep!
NS gansot.makedoud.online

NS2 ganso2.makedoud.online

PucyHok 478

9.1. YnaneHne DNS-30HbI (AomeHa)

OnaToro, 4tobbl yAaANTb NOAKAOUYEHHDbIN AOMEH, HYXKHO nepeity B dopmy U3meHeHUe J,0MEHHON 30HbI
(8 popme [lomeHHble 30HbI HANPOTMB BbIOPAHHOTO AOMEHA HaXKaTb KHOMKY U3meHUTb). B oTKpbIBLLENCA

dopme HaxKaTb KHOMKY Yaanutb (PucyHok 479). Nocne NoATBEPKAEHUA yAANEHUA, yaanseTca JOMEH U
BCe €ro 3anucu.
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3MeHEHWE JOMEHHOW 30HBI

lnasran / 4 30Hu /

3aNUCK JOMEHHO 30HbI example.org.

Tun Xocr

A XCOOOOOOOMKNIX

DNS-cepaep!

NS1

Vi 20HBI

2HaueHme TTL

XXXXXXXX 86400

qansot.makecloud.online

qans02.makecloud.online

PucyHoK 479

fononuuTentHo

Jedicraun =

K CriNCKy AOMeHHLIX 30H

263



10. Mcnonb3oBaHMe AONOAHUTENbHbIX BO3MOXHOCTEM NaHEeNU

ynpaB/ieHusa

10.1.HacTtpoiKa gocryna nonb30BaTens K NpoeKTy. MpurnaweHue

nonb3oBaTtena
PaboTaTb B NPOEKTE MOXET KakK agMWHUCTPATOP K/AMEHTA, TaK M NOJIb30BaTe/b K/AMEHTa (ecan y Hero
HaCTPOEH A0CTYN K 3TOMY NPOEKTY).

[ns TOro, 4tobbl HACTPOUTL AOCTYN K CO3A4aHHOMY NPOEKTy Ana MNonb3oBatena KaveHTa, Heobxoanmo
nepenTu B HACTPOMKKN nNpoduna u BbibpaTb aelictBue YnpasneHue gocrynom (PucyHok 480, PucyHoK

481).

R PYCMIK-ECY
MaHenb ynpasneHus
B O6naunkie BEIMMCAEHNA > MaHens ynpasnenns
Buigenentbie pecypcsi [Ccermer o | BuiaeneHHbie pecypco! [ cermernr viware | Pacxoas!
Tur M300 1mse 1rsu3 o0 Tur 300 1 m300 116300 9350P 165.00
3a cerogHa Ha 270i1 Hegene
2urmre PR Tun n3oo 3uruseo 2urmace Turusco 165.00 B 165.00 R
B aTow ecsue 3a3ToTrog
2 wr. n300 20rs M3 oo Twru3eco 10rE U3 00 MOMOAHATL Bananc
Ycnyrn laaS
] n
vmware Sl
Cozaats BUO/A VMware Co3pgate BLOA KVM
PucyHok 480
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2 npoduns

R PYCM3H-eCY

MaHens ynpasneHus

B3 Mononnuts 6anake

Manens ynpagnenms
BhieneHHsle pecypcul == BhijeneHHbIe pecypest [ ceruersr viware | Pacxops! = Texnongepsa
Cepeepsr cPu RAM Cepeeps cPu RA! © Barxoq
1w u3 o0 1usen 1rsuseo 1uruseo 1 300 1rEmM3en 9350P 165.00 8
3a cerogus Ha 310 Hepene
» Con Poyren o Con N
2uruzeo 2urnzeo 1ur u3co 3uruzco 2uruzco 1urm3co 165.00 8 165.00 £
B 3Tom mecsiye 3a 3107 roa
Aucx Ofe Buckn Ofuem
2ur. w300 2015 13 00 Turusco 1015 U3 00 ononsnrs Gananc
Ycnyru laaS
vmware Gl .
Cozaate BLO/ VMware Cozgate BLLOA KVM

OTKpoeTca popma YnpasneHue gocrynom. Eciv nonb3osBatenel, Kpome agMUHUCTPATOPA KIMEHTA, HET,
byneT oTobparkeH TONbKO Cam afMUHUCTPATOP C ONMCaHMEM NPeSOCTaBNEHHbIX eMy Npas AOCTyna.

Lo Carv\omy cebe AAMUNHUCTPATOP KIMEHTA HE CMOXKET USMEHUTDL NpPaBa A0CTyNa Ha NOJIb30BAaTE/IbCKUE.

C nomolubto OKHa YrnpaeneHue A0CTYNOM BO3MOXHO MPUrNAcUTb Monb3oBaTens. Oaa 3TOro Hy»KHO
Ha)KaTb KHOMKY MpUraacuTb Nonb3oBaTeNA M B OTKPbIBLLEMCA OKHe (PUCyHOK 482) BBECTUN 3/1€KTPOHHbI
afpec npuraawaemoro nosib3osatens (PucyHok 483).

YnpaBneHue AoCTynom
*
TnagHan / YnpaeneHwe AocTynom

o

AOCTYN K KNMEHTY "TecTOBbIiA KNneHT 4"

PucyHok 482
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M PUrnacnTb NoJib3oBaTtenis

Urobel NpedocTaenTe 4OCTYN K KANeHTY "TecToBbIA KNWMEeHT 4" HOBOMY NMONLZ0E3TENH, ero
cnegyeT NPUrNacMTe WU Ha3HaYUTE eMy Npaea 4ocTyna.
MpyWraallaeMelid NOAbL3CEATENE NOAYYUT YEEAOMAEHWE Ha CEOR 3Apec INeKTPOHHON NoYTHL.

PucyHok 483

B pesynbTaTe MNo/b30BaTeNb MNOMYYUT Ha CBOK 3NEKTPOHHYIO MOYTYy MPUrAalleHWe C CCbINKOW AanA
perucTpauum B MNnatdopme B KayecTse N0Nb30BaTENA KAUEHTA.

Echn paHee (g0 co3gaHWs aAMMHUCTPATOPOM K/MEHTa MPOeKTa) aAMMHUCTPATOPOM MapTHepa 6bin
pobasneH nonb3oBaTesib KAneHTa (PucyHok 484), To nonb3oBaTe/b, MOAK/IYEHHbIN K KAWEHTY,
HWUKaKMMM NpaBamu goctyna obnagatb He byaerT.

ﬂpOeKT WL © =
o ;
&ﬂpaBﬂeHMe JOCTYNMoMm
¥
TNaeHan / YnpaBneHwe AocTynom
JOCTYN K KINEHTY "TecToBbIA KIMeHT 4"
testadmind

MOAE30BATENO AOCTYMHE! AN LIL BoIBPHHSIE MPOSKT:

project "Tpoexr"

PucyHok 484

Ona Toro, ytTobbl HAa3HAYMTb AOCTYN NONAb30BATENO, AAMUHUCTPATOPY KAMEHTA HYXKHO HaXKaTb KHOMKY
HasHauuTb goctyn HanpoTuB nonb3osartesna (PucyHok 484).

OTKpoeTcs OKHO Bblbopa nNpoeKToB (PucyHok 485). Echu aAMUHUCTPATOP KAMEHTa co34a/l HECKO/bKO
npoekTos, byayT oTpaxeHbl Bce. [JOCTyn MNO/Ab30BATENO0 MOXHO NpPeaoCTaBUTb OAHOBPEMEHHO K
HECKOJIbKMM npoekTam (PucyHok 486).
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BbibepuTe NpoeKThbI

BblﬁepMTE NPOoeKThI, K KOTODbIM CnegyeT NpefocTasnTe 4OCTYN 4NA 3TOro NoNneE30eateni.

MpoekT

PucyHok 485

BbibepuTe NpoeKThI

Bbléepl’lTE NPpoekKThl, K KOTOPBLIM CNnegyet NpejocTasnTe 40CTYN ANA 3TOro NoNL308aTens.

v MpoekT 2

v MpoekT

PucyHok 486

B pesynbTaTe Bce AOCTyNHble MONb30BaTeNt0 MPOEKTbl ByayT oTobpaxkeHbl B ¢opme YnpaeneHue
poctynom (PucyHok 487). B nocnenctsmm npasa Aoctyna Mosb30BaTetlo MOXHO M3MEHUTb UKW BOBCE
yZAanuTb nonb3osaTens.

YnpasneHue 40CTyrnom
pasnerre Aocrynow
INaeHan / YnpaBneHne AoCTYnom

AOCTYN K KAWEHTY "TeCTOBbIN KNMeHT 4"

testadmin4
Vwn nons3osarenn: T AIMMHICTPATOD v ABMVHMCTRATODY AOCTYMHEI ECE NPOEKT 11 YNPABNEHHE AOCTYNIOM m

MONL30BATEND ACCTYMHE! ML BLIGPAHHEIE MPORKTE!

testclient
Monszoszens v vz

project "Tpoex”

PucyHok 487

‘& BHumaHue! YpganeHune nonb3oBaTens KAMeHTa NpousBoanTcs 6e3 noaresepxaeHus. [na Toro, 4tobsl
npeaoCcTaBUTb AOCTYN MOAb30BaTENO K KNUEHTY, Heob6Xx0AMMOo 06paTUTLCA K aAMUHUCTPATOPY NapTHepa.

10.2.Co3aaHune npoekTa

Mpwn HeO6XOﬂ,MMOCTM MOXHO CO34aBaTb HECKOJ/IbKO NPOEKTOB.
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L Co3p,aHme NpoeKTa AOCTYMHO TONbKO agMUHUCTPATOPY KaneHTa. Nonb3oBaTenb KAMEeHTa co34aBaTb
NPOEKTbl HE MOXET.

[na co3gaHma NpoeKTa Ha [1aBHOM CTPaHMLE HEOOXOAMMO NEPENTM B NPOEKTbI C MOMOLLbIO KHOMKK Bce
npoeKTbl (PucyHok 488).

MaHens ynpasneHus

Navens ynpasnerinn

R PYCM3H-ECY

BLigenenHbie pecypcs! = e — i) Packon
E— cou aan Copsen N A
1ur nzo0 1 nsce 1r5uz e0 Turusoo 1 uzoo 1rEn3e 9350k 165.00 £
3a ceroaus Ha s1oif Hegene
» cens Soyrep » . —
2ur uzoo 2urnzeo 1ur u3eo 3uruzes 2urmzen 1urusee 165.00 2 165.00 £
B aTom Mecaue 3as707roa
Aue oens uean osveu
2uruzeo 205 U3 00 Tur usco 10153 00 Homominrs Gananc
Ycnyru laaS

vmware Gl .
BLOA KVM BLIOA VMware
u n KVM VMware
Co3gare BLIO/ VMware Cospat BLIOA KVM Cranyc: pacoraer Craryc: pagoraer
PucyHok 488

B oTKpbiBLWelca dopme YnpasaeHue npoeKkTamu HaxaTb KHoNKy Co3aaTtb npoekT (PucyHok 489).
YnpasneHne npoektamu

MpoexT 2 HeT akTneHex yonyr
MepeiTy K NpoekTy » AeiicTBrA ~

PucyHok 489

OTKpoeTcs okHO Co3paHue npoekTa, rae HeobxoaMmo BBECTM Ha3BaHWe npoeKTa (PucyHok 490).

Co3,u,a HUWE MNPOEeKTa

lAmA ‘ |

OTMEHWTBL B NpuHaATE

PucyHok 490
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ABTOMATUYECKM CTaHET A0CTynHOo co3aaHue BUO/L (PucyHok 491).

MaHens ynpasneHus

B O6naunLie BLIUMCNeHA Nanen ynpagnerna

R PYCM3K-ECY

22 Karanor o6pazos

BhigeneHHbie pecypesi [ Cernerriom | BhienenHbIe pecypest [ Ceruerrr Uhiwore | Pacxoas
S XpaHunuyg
@ Knacrepu K es 1ur nsoo 1 mseo 1reusco Turmsoo 1 3o 16300 9350 165.00 £
@ [loMeHHLIE 30HI

2uruzes 2urnzeo 1w n3co EPVEPSS 2urusee 1urm3ce 165.00 165.00 £

2ur 30 20r5 M3 00 Tur.us oo 10rE M3 00 Homonsre Bananc

Ycnyru laas
. |
vmware B
Cozaate BUOA VMware Cozgate BLOA KVM

i KnueHty poctynHo cosgaHue BUO/ Ha aByx nnatdopmax BuMpTyanusaummn (Ha 6ase runepsusopa
VMware n KVM), ecnvm no AoroBopy y Hero HeT orpaHuMyeHunit. Ecam orpaHMyeHus ecTb, HO NoABAAETCA
notpebHoCTb B paboTe c o6enmum nnatpopmamm BUPTyanunsaLmm, cneayet obpatuTbea K agMUHUCTPATOPY
napTHepa UAnM aaMUHUCTPATOPY NA1aTGOoOpPMbI.

10.3.MpocmoTp WwabnoHoB ANA CO34aHMA CepBepoB

Ons Toro, utobbl NpocmoTpeTb Bce AoCTynHble wabnaoHbl OC u npuknagHoro MO, HyXXHO nNepenTn B
pasgen meHwo Kartanor obpasos. B oTkpbiBlielkica ¢dopme (PucyHok 492) pocTyneH NpPoOCcMOTP BCEX
WwabnoHOB ANA CO3[aHUA CepBEPOB HA AOCTYMHbIX NAathopmax BUpTyanusauuu. Mpu HaxkaTum Ha
wabnoH, oTKpbIBaeTcA Gpopma co3aaHMA cepBepa, C MOMOLLbI KOTOPOM MOXKHO ero co3aaTb. MNogpobHee
0 npoueaype co3gaHuAa cepBepa onucaHo B pasaenax CozdaHue cepsepa (KVM) v Co3d0aHue cepsepa
(VMware vSphere).
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Katanor obpazoB

FnasHan / Katanor o6pazos

KVM VMware

R o ul
& i

Windows Server 2019

Standard
3 MUHUMaNEHEIE TpebOBaHUA:
L 1 aapo vCPU, 2T RAM, 40 Te HDD
@
\

A
ﬁ—b

Cent0S 8

—

MuHnMmansHble Tpebosarus:
1 aapo vCPU, 1 TG RAM, 10 TE HDD

==
=t

Ubuntu 18.04

—

MuHnMmansHble Tpebosarus:
1annnuCPll 1 TR RAM 10 TR HOD

Windows Server 2012 R2
Standard
MUHUMaNEHEIE TPEDOBAHNA:

1 aapo vCPU, 2 7B RAM, 40 T'e HDD

A
i—b

CentOS Stream 9

MuHMMansHbie TpebosaHna:
1 aapo vCPU, 1 TE RAM, 10 T6 HDD

-
et

Ubuntu 20.04

—

MuHMMansHbie TpebosaHna:
1 annnwCPLl 1 TR RAM A0 TR HOD

PucyHok 492

Windows Server 2016
Standard
MUHUMaNEHEE TDEGOBAHNA:
1aapo vCPU, 276 RAM, 40 e HDD

A
i—b

CentOS Stream 8

e

MuHuManeHsie TpebosaHna:
1aapo vCPU, 1 T RAM, 10 T HDD

Debian 9

e

MuHuManeHsie TpebosaHna:
1annawCPll 1 CRRAM 10 TR HON

%
‘ﬁ—’

Cent0S 7

MuHKUManeHsIE TpeBosaHma:
1aapo wvCPU, 1 T RAM, 10 TE HDD

LA

Rocky Linux

eb

MuHKUManeHsIE TpeBosaHma:
1aapo wvCPU, 1 T RAM, 10 TE HDD

Debian 10

66

MuHnmansHble TpebosaHus:
1annnuCPll 1 TR RAM A0 TR HOD

& Ecnm nonb3osaTento AO0CTYynHO Co34aHne CepBEpPOB Ha obeux nnanbopmax BUPTYyannsauunn, To chegyet
O6paTMTb BHMMaHWE B KaKoWM BK/1aAKe pacnonaraerca Bbl6paHHbI171 WwabnoH.

10.4.HacTtpoiika npoduna y4ETHOM 3anmcu

AQMUWHUCTPATOPY NO/Ib30BATENIO KIMEHTA AOCTYMNHa HAaCTPOKa Npoduasa ero y4éTHoM 3anmcu. [ina storo
B FrOPM30OHTA/IbHOM MEHI0 MaHeNM YNPaBAEHWUS HY)KHO HaaTb KHomMKy Mpodwunb (PucyHok 493) n B
OTKpbIBLIEMCA MeHI0 BbibpaTb Mpodunb (PucyHok 494).

MaHenb ynpasneHus

4R PYCcmMaK-ecy

MaHens ynpasneHis

MNanent ynpasnenus

&> sBCloud™

HLIe BLIuMCNeHMs >

BbIAENEHHbIE PECYPCbI

PucyHok 493

BbiAeneHHbIe pecypcs!

PucyHok 494

Pacxoab!

-165.002 B [ )]

165,002 B 0 &

B3 NononkuTe 6anaHc

© Ynpasnene gocryriom

% Texnopaepxxa

© Buxog

OTtkpoetcs popma Mpodunb (PucyHok 495), cocTosiias u3s Tpéx BKNagokK: lMpogunsb, lNMybauyHbie Kar4u,

Ceccuu.

270



Mpopuns

7 Npodune

nNpoguns

JByxhaKTOpHaR aBTOPM3aLMA ®) OTknoueHa Tenegon E-mail Telegram 0ar0paz0BLIA Napons

PucyHok 495

10.4.1 WU3meHeHue AU4YHbIX OaHHbLIX Mosb308aMens
JIn4yHble AdaHHble Noab30BaTeNNA MOXHO U3MEeHUTb Ha BK/Z1agKe I'lpod)unb:
= OUNO — nsmeHeHne ®NO nonb3osaTens.

* JloruH—none HegoCTYyMNHO A/1A peAakTMpoBaHuMA. JIOTMH NpeacTaBaaeT coboi 3NEeKTPOHHbIN agpec
Nnonb3oBaTens U A0/KeH bbiTb BBeAEH Ha 3Tane perucrpaumu. B ganbHeiwem nonb3osaTtesnb
MOMKET ero CKOPPEKTMPOBATb TONIbKO NPU 06PaLLEHNN B TEXHUUYECKYIO NOAAEPIKKY.

* TenedoH — n3MeHeHMe Homepa TenedpoHa.
®*  MWHMMANbHbIN OCTAaTOK — YCTAaHOBKA MMHMMA/IbHOTrO OCTaTKa Ha CYETe.

i [na npeaonnaTHbIX KAMEHTOB YCTaHOBKA MMHMMANbHOIO OCTaTKa Ha cyeTe, Npu Kotopom byaer
OTNPaBAEHO YBeAOMIEHNE O HU3KOM BanaHce.

" YBefOM/IeHMEe O CepBepax — BK/OYEHWE WAM OTKAOYEHWE YBEAOMJIEHWA O CO34aHHbIX
BMPTYa/IbHbIX CEPBEpaXx.

=  YBeAOM/IEHME O Pe3epBHbIX KOMUAX — BKIOYEHWE UAN OTKIOUYEHME YBEAOM/IEHUA O CO34aHUM
pe3epBHbIX KOMWUNA.

= [lpuBsa3Ka Telegram-akkayHTa — npuBsA3Ka akKayHTa Telegram, pana 3toro Heobxoaumo
noakN4YnTbhCA K Telegram-60Ty A4na nonyyeHMA NePCOHaNbHOMO Koaa.

= [logkntovyeHne Kk Telegram-6oty — nopgkntouyeHne K Telegram-60Ty ANA  OrpaHUMYEHHOro
ynpassieHns 061a4yHoli MHDPACTPYKTYpPbl Yepes 60T, 414 3Toro notTpebyeTtca BBECTM Napo/ib.

= [1ByxdaKTOpHas aBTOpuM3auMA — MOAK/IOYEHWE U OTKAIOYEHME ABYXPaKTOPHOM aBTopu3auuMy,
BO3MOXHO 4Yepe3 TenedoH/e-mail/ogHopasosbii naponb. MogpobHee O NOAKNIOYEHUM
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ABYyXpaKTOpHOM aBTOpM3aLMW oOnNucaHo B pasgene [lodKnawveHue O8yxghakmopHoli
asmopusayuu.

= M3mMeHeHWe Napoas — u3MeHeHue Napoa Y4ETHOM 3anmMcm NoNb30BaTeNA, AOCTYMHO NOCae BBOAA
CTaporo 1 Hosoro napons (PucyHok 496).

N3mMeHUTbL Naponb .

Crapelil Napons

HoBwlid Naponb

OTMEHUTE B NpumeHuTs

PucyHok 496

= [lacnopTHble AaHHble — BBOA NAaCMOPTHbIX AaHHbIX U TenepoHa nonb3osaTtens (PucyHok 497).

MacnopTHbIe AaHHbIe *

Cepwa U HoMep

KeM BblgaH
[laTa Bslgaum
[laTa poxAeHUA

MeCTo poxAEHWUA

MecTo KuTenscrea

TenadoH

OTMEHNTE B NpuxaTe

PucyHok 497
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10.5.MogxntoueHne oByx$pakTopHOM aBTOpM3aumm

[na nosblweHna 6€30NacHOCTM M 3aWMUTbl aKKayHTa OT HECAaHKLMOHWPOBAHHOIO AOCTyNa BO3MOMXHO
noAKAtoueHne aByxdaKkTopHoW aBTopM3aumu. [syxdakTopHaa aBTopM3auma MoKeT bBbiTb obecneyeHa
HeCcKo/IbkKMmK cnocobamu: no SMS, no e-mail, ¢ nomowbto Telegram M No ogHOPaA3OBOMY NAPOIO.
[ByxpaKTOpHYIO aBTOPM3aLMIO MOXHO BKAWYUTL B npodune nonb3osatens. [na 3Ttoro B
FOPM3OHTA/IbHOM MEHIO MaHeNu ynpaBJeHUA HYXKHO HaxaTb KHomnKy Mpodunb (PucyHok 498) w B
OTKpbIBLUIEMCA MeH0 BbibpaTb Mpodunb (PucyHok 499).

lMaHenb ynpasneHys

B PYCM3K-€CY

aa
SBCloud*
o
MaHens ynpasneHns
B3 nononuuTe 6ananc
Mawens ynpaenexus
0 YnpagneHue aocTynom
BbigenieHHbIe pecypcs! [ cenvenrkvm | BuifjeneHHble pecypce! [ cenceurr vitware | Pacxope! & Texnoaacpxca
epaepu [ Beixoa

Mpodub
Fnaswas / Mpoduns

Mpodune

ono

NorwH

Tenedon AT )

MUHMMANLHEIA OCTATOK p -

YBE/IOMNEHWA O PE3EPEHBIX KOMMAX OTNPABNATL YBEAOMNEHIA O CO3AaHHbIX ABTOMATUECKM NAW BPYUHYIO PE3EPBHbIX KOMMSAX

Telegram akxayHT © NpusssaTs

Telegram Gor © MoaxnioumTsca

JleyxakTopHan asTopuzaLya (®) Otkniouena Tenedon E-mail Telegram 0AHOP220BLT Naponk 1

. Bce u3meHeHUs HeoH6XOANUMO COXPaHUTb B Npoduie Nan oTMEHUTb X (PucyHok 500 - 2).

10.5.1 [syxghakmopHaa asmopu3zayusA no SMS

Ona nopgknioveHna ayxdakTopHoM asBTopusauum no SMS B none «/ZlgyxghakmopHas aemopusayusa»
HY}XHO BblbpaTb «TesnegoH» (PucyHok 501).
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Mpodwuns

Fnaswan / Mpodune

Mpogune
oo Test
Nervn test
Tenedon IS T

. -
MUHUM3NLHBIRA OCTATOK P 1000

-

YeejoMnenns o cepeepax | OTNpaEATE yBEAOMAEHIR D CO3AaHHLX BUPTYANbHBIX CEDEEpaX
VBEAOMNEHNA O PEIEPEHBIX KOMUAX | OTNpaEnATE yBEAOMAEHNA O CO3AaHHIX BTOMATUUECK MV BPYYHYHO DE3EPEHbIX KOMMAX
Telegram akkayHT © NpusszaTs
Telegram 6ot © MoawiounTaca
[eyx(axTopHan asToprIaLMR Otknouena (@ TenedoH E-mail Telegram Ogropazoesili napons

PucyHok 501

L Ona noAaknouYeHns AByxdaKTopHOM aBTopuM3aumm no SMS B npodune AoNKeH bbiTb YKa3aH HOMep
TenedoHa.

Mocne coxpaHeHUs HaCTPoeK HeobX0AMMO NOATBEPANUTL CBON HOMEp TeslepOHa — B OTKPbIBLLUEMCA OKHe
CUCTEMA 3aNPOCUT KO, OTNPABAEHHbIN HAa MOBUNbHbBIN TenedoH (PucyHok 502).

[TogTBepAnTe Ball HOMep Tene@oHa

Mgl oTnpasuawn Bam SMS € KOAOM NOATEEPHKAEHWA HA HOMED

BriCnaTe KOA NoOBTORHO

PucyHok 502

Mocne noatsepKAeHUs Homepa MobunbHoro TenedoHa AByxdpaKTopHas aBTopusauua no SMS byaert
NoAKtOYEHa.

10.5.2 [lsyxchakmopHasa aemopu3zauus rno e-mail

Ona nopgkntoueHna agyxdakTopHOM aBTopm3auum no SMS B none «/lgyxgpakmopHaA asmopu3ayusa»
HYHO BblbpaTb «E-mail» (PucyHok 503).
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Mpodune

Tnagan / Mpoduns

Npodune NMy6AKYHBIE KUK Ceccnn

oUo Test

JNoruH test

TenepoH )

MUHMMANLHBIR OCTTOK P 1000 -
v

finm npegonn - peer

VBeAoMIEHIA O CepBEpaXx +| OTNpaBnATL yBEAOMNEHIS © CO3AaHHEIX BUPTYANbHBIX CEpBEpaX

VBEAOMIEHIA O PE3EPBHEIX KOMMUSX | OTNpaBNATL YBEAOMAEHIS © CO3ABHHEIX ABTOMATUUECKMN MAK BPYYHYED PE3EPBHEIX KOMMAX

Telegram akxayHT © Mpusnzars

Telegram 6ot © MoaknkuMTECA

AByxaKTOpHas asTOPH3aLMA OTkKuEHa Tenedon (@) E-mail Telegram Oaxopazoesii napons

P ViauenuTs napons OTwmennTs B Coxpatmm,
@ Nacrophsie ganksie

PucyHok 503

MNocne coxpaHeHWs HACTPOEK HeobxoaMmMo NOATBEPAUTb CBOM aAPEC 3/IEKTPOHHOW MOYTbl — B
OTKPbIBLUEMCA OKHE cMcTema 3anpocuT Koa (PucyHok 504), oTnpaBneHHbI Ha yKasaHHbIM e-mail
(PucyHok 505).

TpebyeTcs NOATBEPXAEHME

Mel oTnpaennv Bam Email ¢ kogom nogTeepxaeHs.

Beeaute Koj B 3T0 none:

Broicnate koA MOBTOPHO

PucyHok 504
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BusinessCloud

NMuHKon

Baw nvHKkoa Ha makecloud.online: 71276

C yBaxeHvewm,
Cnyxba nognepxkn toochka support

support@makecloud.online  +7 (495) 540-43-44

PucyHok 505

Mocne noaTBeEPXKAEHUA agpeca 3/MeKTPOHHOW MouThbl, ABYxdaKTOpHas aBTopusauus no e-mail byaer
NOAK/OYEHa.

10.5.3 [lsyxchakmopHaa asmopu3ayus c nomouwbto Telegram

Ona noaknouyeHua aAByxpakTopHOM aBTopusaumm 4epes Telegram B none «/8yxchakmopHas
asmopu3ayus» Hy*KHo BblbpaTb «Telegram» (PucyHok 506).

Mpoduis
TnagHan / Mpoduan
Mpogune
ono Test
Norun test
TenedoH A7)
MUWHUMANLHBIR 0CTATOK P 1000 -
-
YEEAOMNEHUA O CBpEepax + | OTNpaenATe YEAOMNEHNA O COZAaHHLIX BUPTYaNkLHLIX CepEEPax
VBEAOMNIEHIS O PE3EPBHBIX KOMUSX | OTNpaBATE yBEAOMAEHI 0 CO3RAHHBIX ABTOMATUUECKY HAK BPYYHYHD PEIEPEHLIX KOMIVSIX
Telegram akxayHt O Mprisszate
Telegram 6ot © NoaxounTeca
JlByx$aKTOpHaA aBTOpH3aLMA OTknouena Tenegon Email (e Telegram OaHOpPaz0BbIf Napons

B NacnopTHsie fakHsle

PucyHok 506

[ByxdaKkTopHaa aBTOpM3auMa C nomolubto Telegram ocywecTBaseTca nyTem BBOZA B OKHO
noATBepXAEeHMA OAHOPA30BOro Koga A0CTyna, nosy4yeHHoro Yyepes 60t B Telegram (PucyHok 507). Ons
3TOro Heob6xoAMMO NPUBA3ATb IMYHbLIN aKKayHT B Telegram K npoduato B NaHeNAN ynpaBaeHUs, CBA3aTbCA
¢ Telegram-60ToM 1 3aNpOCUTb Y HErO NEPCOHaNbHbIM Koa, A0CTyNa.
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MoATBepxAeHWe akkayHTa Telegram

Mel cOBMPaEMCA COXPaHUTE MAEHTUWKATOP Bawwero Telegram axkkayHTa B Hallel cucTeME,
EC/M BRIHOMEHE ABYXDAKTOPHARA ayTeHTUdWkaLWA yepes Telegram, To mMsl GyAem OTMIPIENATE BaM
0/HOPEZ0BkLIE KOALI B MPOLECCe ayTEHTUUKALMM.

Ana noATEEPXJeHMA 43 HHORA onepauim, I'IDX-B."I}'IFICTEr CEAXMTECE C HAWWM BoTom
W NonpocvTe Yy HEro I'IepEDHBJ'Ib-ibIF'I K04 C NOMOLWbH KOMaHABl fcode .

PucyHok 507

10.5.4 [lsyxchakmopHasa asmopu3ayus no 00HOPA3080My MaApPOII0

Ona nogkntoyeHns AByxdpaKTOpPHOM aBTOPM3aLLMM MO O4HOPA30BOMY NAPOAI0 B none «JeyxdhakmopHas
asmopu3ayuA» HY»KHo BblbpaTb «O0HOPa308bIl Napoas» (PucyHoK 508).

Mpodwb

Fnasvan / Mpoduns

Npoduns

ono
Nornx
TenegoH

MUHUMaNHBIA OCTaTOK

YsefoMneHus o cepeepax

YEE0MNEHUS © PEIEPEHLIX KOMUAX

Telegram akxayHT

Telegram Gor

Test

4

| OTNPaBATL yBRAOMAEHNA O CO3AHHBIX BUPTYaNbHSIX CEPERPaX

| OTNPaEATL yEeAOMAEHIR O COZAIHHLIX BETOMATUUECKY AU EPYUHYIO PEZEPEHLIX KOMMAX

O rpressars

@ MNoarxnountecs

NeyxakTopHan asTopUsaUMs

OTkmoYeHa TenedoH

E-mail Telegram (@) OAHOpa30BLI Napons

P VizseriTe napons
B NacropTrsie aartse

PucyHok 508

[eyxdaKkTopHaa ayTeHTUdMKaLMA MO 0AHOPA30BOMY MAPO/I0 OCYLLECTBAAETCA NyTEeM CKaHMpoBaHMa QR-
Ko4a v nocseaylowero BBoAa 04HOPa30BOro Koga A0oCTyna B OKHO NOATBEPKAEHMUA.

‘& Y1obbl 0TCKaHMpoBaTb QR-KoA, AOCTAaTOYHO Kamepbl MOBUNbHOIO TenedoHa, NN MOMKHO YCTaHOBUTb
OAHO M3 cneaylouwumx npunoxeHuin: Google Authenticator, FreeOTP Authenticator (Red Hat) wnau
Microsoft Authenticator.
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OAHOPA30BLIA NAPO/b

UTobbl MCNONE30BaTE 4BYXGaKTOPHYHO ayTeHTUGUKALMIO NO 0AHOPA30ELIM NAPONAM, BaM ClegyeT
YCT3HOBWTb OAHO M3 CNefyHLLMX NpUNoxXeHWiA: Google Authenticator, FreeOTP Authenticator

(Red Hat), Microsoft Authenticator.

QOTCKaHWPYIATE € NOMOLLEH NprUAcKeHnA QR-K04, pacnonoXeHHLIR Hike:

Beeaute koA B 3TO None:

PucyHok 509

10.6.YnpasneHue ny6AUYHbBIM KNHOHOM

10.6.1 Co30aHue nybauyHoz20 Kaw4a

[na Toro, 4tobbl CreHepUpPoBaTb HOBbIN KNKOY, HYXKHO NepeinTn Ha BKNaaKy [TybauyHbie Katovu (PUCYHOK
510), vnv B pasgen mento Hactpoikm = Myb6anuHbie Kaoum.

ﬂ\,f@ﬂMqu\e KN4
)

Tnaeran / Npodwns / MyBnvuHbIe Kioun

NySnnusste Knoum

HeT faHHBIX 419 0TObpaxeHun

PucyHok 510

Ha Bknagake lMybauyHbie Kavu HYXKHO HaXKaTb KHONKY Co3aatbh Ny6anYHbIA Kntou (PucyHok 511).

ﬂ\,’l’jﬂ MYHBIE KITHOY K _
|

Fnagras / Mpouns / MynuMHLIE Kniowm

My6nmuksie Kloun

HeT AaHHbIX 417 0TOOpaXeHuUs

PucyHok 511
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B noasusLuelica dopme HaxkaTb KHOMNKY CreHepuposaTtb (PucyHok 512). TaK»e 34eCb HY»KHO NPUCBOUTb
UMA CrTeEHEPUPOBAHHOMY KAtOYy.

JlobaBneHue nybanM4YHOTO K143

FnasHas / Mpoduns / MySnuussie k1oun / flo6aBneHmMe NYEANUKOTG Knioua

NySnuuHBIe Ko

OTmermTs B Lobasne

PucyHok 512

B pesynbraTe byaeTt creHepupoBaH My6/IMYHBLIA U NPUBATHLIA Kaoun (PucyHoK 513 — 1), ux MOKHO
CKOMMPOBATb UM CKayaTb Ha CBOM KomnbtoTep (PucyHok 513 — 2).

[JlobaBneHue nyoaMUYHOMO Ktoya

Mnasran / Mpoduns / MyBnvnsie kioun / AoBaBneHme nyGMYHOrO KAKua

MySnuumsie Knoun

s 1
My6AMUHBIA KoY ssh-rsa

5~
MpuveatHeikmoy L ] BEGIN RSA PRIVATE KEY—

O0COOOOCOOCOOO0OOCNCONCONCAOCONCOOCOCONNCNCONCONCOCONBONOROCOOCOOON

JO00COOCOOCOOCO0ONOOOCONCOOCONCONCOOCOOCOOCOONCOOCONC

™

STa KnioHeBan Napa CreHepHposaHa B 6a

<. NoXanyACTa, COXPAHNTE NPUBATHbIR KAIOU B HAAEKHOM MECTE Ha CBOEM KOMNLIOTEPE.

T0CNE HAXETIAR KHOMKM «TIPUHATS AOCTYIEH, MOCKONLKY MPUEATHLIE KAKDUN HE XPAHSTCA B Halledi cucTeme.

W Ckenuposats B Crauate 2

OTMeEHUTE ‘B NobasuTe

PucyHok 513
L None «Mma» obsa3aTenbHO A0NKHO ObITb 3aN0JIHEHO.

‘X TpuBaTHbIN KN4 HEOBXOAMMO COXPaHWUTb, TaK KaK XpaHeHWe MPUBATHbIX KAOYel B cucTeme He
npeaycMoTpeHo.

X Tocne co3gaHuA KA4eil Hy)KHO o06s3aTenbHO HaxaTb KHOMKy [,o6aBUTb, B NMPOTMBHOM Ciy4yae

Ny6NYHbINA KNHOY He ByaeT COXpPaHEH.

Mocne pobaBneHus Kaw4a, oH byaeT oTpaxkeéH Ha Bknaaxe lybauyHeie Karoyu (PucyHok 514). ns Toro,
YyTO6bI MPOCMOTPETb €ro, HY)KHO HaXaTb KHOMKy FMokasaTtb. Co3gaHHbIA KAY Npu HEobxoaAMMOoCTU
MOKHO YA3a/INTb NN NU3SMEHUTb ero UMA.
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ﬂ"\,’6ﬂM~4Hb\@ KR4
|
ThagHas / Mpodune / MyBnuunbIe KU

nNy6nuunsie knioum

Vims Fingerprint Kntou

feficrans =

PucyHok 514

[na Toro, ytobbl U3MEHUTb UMA KNtOYa, HANPOTUB K/KOYa HY)KHO Ha)KaTb KHOMKy Jencteua v Bbi6paTth
U3meHuTb (PucyHok 515, PucyHok 516).

MyBANYHBIE KN4
|
TnasHas / Npoduns / MyGANUHbIE KIOUM

MyGnuumsie knioun

Vma Fingerprint Kmiou

Moxazate Aeficrams =

PucyHok 515

My6AnUHBIe KNKUM

|
rragHasn / Npoduns / MyGAMUHBIE KTIOUM
My6auuHBIe KnouM
nma Fingerprint Kniou
YpanTe
Mokazats > ~ -

PucyHok 516

B oTkpbiBLIEhcA POopMeE MOXKHO U3MEHUTb UMA Katoda (PucyHok 517). Mocne KOPPEKTUPOBOK HYXKHO
COXPaHUTb U3MEHEHMA, HaXKaB KHOMKY U3MeHUTDb, A1 OTMEHbI USMEHEHU — OTMEHUTb.

3meHeHue ﬂ},’@ﬂ NYHOro K1oYa

Tnasras ¢ Mpopuns / Mybannsie Kious / aMeHeHME MyEAMSHOro Kloua

nNy6uuksie knioun

OTMeHnTs B Mamenus

PucyHok 517

10.6.2 YoaneHue nybauvYHoO20 KA04a

Ons Toro, 4tobbl yAanUTb NYOAMYHBIA KAKOY, HAanNpPOTUB KAKOYA HYXHO HaXKaTb KHOMNKy [eictBua u
BbIOpaTb Yaanutb (PucyHok 518). Mocne noatsepaeHUa AenNcTBUA NyBAUYHbIN Ktod ByaeT yaanéH.
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[y6nnuHbIE KNHO4YK
-
Tnagkas / Mpoduns / MyBnuunele knioun

MySnuuHbie knioum

ma Fingerprint Kniou

PucyHok 518

10.7.YnpasneHune ceccuamm

[naToro, 4Tobbl NPOCMOTPETH 3aNyLLEHHbIEe CECCUMU MM CO34aTb HOBbIE, B HACTPOMKax Npoduna y4éTHOM
3aMnCK HYXKHO NepeinTn Ha BKNaaky Ceccuu (PucyHok 519) unu B pasgen meHto Hactpoiku = Ceccum.

Ceccun
FnaeHas / Hactpoiku / Cecemm
IIEHIII
D Bpems YcTpoiicTBO IP agpec
8ab5cf43 15.02.2022 14:06 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212 Safari/537.36 XX 0000 XXX Ypanuts

Ha Bknaake otobpakatoTca AaHHble No ceccun (PucyHok 520):
*  WNpeHTudumKaTop ceccum.
= Bpema nogkntoyeHus.
= YCTPOWCTBO, Ha KOTOPOM bbl1a OTKPbLITA CeccUs.

= |P-agpec ycTpoicTaa.

Ceccum
P Cozgate cecomio
TnasHan / Hactpoiikw / Ceccum
Ceccun
(1] Bpems YcTpoiicTeo IP appec
8abscfa3 15.02.2022 14:06 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212 Safari/537.36 XK XKOOC XXX YaanuTe

[na Toro, ytobbl CO34aTb HOBYIO CECCUIO, HYKHO HaKaTb KHoMKy Co3aaTtb ceccuto (PucyHok 521) v B
OTKPbIBLUEMCS OKHE BBECTM Napo/sb OT Yy4yéTHoW 3anucu (PucyHok 522). Ceccus byaeT co3gaHa u
oTobpaxkeHa Ha ¢opme Ceccuu. Pe3ynbTaToM CO343HHOW CECCUM ABNAETCA TOKEH, €ro MOXKHO
Mcnonb3osaTb ANa aBTopusauumm B Telegram-6ote, ana ucnonb3osaHua Terraform v ana asTopusaumnn
npu pabote c API.
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rnasHas / HacTpoiikv / Ceccum

Ceccumn

D Bpems YcTpoiicTBo IP appec
8ab5cf43 15.02.2022 14:06 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212 Safari/537.36 IOC XXX XK Yaanute
PucyHok 521
X
COB,ﬂ,aTb ceccnio
Baw napons
OTMEHWTE B NpumennTs
PucyHok 522

Mpy HEOBXOAMMOCTM CO34aHHYIO CECCUMI0 MOXKHO YAanuTb. [ 3TOro HanpoTUB CECCUMM HYXKHO HaXKaTb
KHONKy Yaanutb (PucyHok 523).

. BHumaHume! YpganeHue ceccum nponcxoauT 6e3 npeaynpexaeHua. Nocne yaaneHma TeKyLWen ceccum
6yAeT BbINONHEH BbIXOA, U3 NaHeNN ynpaBaeHus.

Ceccun
[naeHan / Hactpoiky / Ceccum
Ceccnmn
D Bpems YcTpoiicTeo IP anpec
87577431 20.02.2022 19:25 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML. like Gecko) Chrome/90.0.4430.212 Safari/537.36 200K IOOC XK

PucyHok 523

10.8.6a3a 3HaHUM

Ecnn, B npouecce paboTbl B NaHenn ynpaBieHWA, BO3HMKAKOT BOMPOCbI MAM CAOXKHOCTU, MOXKHO
0bpaTtnTbca K 6ase 3HaHMN. MNepexon B HEE BO3MOMKEH C MOMOLLbIO BEPTUKAZIbHOIO MEHI0 (4oCTyneH
Ka*KAOMY BHE 3aBUCMMOCTU OT ponu) (PucyHoK 524). TnaBHO 0cobeHHOCTbIO 6a3bl 3HaHUI ABNAETCA TO,
YTO CTATbW OTKPbIBAKOTCA HA TEMY TEKYLLEM CTPaHULLbI, C KOTOPOM b6bln COBEPLUEH NEPEXOA.

Hanpumep, HaxodsAcs 8 pa3dene meHto Cepeepbl, 6a3a 3HaHUl npedsnoxcum sce cmameou HA 3My memy
(PucyHoK 525).
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CepBepb

evn / Copoepsl

BLOA KVM CepBeph:

Ceprepu

Vs Cetin nySnuussi 13 WaGnon Kondurypauus

Cepoep

[ ]
&
b=

PucyHok 524

c"/:) basa 3HaHui Yenyrm KonTakTel O Hac

{ Cepsepbl Q }

56 results found

BA3A 3HAHUMA > KNUEHTAM

Kak nogknounTbea K cepBepy C NMOMOLLbIO KOHCONM B NaHes I ynpas/ieHns

K cospaBaeMbim cepeepam MOXXHO NOAK/IKYUTLCA € NOMOLULLKO KOHCONN B NaHeNW ynpaBneHna (noupoEHee 0 TOM, Kak
cospnatb cepeepbl 8o BLIOJ], onucaHo B cTaTbax

BA3A 3HAHWUIA > KNTMEHTAM

Kak BoccTaHOBUTb CepBep U3 Pe3epBHOMA KoMK B cermeHTe KVM

v paboTaTb ¢ Hel. [lnA Toro, UTo6bl BOCCTAHOBUTL CEpBEp M3 Pe3ePBHOM KOMWK, Ha BKNafKke O6/1auHble BbIYACIEHUA —

BUO KVM — PesepsHoe konvposaHue — 3ajja4u pe3epsHoro .

BA3A 3HAHWUIA > KNTMEHTAM
Kak BoccTaHOBUTL CepBep 13 pe3epBHOM KON B cermeHTe VMware
1 paboTaThb ¢ Hel. [InA Toro, UTo6bl BOCCTAHOBUTb cepeep u3 pe3epBHOM KOMUM, Ha BKNaake OBnayHble BbIYUCNEHNA —

BLIOJ VMware — PesepeHoe konupoBaHue — 3afaun

BA3A 3HAHUMN > KTMEHTAM
Kak cospatb cepsep B BupTyanbHoM LIOJ VMware

PucyHok 525

10.9.Perncrpaupa kKnneHTa

B 3aBucMmocTM OT BblibpaHHON moaenu pa3BépTbiBaHMA PYCTIK-ECY, cnocobbl nonyyeHua gocTyna
Nnonb30BaTe/IEN MOTYT ObITb Pa3/INYHbI.

Ecnv agmuHucTpatopamm Mnatdopmbl paspelleHa perucrTpaumsa, To MNOAYyYUTb AOCTYN K MaHenu
YyNpaB/ieHNA KAWEHTbl MOTYT CaMOCTOATENIbHO — 3aperncTtpupoBatbes B Mnatdopme. TaKKe KAMEHTbI
MOFYT MOAYy4YMTb [O0CTyN, 06paTUBLIMCL K MeHeakepam KomnaHuM, WM 3apernctpupoBaTbCa Mo
npurnaleHnto oT Apyroro nosb3osatensa. MogpobHee o npurnaweHuM nosb3oBaTesiell ONUCaHO B
COOTBETCTBYIOLLMX pa3genax PykosoacTea.

Ona Toro, 4tobbl camocToATesIbHO 3apernctpmpoBaTbca B PYCTIK-ECY, HyXHO nepenTn Ha rNaBHYO
CTPaHMLY NOpPTana M HaxaTb 3apernctpupoBaTtbea (PucyHOK 526).
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‘ AApec 3N1eKTPOHHOI NOYTbl

‘ MNapone

Bointn

3abbinn Napons?

XoTuTe Co3faThb aKKayHT?

3aperncrprposaTtbcs

PucyHoK 526

[anee Ha cTpaHULE PErncTpaLLmMm Hy}KHO BBECTM e-mail n npuaymaTtb naponb (PucyHok 527).

Peruncrpauywus

‘ E-mail

‘ @ | lMaponb

Yxe 3aperucTpupoBaHbl?

‘ Boiitin ‘

PucyHoK 527

Mocne BBOAA AaHHbLIX OTKPbIBAeTCA cleaylowas CTpaHuua peructpaunmn (PucyHok 528), Ha KoTopoi
HYy*HO BBecTn PUO 1 Homep mobunbHoro TenedpoHa.

284



Perncrpauvsa

HaxvMasn «3apervcTpupoBaThCsy, Bbl NPUHUMAETE MONUTMKY B OTHOLLIEHUM
06paboTkn NepcoHanbHLIX AaHHLIX M AaéTe CBOE cornacue Ha o6paboTky
NepCoHaNbHBIX AaHHBIX 1 NOyYeHe PaccslIKi

< Hazap
Yxe 3aperncTpupoBaHbI?

Bolit

PucyHok 528

Mocne BBOAA AaHHbIX HEOHXOAMMO NOATBEPAUTL PETUCTPALLMIO, BBEAA KOA, NPULWEAWNIA Ha MOOUIbHBIN
TenedoH UAN SNEKTPOHHYIO NouTy. MNocne ycnewHon perucTpaumm nonb3osartens, byaet 4OCTyNeH BXo4,
B MaHe b ynpasneHus. bonee noapobHo o Havyane paboTbl B PYCTIK-ECY onncaHo B COOTBETCTBYHOLMX
pasgenax PykoBoAacTtsa.

10.10. Ob6palueHne B TEXHUYECKYIO NOAAEPHKKY

Ecan BO3HMKaeT HeobxoAMMOCTb OBpalLeHMA B TEXHUYECKYIO MOAAEPIKKY, B TOPU3OHTASIbHOM MEHHO
MaHenu ynpaBaeHuaA HY»KHO HaxKaTb KHOMKY Mpoduab 1 B OTKpbIBLIEMCA MEHIO BbIBpaTb TexnoaaepKKa
(PucyHok 529, PucyHok 530).

o = o [2]
CO

MaHenb ynpasneHna

BB OGnaumbie BEIYMCIEHUS > Makent ynpasneuns

£ Xpanunuue

BblAeneHHble pecypebl [ cermerrr kvm | BbifeneHHbie pecypcbl [ cermerr vmware | Pacxoabl
® Knacrepui Kuber
3 O6naunan nnaT 3urusco 5 usco 515 M3 00 1urusco 2 uso0 2r5 U300 503.00 8 503.008
& Bananc
2uruses Turuses 1ur nzeo Turuses 2urmsen 2urmzen

durusce 4075 M3 00 durvsce 405300 P —

PucyHok 529
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Mpoekt 13152182 @ 0O 2
& Mpoguns
MaHens yrnpaeeHms

B Mononkute Ganarc
Nauent ynpasnennn

i@ BLIuMCTeHIS >

© Ynpasnenvie gocTynom

= Xpaunnuwe 53

BbiAeneHHbIE pecypeb! [ cormerm kv | BbiAe/EHHbIE PECyPCbI | Cermcrr Vhiware | Pacxoppi = Texnoasepxia
@ Knacrepbi Kubernetes 4

) © Beoa
— cru A - oy Raw
3ur 300 5 U300 5r5u300 1 wr U3 00 2 usoo 2B n300 503.00B 503.00P
3acerogusa Ha 370i4 Hegene
» cone Poyren o o oyrep
2ur U0 1uruzoo Turuzco 1urus o 2urm3co 2ur uzc0 9.28P
roa
Aucw Ofuem Buekn Ofvew
4urnzes 40rEM3 00 4urvzce 40rsM300

MononuwTs 6anauc

PucyHok 530

B OTKpbIBLIEMCA OKHE HY)KHO 3anONHUTb BCe Mons obpalleHus: BbiIOpaTb Temy, onucatb npobnemy,
BBECTU [aHHble ANA 06PaTHOM CBA3M, TaKXKe MOXKHO NPUKPENUTL BOXKeHMA (PucyHoK 531).

TexHnueckasa noggepxka .

Bhbl MOXETE OCTABWTE 33ABKY B C."I‘J')Kﬁ‘j TEXHWMYECKOR Noagepxkn. JNA 3Toro 3anonHnTe ¢D|JM}'
HWXe

Tema TexHW4ecKkan nojaepxka hd
A

E-mail

TenegoH +7(__

CooblieHne

BRoMXeHWA AobaenTe Qainel. X B Caenate CHYIMOK 3KPaHa
(Makcmym 4)

PucyHok 531
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