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1. NMopsapok co3gaHna OO0 BHLEKTOB

Bce o00bekTbl MO yMOM4YaHUIO CO3JatoTCd B 30HE BMOMMOCTUM [Ipoekma W npuHagnexaTr emy.
AdmuHUcmpamop nramagopMbl MOXeT co3faBatb [lpoekmbi v [Nonb3oeamerned, a Takke NpuceBamBaTb
UM ponu AOMUMHUCTPATOPOB B co3fdaHHbIX [Ipoekmax. Takke AOMUMHUCTpATOP MOXET OTMETUTb
Obpasbl, KoHepueypauyuu n Cemu kak "OOwwme", 4yTO caoenaeTr uxX BUOUMbIMU Ha YPOBHE BCeW
nnatgopmsbl.

1.1. Hayano pa6oTbl

Mopsaok co3gaHmsa OObLEKTOB BO MHOFOM 3aBMCUT OT 3adadn, koTopas CTOMT nepepn nofb3oBaTernem.
PaccmoTpum cambii NPOCTONM CLeHapuin: co3gaHme HoBo BM ¢ JOCTYNOM K MHTEPHETY U BO3MOXHOCTbIO
NMOAKIHOYEHNSI 3BHE MO ssh.

1.2. Co3paHne BM

lMepBbIM 4enOoM BbINOMHUTE BXOA B nopTan. YYETHasa 3anMcb agMUHUCTpaTopa no yMmonyaHmio — admin,
€€ aBTOMaTU4EeCKM CreHepupoBaHHbIA Mapofib XpaHuTca B danne /etc/openstack/clouds.yml Ha
nobom 13 y3noB MHcTannsauuu. llocne asTopv3auvM M BBOAA BanuWAHOW JMLEH3UM MOXHO HayMHaTb
co3sgaBaTb HeObXoaMMble OO BHEKTHI.

1.2.1. Co3gaHue KoHduUrypauumm

KoHdurypaumsa — 910 wabnoH, No KOTOPOMY BMPTyarbHOW MawuvHe ByayT npegocTasreHbl pecypcbl.
OHa BkritovaeT B cebs Takme napameTpsbl, Kak konnyectso VCPU 1 06bEM onepaTtuBHOW NamsaTh, KOTOPLIMU
OyneT ocHalwéH nobon HoBbI BM ¢ aTol KoHdwMrypaumen.

MoapoGHee: B pasgene 3. .

1.2.2. Co3gaHue obpa3sa

O6pa3 BupTyanbHOW MallMHbl — 3TO 3apaHee MOArOTOBMEHHbLIN hann, cogepxawui B cebe
npegHacTPOEHHY ONepaLoHHY0 CUCTEMY.
MogpobHee: B pasgene 7. .

1.2.3. Co3paHue cetn
1.2.3.1. CeTb

Ans KOMMYHUKaUUW C BHELLHUM MMPOM HY>KHO co3aaTb ceTb — B PYCT3K nog aTum nogpasymeBaeTcs
ceTb BTOporo ypoBHsA Mogenu OSl, obecneunBatowas hmsnyeckyro cBa3HocTb. CyllecTByeT ABa TUNa ceTei:
BHYTPEHHME U BHelHWe. [1na nonb3oBaTens OHW OTNIMYAKOTCA COCTOsiIHMEM Yekbokca «BHeluHss», KoTopbin
[OCTYMNEH Npu co3gaHum ceTu. B Hawem cueHapum HyXXHO co3gaTb ceTM 06omx TUMOB.

MoapobHee: B pa3aene 6.4.

1.2.3.2. Noacetb

MoaceTb — aT0 Nyn IP-agpecoB 1 coOnyTCTBYOLMX HACTPOEK, KOTOpble obecneyvmBatoT BM BO3MOXHOCTb
B3aMMOAENCTBUA C APYrMUM CETEBLIMU YCTPOMUCTBaMU Ha TpeTbeM ypoBHe OSI. 1o ymonyaHuio npu co3gaHum
nogcetn BbibpaHa onuua DHCP, koTopas no3sonut BupTyanbHbIM MaliMHam nonydaTe IP-agpeca w3
OOCTYMNHOro Anana3oHa aBToMaTuyeckn. NoaceTb HYXKHO co3faTh Ans 06enx co3naHHbIX CETEN: BHYTPEHHEN
N BHELLHEN.

MoapobHee: B pa3aene 6.5.
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1.2.3.3. PoyTep

Ansi Toro 4To6bl NAKeTbl MOTNN NPOXOAUTbL N3 BHYTPEHHUX CETEWN BO BHELLUHWUA MUP YU HAOBOPOT, HYXXHO
co3gaTh MapLUpyTU3aTop — poyTep, Y NOAKMYNTL K HEMY CO3aHHbIE CETH.
MoppobHee: B pasgene 6.7.

1.2.4. Co3paHne BM

OcHoBHble HeobxoAumble 0ObEKTbl co3daHbl, U Tenepb MOXHO NPUCTYNaTb HEMNOCPEeACTBEHHO K
co30aHuio BMPTyanbHOW MaluHbl. [Mpu co3gaHmm noTpebyeTcsa ykasaTb KoHdurypauuio, obpas u cetb, a
nocne Toro, kak BM cosgacTcsa 1 3anyctutcs, HacTpOUTb K HE JOCTYr.

MoapobHee: B gokymeHTe 2.6 PykoBOACTBO Nonb3oBaTens.

1.2.5. HacTtponka poctyna
1.2.5.1. Nnasarowumn IP-agpec

Mocpeacteom nnasatowmx IP-agpecos B PYCT3K peanusoBaH NAT, CBA3bIBAOLLMIA CETU BHELLUHEIO
MMpa C BHYTPEHHUMM BUMPTyanbHbIMW ceTaAMU. B Hawem npumepe 310 Heobxooumo And TOro, 4TobbI
obecneuntb JOCTYN A0 onepaunoHHon cuctembl BM, cBa3aB agpec u3 BHeELWHe NoAceTH, OCTYMHbIA U3BHE,
C agpecom BO BHYTPEHHEN.

MoapobHee: B pasaene 6.9.

1.2.5.2. Npocpunun 6e3onacHocTm

Mpodwunm BeszonacHoCcTM — 3TO WAabNOHbI HacTpoek iptables, obecneuvBawlme UALTPALMIO
Tpadumka. Ytobbl nonydunts goctyn kK BM no ssh, HyxHO co3gaTtb npocunb 6e30nacHOCTM C MpaBuIioMm,
paspeLualowmum nopt TCP 22.

MoppobHee: B pasgene 6.8.

1.2.6. NoToBO!

Tenepb MOXHO NPOBEPUTL JOCTYN K Bawemy nepsomMy BM, nogkntoumslince No ssh Ha nnasawowun 1P-
agpec, acCoUunMpoBaHHbIA C BHYTPEHHUM agpecom BM.



Penuz 2.6.1 Pykosodcmeo admuHucmpamopa PYCTOK

2. ArperaTbl

Co3pgaHue v ynpaBrieHue NIorM4eckumm rpynnamu y3nos

[nsa noBbIlWEeHMA NPOU3BOAUTENBHOCTU UMK B LeNaxX agMUHUCTPUPOBAHUS CYLLECTBYEeT BO3MOXHOCTb
pa3dbuTb pasBepTbiBaHME U3NYECKMX pPecypcoB Ha nornyeckne rpynnbl. PYCTOK npegocraenser
crnegywLme MexXaHn3mbl AN pasfgerneHns Normyeckmx rpynm:

ArperaTt y3noB — 3TO pynnuMpoBKa (PU3NYECKMX Y3MNOB B JNIOMTMYECKYID €AMHULY Ha OCHOBE TaKuxX
aTpMbyTOB, KaK XapakTepUCTMKM OOOpYyAOBaHUA WNU MNpou3BoauTenbHOCTU. DU3NYECKUin y3en MOXHO
Ha3Ha4YUTb OQHOMY UINN HECKOIbKMM arperatam y3noB. PasnunyHbie KoHdurypauuum (flavor) BM un/unu O6pasbl
BM moxHO conocTtaBuTb C arperatamu y3na - ans 3Toro Heob6xoaMMo HasHayaTb Napbl NAapamMeTPoB KMHOY-
3HaveHue 4ns rpynn y3nos, MMeKoLLMX cTaTyc "dumandeckmi ysen". Kaxabin arperat MOXeT UMeTb HECKOSbKO
nap knoy-3HadeHve. OgHa M Ta ke napa Kro4y-3HayeHne MoXeT OblTb HasdHadeHa HeCKONbKMM arperatam.
OT1a nHdopmaumsa MoXeT NCNONb30BaTLCH B NNAHUPOBLLMKE ANS BKIIOYEHUS pacLUMPEHHOro NnaHMpoBaHus,
ONs1 HACTPOVKM NMYFOB PeCypCcoB rMnepsu3opa unm anst onpeaerneHns NorMyeckmx rpynn Ans Murpaumn.

Tak e MOXHO HacTpouUTb MHOXWTENW Beca [Ans KaXAoro arperata, 3ajaB MapameTp
xxx_weight multiplier KoHdWrypauum B MeTagaHHbIX arperata. Arperatbl MOXXHO MCMNOMb30BaThb ANs
ynpaBneHnss 6anaHcMpoBKOW Harpysku, obecneyeHns U3NYECKON UM30NAUMM UMM U3BBITOYHOCTH,
rpynnupoBkmn BM ¢ obwmmmn atpnbytamm unm otaensHbIX knaccos obopynosanus. Npu cosgaHum arperata
Y3MOB MOXHO yKa3aTb MMsi 30Hbl. QTO UMSA NpeacTaBnNAeTCsa Nonb3oBarensM obnaka kak 3oHa 4OCTYMHOCTH,
KOTOPYIO OHU MOTYT B AanbHEWLIEM NCMOMNb30BaThb.

30Ha pocTymHOCTM — 93T0 obnayHoe nonb3oBaTeNbCKOe MpeAcTaBrieHne arperata  yarnos.
Monb3oBaTenb He MOXET npocMaTpuBaTb (pu3nYeckme yanbl B 30HE AOCTYMHOCTW MMM MpocMaTpuBaTtbhb
MeTafaHHble 30Hbl AO0CTynHOCTWU. [Monb3oBaTenb MOXEeT BMAETb TOMbKO Ha3BaHWE 30Hbl AOCTYMHOCTM.
Kaxabin omsnyeckmii y3zen MOXHO Ha3HauuTb TOSIbKO OL4HOWM 30HEe AOCTynHocTWu. Ecnm npu cosgaHum BM
nonb3oBaTterb He YKaXeT 30HY JOCTYMHOCTU, B KOTOpon 6yayT co3gaBatbcs BM, To €€ MOXHO HacTpouTb No
YMOIYaHMIO0.

Bo3aMOXHOCTb ynpaBneHusa arperatamMmm omsmyeckux ysnos orpaHudmnsaetTca RBAC-nonutnkamu suaga
0S_compute_api:os-aggregates-* cnyx6 Nova B canne /etc/nova/policy.yaml

2.1. MnaHupoBaHue arperaToB y3rioB

3a BkNOYEeHMEe MexaHu3Mma nnaHupoBLiuka BM Ha arperatax y3noB C onpegeneHHbIMKM aTpubytamu
oTBevyaeT UNbTP AggregateInstanceExtraSpecsFilter B KOH(ure /etc/nova/nova.conf
pasgena [filter scheduler] napameTpa enabled filters

[filter scheduler]
available filters = nova.scheduler.filters.all filters
enabled filters

AvailabilityZoneFilter,ComputeFilter, ImagePropertiesFilter, ServerGroupAntiAffinityF
ilter,ServerGroupAffinityFilter,AggregatelnstanceExtraSpecsFilter

YTto6bl 3TOT unbTp paboTan AOMKHBIM 00pa3oM, HY)KHO CO34aTb AOMOSIHUTENbHbIE MeTadaHHbIe Y
KoHdurypauun, ykasaB npeduKC C aggregate instance extra specs:uMA. To ecTb UNLTP
COonocTaBuUT MeTadaHHbIe KOH(bMI'ypaLI,I/II/I Bnaa:

aggregate instance extra specs:cpu_info:vendor=Intel

C MeTaaaHHbIMU arperata suaa:

cpu_info:vendor=Intel.

3a BKkMOYeHMe MexaHmama ob6paboTkM  3anpocoB  30HbI  AOCTYNMHOCTM  OTBeYaeT UnbTp
AvailabilityZoneFilter.
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2.2. Co3paHue, pegakTupoBaHue U yaarneHue arperara y3noB

AamuHucTpaTtop nnatgopmbl PYCTIK MoxeT co3gatb HeobxoammMoe KONMYecTBO arperatoB. ArperaTbl
€03[JatoTes Kak Yepes noptan B nogpasaene Arperatbl pasgena KoHdurypaums, tak n yepes CLI.
[na co3gaHns arperata B noptane Hy>XHO:

e  Ha NaHenu MHCTPYMEHTOB HaXaTb KHOMKY > ;
e  3anoNHUTb OTKpbIBLLYOCA hopMy Co3aaHume arperara;
e HaxaTb kHonky CospaTb.
Ona npobaBneHna usnyecknx y3noB B arperaT B NopTane HyXHo:

e BblbpaTb arperar;
e Ha naHenu UHCTPYMEHTOB HaXaTb KHOMKY [ ;

e po6aBuTb hmanyeckme yasbl B OTKpbIBLLECA dhopme PegakTupoBaHme arperara;
e HaxaTb KHOMKy COXpaHUTb.

Ypanenue arperarta B noptane npoun3soanTcAa aHanorm4yHo ¢ NOMOLLbKO KHOMKK . .

HeBo3moOXHO yoanuTb arperaTt, K KOTOPOMY npuBs3aHbl y3nbl. CHayana cnegyeT yoanutb y3nbl U3
NPUBSA3KW K arperaTty, a 3aTeM yaanuTtb arperar.

[nsa BbinonHeHus aencTeuin Hag arperatoMm B CLI ncnonb3yoT crniegyrowme KoMaHab!:

# openstack aggregate create <aggregate name>

# openstack
—-—property
—-—property

aggregate set \
<key=value> \
<key=value> \

<aggregate_name>

# openstack aggregate add host \
<aggregate name> \
<compute host_ name>
# openstack aggregate remove host \
<aggregate name> \
<compute host_ name>
# openstack aggregate delete <aggregate_name>

2.3. NMpumep co3paHua arperata y3nosB ¢ npoueccopamu AMD

Ona npumepa cosgagum arperat B CLI ¢ MMeHeM amd-cpu-agg, Ha3HayuMm emy MeTafaHHble
amd cpu=true 1 gobasBum B 3TOT arperat Asa y3na — node1 n node2, kotopble ncnonb3ytot CPU AMD:

openstack aggregate create amd-cpu-agg

availability zone
2021-12-22T07:31:13.013466
False

created at
deleted
deleted at None
id 1
name
updated at

amd-cpu-agg
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availability zone

created at 2021-12-22T07:31:13.000000
deleted False

deleted at None

hosts []

id 1

name amd-cpu-agg

properties amd cpu='true'

updated at

availability zone

created at 2021-12-22T07:31:13.000000

deleted False

deleted at None

hosts [u'nodel']

id 1

metadata {u'amd cpu': u'true', u'availability zone': u'nova'}
name amd-cpu-agg

updated at

availability zone

created at 2021-12-22T07:31:13.000000

deleted False

deleted at None

hosts [u'nodel', u'node2']

id 1

metadata {u'amd cpu': u'true', u'availability zone': u'nova'}
name amd-cpu-agg

updated at

B pesynbTaTe 6yaeT cosfaH arperat amd-cpu-agg ¢ ID 1, MeTagaHHbIMK U ABYMS y3naMu.

Hanee pobaBum MeTagaHHble amd cpu=true obnactu aggregate instance extra specs
Tpebyemow koHdurypauumn BM:

# openstack --os-cloud rustack system flavor set \

--property aggregate instance extra specs:amd cpu=true vtiny

openstack flavor show vtiny

OS-FLV-DISABLED:disabled
OS-FLV-EXT-DATA:ephemeral
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access project ids \felelS

description None

disk 0

id 1496330£-4847-4a8b-8bbb-8351£83783f4
name vtiny

os-flavor-access:is public True

properties aggregate instance extra specs:amd cpu='true'

ram 128
rxtx factor
swap

vcpus

Tenepb, Nnpu co3gaHun nons3osartenem BM c koHdurypaumen n3 npumepa vtiny, nnaHnposLimk 6yget
ncnonb3oBaTb y3nbel node1 n node2.

2.4. Co3aaHue 30H AOCTYNMHOCTU

30Ha goctynHocTu (AZ) — 370 BMAMMAS ANS NoNb3oBaTens nornyeckas abcrpakumnsa pasgeneHns y3nos
6e3 3HaHua duandeckon WHEPPACTPYKTYPbl. 30HbI AOCTYMHOCTU onpedensalTca nyteM [oGaBneHus
MeTadaHHbIX K arperaty. [lobasneHwue k arperaty genaet arperat BUANMbIM C TOYKM 3pEHMS NONb3oBaTens u
no3sonseT NnaHnpoBaTb 3k3emnnapbl BM gna onpegeneHHoro Habopa y3nos.

30HbI JOCTYMHOCTU MOTYT UCMONb30BaTbLCS, HAaNPUMep, Ans NorM4eckoro pasaeneHnst UHpPacTpyKTypbl:
pa3bneka TOR-CBUTYEN NO pa3HbIM 30HaM, pa3buBka pr3nyeckmx y3noB no pasHbiM cTorikam unu UblMun 1.4.

OpHako, HECMOTPSI Ha UX CXOACTBO, €CTb HECKONbKO AOMOSIHUTENbHBLIX Pa3fnnuyui, KoTopble criegyet
Y4UTbIBaTb NPN CPaBHEHUN 30H JOCTYMHOCTU 1 arperaToB Y3i0B:

e Y3en MOXeT ObITb 4acTbi HECKOMNbKMX arperaToB, HO TOSTbKO B OOHOW 30HE AOCTYMHOCTMU.

e Y3en ABMsIeTCs YacTblo 30HbI JOCTYNMHOCTU NO YMOJTYAHUIO, JaXe €CIM OH HE MPUHAONEXUT
arperaty. IMa 3ToW 30HbI 4OCTYNMHOCTM MO YMOMYaHNIO MOXHO HAacTPOUTb C
nomolplo default availability zone napametpa KoHdurypauun. B PYCTOIK 3oHa
OOCTYMHOCTM MO YMOJYaHUI0 Ha3blBaeTCa Nova.

MmeHa 30H poctynHoctv HE [OOJDKHbI copepxatb : (OBoeTouMe), T.K. OHO MCMNOMb3YHTCS
agMUHUCTpaTopaMu Ans yKasaHusi y3roB, Ha KOTopbIX 3anyckatotcs BM.

Co3gaHune 30HbI JOCTYNHOCTU BbIMOSHAETCH MyTEM CBA3bIBAHMA MeTafaHHbIX C arperatom ysrnos. JTO
MOXHO caenaTb B nogpasgene Arperatbl pasgena KoHdurypauumsa noptana, ucnonb3ys Knov MeTagaHHbIX
availability_zone vnwn B CLI.

[nsa cBA3bIBaHWSA MeTadaHHbIX C arperatoM B nopTane HyXHO:

e BblbpaTb arperar;

e Ha MaHenu MHCTPYMEHTOB HaxaTb KHOMKY b ;
e BBECTW Napy Kr4-3HavyeHne B OTKpbIBLUYOCS dhopMy MeTaaaHHbIe;
e HaxaTb kHonky MpUMeHUTb.
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MeTaaaHHble X

Knrou production ¥ 3HayeHue true )4 =]

JAOBABUTb

Beectun napy Kri4-3Ha4eHne MOXXHO TakKe npu co3gaHum arperarta.
[na cBa3biBaHUA MeTadaHHbIX C arperatom B CLI ncnonb3ytoT crniegyowime KoManabl:

# openstack --os-cloud rustack system aggregate create --zone azl my-aggregate
# openstack --os-cloud rustack system aggregate add host my-aggregate my-host
# openstack aggregate set \
--property availability zone=my-availability-zone2 my-aggregate2
# openstack --os—-cloud rustack system aggregate unset —--property
availability zone my-aggregate

XoT4a y3eJ1 MOXXHO 006aBUTb K HECKOSbKNM arperatam ya3JsoB, €ero HeBO3MOXXHO [06aBNTbL B HECKOJSBbKO
30H ﬂOCTyHHOCTM.HOﬂbWKa nobaBnTb y3eJ1 B HECKOJIbKO arperatoB Yy3J10B, CBA3aHHbIX C pa3HbIMU
30HaMu OOCTYMNHOCTH, NpmuBeaeT K owmnbke.

nOCMOTpeTb AOOCTYynNHbl€ 30HbI N CO30aTb BM, Ncnosnb3ya KOHKPETHYH 30HY, MOXHO C MOMOLLbIO KOMaHA:

openstack availability zone list --compute

available
available

# openstack server create --volume diskl --network netl --flavor tiny --

availability-zone azl test-server

PyHKUMOHaN Bbibopa 30HbI AOCTYNHOCTU Npu co3aanun BM goctyneH yepes APl n CLI, Ho He gocTyneH
B noprane.

Murpaums mexay pasHbiMU 30HaMW JOCTYNHOCTU HE MoaAepPKUBAETCS.

2.5. Co3gaHue M30NMpoOBaHHOrO arperaTa Ans onpeaeneHHoro NnpoeKkTa

B nnatdopme MOXHO co3paTb arperart, AOCTYMHbLIN TOMbKO ANS OfpefeneHHbIX MPOeKToB. TonbKo
NPOEKTbI, KOTOPbIE Bbl HA3HaYUTe arperaTty, CMOryT 3anyckate BM Ha y3nax arperara.

12



Penusz 2.6.1 Pykoeodcmeo admuHucmpamopa PYCTOK
M3onaumsa no npoekram ncnonb3yet cnyx0y Placement ons dounbTpaumm y3noB arperatos.

3a BKIOYEHNEe mexaHusMa msonsauum nnaHuposwmka BM Ha arperatax y3noB € onpeaeneHHbIMu
aTpnbytamm oTBevaT nepemMeHHble limit_tenants_to_placement_aggregate u
placement_aggregate _required_for_tenants B KOHdure /etc/nova/nova.conf pasgena
[scheduler]:

e limit_tenants_to_placement_aggregate — Bkno4YaeT MeXaHN3M N30MsLMU NPOEKTOB MO
arperatam;

e placement_aggregate_required_for_tenants — no ymon4yaHuio umeeT 3HaveHne False, 4yto
Mo3BONSET NPOeKTaM, He Ha3Ha4YeHHbIM KakoMy-nnbo arperaTty cosgasaTe BM Ha niobbix yanax
ntobbix arperaToB. Ecnun arperaTbl NCNONb3yOTCA ANS OrPaHNYeHNs HEKOTOPbIX MPOEKTOB, HO He
BCEX - TO 3Ha4YeHne JoMKHO BbiTb False. Ecnv Bce NpoekTbl JOMKHbI ObiTb OrpaHUYeHbl C MOMOLLbIO
arperaToB, TO 3Ha4YeHue JOSMKHO BbITb True, Ans Toro 4Ttobbl NPOEKTbl HE Nony4Yanu

HeorpaHndyeHHoe co3fgaHne BM Ha nobom goctynHom yane.
MexaHnam wusonaumMm mcnonb3yeT MeTagaHHble kntod filter_tenant_id<cydocpuke> n 3HadeHue 1D

TpebyeMoro npoekTa, HasHayeHHoro Ha arperatbl. CyddukcoM <cyddpukc> MOXeT Crnyxutb noboe
3HayeHue, yoobGHoe agMUHUCTPaTopY.

Mpn un3onsumm arperata Ansi ogHoro npoekrta, cydpdpukc B knodve filter_tenant_id MoxHO He
NCnonb30BaThb.

2.6. Mpumep n3onsauum arperaTtoB ANA onpeaenieHHbIX NPOeKToB

HacTpouika nsonsaumn arperatoB goctynHa no API, CLI n n3 noprana.
HacTtpolika arperatos B CLI:

# openstack --os-cloud rustack system project list -f value
dd928b8021064a1583b26dc97019£299 admin
0d7062££910242e799d8dd023ae69b45 userl
c9dce7ffclc84c9pbb59755061eb8295 user?
8b4ad40a9a22c47389%a282103dadbda7e user3

...SKIP...

# openstack --os-cloud rustack system aggregate set \

--property filter tenant id0O=c9dce7ffclc84c9bbb59755061eb8295 \
--property filter tenant id0d706=0d7062f£91024ae799d8dd023ae69045 \
--property filter tenant id=dd928b8021064a1583b26dc97b19£299 \
my-aggregatel

# openstack --os-cloud rustack system aggregate set \
--property filter tenant id=8b4a40a%a22c47389a282103dadbda7e \
my-aggregate?2

13
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3. KoHdurypauun

KoHcpurypaums — a1o wabnoH pecypcoB, KOTOpbI onpeaensieT npocunb BUpTyansHOro obopyaoBaHus
ansa BM. Mpu co3gaHun BM nonb3oBaTtenb AOMKeH BblIGpaTbh onpeaeneHHyo KOHpUrypauuio, noaxoasilyto
no napameTtpam gns cosgasaemon BM.

KoHdurypaums MoxeT ykasbiBaTb KOMMYECTBO CredyloLlMX PecypcoB, KOTopoe ¢uanyeckui ysen
norkeH 6yget Bolaenuntb ans BM:

o KonnyectBo BMpTYyanbHbIx LIMT;
o KonunyectBo onepatmBHon namatn, B Mb.
AOMuHUCTpaTop nnaTgopMbl yKkasbiBaeT MNPOEKTbl, KOTOpble MOryT ucnonb3oBatb KoHdwurypaumio,

coenaB ee obLLEAOCTYNHOW ANs BCEX NPOEKTOB UMW YaCTHOW ANsi onpeAeneHHbIX NPOEKTOB UM AOMEHOB.
KoHdurypaumm moryT Mcnonb3oBaTb MeTafaHHble AN yKka3aHusi He06X0AMMOCTU annapaTHON NOOAEPXKKN
ak3emnnspos BM, kBoT, Q0S u T.4. AQMUHUCTpaTOp NNnaTtdopMbl TaKKe MOXET UCMOMb30BaTb METadaHHbIe,
yTObObI HANTKU MoAxoAsmMe arperatbl y3noe angd pasmMeweHna BM. Ytobbl 3annaHmMposate BM Ha arperate
Y3I10B, HY)XHO WCMOSb30BaThb CreunanbHbin popMaT MeTafaHHbIX, yKa3as npeduKec extra specs Kro4a
C aggregate instance extra sSpecs:IpOCTPaHCTBO umeH. [lIononHUTEeNbHbIE CBEOEeHUSt CM. B
pasgene 2. .

BoamoxHocTb  ynpaBneHuss  KoHdurypaumsamu  orpaHudmBaeTcs  RBAC-nonutukamu — Buga
0s_compute_api:os-flavor-* cnyx6 Nova B caiine /etc/nova/policy.yaml

3.1. CospaHue KOHdUrypauumm

Bbl mMoxeTe cosgaBaTb M ynpaBnsaTb pasnuyHbiMM BapuaHTamu KoHdwurypauuin gns JOCTUXEHUS
onpeaeneHHbIX YHKLMIA v noBegeHns, Hanpuvep:

e YKasblBaTb KONNMYECTBO BUPTYanbHbIX LIMMT;
e YKasblBaTb KONMYECTBO OMNepaTUBHOM NaMATM U EMKOCTb OCHOBHOTO AMCKA MO YMOMYaHUIo B
COOTBETCTBMM C noTpebHocTaAMU BM;
e [lo6aBnATb MeTagaHHble, YTODObl YCTaHOBWUTL ONpedeneHHyo CKOpOoCTb BBOAA-BbiBoAa Ans BM nnu
orpaHu4yuBaTb 3anyck BM Ha onpepeneHHoM arperarte y3nos.
AgmuHucTtpatop nnatgopmbel PYCT3K moxeT cosgate Heobxoammoe konuyecTBo KoHdurypauumi.
KoHdurypaumm cosgarotcsa Kak yepes noprarn, Tak n yepes CLI.
KoHdurypaumsa cosgaetca B noapasgene Kondwurypauum BM pasgena wmeHio KoHdwumrypauums

nopTtana cneayoowmm o6pa30M:

L] HaXaTb KHOMKY Cos3paTtb + Ha naHesnn NHCTPYMEHTOB;
e  3aNOJIHUTb OTKPbIBLUYHKCA cbopMy Co3gaHue KOHCbVIpraLIVIVI BUPTYyanbHbIX MalUUH;
. HaXaTb KHOMMKY CospaThb.
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= PYCM3H @ Mnarpopma ~ A O

¢ Pecypeu KoHdnrypaLi BUpTyanbHbIX MaLIMH

= BupTyanbHble MalWKHbI =

[vcku

s O6uywit aceTyn MeTanansbie

Co3zfaHue KOH(UrypaLmun BUPTYanbHbIX MalLUH X

S Konuw 1 obpasbl v Confiouasior
&5 Cems h small
= KoHdurypauua ~ testl

Mpynnbi BM

KoHdurypauuu BM

Arperartbl

DU3MdECKUe yanbl Tononorua vCPU
p Locrynel v MeTagaHHble
Q¢ Cepsicol . NOBABUTE
fo TNorn OTMEHA

Mocne cosgaHua nybnuyHon (¢ obwwmm goctynom) KoHdurypaumm HEBO3MOXHO W3MEHUTb €ee
HaCTPOMKM JocTyna.

B CLI KoHdurypauusa co3gaétcs ¢ MOMOLLbIO KOMaHA:

# openstack --os-cloud rustack system flavor create \

--ram <size_mb> \

--vcpus <no_vcpus> \

<flavor_name>

# openstack --os-cloud rustack system

--property <key=value> \

--property <key=value> \

<flavor_name>

# openstack --os-cloud rustack system flavor unset \
--property <key> \

<flavor>

# openstack --os-cloud rustack system flavor list

# openstack --os-cloud rustack system flavor show <flavor>
# openstack --os-cloud rustack system flavor delete <flavor>

3.2. Mpumepbl co3gaHnsa KoHdUrypauum

[nsi HekoTopbIX paboynx Harpy3ok BbirogHa HacTpamBaemas Tononorusa LM, Hanpumep, B HEKOTOPbIX
onepaumoHHbIX cuctemax unm MO mMoxeT noTpeboBaTbCs APYron TN NULEH3UPOBaHMSA B 3aBUCMMOCTU OT
KonudectBa coketoB L.

Cos3gagum KoHGwUrypaumio, npu ucrnonb3oBaHum kotopon BM 6Gypoet umetb gBa coketa LM c
npoueccopamMmn, UMeLLMMKU No ABa a4pa:

# openstack --os-cloud rustack system flavor set \
--vcpus 4 --ram 1024 --public \

--property hw:cpu sockets=2 \

--property hw:cpu cores=2 \

processor topology flavor

AHarnoruyHo, cosgaanm KoHdourypaumio 4ns ogHoro npoLeccopa 1 04HOro NoToka:

# openstack --os-cloud rustack system flavor create \
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--vcpus 1 --ram 1024 --public \
--property hw:cpu cores=1 \

--property hw:cpu threads=1 \

processor topology flavor

Mpu yKkasaHUM MapameTpoB HYXHO YYECTb, YTO WX 3HAYEHWUS OOIDKHbI YAOBIIETBOPSATb YCIOBMIO:
cpu_sockets x cpu_cores x cpu_threads = konuyectBo BupTyanbHbix LM B KoHdurypauun.
3HayeHns, He YykasaHHble $BHO, B 3ToM cbopmyne npuHumatotcs 3a 1. KoHdwurypaumsa He
yAOBMeTBOpSAoLLaa aToMy ycnoBuo byaeTt HepaboTtocnocobHa v NpuBeaeT K owmnbke npu cos3gaHum
BM.

Mpumepsi:

2 Coketa x 4 Appa x 2 Notoka = 16 BuptyanbHbix LI

1 CokeT % 3 sgpa x 3 notoka = 9 BupTyanbHbix LIl

8 CoketoB x 2 Aapa x 4 lNoToka = 64 BupTyanbHbix LI

3.3. CPU-pinning

[nsi HekoTOpbIX 3agay TpebyeTcs pabota BM B pexxvme peanbHOro Unm noYTu peanbHOro BpEMEHU, YTO
HEBO3MOXHO M3-3a 3afepxXek, cosgaBaeMblx nonutukon LM no ymonuaHuo. B 3ToM cnydae nonesHo
KOHTponupoBaTb, kakme LI y3ana npuBasaHbl K BupTyanbHbiM LT BM. 3TOT mMexaHu3m M3BecTeH Kak
3akpennenne LM nnu cpu-pinning. BM ¢ 3akpenneHHbimu LM He moxeT ucnonb3oBath LM gpyron BM c
3akpenneHHbiMu LM, Tem cambiM npegoTBpaLLaeTcs KOHMPNUKT pusndecknx pecypcos mexay Takmmm BM.

Nova obGpabaTbiBaeT npoueccopbl y3na, ucnonb3yemble AN HesakpenmneHHbix BM uHade, yem Te,
KoTopble ucnonb3ytotcs BM ¢ 3akpennenHbimu L. [epBble oTcnexmBalTcs MNpy pasMelleHun ¢
ucnonb3oBaHnem Tuna pecypca VCPU 1 MoryT ncnonb3oBaTtb nepenognucky gusmyecknx pecypcos LM, a
BTOpPbIE OTCMEXMBAOTCA C UCNOMb3oBaHMeEM Tuna pecypca PCPU. No ymonyaHuio nova 6yget coobuiats 060
Bcex LI y3na kak o VCPU. OgHako, 3To noBeAeHUe MOXHO HacTpOUTb C MOMOLLbIO NapaMeTpoB KoHdura:

e compute/cpu_shared_set — ykasaTb, kakue L1 yana cnegyeT ncnons3osaTtb AN MHBEHTapu3auum
VCPU un 3anycka He3akpenneHHbix BM;
e compute/cpu_dedicated_set — ykasaTb, kakue LI y3na cnegyeT ncnons3oBartb 411
nHBeHTapusauum PCPU 1 3anycka 3akpenneHHbix BM.
Paccmotpum dusmyeckmn ysen ¢ 24 cdusnyeckumn agpamm LM ¢ BknoveHHeim Hyperthreading (HT).

AOMUHUCTPATOPY HYXXHO 3ape3epBupoBaTtb nepBoe dusndeckoe aapo LM n ero notok gna obpaboTtku
npoueccoB y3na (He and ucnonb3oBaHus BM). Kpome Toro, agMMHMUCTpaToOpy HYXXHO MCnonb3oBaTb 8
duamndeckux aaep LM yana un nx notokn ansa BbigeneHns 3akpenneHHoiM BM. OctanbHble 15 dounanyeckmx
anep UM yana n nx notokn 6yayT ncnonb3oBaTbCcs AMs BblAeNeHNst HeaakpenneHHsiM BM ¢ nepenoanuckom
8:1. Hymepauua sgep HauvHaeTca C umdpbl HOMb. Tak kak mcnonbdyetrca HT, To konuvecTBo saep
YMHOXaeTcs Ha ABa.

Ha BbluucnvtenbHoM y3ne notpebyeTcsi BHECTU M3MEHEHMSI B KOHUr /etc/nova/nova.conf U
nepesarpysuTb Cnyx0y nova-compute Ha BblYUCIIUTENBHOM y3ne:

[DEFAULT]

cpu_allocation ratio=8.0

[compute]
cpu_dedicated set=2-17

cpu_shared set=18-47

lMpoBepum pesynbTat - y3Haem ID runepsusopa ¢ umeHem 2021-compl.node.rustack.example.com u
NOCMOTPUM Ha NpeAoCcTaBnsieMble UM Pecypcebl:
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# openstack --os-cloud rustack system hypervisor list --matching compl -c ID -f value
3479dcf8-10b5-4350-9735-a6c3d3bcb934
# openstack --os-cloud rustack system resource provider inventory list 3479dcf8-10b5-4350-

9735-a6c3d3bcb934

resource_class | allocation ratio | min unit | max unit reserved step_size

MEMORY MB

DISK GB

3HaveHusa PCPU n VCPU obbeauHSIoTCa Npu pacyeTe KBOTbI NO sApam.

Monuntnkn 3akpennexuns LM HacTpanBaloTcs ¢ NOMOLLbIO MeTaAaHHbIX hw:cpu policy. CywectsyeT

Tpu nonutukK: BoigeneHHasa (dedicated), cmewanHasa (mixed) n obwas (shared). O6was (shared) nonuTtuka
NCMNonb3yeTcsi MO YMOMYaHMIO U yKasbIBaeT Ha To, YTO Y BM HeT 3akpenneHHbix LiTT.

Hn ogHa BM c 3akpenneHHbiMm LM He MoxeT ncnonb3oBaTb aapa gpyron BM ¢ 3akpenneHHbimn LM,
YTO NpefoTBpaLLaeT KOH(IMKT PECYPCOB MeXAY HUMMU.

# openstack --os-cloud rustack system flavor create \
--vcpus 2 —--ram 1024 --public \

—--property hw:cpu policy=dedicated \

cpu_pinned

# virsh vcpuinfo instance-00000021
VCPU: 0

CPU: 2

State: running

CPU time: 5.2s

CPU Affinity: --y-

VCPU: 1

CPU: 0
State: running
CPU time: 1.4s
CPU Affinity: y——-

CwmewaHHasa (mixed) nonmMTuka ykasbiBaeT Ha To, 4To BM ncnonb3yet 3akpenneHHble LI BmecTe ¢
HesakpenneHHbiMu LM, LI, 3akpenneHHble 3a BM, MOXHO ykasaTb B  MeTagaHHbIX
hw:cpu dedicated mask.

MpuMep HaCTpOWMKM MeTafaHHbIX AN UCNONb30BaHUSA cMellaHHoW nonuTtukm LMM. 4 BupTyanbHblie LM,
nepsble 2 U3 KOTOPbIX — 3akpenrieHHble LiM:

# openstack --os-cloud rustack system flavor set \
--property hw:cpu policy=mixed \
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--property hw:cpu dedicated mask=0-1 \

mixed policy

Ona otaenenns BM c¢ 3akpenneHHbimn LM ot BM ¢ HesakpenneHHbiMn LI cnegyeT ncnonb3oBaTtb
arperarthbl y3noB. [Nockonbky BM ¢ He3akpenneHHbiMu LI He yunTeiBatoT TpeboBaHus K Bbigenenuto LI
y 3aKpensieHHbIX Npu 3anycke Ha OOHUX y3nax.

Ocoboe BHMMaHME HYXHO YyAendaATb y3nam C npoueccopamuv, NoaaepXmBaroline pasnuuHble SMT
TexHonoruun. MNoTtokn B LM ¢ MHOronoTo4HOCTBIO UMEKDT pAL OBLLMX KOMMOHEHTOB, W KOHKYPEHLMS 3a 3Tn
KOMMOHEHTbl MOXeT MOBMUATbL Ha MNPOU3BOAUTENBHOCTb. YTOGbLI HACTPOUTb UCMONb30BaHUE MOTOKOB,
HeobXx0AMMO yKasaTb cneumnanbHyo NoNUTKUKy notokos LIMM.

Ona paboumx Harpysok, B KOTOPbIX COBMECTHOE MCMOMb30BaHWe MOBbILWAET MPOM3BOAUTENBHOCTD,
ncnonb3ynte SMT NOTOKM:

# openstack --os-cloud rustack system flavor set \

--property hw:cpu policy=dedicated \

--property hw:cpu thread policy=require \
cpu_smt pinned

Onsi paboynx Harpy3ok, rge Ha Npov3BOAMTENBHOCTb BMNMUAET KOHKYPEHLNS 3a Pecypchbl, UCMOMNb3ynTe
y3nbl 6€3 NOTOKOB UNu y3nbl 6e3 TexHonornm SMT:

# openstack --os-cloud rustack system flavor set \
--property hw:cpu policy=dedicated \

--property hw:cpu thread policy=isolate \
cpu_no-smt pinned

HakoHeun, ons pa60qu Harpysok, rnpu KoTopbix BfiMsHne SMT Ha npomns3BoaUTESTbHOCTb MUHUMAITBHO,
MO>HO MCNOJ1b30BaTb MNOTOKWU, €CITM OHU OOCTYMHbI. Ecnu Y35bl C MHOIONOTO4YHOCTbIO 6yuyT HEeOOCTYMNHbl —
BM 3anycTtuTcd Ha nobbIX Aapyrux ysnax. OTO 3Ha4eHne B MNOSINTUKE NOTOKOB MO YMOJ14aHU0, HO ero MOXHo
YCTAHOBUTb ABHO:

# openstack --os-cloud rustack system flavor set \
—--property hw:cpu policy=dedicated \

--property hw:cpu thread policy=prefer \

cpu prefer-smt pinned

3.4. CneuymanbHble XapaKTepuUCTUKM y3rioB (trait)

C nomouibio MeTagaHHbIX KoHdurypauum sBmuaa trait: Bo3amoxHo 3anyckate BM Ha y3nax, koTopble
UMEIT OnpeaerieHHble XapaKTepUCTMKM annapatHoro obecrnedeHusi, Hanpumep, Yyanbl, LM KoTopbix
nogaepxusaer SMT, wnm  Habopbl komaHg AVX. CuHTakcMC MeTadaHHbiX NpvHUMaeT  Bug
trait:<Ha3BaHue_XxapaKkTepucTuku>=required, ecnun xapakrepucTtuka TpebyeTca nnn B NpOTUBOMONOXHOM
cny4ae trait:<Ha3BaHue_xapaktepuctuku>=forbidden.

Mpumep cosgaHusa koHdurypauum ansa sanycka BM Ha ysnax, LI koTopbix nogaepxusatoT Habop
WHCTPYKUNn AVX2:

# openstack --os-cloud rustack system flavor set \
--property trait:HW CPU X86 AVX2=required \

Cpu_req avx2
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Cnncok OOCTYMHbIX XapakTepuUCTuK (trait) Ans yana MoXHO NOMy4YUTb KOMaHOaOoW:

# openstack --os-cloud rustack system hypervisor list --matching compl -c ID -f

value
3479dcf8-10b5-4350-9735-a6c3d3bcb934

# openstack --os-cloud rustack system resource provider trait list -f wvalue
3479dcf8-10b5-4350-9735-a6c3d3bcb 934

HW CPU X86 AVX512F

HW CPU X86 AVX512CD

HW CPU X86 AVX512BW

HW CPU X86 AVX512DQ

HW CPU X86 AVX512VL

HW CPU X86 INTEL VMX

...SKIP...

3.5. KBoTbl 1 Q0S

C nomoLpo MmeTagaHHbix KoHdurypaumi Buga quota: BO3MOXHO onpeaensitb pas3nuyHble KBOTbI A4S
BM, Hanpumep, kBoTbl CPU-BpeMeHm BbINONHEHWS Ha runepeu3ope anga gaHHon BM. Bce BM no-ymonyanuio
cosfaloTcs ¢ KBOTOM BbinonHenuns 1024. Ecnn B MeTagaHHble nepeaath quota:cpu _shares = 512, TOo BCe
BM c atum npodwmnem GygyT nonyyaTb B [Ba pas3a MeHbLUE MPOLECCOPHOr0 BPEMEHW Ha rvnepBusope
(ananor cpu_shares AnA systemd) Npy KOHKypeHUun ¢ gpyrumm BM 3a pecypcbl LITM.
Tarke MoxeT BblTb NONE3HO BKMOYNTL MEeXaHu3M ceTeBoro wewnuira (QoS) ansa nHtepdencos BM
Yyepes MeTagaHHble.
MopnepxvnBaeMble onuumn:
e quota:vif outbound average =4uCno B kunobanrax;
e quota:vif outbound burst =4ucno B kunobanrax;
e quota:vif inbound peak =u4ucno B kunobanrax;
e quota:vif inbound average =4uMCno B kunobanrax;
e quota:vif inbound burst =4ucno B kunobanrax;
e quota:vif outbound peak =uucno B kunobanrax.
MeTagaHHble Ans orpaHNYeHns AUCKOBOrO BBOAA-BbIBOAA:
disk read bytes sec
disk read iops_sec
disk write bytes sec
disk write iops sec
disk total bytes sec
disk total iops sec
Mcnonb3ys KBOTbI AWCKOBOrO BBOAA-BbIBOAA, MOXHO 3adaTb MaKCUMarbHYH CKOPOCTb 3anucu Ha
ocHoBHon auck 10 MB B cekyHAy ANS nonb3oBaTens BUpTyanbHOW MawunHel. Hanpumep:

# openstack --os-cloud rustack system flavor set \

--property quota:disk write bytes sec= \

disk quotas
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4. MnanmnpoBlymKk Nova

PYCTOK ncnonbayet cnyxby nova-scheduler, 4Tobbl OnpeaenuTb, Ha Kakom n3N4eckom ysne nnm
arperaTte y3noB crnegyeTt pa3mecTtutb aksemnnap BM. Korga cnyxba nova-compute nony4aet 3anpoc Ha
3anyck unu murpaumio BM, oHa ncnonb3yeT ykasaHHble B 3anpoce cneuudmkalmm, KoHdurypauuo n obpas
Ons noucka nogxopsduwero yana. Hanpumep, B KOHUrypaumm ¢ NOMOLLBbI MeTaAaHHbIX MOXHO YKa3blBaTb
pasnuyHble Npu3Haku, No KoTopbiM OyaneT BbiOpaH y3en Ans 3anycka ak3emnnspa BM: tun gucka,
pacwupeHne Habopa uHcTpykumi LM, BeigenenHsin GPU n mHoroe gpyroe. Cnyxba nova-scheduler
3anyckaeTcs Ha Bcex y3nax ¢ ponbio "YnpasneHne BM". B KOHTEKCTe (puNbTPOB TEPMUH «y3eN» O3HaYaeT
usnyeckun ysen c ponbeto "®dusnueckun ysen", Ha KOTOPOM 3anylleHa cnyxba nova-compute. Tak xe
nnaHnpoBLmk Nova npu Belbope pelueHuns onupaeTcs Ha cnyx0y Placement (uwsgi.placement-api), kotTopas
TaK e 3arnyckaeTcsl Ha BCex y3nax ¢ ponbto "YnpasneHue BM".

Cnyx6a nnaHuposLuka Nova anst onpegeneHys yana, Ha KOTOPOM HYXXHO 3anyCTUTb UM NeEPeMeCTUTb
BM, ncnonb3yeT KOMNOHEHTHLI B CReAyloLLEM Nopsaake :

1. TMpepBaputenbHble punbTpbl cNyxbbl Placement. Cnyx6a nnaHnpoBLUMKa BblYNCIEHNI
ucnonbdyet cnyxby Placement gnsa duneTpaunn Habopa y3noB-kaHAMAATOB Ha OCHOBE
onpeaeneHHbix aTpubyTos. Hanpumep, cepsuc Placement aBTomaTnyecku nckniovaet
OTKIMIOYEHHbIE (PU3NYECKME Y3nbl.

2. ®unbTpbl. VicnonbsyoTca cnyx6or nnaHnposLmka Nova ans onpegeneHns HadanbHoro Habopa
hm3nM4eckux y3nos, Ha KOTOPLIX criegyeT 3anyckatb ak3emnnap BM.

3. Beca. Cnyx6a nnaHmpoBLUMKa OTAaeT NPUopUTeT OTPUNBLTPOBAHHBLIM (PM3NYECKNM y3MaMm C
MOMOLLbIO CUCTEMbI B3BeLUMBaHUA. HanbonbLwunii BeC MeeT HauBbICLUWIA MPUOPUTET.

4.1. NpeaBaputenbHasa punbTpaums ¢ nomowbio Placement

Cnyxba nova-compute B3aMMoAencTBYeT co cnyxbon Placement npu co3gaHmm ak3emnnsapos BM u
ynpaeneHun umu. Cnyxba Placement oTcnexuBaeT MHBEHTaApM3auuMil0 M UCMOMb30BaHWE MNOCTaBLLMKOB
pecypcoB, Takmx Kak dusmyeckue yanol, oblime nynbl XpaHeHWs unu nynel pacnpegenenuns IP-agpecos, a
TakKe WX OOCTYMHble KONMMYEeCTBEHHble pecypchbl, Takne kak BupTyanbHble L. Jliobas cnyxba, koTopomn
Heobx0AMMO ynpaenATb BbIGOPOM 1 aHanmM3om noTpebrneHnsa pecypcos, MOXET ucnonb3osaTtb Placement.

Placement Tarke oTcnexuBaeT AOCTYMHOCTb Ka4€CTBEHHbIX PECYPCOB Y MX MOCTaBLLMKOB, Hanpuvep,
TUN AWMCKA XpPaHEHUs], KOTOPbIM 061agaeT NoCTaBLLMK PpeCcypCoB.

Cnyxb6a Placement npumeHsieT npeaBapuTenbHble punbTpbl K HAOOPY Pr3nYEeCcKnx y3nos-KaHaMOATOB
Ha OCHOBE MHBEHTapu3auui M creuunanbHbIX XapaKTepUCTUK y3roB (trait) noctaBwimka pecypcoB. MOXHO
co3gaBaTb NpeaBapuTenbHble PUNBTPLI HA OCHOBE CrEeAYOLWNX KpUTEPUEB:

nogaepxuBaemble TUMNbl 06pas3os.;
creumarnbHble XapakTepucTuku ysnos (trait);
NPOEKTbI UMK Nonb3oBaTeny;
30Ha AOCTYNHOCTW.
JocTynHble Ha nnaTgopme XxapakTePUCTUKA MOXHO BbIBECTU C MOMOLLbIO KOMaHAb!:

# openstack --os-cloud rustack system trait list

[nsa BbiBoga xapakTepuUCTUK onpeaeneHHoro yana, 3Has ero uuid, MOXHO BOCMOSfb30BaTbCA KOMaHOO0M:

# openstack --os-cloud rustack system resource provider trait list <uuid-yzmna>

4.2. DunbTpauua No xapakTepmucTMKam noctaBLiuKa pecypcoB

Y Kaxgoro nocTaBLiMKa PEecypCoB €CTb Habop crneumanbHbIX XapakTeEPUCTMK. OTO KauyeCTBEHHble
acnekTbl NOCTaBLUMKa PeCcypCcoB, HanpumMmep, TUM gUcKa XpaHeHUs unu paclumpeHne Habopa uHcTpykuun L.
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dusmdeckni ysen coobllaeT O CBOMX BO3MOXHOCTSX cepBucy Placement B Buae cneuuwanbHbIX
xapaktepuctuk. Takum obpasom, aksemnnsap BM moxeT ykasaTb, KakMe U3 3TUX XapaKTepuUCTUK eMy
HeobxoOuMbl, a Kakne He OOSDKHbl MPUCYTCTBOBATb Y MOCTaBLUMKa pecypcoB. [NnaHupoBLLMK (PU3ndecKknx
pecypcoB MOXeT MCnoNb3oBaTb 3TU NPU3HAKWM ONA onpeneneHna nogxogdilliero Cbl/l3|/|‘-IeCKOFO y3na unum
arperara y3noB Ans pa3MeLlleHns aksemnnsipa BM.

YTtobbl NO3BONWUTL MONb3oBaTensM co3gaBaTe BM Ha y3anax ¢ onpeferneHHbIMU XapakTepucTUukamu,
MOXHO onpegenuTs BapuaHT KoHdurypauun, Tpebywowmin wnvM  3anpewarwwuin  onpegeneHHyo
XapakTepucTtuky. Takke MOXHO co3gaTb o06pas, TpeOywwui unu  3anpewanwmn Ty WAM  UHYI0
XapaKTEPUCTUKY.

4.3. Co3paHune obpa3sa, TpedyroLero unu 3anpeLyaroLlero
XapaKTepUCTUKY NoCTaBLUYMKa pecypcoB

Y706bI 3annaHvpoBate BM Ha y3ne wnu arperaTe y3noB, KOTOPbIN MMeEET Kakyt-nmbo obsasatenbHyto
XapaKkTepucTuKy, MOXXHO A06aBWTb 3Ty XapakTepucTMKy B OOMOSIHUTENbHYIO MeTagaTty obpasa. Hanpumep,
4yTOObl 3annaHMpoBaTb 3K3EeMMMspbl Ha y3ne wunu arperate, KOTOpbI nogaepxvsaeT AVX-512, HyxHO
[06aBUTL CneayloLLYyo XapakTepucTuky kK obpasy:

# openstack --os-cloud rustack_system image set \
--property trait:HW_CPU_X86_AVX512BW=required \

trait-image

YT106b! OT(UNbTPOBAaTL Y3rbl, KOTOPbIE MMEIOT 3anpeLleHHY XapakTepuCTUKy, HyXHO Jo6aBuTb ee B
meTagaty obpasa. Hanpumep, 4tobbl 3anpeTtuTb nnaHvpoBaHue BM Ha ysne wnu arperate, KOTOpbIN
noaaepKMBaeT C MHOXXECTBEHHbBIM MOAKIIOYEHNEM ANCKOB, HYXXKHO A06aBuTb MeTagaTy kK obpasy:

# openstack --os-cloud rustack_system image set \
--property trait:COMPUTE_VOLUME_MULTI_ATTACH=forbidden \

trait-image

4.4. dunbTpbl Nova

Ncnonb3yemble ¢unbTpbl OnpedeneHsl B KOHpure /etc/nova/nova.conf cnyxbbl nova-
scheduler U NPUMEHSIOTCA B NOPSIAKE HANMCAHWUS:

e AvailabilityZoneFilter — cunbTpyeT y3nbl N0 30He JOCTYNHOCTU. PUNLTP NponycKaeT yanbl,
COOTBETCTBYIOLUNE 30HE AOCTYMHOCTY;

e ComputeFilter — nponyckaeT nobon y3en, cnyxba nova-compute KOTOPOro BKMOYEHA U
paboTtaerT;

e ImagePropertiesFilter — punbTpyeT y3nbl Ha ocHOBe apxuTekTypsbl LM, TMna runepsusopa u
pexuma BUPTyaribHON MalUWHbI;

e ServerGroupAntiAffinityFilter — dounbTp peanuayeTt aHTnadduHHocTb and rpynnel BM. CHavana
Bbl JOMXHbI co3faTh rpynny BM ¢ nonutukon aHTMaddUHHOCTH, 3aTeM Npu cosgaHum Hoson BM
YKaXXuUTe NnoAckasKy MnaHUpoBLUKKa «group=<uuid>», rae <uuid> — 3710 UUID co3gaHHO Bamu
rpynnsl BM. 310 npuBegeT k Tomy, 4to BM Oyaet gobasneHa B rpynny. Korga BM 6yget
3annaHupoBaHa, NonuTuka aHTnadgrHHocTn ByaeT npMMeHeHa ko Bcem BM B aTown rpynne;

e ServerGroupAffinityFilter — dunbTp paboTtaet kak ServerGroupAntiAffinityFilter ¢
NPOTMBOMOMNOXHBIM 3PPEKTOM.

e AggregatelnstanceExtraSpecsFilter — dunbTp 0TBEYaeT 3a BKMOYEHMEe MexaHM3ma
nnaHuposLwwmka BM Ha arperatax y3noB ¢ onpeaeneHHbiMy aTpubytamm
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[filter_scheduler]
available_filters = nova.scheduler filters.all_filters

enabled_filters

AvailabilityZoneFilter,ComputeFilter,ImagePropertiesFilter,ServerGroupAntiAffinityFilter,ServerGroupAffinityFilter,Aggregatel

nstanceExtraSpecsFilter

4.5. Beca

BsBelmBaloTcs Tonbko yanbl, Npoweawuve Bce cunbTpbl. Bec niwoboro ysna HauynHaetca c 0.
B3BelunBaHue ynopagoumBaeT 3TU yanbl, 40OABNSAA UMW BbluMTas M3 3HAYEHMs Beca yana, HasHayeHHoro
npeabloyliMM B3BelLuBaoWwmUM. Beca moryT 6biTb oTpuuaTtenbHbiMu. Jk3eMnnsap BM 6ygeT HasHayeH Ha
OOVH U3 Y3IOB C HauboNbLINUM BECOM.

MnaHnpoBLLUK onpedensieT BeC KaXaoro omMa3n4eckoro ysna, BbiMonHsasa crenytolive 3aaadn:

e [naHMpOBLLKK HOpManM3yeT Kaxabli Bec Ao 3HadeHnd ot 0,0 go 1,0;
e [1NaHNPOBLUMK YMHOXaET HOPMarniM30BaHHbIN BEC HA MHOXUWUTESb Beca.
MnNaHMpOoBLLMK BbIMMCISIET BECOBYO HOpManun3aLumo Ans KaXaoro Tuna pecypcoB, UCMONb3ys HDKHee U

BepXxHee 3Ha4YeHnA OOCTYNHOCTU pecypcoB Ansa (*)VI3I/I‘-I€CKVIX y3/0B-KaHONOaTOB:

e y3nam C HaMMeHbLUen JOCTYNHOCTLIo pecypca (minval) npucsamsaeTtcs O;
e y3Nnam C HauvBbICLUEW OOCTYNHOCTLIO pecypca (maxval) npucsamaetcs 1;
e y3r1aMm C JOCTYMHOCTbIO PECYPCOB B Anana3oHe minval-maxval HazHayaeTca HopManu3oBaHHbIN
BEC, paccynTbiBaemblli No cnegywowen dopmyrne: (node_resource_availability — minval) / (maxval -
minval).
Ecnu Bce pmanyeckne yanbl MIMEOT OAMHAKOBYIO AOCTYMHOCTb pecypca, TO BCE OHU HOPManuayTcs o

MnaHnpoBWMK  WUNBTPOB  B3BELUMBAET  y3Mbl Ha  OCHOBE MapameTpa  KOHdurypauuu
[filter scheduler]weight classes, no YMOJT4aHUIo 31O
nova.scheduler.weights.all weighers, KOTOPbI BbIOUpaeT cneaytoLlne B3BeLLMBaTENN:

e RAMWeigher — BbluMcnsieT BEC Ha OCHOBE LOCTYMHOM ONEpPaTUBHON NaMATM Ha PU3NYECKOM Y3rie.
CopTupoBka Npon3BOAUTCS NO HambonbLueMy Becy. Ecnm MHOXuTenb
[filter scheduler]ram weight multiplier oTpuUaTenbHbIA, GonbLuni Bec OyaeT y yana c
HavMeHbLIMM 06bEMOM AOCTYMHOW OnepaTUBHON NamsATy.

e CPUWeigher — BbluncnsieT BeC Ha OCHOBE AOCTYMNHbIX BUPTYanbHbiX LM Ha duranyeckom yane.
CopTupoBka Npov3BOAMTCA MO HaMbOorbLUEMY BbIUIPLILLHOMY Becy. Ecnn MHOXUTENb
[filter scheduler]cpu weight multiplier oTpuuaTenbHbli, 6onbLIMK BeC BydeT y yana c
HaMMEeHbLUMM KONMYeCTBOM AOCTYNHbIX LIMT.

e PCIWeigher — BbluMcCNSAeT BeC Ha OCHOBe Konu4yecTBa ycTponctB PCl Ha y3ne 1 konuyecTsa
ycTtponcTs PCI, 3anpoweHHbix BM. Hanpumep, npu Hanuumm tpex y3nos — 04HOMo C OOHUM
ycTpowncTteom PCI, ogHoro ¢ mHoxecTBoM ycTponcTs PCl n ogHoro 6e3 yctponcte PCI — nova
OOMKHa paccTaBnATb NPMOPUTETLI ANS HUX MO-Pa3HOMy B 3aBMCMMOCTU OT TpebosaHuin BM. Ecnn
BM s3anpawuBaet ogHo yctponcTtso PCI, To npegnoyTeHne criegyeT oTAaBaTb NepBOMY M3 Y3IOB.
TouHo Tak xe, ecnu BM 3anpalumBaeT Heckonbko ycTporcTs PCl, To npeanoyTeHne otaaeTcs
BTOPOMY M3 3TUX y3roB. HakoHeu, ecnv BM He 3anpawwuvsaet PCI-ycTponcTBo, npeanoyTeHune
cregyeT oTAaBaTb nocregHemy u3 aTux y3nos. UTobbl B3BewwBaHne paboTano gormKeH ObiTb
BKITHOYEH x0Ts 6bl 0AMH 13 punbTpos: PciPassthroughFilter umn NUMATopologyFilter.

e ServerGroupSoftAffinityWeigher — BbluucnsieT BeC Ha OCHOBE KONMyecTBa 9K3eMnnsapos,
paboTatoLwmx B O4HOWN 1 TOW Xe rpynne cepsepoB. Hanbonblinii Bec onpegenset
npeanoyTUTENBHbLIN y3en A8 HoBOro ak3emnnapa BM. [1na MHoXuTeNs gonyckaeTcs TOMNbKO
NonoXuTensHoe 3HavyeHue.

e ServerGroupSoftAntiAffinityWeigher — BbluncnsieT Bec NpoTMBOMNOSOXHO
ServerGroupSoftAffinityWeigher.

o BuildFailureWeigher - BbluMcnsieT BEC MO KONMMYECTBY HEAABHUX HEYAAYHbIX MOMbLITOK 3arpy3ku
BM. Ecnu HangeHo 3HaveHmne ¢ KniodoM build failure weight multiplier B MeTadaHHbIX
arperaTa, 3To 3HayeHue OyaeT BbIGpaHO B kavyecTBe MHOXUTENS Beca. Ecnn meTagaHHbIx arperaTta
Ansa y3na HangeHo 6onee ogHOro 3HayeHus, 6ygeT MCNonb30BaHO MUHMMAarbHOE 3HaYeHMne.
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5. Ounckn n CXO

5.1. BakeHAabl

5.1.1. OnucaHme paboTbl KOMMNOHEHTOB

Cnyxba 6noyHoro xpaHunuwia Cinder yctaHaBnuBaeTcs Ha y3nbl PYCTO3K ¢ ponbio "YnpaBneHue
anckamun" 1 ynpaenseT aaMUHUCTpUPOBaHneM, 6e30nacHOCTbI0, NNaHNPOBAHUEM U XKU3HEHHBLIM LIMKNOM BCEX
anckoB BM. [Incku ncnonb3ytoTcs B Ka4eCcTBe OCHOBHOMN (hOpMbI MOCTOSIHHOrO XpaHunvLia Ansi 9k3eMnisipoB
BM.

MeToq npegoctaBneHMs U UCMONb30BaHUSA XpaHuUnuvLia onpegenseTca Apansepom xpaHunuwa. Mpu
yctaHoBke B PYCTOK MoOXHO BbiOpaTb M3 OBYX OCHOBHbIX TunoB pgpamBepoB: NFS n OCFS. Takke
CyLLeCTBYeT MHOXECTBO ApanBepoB ANs BCeBO3MOXHbIX CX[], kak NporpaMMmHbIX, Tak W annapaTHbIX,
KOTOpblE NPU HEOOXOOUMOCTU HY>KHO HacTpamBaTb BpYyYHyl0. MaTpuua coBMECTMMOCTM AOCTYMNHA No aapecy:
https://wiki.openstack.org/wiki/CinderSupportMatrix

KomnoHeHTbl Cinder, apnstowmecs Yactbto nHctannauum PYCTOK:

KomMnorneHT Onmucanue

uwsgi.cinder- Touka Bxoda Ans 3anpocoB B cepBuc no npotokony HTTP. MNpuHas 3anpoc, cepsuc
api NpoBEepPST NONIHOMOYUS HA BbINOMHEHWE 3anpoca u nepenpasnseT 6pokepy coobLLeHNiA
ANa AOCTaBKu APYrMM criyk6am.

Mcnonb3yeT koHGUrypaunoHHbln gainn /etc/cinder/cinder.conf.
Jlorn nuwyTtca B dpann /var/log/cinder/api.log.

PaboTaeT B pexxume «active-active», To eCTb 3anyLleH 0gHOBPEMEHHO Ha BCEX y3nax C
ponbto "YnpaBneHve guckamu'.

cinder- CepBuc-nnaHMpoBLUUK NPUHMMAET 3anpockl OT 6pokepa CoobLLEHMIN U onpeaensieT, Kakon
scheduler y3en c paboTatoLmm cepercom cinder-volume gormkeH obpaboTaTk 3anpoc.

Mcnonb3yeT KoHdUrypaLumoHHbI dhann /etc/cinder/cinder.conf.
Jlorn nuwytca B dpann /var/log/cinder/cinder-scheduler.log.

PaboTaeT B pexxume «active-active», To eCTb 3anyLleH 0gHOBPEMEHHO Ha BCEX y3nax c
pornbto "YnpasneHue gauckamn'.

cinder- CepBuc oTBevaeT 3a B3anmogencTene ¢ 6akeHgom. MNonyyvaeT 3anpockl ot CepBuca-

volume NNaHMpPOBLLMKA N TPaHCNNpyeT HenocpeacTBEHHO B xpaHunuuie. Cinder no3sonset
OQHOBPEMEHHO UCMOMb30BaTh HECKONbKO 63keHAoB. [1py 3TOM nNpy nomoLLM PrbLTPOB
CapacityFilter u CapacityWeigher nnu guckoBbiX TUNMOB MOXHO yNpaBnaTb TEM, KaKOW
03keHA BbIGEpPET NIaHMPOBLLMK.

McnonbayeT KoHdUrypaumoHHbii dann /etc/cinder/cinder.conf.
Jlorn nuwyTca B cainn /var/log/cinder/cinder-volume.log

PaboTaeT B pexxmme «active-passive», To eCTb 3anyLLleH TONIbKO HA OQHOM M3 Y3I10B C
ponbto "YnpaenexHue guckamu”. YnpasrneHue 3anyckomM crny0obl NpoM3BOAMTCA CEPBUCOM
keepalived.

[MpoBepuTb cocTosiHNE BCex cepBmcoB Cinder MOXHO KOMaHAoW openstack volume service list
Ha nboM u3 y3noB NnaTgopMbI:
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[root@controllerl ~]# openstack volum

enabled

(SN

nova enabled

&

nova enabled
enabled

(SN

enabled

cinder-backup > . xample. cc enabled

S INe]

cinder-backup bho .no < e oV enabled

[nsa passepTbiBaHus knactepHon ®C OCFS2 Bbl AOMKHBI yCTaHOBUTL aganTepbl (HBA) Ha Bcex yanax
C ponbio "YnpasneHue guckamun" un "uanyecku ysen" B criydae ncnonb3oBaHus Fibre Channel (FC)
UNN OCYLLLECTBUTL NogknoyeHne vyepes iSCSI K aTum y3nam.

Beibpatb ¥ ckoHGUrypupoBaTb TUM AMCKOBOIMO XpaHUNMWa MO YMOSMYaHUIO BO3MOXHO U3
PYCTOK.KoHurypaTtopa. lononHMTenbHbIe TUMbI NOAKMOYATCA C MOMOLLBI0 KOH(PUIypaLMOHHbIX (balinos,
KoTopble pacnonaratoTca Ha knactepHon ®C Glusterfs n gocTynHbl Ha Bcex yanax nnatdopmbl MO NyTw
/etc/openstack/cinder_backends/.

# 1s -1 /etc/openstack/cinder backends/
cinder cinder Dec : netapp-nfs.conf

cinder cinder Nov : ocfs2.conf

5.1.2. Tun guckoBoro xpaHunuuwa NFS

CambIi NPOCTON TUN XpaHUNULLa, KOTopbIN ncnonb3yeT wapy Ha NFS-cepBepe Ang XxpaHeHus ANCKOB
BM. [1ns ncnonb3oBaHns Heobxoamm aocTynHbii NFS-cepBep, uMetoLwnii:
e npaBa 0755 Ha akcnopTMpyeMbln KaTarnor;
e onuun no_subtree_check,no_root_squash’;
e  OTKIMIOYEHHYIO Ha CTOPOHE cepBepa onuuio “-g° unum --manage-gids’ (cM. man rpc.mountd, onuus
BKMto4eHa no ymonyaHuto B Debian, oTkntoyeHa B Gentoo, CentOS).
B cnyvyae NFS wapbl MOHTUPYIOTCA B OUPEKTOPUIO Ha y3ne C 3anylleHHbIM cinder-volume rpynnbl

"YnpaBneHue guckamm":

# 1s -1d /mnt/cinder/*

Adrwxrwxr—-x 3 cinder cinder

/mnt/cinder/462c060aecacd50adod0bcbd2d6el322a’7

Toukon MOHTUpPOBaHUA ynpaBnsieT nepeMeHHass nfs_mount point_ base B koHdure 6akeHaa
letc/openstack/cinder_backends/nfs.conf. lNMo-ymonyanuio gns NFS 3HadeHne nepemeHHon /mnt/cinder.
Ha yanax rpynnbl "dpusmyeckun yzen" NFS-wwapa MoHTUpyeTcs no TpeboBaHuio npu co3gaHmn BM:

# 1s -1d /var/lib/nova/mnt/*

drwxXr-xr-x cinder cinder

/var/lib/nova/mnt/7174£653526eccel0bcad485b9d3cbear’

MapameTpsbl, ncnons3yemole B 6akeHae NFS:

e volume_backend_name = nfs — napameTp ncnonb3yeTtcsa Ang cny4yaeB HacTpomrkn multi-storage
63keHO0B: N03BONSET 06beAMHUTL HECKOIbKO B3KEHAOB No4 OAHUM UMeHeM u B criydae NFS
umeeT 3HayeHune nfs No ymonyaHuio;

e nfs nas_secure_file_permissions = true — napameTp yctaHaBnueaeT 6onee 6e3onacHble npasa
poctyna k hannam Ha NAS ans orpaHnYeHus Wmpokoro goctyna. Ecnu yctaHoBneHo 3HayeHne
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True, TOMa CO34al0TCS C paspeLleHraMm Ans nonb3osaTens u rpynna cinder (660), no ymonyaHuio
(true);

nas_secure_file_operations = true — napameTp paspelwwaet NAS paboTate B 6e30nacHom cpeae,
rae A4oCTyn root K wape 3anpeleH. Ecnn yctaHoBneHo 3HaveHue False, goctyn nonb3oBartens root
paspeLlleH, 4To HebesonacHo. 3Ha4yeHne No ymon4yaHuo: true;

volume_clear = zero — meTop 3anofiHeHMs yaanseMblX AUCKOB;

volume_driver = cinder.volume.drivers.nfs.NfsDriver — ucnonb3yembii apanBep;
max_over_subscription_ratio = 1.0 — nepenognucka;

nfs_shares_config = /etc/cinder/nfs_shares — koHcur k cbarniny c onncaHnem To4kn n
napameTpoB MoHTUpoBaHna NFS wap c cepsepa;

nfs_sparsed_volumes = true — napameTp co3gaHus ANCKOB B BUAE paspexeHHbIx darnos. Ecnn
yCTaHOBNEHO 3HayveHue False, guck cosgaeTcs Kak obbIvHbIN harn. B Takom cnyvae co3gaHue
TOMa 3aHMMaeT MHOIO BPEMEHM, N0 yMonyaHuto (true);

nfs_qcow2_volumes = false — napameTp co3gaHms qCow2 unu raw UCKoB. 3HaYeHue no
ymon4anuto: false (cosgatotcs raw auckn);

nfs_snapshot_support = true — napameTp BKMOYEHMS NOAAEPXKKM CHANWOTOB Ha guckax ¢ NFS
Wwapbl. 3Ha4YeHMe No yMOMYaHuto: true;

nfs_mount_point_base = /mnt/cinder — To4yka MoHTMpOBaHus Wapbl ¢ NFS cepBepa Ha y3nax ¢
ponamu "YnpaeneHus auckamn". 3HayeHne no ymondaxuio: (/mnt/cinder)

backup_use temp_snapshot = true.

JononHuTenbHbIe HACTPONKN:

reserved_percentage = 0 — npoueHT oT cBOGOAHOro MecTa, kotTopoe byaeT 3ape3epBMPOBaHO Ha
OakeHAae;

image_volume_cache_enabled = false — akTMBauus kawmpoBaHusi obpasoB Glance Ha JaHHOM
BakeHae;

image_volume_cache_max_size_gb = 600 — pa3smep B 6 kawa ans obpasos Glance Ha gaHHOM
OakeHAae;

image_volume_cache_max_count = 50 — konnM4yecTBo 00pa3oB B kawe Glance Ha gaHHOM
OakeHae.

Ha NFS He pa6oTatot server_clone, volume_backup 1 volume_snapshot.

5.1.3. Tun guckoBoro xpaHunuuwa OCFS2

MapameTpsbl, ncnons3yemole B 6akeHae OCFS2:

volume_backend_name = ocfs2 — napameTp ncnonb3yeTcs Ansi cnyvYaeB HAaCTPonkuM multi-
storage 63akeHAOB: NO3BONAET 0ObEAMHUTL HECKONBbKO 63KEHA0B NO4 OAHMM UMEHEM U B Cryvae
NFS umeeT 3HaveHue nfs No ymonyaHuo;

nfs nas_secure_file_permissions = true — napameTp ycTaHaBnuBaeT 6onee 6e3onacHble Npasa
poctyna k hannam Ha NAS anst orpaHuYeHuns Wmpokoro goctyna. Ecnu yctaHoBneHo 3HayeHne
True, TOMa co34aloTCsa C paspeLleHnsMu Ansa nonb3osartens u rpynna cinder (660), no ymonyaHumio
(true);

nas_secure_file_operations = true — napameTp paspewaet NAS paboTatb B 6e30nacHom cpeae,
rae A4oCTyn root K wape 3anpelleH. Ecnn yctaHoBneHo 3HaveHue False, goctyn nonb3oBartens root
paspeLlleH, 4To Hebe3onacHo. 3Ha4yeHne No ymon4yaHuto: true;

volume_clear = zero — meTop 3anonHeHns ygansemMblX AWCKOB;

volume_clear_ionice = -c3 — meTo 3anonHeHusa ygansembix AUCKoB volume_clear_ionice = -c3 —
napameTpbl AN U3MEHEHMs NpuopuTeTa BBOAA-BbIBOAA MPOLECCOM ionice, MCnonb3yemoro Ans
0BHyneHns Toma nocrie yganeHus, Hanpuvep «-c3» ansa npvoputet "idle";

volume_driver = crutches.cinder.volume.drivers.sharedfs.SharedFS — ncnone3syemblii
Apansep;

sharedfs_shares_config = /etc/cinder/ocfs_shares — koHur k hanny ¢ onMcaHMemM TOYKU 1
napameTpoB MoHTUpoBaHua NFS wap ¢ cepsepa;

sharedfs_sparsed_volumes = true — napameTp co3gaHUsA ANCKOB B BUAE Pa3pexeHHbIx halinos.
Ecnun yctaHoBneHo 3HaveHue False, guck cosgaeTcs Kak obbluHbIn tharn. B Takom crnyvae
co3gaHve ToMa 3aHMMaeT MHOrO BPEMEHU. 3HayeHre No ymonyaHuio: true;

sharedfs_reflink_cmd = cp --reflink — komaHga ans ncnonb3oBaHus CoW ¢yHKLMOHana.

[ononHuTernbHble HaCTPONKN:
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e reserved_percentage = 0 — npoueHT oT cBOGOAHOro MecTa, koTopoe byaeT 3ape3epBMPOBaHO Ha
OaKkeHae;

e image_volume_cache_enabled = false — aktnBaumsa kawmpoBaHusa obpasos Glance Ha gaHHOM
OakeHAae;

e image_volume_cache max_size gb = 600 — pa3mep B 6 kawa ansa obpasos Glance Ha gaHHOM
BakeHae;

e image_volume_cache_max_count = 50 — konn4yectBo o6pa3oB B kalle Glance Ha AaHHOM
BakeHae.

5.1.4. NMoakno4YyeHne AONOJIHUTENbHbIX TUNOB AUCKOBOro XpaHunua

Ons nogknioYeHnss JOMOSTHUTENBHOIO TUMNa XpaHunuwa HeobxoaMmo co3fatb KOHUM B AMpEKTopun
/etc/openstack/cinder_backends/ n nobaentb 3HauyeHne nepemeHHol volume_backend _name B nepemMeHHyto
enabled_backends danna /etc/cinder/cinder.conf.

Mpumep KoHduUra K netapp-nfs gpansepy:

[netapp-nfsl]
backend host = hw-n2
volume backend name=netapp-nfs

volume driver=cinder.volume.drivers.netapp.common.NetAppDriver

netapp server hostname=

netapp server port=

nas secure file permissions = true
nas_secure file operations = true

netapp transport type=http

netapp storage protocol=nfs

netapp storage family=ontap cluster
netapp login=cinder-api-user

netapp password=P@ssw0rdl23

netapp vserver=SVM NFS 01

nfs shares config=/etc/openstack/cinder/netapp shares
max over subscription ratio=

reserved percentage=

nfs sparsed volumes = true

nfs gcow2 volumes = false

nfs mount options=lookupcache=pos
nfs_mount_point base = /mnt/cinder-netapp

MopkntoyeHHbIn 6akeH B /etc/cinder/cinder.conf BMmecTe ¢ gedponTHbiM ocfs2:

# grep enabled backends /etc/cinder/cinder.conf

enabled backends = ocfs2,netapp-nfs

PYCTOK.KoHcurypatop npu MporoHe He WM3MEHSIET OOMOSHUTENbHbIE KOHGUIrypauMoHHbIe dannbl
69KeH0B, OTIINYHbIE oT /etc/openstack/cinder_backends/nfs.conf "
letc/openstack/cinder_backends/ocfs2.conf.

Takke PYCT3K.KoHdurypaTop He yaansdeTt co3faHHble JONONHUTENbHbIE TUMbl AUCKOB.

5.1.5. AnpeKkTopun xpaHeHUs1 AUCKOB

B cnyyae ucnonssoBaHns OCFS2, LUN MOHTUpYIOTCSA Ha BCex y3nax ¢ ponsmu "YnpasneHune guckamm"
n "cbmandeckuii ysen" B gupektoputo /mnt/ocfs2-<wwid>:

# 1ls -1d /mnt/ocfs2*
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drwxr-xr-x 3 cinder cinder 16 23:38 /mnt/ocfs2-
360000000000000000e00000000020001

drwxr-xr-x 2 cinder cinder 16 23:38 /mnt/ocfs2-
360000000000000000e00000000030001

B cnyuae ncnonb3oBaHusa NFS anckn BM MoHTMpytoTCs no nyTy /mnt/cinder/<BHYTPEHHUI_Xell_Luapbl>
Ha yane c 3anyweHHbiM cinder-volume u B /var/lib/nova/mnt/<BHYTpeHHW_ Xell_Liapbl> Ha y3ne c
pa6oTatowen BM.

5.1.6. Mepenognucka (oversubscription)

Mpun ncnonb3oBaHum NFS gpariBepa ans 3agaHus koadpuumneHTa nepenognmnckn NCnonb3yeTcst onuus
max_over_subscription_ratio, KoTopas 3apgaétes B KOHPUMrypaLMoHHOM danne bakeHaa
/etc/openstack/cinder_backends/nfs.conf B cekumm [nfs]. Takke Ons KOPpPeKkTHOW paboTbl Mepenogrnucku
onumsa nfs_sparsed_volumes gomkHa MMeTb 3Ha4YeHume true.

lMocne aToro M3MeHeHUs HYXHO nepes3anycTuTb paboTatLLyo cnyxby cinder-volume Ha y3nax ¢ ponbio
"YnpaBneHue gnckamu". [Ins 9TOro MoXHO BOCMOMb30BaTbLCS KOMaHAOMN:

# ansible -i /var/lib/rustack-ansible/inventory.yml cinder -a "rc-service -s

cinder-volume restart"

Mo ymonuaHuio koadppuumneHT max_over_subscription_ratio nmeet 3HayeHme 1.0. 3T0 03Ha4vaeT, 4TO
BblAENEHHbIN 00BEM AN AMCKOB HEe MOXET MnpeBbillaTb o0Wwuin dusndecknii o6béM XpaHunuuwia. Ecnn
xpanunuie o6bémom 100 6, TO 3HAUUT Ha HEM HENb3s CO34aTb TOHKMX AUCKOB OO BEMOM Bonblue, YeM Ha
100 I'6.

Ecnun namenutb koadduumneHT max_over_subscription_ratio Ha 3HaveHune 10.5, TO BblAeNeHHbIN 06BEM
0N ONCKOB MOXET MpeBbICUTb obLwmin omandeckmin o6bém xpannnuwa B 10.5 pas. Torga B xpaHunuiie
06bémom 100 '6 MOXXHO co34aTb TOHKUX AMCKOB CyMMapHbIM 06bémom 1050 6.

[nfs]

backend_host = 2021-contl
volume_backend_name = nfs
nas_secure_file_permissions = true
nas_secure_file_operations = true

volume_clear = zero

volume_clear_ionice = -c3

volume_driver = cinder.volume.drivers.nfs.NfsDriver

max_over_subscription_ratio = 10.0

nfs_shares_config = /etc/cinder/nfs_shares

nfs_sparsed_volumes = true
nfs_qgcow2_volumes = false
nfs_snapshot_support = true
nfs_mount_point_base = /mnt/cinder

backup_use_temp_snapshot = true

5.1.7. ®opmat channoB gucka

B 3aBucumoctm oT  BbibpaHHOro opmata GannoB Aucka B KOHdwure  GakeHaa
/etc/openstack/cinder_backends/ 6yayT 3anonHeHbl pasnuuHble OnuuMu, oTHOcAWMecs K popmaty dannos
XpaHUMbIX OUCKOB.

Tunbl UCNonNb3yeMbIX XpaHUMbIX AUCKOB Ha 6akeHaax NFS n OCFS2:
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e raw — "ToncTble" dpannbl TOMa, MecTo Ha 63keHAe NOMHOCTLI0 BbIAENSAETCS BO BPEMSI CO34aHMs.
OTO NpMBOAUT K YBENUYEHNIO 3aiE€PXKEK (3aBUCUT OT CKOPOCTU XpaHUnuLLA) Npy CO3A4aHMM OUCKa;

e (cow — dhaunnbl B hopMaTte qcowz;

e sparse — "paspexeHHble (ToHkue)" dpannbl ToMa, MecTo Ha 6akeHae BblaenseTcs He NOMHOCTBIO U
paspexeHHble (harnbl yBenmumBaroTcsa No mepe HeobxoanmocTu. HacTpoika npumeHseTca ans
dannos dopmaTta raw;

B cnyyae uHctannauum ¢ 6akeHgom NFS:

Mpu ucnons3osaHun RAW dhannos pekomeHayetcst aktuBupoBatb nfs_sparsed_volumes, T.k. NFS He
noaaepxusaet BbI30B fallocate() n dannesl 6yayt cosgaBatbea nocpeacrtsom dd.

B cnyyae uHctannauum c 6akeHgom OCFS2:

HeBO3MOXHO MCNonb3oBaHWe OUCKOB B dopmarte (cow, T.K. 3TO MPMBOAUT K GOMbLUIOMY NageHuto
npou3BoauTenbHOCTM Mpu  3anMcM Ha aunck. O6pasbl B ¢opmate qcow 6ygyT aBTOMaTU4ecKu
CKOHBEPTMPOBaHbI B raw Ha dTane co3gaHus gucka.

Mpn ucnonb3oBaHun RAW dannoB umMeeT cMmbicil akTmBupoBaTtb sharedfs_sparsed_volumes, T.k.
OCFS2 nogaepxumBaeT Bbi3oB fallocate() n dpannbl OygyT cosgaBaTbcst nocpeacTBOM Bbi3oBa fallocate noutn
MIHOBEHHO.

5.1.8. be3onacHoe yaaneHue auckos BM

Ons cooTrBeTcTBMA TpeboBaHUsAM B 4acTu uHOPMaUMOHHOW GedonacHocTn B nnatdopme PYCTIK
CYLLIECTBYET HECKOJIbKO METOAMK yaaneHuss AuckoB. [na HacTporikm ucnonb3yetcs napameTp volume_clear
B HacTpowikax 6akeHaa.

MapameTp MOXET NPUHUMATL CrieaytoLme 3HauYeHus:

e none — chann guMcka yaansaetcsa nocpeacTBOM KOMaHAbl Im;
e zero — (pavin aucka nepesanucbiBaeTcst HONSIMU B OAMH NPOX0A nocpeacTteom dd u 3atem
yaansieTcsl nocpeacTBOM KOMaHgbl rm.

CnegyeT yuuTbiBaTb, 4TO NPWU WCMOMb30BaHMU Volume_clear=zero ypaneHwe AWCKOB 3aHUMaeT
npogospkutTensHoe Bpems. B cnyyae nepesanucu sparse gMCKOB HOMAMU Nepe3anucbiBaeTCsl NOSHbIN
pa3mep aucka.

5.2. nckoBble TUnbl

5.2.1. Tun gucka

Mo ymonuaHuio B cucteMe cosfaHbl Tpu Tuna gucka: glance_nfs , nfs unu ocfs2, B 3aBucMMocTn ot
BbiOpaHHoro Tuna B PYCTOK.KoHdurypaTope npu pa3sepTtbiBaHuu nnatgopmsl, 1 DEFAULT .

e glance_nfs — cepBuCHbIN TN AnCKa, UCMOMb3YOLMNCA cepBrucoM Glance ans coxpaHeHus
obpa3soB Ha xpaHunuwe NFS.

e nfs — Tun gucka, ucnone3aytowmmncsa cepsucom Cinder ansa xpaHeHus gnckos BM Ha xpaHunuiie
NFS.

e ocfs2 — tun gucka, ucnonbayowmica cepsmucom Cinder ansa xpaHeHus guckoB BM Ha BroYHbIX
ycTtpoincTteax (LUN), nogaHHbIX Ha y3nbl no npokoTtonam iSCSI nnu FC.

e  DEFAULT__ — Tvin gucka no ymonyaHuto. Ecnv He ykasaH KOHKPETHbIV TUN Ancka, To OyaeT

BbIOpaH NoaxXo4sALWMA Ha OCHOBE MCMNONb3YLWMXca ounbTpoB 1 BecoB. MMogpobHee B pasgene 5.3.

# openstack volume type list

0c548032-£19d-4928-85a8-5c94be%abbel glance nfs
fe86726d-dede-43£f5-a1d4-2d188a91773d nfs
a93daab57-2b72-4bed-905b-b58421498b6C __ DEFAULT
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5.2.2. CozgaHne HOBOrro TUna gmcka

CospaHne HOBOro Tuna AmMcka MoXeT NoHagobuTes Ans Toro, YTobbl NPUBSA3aTh €ro K HOBOMY BakeHAay,
nmbo 4Tobbl 4o6aBUTL K TUNY Aucka QoS (cmoTpuTe pasgen 5.4).
Co3paHne HOBOro TMna gucka peanusyetcs KOMaHaou openstack volume type create:

# openstack volume type create gos iops100

description
id ced2c227-1b31-4£f£9-b16d-8d99d8aldefl
is public True

gos_1iopsl00

KomaHaa volume type set CBsi3biIBaeT CO3[4aHHbIN TWM AWcKa gos iops100 ¢ GakeHgom. Uwms

OakeHaa xpaHuTca B dpanne /etc/cinder/cinder.conf. Ucnone3yeTcs onumsa enabled_backends (ecnu 63keHgoB
HeCKOInbKO, TO BblbupaeTcs Tpebyemsiin):

$ grep enabled backends /etc/cinder/cinder.conf
enabled backends = nfs
$ openstack volume type set --property volume backend name=nfs gos iopsl00

KomaHgon volume type list —--long NPOBEpPSETCH YCMNELHOCTb NPOBEAEHHBIX OnepaLuii:

Is Public | Description

| ced2c227-1b31-4ff9-b16d-8d99d8aldefl | gos iopsl00 | True
volume backend name='nfs' I

| 01£7403c-cc00-4271-ad12-c50043663936 | glance_nfs | False | None | multiattach="<is>
True', volume backend name='nfs' |

| e80579d1-9eb2-4c0f-8375-95f200448e66 | nfs | True None
volume_backend name='nfs' |

| a93daa57-2b72-4bed-9b5b-b58421498b6c _ DEFAULT True | Default Volume

B gaHHom npumepe Tunbl nfs un qos_iops100 nmetoT ogMHaKoBbIN 63akeHA.
BbiBog kOMaHabl volume type list —--long NpuW cO34aHvuM TUNa Aucka Ans HOBoro 6akeHaa:

$ openstack volume type list --long

| 4c27a9b9-8al0e-491e-bbb6-39e5683aae2a | nfs_extra | True
volume_backend name='nfs2' |
| 01£7403c-cc00-4271-ad12-c50043663936 | glance nfs | False | None | multiattach="'<is>
True', volume backend name='nfs' |
| e80579d1-9eb2-4c0£-8375-95£200448e66 | nfs | True | None
volume backend name='nfs' I
| a93daab57-2b72-4bed-9b5b-b58421498b6c | _ DEFAULT__ | True | Default Volume Type
|
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B naHHoMm npumepe Tunbl nfs 1 nfs_extra uMetoT pasnuyHble 63keHAab.

5.2.3. YpaneHue Tuna gucka

,D,ﬂﬂ yoaneHna tmna gucka CHa4arna HYXXHO yaanuntb BCe OANCKU, UCNoNb3yrLuine D,aHHbIVI TN ANCKa, a
MOTOM BbINOJIHUTbL KOMaHAY openstack volume type delete:

# openstack volume type delete gos iopsl100

5.3. NMnanuposwuk Cinder

5.3.1. OnucaHune

Cinder-scheduler — 31O cepBuc, KOTOpbIM OTBeYaeT 3a BbIOGOp onTMManbHOro yana - 03keHAaa,
MPMBS3AHHOIO K AMCKOBOMY Tuny, AN pasmelleHns 6noyHbiX YCTPOWCTB XpaHeHus (ganee Ouckn) B
obnayHon WHMpPaCTpykType. Y3en BbiOUMpaeTca Ha OCHOBE pasfMYHbIX KPUTEPMEB, TaKUX Kak AOCTYMHas
€MKOCTb y3ria, KOnmM4eCcTBO CO34aHHbIX QUCKOB U T.4. [Ind 9Toro cepsmc ncnonb3yeTt pasnuyHble dunbTpbl U
Beca.

Mpn co3paHum agucka Cinder-scheduler BbIGupaeT y3en c¢ HaunydwMMKM MokasaTensiMM Ha OCHOBE
3agaHHbIX (UNLTPOB U  BecoB, 4ToObl obecneunTb 9PQEKTMBHOE UCMOMb30OBaAHWE PECYPCOB MU
MUHMMM3NPOBaTbL BO3MOXHbIE NPpOGneMbl, Takne kak neperpyska yana unm HepaBHoOMepHoe pacnpegeneHve
Harpysku.

5.3.2. ®unbTpbI
5.3.2.1. AvailabilityZoneFilter
AvailabilityZoneFilter dounbTpyeT y3nbl No 30HaM AOCTYNHOCTU. JTO NO3BOMSET M3bexaTb CO3AaHus

Omncka B 30He OOCTYMHOCTW, OTNMYatollenca OT Tol, B koTopon 6ygeTt pacnonarateca BM, ana kotopown
cosfaeTcs OUCK.

5.3.2.2. CapabilitiesFilter

CapabilitiesFilter unbTpyeT y3nbl Ha OCHOBE WX OTYETHbIX BO3MOXHOCTEW. WrHopupyetca c
apanBepamm NFS n OCFS2. Mpu ncnonb3oeannn CXL, ons paboTbl C KOTOPOW eCTb OTAENbHLIN ApaniBep,
y3rbl MOTYT COObLLaTb O CBOMX BO3MOXHOCTSAX, TAKMX Kak TWUMbl MOAKIMHOYEHHBIX ANCKOB, KOSIMYECTBO U TUMbI
ceTeBbIX MHTepdencoB U T1.4. PunbTp NO BO3MOXHOCTAM MO3BONAET BbIOMpaTh y3nbl, KOTOPbIE MMEKT
TpebyeMble BO3MOXHOCTU 41151 KOHKPETHOro 3anpoca Ha co3gaHne 6novHOro yCTponcTBa XpaHeHust.

5.3.2.3. CapacityFilter

CapacityFilter domnbTpyeT y3nbl Mo SOCTYMHOW €MKOCTU. OTO Mno3BonsieT BblbupaTtb y3nbl, KOTOpble
MMEIT AOCTaTOYHO CBOOOAHON EMKOCTM AJ1s1 pa3MeLLeHNs1 HOBOTO AUCKa.

5.3.3. Beca
5.3.3.1. AllocatedCapacityWeigher

AllocatedCapacityWeigher BbluncnsieT Bec Ans Kaxaoro y3na Ha OCHOBaHUM YxXe BblAeNeHHON eMKOCTW.
Y3en C HauMeHblUMM 3Ha4veHueM nony4vaeT Haubonbwuii Bec. Ecnn B KOH(urypaumoHHom channe
/etc/cinder/cinder.conf onpegenutb napameTp allocated capacity weight multiplier n
NMPUCBOWNTL €MY MOJIOXUTENbHOE 3HaYeHne — MOBEeAEHUEe U3MEHMTCH Ha MPOTUBOMONOXHOE, auckn byget
pa3MeLLaTbCa KOHCONMAMPOBAHO.
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5.3.3.2. CapacityWeigher

CapacityWeigher BbluMCnseT BEC AN KaX4Oro ysna Ha OCHOBE AOCTYMHON eMKOCTU. Y3nbl ¢ 6onbLuen
OOCTYNHOW eMKOCTbIO nony4yatoT 6onee BbICOKUA BEC U, CeAoBaTeNbHO, MMEKT 6oNbLINI NpuopuTeT Npu
BblbOpE y3na onsa pasmeLleHns amcka.

5.3.3.3. VolumeNumberWeigher

VolumeNumberWeigher BbluncnseT Bec ANA KaXOoro yana Ha OCHOBE KONM4ecTBa CO3AaHHbIX Ha HeM
OVUCKOB. Y3anbl C MeHbLUMM KONMUMYECTBOM CO3[aHHbIX 06bEMOB Mony4aloT Goree BbICOKMM Bec, YTOObI
YMEHbLLUTb BEPOATHOCTL Neperpysku yana.

5.3.4. Ucnonb3yowumecs Beca u punbTpbI

Hactpoutb ounbTpbl u Beca MOxHO B dhanne /etc/cinder/cinder.conf B paspgene [DEFAULT]. Mopsagok
bunbTPOB B haine KoHduUrypawmm onpegenseT nopsaaoK UX NpuMeHeHns npy Beibope y3na Ans pasmeLleHnst
auncka.

Mo ymon4yaHuto B Nnatgopme MCnonb3ylTcs cneayowme ounbTpbl U Beca:

[DEFAULT]

scheduler default filters

AvailabilityZoneFilter,CapabilitiesFilter,CapacityFilter
scheduler default weighers = CapacityWeigher

5.4. Quality of Service (QoS)

5.4.1. OnucaHue

QoS nosBongeT ycTtaHaenueaTtb orpaHudeHns IOPS ana BupTyanbHbIX OUCKOB, MpefoTBpallas
ncyeprnaHue pecypcoB xpaHunuua. Jllumutel IOPS moryT 6biTb onpegeneHsl yncnom IOPS wvnu dncnom
6antos B cekyHay (IOPS umeeT npnoputeT). MOXHO MCMONb30BaTh PA3NINYHbIE ONLUMU OFPaHNYEHNS:
read_iops_sec;
write_iops_sec;
total_iops_sec;
read_bytes sec;
write_bytes sec;
total_bytes_sec;
read_iops_sec_max;
write_iops_sec_max;
total_iops_sec_max;
read_bytes sec_max;
write_bytes sec_max;
total_bytes_sec_max;
size_iops_sec.

5.4.2. CozpgaHune

Cospgaém HoByto cneuundmkaumio QoS. 3agaém Tun 6akeHaa, onumio B opMaTe KIyY=3HavyeHne N umsi:

$ openstack volume gos create --consumer front-end --property read iops sec=100

consumer front-end
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98b4abal-b545-4524-a8d5-£150577b16b5

read iops sec='100"'

C ogHolt cneuudmnkaumneit QoS MOXHO CBA3bIBaTb HECKOMBKO ONUUIA. ATO MOXHO caenaTb cpasy npu
co3aHunn cneuuduKaLnm, ykasas HeCKONbKO NapamMeTpoB property:

$ openstack volume gos create --consumer front-end --property read iops sec=100
--property write iops sec=100 my gos2

consumer front-end

id 0a86a985-e781-40a9-9f71-4201d14ca9%9%
name my gos2

properties read iops sec='100', write iops sec='100"'

5.4.3. PepaktnpoBaHue

Onumn moxHo pobaBuTb nocne co3gaHus QO0S, ucnonb3ys KomaHgy Set ¢ ykasaHMeM MMEHU
cneundukaunn QoS. [Ana 3agaHna HOBOrO 3HAYEHUS YyXKe CYLLEeCTBYIOLLEN OnuMM OOCTaTOYHO MOBTOPHO
NPUMEHNTb KOMaHAy Set ¢ HOBbIM 3HayeHuem. Cnncok Bcex cneundukaumini QoS MOXHO y3HaTb B BblBOAE
KomaHabl list.

openstack volume gos list

R fommmm - fommm - o R

| Consumer | Associations | Properties
T ettt P fommm fommm o B Tt

0286a985-e781-40a9-9£71-4201d14ca%99% | my_gos2 | front-end | | read iops_sec write_iops_sec='100"
98b4abal-b545-4524-a8d5-£150577b16b5 | my_ gos front-end | | read_io

stack volume
ack volume

| Consumer | Associations

0286a985-e781-40a9-9£71-4201d14ca%99% | my_gos2 | front-end | | read iops_sec write_iops
98b4abal0-b545-4524-a8d5-£150577b16b5 | my gos | front-end | | read iops_sec write_iops_sec='100"
- fommm fommm o B Tt
openstack volume gos set --property write iops sec=150 my gos
> openstack volume gos list B B B

o fommmm - fommm - Fom - Rttt

| Consumer Associations | Properties
e o e e e B

0286a985-e781-40a9-9f71-4201d14ca%% | my_gos2 | front-end | | read iops_sec='100', write_iops_sec='100"
98b4aba0-b545-4524-a8d5-f150577b16b5 | my gos | front-end | | read iops_sec='100', write_iops_sec='150"

e e it fommmm - fommm - Fom - Rttt

Onuusa yganseTcs KOMaHgon unset :

$ openstack volume gos unset --property write_iops_sec my_gos
$ openstack volume gos list
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ssociations | Properties
__________ o

| 0a86a985-e781-40a9-9f71-4201d14ca9%% | my_gos2 | front-end | | read iops_: ='100"', write_iops_.

| 98b4abal0-b545-4524-a8d5-£150577b16b5 | my_gos | front-end

QoS moxeT ObITb NPUBsI3aHa K CyLLEeCTBYOLWEMY TUMNY AMCKa, MO ¢ ee UCMOoNb30BaHMEM MOXET ObITb
co3daH HoBbIM TUN gucka. NpegnoyTuTenbHee UCNonb30BaHME BTOPOro BapuaHta. Co3gagnm HOBbLIA T
aucka:

openstack volume type create gos iopsl100

description
id £f16b20a0-6786-420b-ba5c-8eaf20bd60d2
is public True

gos _iopsl100

CskeM co3faHHbIN TMN gucka qos_iops100 ¢ 6akeHgom. Nma 6akeHga OOCTYMHO K NPOCMOTPY B
danne /etc/cinder/cinder.conf (ecnv 63keHA0OB HECKONBKO, TO criegyeT BblibpaTb OAWH N3 HUX).

grep enabled backends /etc/cinder/cinder.conf

volume backend name = nfs
openstack volume type set --property volume backend name=nfs qo
openstack volume type list --long

Is Public | Description Properties

o oo fommm - oo :

£16b20a0-6786-420b-ba5c-8eaf20bd60d2 | gos_iopsl00 | True | None | volume_ backend name='nfs'
|
0c548032-£19d-4928-85a8-5c94be%abbel | glance_nfs | False | None multiattach="<is> True',
volume_backend name='nfs' |
| feB86726d-dede-43£5-a1d4-2d188a91773d | nfs | True | None | volume_backend name='nfs'
|
| a93daa57-2b72-4bed-9b5b-b58421498b6c | _ DEFAULT True | Default Volume Type |
|

o oo fommm - oo :

3aTeM HeoGxoOMMO CBA3aTb TUN Aucka co crneuudukaumenn QoS, ucnonb3ys komaHay associate. B
KayecTBe MepBoro napameTpa 3agaeTtca UMa cneundukaumum QoS, a BTOporo — UMs Tuna amcka:

openstack volume gos list
77777777777777777777777777777777777777 b

0286a985-e781-40a9-9f£71-4201d14ca%99% | my_gos2 | front-end |

98b4abal-b545-4524-a8d5-£150577b16b5 | my gos | front-end |
—————————————————————————————————————— e T e T

openstack volume type list

£16b20a0-6786-420b-ba5c-8e 0bd60d2 gos_iops100
a269b89c-celd-4d2d-bdl7-828£f93feldec nfs2
0c548032-£19d-4928-85a8-5c94be9%abbel glance_nfs
fe86726d-dede-43f5-a1d4-2d188a91773d
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OTkniounTb QOS ANst KOHKPETHOro TMMa AMCKa MOXHO KOMaHaon disassociate:

$ openstack volume gos disassociate --volume-type gos_ iopsl00 my gos

Ecnu QoS npuBssaH K HECKOMNbKUM TUMam AWCKOB, TO C NMOMOLLbIO KModa ——all MOXHO OTKMIOYMTb BCe
TUMbI IMCKOB, UCTOMb3YOLLIME AaHHbI QO0S:

$ openstack volume gos disassociate --all my gos

5.4.4. YpaneHue

[na ynaneHus cneundurkauumnm QoS HeobxoaMMo CHavana OTKIMYUTbL €€ 0TO BCEX TMMOB AUCKa, U nocne
3TOro BbIMOMHUTL KOMaHAy delete:

$ openstack volume gos disassociate --all my gos

$ openstack volume gos delete my gos

5.5. Onepauumn ¢ gucKkamun

5.5.1. KoHBepTaumsa TMna aucka 1 MUrpaumsi AUCKOB Mexay 63akeHaaMu

KoHBepTauus u murpaumsi He paboTatoT Afis AMCKa, NMOAKMYEHHOMO K BbIKMIOYEHHOW BUPTYanbHOM
MalluHe.

Ecnu k Tny ancka npusssaHa cneumdmkaums QoS, To KOHBEPTUPOBATL B 3TOT TUM AMCKA UK U3 3TOFO
TMNa gmcka MOXHO TONIbKO Torga, Korga UCXOOHbIA AUCK umeeT ctatyc JJocmyneH. [NosToMy ecnu OH
noakntoveH k BM, cHayana ero Heob6xogumo oTkNouYnTb. OTKIIOYEHNE 3arpy304HOro Aucka NpuBeaeHo
B pasgene "OTkroYeHe 1 NOAKIHYEHMEe OCHOBHOIO 3arpy3o4Horo avcka BM".

5.5.1.1. KoHBepTauusa 6e3 murpauum u ¢ Murpaumen

Bo3amoxHbl ABa BapnaHTa KoHBepTaLuuu B 3aBUCUMOCTU OT NPUBA3KM TUNOB Ancka Kk 6akeHaaM.

Ecnu Tvnbl gucka npuBasaHbl K ogHOMY 63keH4y, TO NPpW KOHBepTaLuu Mexay 3TuMm Tunamm cam gann
ancka bmanyeckn oCTaHeTCs pacnofiokeH Ha npexHem 63keHge. B cnegywowem npumepe Tunbl nfs un
gos_iops100 npuBsizaHbl K ogHOMY 63keHay — nfs:

$ openstack volume type list --long
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None | volume backend name='nfs'

| 01£7403c-cc00-4271-adl12-c50043663936 | glance nfs | False | None multiattach='<is> True'
volume backend name='nfs' |
| e80579d1-9eb2-4c0f-8375-95£200448e66 | nfs | True | None | volume_backend name='nfs'
|
| a93daa57-2b72-4bed-9b5b-b58421498b6c __ DEFAULT_ True Default Volume Type
|

ettt e oo fom e o -

Ecnu Tunbl gucka npuBasaHbl K pa3HbiM 63keHgam, TO Npy KOHBepTauuMu AUCK MUTpUpYeT Ha Opyroun
bakeHa. B cnepyowem npumepe tunbl nfs u nfs_extra npussaHbl K pasHbiM 63keHaam — nfs n nfs2

COOTBETCTBEHHO:

openstack volume type list --long

| Properties

| 4c27a9p9-8al0e-491e-bbb6-39e5683aae2a | nfs extra | True D | volume backend name='nfs2'

|
| 01£7403c-cc00-4271-adl2-c50043663936 | glance nfs | False 1 multiattach="'<is> True'

volume backend name='nfs' |
| e80579d1-9eb2-4c0f-8375-95£200448e66 | nfs | True | volume backend name='nfs"

|
| a93daab7-2b72-4bed-9b5b-b58421498b6C DEFAULT Tru Default Volume Type

MexaHn3m KOHBepTauuMu U Murpauum ans aTMx BapuaHToB oauHakoB. TpebytoTtcs umsa unm ID avcka,
KOTOPbI HY)KHO KOHBEPTUPOBATb.

$ openstack volume list --long
R e e e e e e o - - R et

| ID ne | Status | Size | Type | Bootable | Attached to
Properties
R o to————— o o fom

| 29c14074-03c5-4313-8b07-4168f9dec3b3 | Disk for testl | in-use | nfs | true | Attached to testl on /dev/vda
attached mode="'rw' |
- o m e fommm fom—— - fom—— - fommm

Ons KOHBepTaunn mexay pasHbiMu TnaMn ANCKOB UCMOJb3yeTCA creayouiad kKomaHga:

$ openstack volume set --retype-policy on-demand --type nfs extra "Disk for

testl"

Onuuen type 3agaétcs TMN Ancka, B KOTOPLIN KOHBepTUpyeTca anck. NocnegHee 3HadeHue 6e3 onuum
— 3TO MMS UCXOOHOro amMcka. BMecto nmeHn BO3MOXHO ncnonb3oBaHue ID gucka.

CnycTa HekoTopoe BpeMsi, B 3aBUCUMOCTM OT pasmepa Amcka, MPoBEPSIETCS YCNELWHOCTb MUrpaLmm u
KOHBEepTauun ancka B HOBbIN TUM:

$ openstack volume show "Disk for testl" -c migration status -c type

| migration status success
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nfs extra

Fom e fommmm - +

Cnep,yeT y4nTbIBaTh, YTO Mocne KoHBepTauuu ID ancka B UMeHu cpaﬁna Ha XpaHunnuwe N3MeHUTCA. Ons
€ro NpocMoTpa ncnoJib3yeTcAa kKomaHaa:

5.5.1.2. Murpaums 6e3 KOHBepTauumn

Murpaumsa 6e3 koHBepTaLmm Mexay 63KkeHaamMmn BO3MOXHA TONbKO B TOM Cryyae, Korga K OgHoOMy Tuny
OnCKa NpMBA3aHO HECKOSbKO O3KEeHO0B.
MpocmoTp umeHun nnu ID gucka onpegensaeTcs KOMaHOoM:

S openstack volume list
e e —— Aommmen e +
| Name | Status | Size | Attached to |
Ao e —— Aommmen e +
| 1fc383bf-a5a5-4fd3-b250-931f3c0a9385 | Disk for testl | in-use | 1 | Attached to testl on /dev/vda |

—t

MpocMOTp XpaHUNULLa, B KOTOPOM PachoNioXXeH MUrpUpyeMbIin QUCK:

S openstack volume show "Disk for test1" -c os-vol-host-attr:host

| os-vol-host-attr:host | node01@nfs2#nfs |

e mmmm e e +

Ouck pacnonoxeH Ha 63akeHae node01@nfs2 (cMMBOMbI, HAYMHAsA C PELLETKU, He ydnuTbiBatoTcs). Mms
BTOporo 63keHOa, Ha KOTOPbIA MOXET BbIMOMHATLCA MUrpaumsi OUCKa, Yyka3aHo B crtonbue Host -
370 node0l@nfs:

S openstack volume service list --service cinder-volume -c Binary -c Host

| cinder-volume | node01@nfs2 |
| cinder-volume | node01@nfs |

Frmmmmm e R S +

CnepytoLien KOMaHAOW BbINOMHAETCS MUrpauus:

S openstack volume migrate --host node01@nfs "Disk for test1"

Onuus host 3agaét umsa 63keHaa, Ha KOTOpLIN NNaHUpyeTcs MUrpMpoBaTh Auck. MNocnegHee 3HadYeHne
6e3 onuun — 3To UMSA UCXOAHOro aucka. Bmecto MeHn MoxHO ucnonb3oBaTh ID aucka.
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CnycTa HEKOTOpPOe Bpemsi, B 3aBMCMMOCTU OT pa3mepa gucka, HeoOX0AMMO MPOBEPUTL YCMELUHOCTb
Murpaummn gucka Ha 6akeHg node0l@nfs:

S openstack volume show "Disk for test1" -c migration_status -c os-vol-host-attr:host

. A e +
| Field | Value

mmmmmmm e mmmmmmmme e +

| migration_status | success |

| os-vol-host-attr:host | nodeO1@nfs#nfs |

S —— S TR— +

Cnep,yeT yuynTbiBaThb, YTO nocrie murpauun ID gucka, ykasbiBaemoe B UMEHWU cbaﬁna Ha XpaHwunwuule,
nameHuntcs. OHo AOOCTYNHO K NPOCMOTPY Nocre BbINOJIHEHNA KOMaHAbI:

S openstack volume show "Disk for test1" -c os-vol-mig-status-attr:name_id

| os-vol-mig-status-attr:name_id | c5433157-3360-49e0-b194-ec1215ed6839 |

R —— e S —————— +

5.5.1.3. NopgknioveHne kK BM 6nouHoro yctponctea ns OC runepBusopa

MogkntoyeHne Hanpsamyto 6noyHoro yctporictea n3 OC runepensopa B HACTOSALLMIA MOMEHT AOCTYMHO
yepes CLI. na Hayana Heo6xoaAMMO yCTaHOBUTL: Ha KakoM (P13NM4EeCKOM y3ne 3anyLleHa u Kakoe criyxebHoe
umsa (id) B runepsusope npucsoeHo BM. OTtm cBepeHus nponucaHbl B napameTtpax OS-EXT-SRV-
ATTR:hypervisor_hostname u id gna kaxgon BM. Takke MOXHO pykoBoacTBoBaTbCcs ctonbuamum ID u
®dun3unyeckun ysen B noprarne.

O ID dusn4eckun ysen ma KoHdurypauus vCPU RAM, I'b HDD, b P Cratyc
575c3ebf-d43d-47a7-b936-98fh72f.. aio59.node.test.com cirros tiny 1 0.5 1 192.168.0.254

[ 67fd79e0-762b-4950-b50c-87fcf87.. comp61.node.test.com test_ubunt... small 2 1 6 10.11.16.142

O d50cea27-5dbb-4b02-bbbb-c6affa9. comp60.node.test.com ubuntu small 2 1 10 192.168.0.234

Cton6usl ID 1 ®duanyeckui ysen 1 MoryT GbiTb CKpbIThbI B MopTarne.

Hanee HeobOxogumo nogkntoumtbes Kk CLI Ha dwmsmyeckun y3en, Ha KoTopoM 3anyweHa BM, wu
NOAKMYMTL NoKanbHoe BnoyYHoe ycTporcTeo k BM. Ecnv 6noyHoe yCcTponcTBO HaxoguTcsa Ha Apyrom ysne
rmnepsusopa, To BM npeasapuTernbHO HYXXHO CMUrpUpoBaTh.

[nckn, NoaknoyeHHble cnocobammn Hke, aBTOMaTUYECKN OTKIIOYaKTCA Npu BbikntoydeHnn BM. Takke

HEeBO3MOXHa Murpauua BM c nogkmnto4eHHbIMY NIOKanbHbIMU gUCKaMW.

5.5.1.4. Mpumep nogknioyeHusa PCl ycTtponcrtea

Ona npumepa Bocnonb3yemcs CL. Onpegenum, Ha kakoMm cusndeckom ysne pabortaet BM n kakoe nvsa
Ha rmnepBmn3ope oHa UMeET. [1ns 3TOro BbINOMHMM Ha foO0M 13 y3noB nNnaTtdopMbl KOMaHAY:
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ohost24 # openstack --os-cloud rustack system server show test-server -c OS-EXT-

SRV-ATTR:hypervisor hostname -c id

ohostl.node.rustack.example.com
2bdf9fcb-7966-4e7c-b437-d3246ecc3£79

Hanee nogknioummcsa no ssh Ha ysen ¢ umeHem ohostl.node.rustack.example.com n NOCMOTpPUM Ha
OOCTYMHble BroYHbLIE YCTPOMCTBA:

ohostl ~ # 1lsblk
NAME :MIN RM SIZE RO TYPE MOUNTPOINT
sda : 0 1.8T 0 disk

F-sda1 : 2M
F-sda2 : 512M
Lsda3 : 1.8T
sdb : 1.8T

part
part
part

0
0
0
0 disk

Moakntounm amck /dev/sdb ¢ yana runepsusopa k BM c id 2bdf9fcb-7966-4e7c-b437-d3246ecc3f79 ¢
nMeHem vda:

ohostl ~ # virsh attach-disk 2bdf9fcb-7966-4e7c-b437-d3246ecc3f79 /dev/sdb vda
Disk attached successfully

[ns oTkntoveHna ancka ot BM MOXHO BOCMNONb30BaTLCS KOMaHOOW:

ohostl ~ # virsh detach-disk 2bdf9fcb-7966-4e7c-b437-d3246ecc3£t79 /dev/sdb

Disk detached successfully

[ns npospayHoro obHapyXeHus OuWcka onepaunoHHon cuctemon Linux BHyTpu BM B nmapametpax
obpasa, u3 koToporo 3anytieHa BM HyXHO BbIOpaTh [UCKOBbIA KOHTPONep Virtio-scsi

5.5.1.5. Mpumep nogknroyeHna USB-yctponcrtea

Cnepylowun npumep OEMOHCTPUPYET, kak nogknoyaTte kK BM USB-ycTtpowncTsa, Hanpumep, USB-Flash-
HakonuTenu. YCTPOWCTBO [AOMKHO ObiTb NpeaBapuTENbHO MOOKIMOYEHO K (OU3NYECKOW MaluHe y3na
BMpTyanusauumn.

Hangem USB-yCTpOWCTBO, KOTOPOE HEOOXOAUMO MOOKIIOUUTL!

ohostl ~ # lsusb -v | egrep -i 'idvendor|idproduct'

idvendor 0x04ca Lite-On Technology Corp.
idProduct 0x706d

Coszpagum XML-cpbann my_usb.xml co cnefytoLlen CTpyKTypoi:

<hostdev mode='subsystem' type='usb' managed='yes'>
<source>
<vendor 1d='0x04ca'/>

<product id='0x706d'/>
</source>
</hostdev>
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roe napameTpsbl vendor id u product id Hy>KHO 3aMeHUTb Ha 3Ha4YeHus U3 BbiBoAa KoMaHabl Isusb.
Moakntounm yctporcTso K BM, ncnonesys koHdurypaumoHHsii dann my_usb.xmi:

ohostl # virsh attach-device 2bdf9fcb-7966-4e7c-b437-d3246ecc3£79 -—-fild

my usb.xml

Ecnu npn nogcoeanHeHunn yCTpOVICTBa BbIBOAUTCS OLLMOKa, Hanogobue:

error: Failed to attach device from my usb.xml
error: internal error: unable to execute QEMU command 'device add': failed to
open /dev/bus/usb/001/002: Permission denied

HeobxoOouMo aaTb npaea Ha yCTpOVICTBO nonb3oBaTtersito nova n NOBTOPUTb KOMaHAY NoAKIto4YeHnaA

ohostl ~ # chown nova /dev/bus/usb/001/002
ohostl ~ # wvirsh attach-device 2bdf9fcb-7966-4e7c-b437-d3246ecc3f79 --file

my usb.xml

5.5.2. OTKNOYeHMe N NOAKIIYEHNe OCHOBHOIO 3arpy3o4Horo aucka BM

Cnep,yeT nMmeTb BBMAy, YTO HE pekoMeHayeTCA BHOCUTb N3BMEHEHUA B 6a3y AaHHbIX.

BO3MOXHO BO3HWKHOBEHWE HEOOXOAMMOCTM OTKMYEeHUS OCHOBHOrO amucka oT BM (/dev/hda,
/dev/vda/, /dev/sda— B3aBUCUMOCTM OT TMMa KOHTponnepa). Hanpumep, ecnu K Tuny gucka npmeBs3aHa
cneundukauma QoS, To KOHBEPTUPOBATL B STOT TUM AMCKA UNW U3 3TOrO TUNa AMCKa MOXHO TONbKO Toraa,
Koraa ucxofHbld Auck umeet cratyc [ocmyneH. [loaToMy ecnu OH nogknioyveH kK BM, cHavana HyxHO
OTKINIOYUTL €ro.

Ecnu npu cosgaHmm BM 6bin ycTaHoBREH cnaxok B Yekbokce YaanaTe BMecTe ¢ BM, n nocne atoro
ObIfT OTKMOYEH M CHOBA NOLKIHOYEH OCHOBHOM 3arpy304HbI ANCK, 3TOT YeKOOKC CTaHET HeakTyarneH, T0
ecTb nocre yganexuus BM 3arpy3ouHbin guck He ByaeTt yaanéH.

Hanpumep, B kKa4yecTBe ONCKOBOro KOHTponnepa mcnonedyetcs VirtlO, no3aTomy AMCKOBbIE YCTPOWCTBA
UMerT umeHa B popmaTe /devivdX.

Insa ycnelwHoro oTknodeHus gucka oT BM B 6asax gaHHbix Cinder 1 Nova Hy)XHO M3MEHUTb UMS
yCTpoWcTBa Ha oTnu4Hoe oT /dev/vda, a Takke B 6a3e gaHHbIX Nova nameHuTb boot_index Ha 1.

CHavana HeobxoguMo BbIKMOUYNMTE BM B kOHCONM KoMaHAoh sudo poweroff. KomaHoon volume
list onpegensertca ID OCHOBHOMO 3arpy304HOro AMCKa, KOTOPLIN HY)XHO OTKMOUYUTL (3Ha4YeHue B ctonbue
Bootable gns Takoro gucka — true).
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Hanee cnepyet BHeCcTM wu3aMmeHeHuss B 6ase paHHbix Cinder, noactaBnss nonyyYyeHHolr 1D u3
npeablayllero BbiBOAa koMaHAbl. [MogknioyaTtecs Kk 6ase gaHHbIX HeobxoouMMo C HoAbl, ANA KOTOpPOW
ycTaHoBneHa ponb "Basa gaHHbIX", n KoTOopas sBnsieTcd primary Hogow (onpegensieTcs KOMaHOon su

postgres -c "repmgrl3 cluster show").

$ sudo -u postgres psgl cinder

cinder=# SELECT * FROM volume attachment WHERE volume id = '2c4d44b4-4886-4426-
96ba-45e203e3e218";

cinder=# UPDATE volume attachment SET mountpoint = '/dev/vdx' WHERE volume id =
'2c4d44b4-4886-4426-96ba-45e203e3e218"';

UPDATE 1

Hanee BHocATCA n3meHeHus B 6a3se aaHHbIX Nova. MNogkniounTbes k 6ase gaHHbIX HEO6X0OUMO C HOAPbI,
ONs KOTOpon ycTaHoBneHa ponb "basa aaHHbIX", U KOTOpasa siBnsieTca primary HOAOMW.

$ sudo -u postgres psgl nova

nova=# SELECT * FROM block device mapping WHERE volume id = '2c4d44b4-4886-4426-
96ba-45e203e3e218"';

nova=# UPDATE block device mapping SET device name = '/dev/vdx', boot index =
'l'" WHERE volume id = '2c4d44b4-4886-4426-96ba-45e203e3e218"';

UPDATE 1

3arem oTknoyaeTca auck ot BM komaHOom server remove volume W NPOBEPSETCH YCMELUHOCTb
OTKIIOYEeHNs aucka ot BM.

$ openstack server remove volume testl "Disk for testl"
$ openstack volume show "Disk for testl" -c attachments

lMocrne 3Toro BO3MOXHO OCYLLECTBUTL Tpebyemble onepauun ¢ AUCKOM (Hanpumep, KOHBEPTUPOBaHUe
Tvna gucka).
lMocne aToro auck nogknoyvaeTca K BM komaHaon server add volume M MPOBEPSIETCH YCNELHOCTb

noaKroyeHusa aucka kK BM.
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BbinonHeHne obpaTtHbix nameHeHun B 6a3e gaHHbix Cinder:

$ sudo -u postgres psgl cinder

cinder=# UPDATE volume attachment SET mountpoint = '/dev/vda' WHERE volume id =
'2c4d44b4-4886-4426-96ba-45e203e3e218"' and deleted =
UPDATE 1

BbinonHeHue obpaTHbIX M3MeHeHun B 6a3e aaHHbIX Nova:

$ sudo -u postgres psgl nova

nova=# UPDATE block device mapping SET device name = '/dev/vda', boot index =
'0' WHERE volume id = '2c4d44b4-4886-4426-96ba-45e203e3e218' AND deleted

UPDATE 1

3anyck BM BbInonHseTcs cnegytoLlen KoMaHaou:

$ openstack server reboot --hard testl

lMpoBepka ycnewHocTn 3anycka BM:

$ openstack server show testl -c status
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6. CeTb

Pykosodcmeo admuHucmpamopa PYCTOK

6.1. KOMNoHeHTbI ceTeBOM NOACUCTEMbI

KoMNOHEHTHI ceTeBon nogcucTeMsl PYCTOK  (OpenStack Neutron) HacTpavBaloTcH
PYCTOK.KoHdpurypaTtopom npu passepTbiBaHUM nnatgopmbl. [Ans yCTaHOBKM OCHOBHOMO KOMMOHEHTa B
napameTpax y3na JorbkHa ObiTh BKMOYEHa porb «YMNpaBreHne CeTAMU»: OHa BKMNIOYAETCs aBTOMaTUYECKU
npwu Bbldope npodunern OcHoBHOW, [ONONHUTENBHbLIN Npu Ao6aBneHumn yana. [JononHUTENbHbIE KOMMOHEHTHI
yCTaHaBMMBalTCA NPWU BKINIOYEHUN ponu «Dusnyeckuin ysen» — 3Ta ponb BKAKYAETCHA NPU UCNOMb30BaHUN
npodunen ApouTp n BelumcnuTenbHbIA y3en.

Ponb y3na npu

KomnoHeHT(cnyx6a) OnucaHue
KOHdurypaumm
ovsdb-server BM 6a3bl gaHHbIX, OCYLLECTBSIOWNIA XpaHEHWEe KOHUrypaumm YnpasneHue
1 HacTpoek Open vSwitch. ceTamu

ovs-vswitchd

neutron-openvswitch-

agent

neutron-dhcp-agent

neutron-I3-agent

neutron-metadata-
agent

neutron-bgp-dragent

neutron-server

neutron-ovs-cleanup

[eMoH, ocyLecTBNSALWUA HACTPOVKY U KOHTPOIb
kommyTtaTopoB Open vSwitch B OC y3ana.

AreHT, OCYyLLIECTBIIAIOLMIA HACTPONKY CeTeN Ans BUPTYasbHbIX
MaLlVH.

AreHT, npegocTaensowmin cnyxosl DHCP gns nogceten
nonb3oBartenien. [Ansa Kaxgon noaceT, B KOTOPOW Ha3HaYeH
DHCP-cepBep, areHT co3gaeTt NpoCcTPaHCTBO MMEH BMAa:
gqdhcp-<NET-UUID>, B kOTOPOM OTAENbHLIN NpoLecc dnsmasq
Bbigenset IP-agpeca.

AreHT, peanuayowun mapwpyTtmsaumio u NAT nocpeactsom
iptables n ceTeBoro crteka onepawlmMoHHON CUCTEMbI. N3onaums
MapLUpyTU3NPYEMbIX CETEN OCYLLECTBIAETCH C NMOMOLLBIO
MexaHu3Mma ip namespaces.

AreHT, NnpegocTaBnawLLmMn MeTagaHHble (hostname, ssh-knoy u

T.4.) BUPTYyanbHbIM MallnHam ¢ agpeca http://169.254.169.254
npu NOMOLLM NPOCTpaHCcTBa MMEH poyTepa unu DHCP-cepeepa.

AreHT gMHammyeckoin MapLipyTusaunm BGP, no3sonstoLuii
06bABNATL NpedUKChbl BUPTYarbHbIX ceTel

nonb3oBaTenei U3NYECKUM CeTEBbLIM YCTPOWCTBAM, KOTopble
noaaepXvBatoT NPOTOKOMbI ANHAMMUYECKOW MapLLpPYTU3aLnn.

[eMoH, ynpaensaoLwuin Nonb3oBaTeNbCKMMU 3anpocamm u
npegocrtasnsaowmnin API-nHTepdeiic.

Cnyxb6a, yoanstowas noptel BM n gpyrux cywHocTen 13 6asbl
Open vSwitch. 3anyckaeTcs npuy 3arpyske onepalmoHHON
cUCTEMBI y3na.
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Kak n ans 6onbwuHctBa cepeucoB PYCTOK, ana dyHkumoHupoBaHus ceteBbix cnyx6 Neutron
TpebytoTes:
e JOCTYN K 3k3emnnsApy B[, koTopbin paboTaeT nnm Ha OAHOM, UM Ha HECKONbKKX (B pexxume HA)
y3nax;
e aocCTyn K paboTatoLen cnyxbe coobieHnin — BM Rabbitmg;
poctyn kK BM kawmposaHusa Redis;

JocTyn k cnyxbe naeHtngmkaumm — Keystone, a Takke COOTBETCTBYOLLME 3anucu: user, role, n
endpoint.

6.2. NMNoToku Tpacuka

B pasgene onuncbiBaeTcs NOTOK ceTeBOro Tpadmka ans camoro npoctoro Tuna cermeHtaumm — VLAN,
B TPEX pacnpoOCTPaHEHHbIX CLIeHapUsX:

o «CeBep-HOr» — mexay BupTyanbHbIMKU MawwmHamu u cetamu B PYCTOK n cetamm BHelHero mupa;

o «BocTtok-3anag»-1 — mexay BMpTyarnbHbIMU MallMHAMMK Ha pa3HbIX y3nax B OOHOW CeTH;

o «Boctok-3anag»-2 — mexay BUpTyanbHbIMU MallMHaMM Ha OAHOM Y3rie B pasHbIX CETSIX.
MprMepbl UICNOMb3YIOT CrEeAYOLLYI0 KOHUIYpaLIUKO:

e BuMpTyanbHas mawuHa VM1;

e BuMpTyanobHas mawuHa VM2;

e BHyTpeHHsAda ceTb Net1 (VLANID 101);

e BHyTpeHHsAda ceTb Net2 (VLANID 102);

e m3unyeckas cetb (trunk VLANIDs 101-102).

6.2.1. CueHapun «CeBep-tOr»

BupTtyanbHasa mawwuHa VM1 oTnpasnseT nakeT B VIHTEpHeT.
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/ DUINUECKUIA y3en \
B

VM1 mocT Linux
gbr

_.@__u.:

' o ™
i H:‘:;:y; cets MHTErpaLMoHHLIA MOCT
br-phys br-int

Q&8 @a

S —
/ dunsnyeckasa ceTb \

PoyTep KommyTaTop

BE- g

® dusnyeckasn cete @ Netl

AMperdipoeaHHasn VLAN 101

MNMyTb naketa Ha pU3nyeckom ysne:

nHtepgenc VM1 (1) nepecbinaeT nakeT Ha NnopTt mMocTa Linux (2) yepes BupTyarnbHble CeTEBbIE
UHTepdencol veth;

nakeT NpoxoauT dunbTpaumio npasun rpynnsl 6e3onacHocty (3) B MmocTe Linux;

nopt OVS mocTa Linux (4) nepeHanpaBnseT nakeT Ha NOPT UHTErpaumMoHHoro mocta OVS (5) uepes
veth;

MOCT nHTerpauumn OVS gobaBnseT kK nakeTy BHyTpeHHUI Ter VLAN;

nopT int-br-phys MocTa uHterpaumm OVS (6) nepeHanpasnseT nakeT Ha NOpT phy-br-phys
mocTa OVS B humanyeckyto cetb (7);

MocT OVS B un3nyeckyto ceTb MeHsieT BHYTpeHHun Ter VLAN Ha daktudeckuii Ter VLAN 101;
CeTeBOW MOPT MOCTa B hmsmyeckyto cetb OVS (8) nepeHanpaBnseT naket Ha U3nN4eCcK1ii CETEBOW
uHtepdenc (9).

MyTb naketa B ¢hmanyeckom ceTeBomn MHPpPaCcTPyKType:

busnyeckun ceTeBon MHTepernc nepecoinaeT nakeT Ha kommyTtaTop (10);

kommyTtaTop yaansieT Ter VLAN 101 u3 nakeTa 1 nepecbinaeT ero Ha mapuupyTtusatop (11);
MapLupyTu3aTop nepeHanpasnseT nakeT u3 umanyeckon cetu (12) Bo BHeLHIOWO ceTb (13) n
OTnpaBnseT nakeT Ha kommyTaTop (14);

KOMMYyTaTop nepecbinaeT nakeT B BbllLecToswyto ceTb (15);

nakeT yxoaut B IHTepHeT (16) .

OTBeTHbIN Tpaduk NPOXoauT B 0bpaTHOM NocreaoBaTeNnbHOCTMY.

6.2.2. CueHapum «Boctok-3anag»-1: BM B ogHoOM ceTu

BuptyansHaa mawmHa VM1 otnpaBnsieT nakeT mawwmHe VM2.
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MocCT Linux )
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. ™
WHTEMPaLMOHHBINR MOCT
br-int

@ &
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@ @
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© dusnyeckasa cets @ Netl

Arpervposad-an

MyTb naketa Ha chusnyeckom ysne 1:

VLAN 101

nHtepdenc VM1 (1) nepecbinaet naket Ha NopT MocTa Linux (2) yepes BUpTyarnbHble ceTeBble

UHTepdencol veth;

nakeT NpoxoauT dunbTpaumio npasun rpynnsl 6es3onacHocty (3) B MmocTe Linux;
nopt OVS mocTa Linux (4) nepeHanpaBnsieT nakeT Ha NOPT UHTerpaumMoHHoro mocta OVS (5) yepes

veth;

MOCT uHTerpaumm OVS gobaBnseT k nakeTy BHyTpeHHun Ter VLAN;
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e NOpT int-br-phys MocTa uHterpaumm OVS (6) nepeHanpasnsaeT naket Ha NopT phy-br-phys
mMocTta OVS B domanyeckyto cetb (7);
e MocT OVS B hmsmyeckyto ceTb MeHsieT BHyTpeHHuI Ter VLAN Ha daktmnyeckun ter VLAN 101;
e ceTeBOW NOPT MOcCTa B hunsnyeckyto cetb OVS (8) nepeHanpaBnseT nakeT Ha PU3N4ECKUI CeTeBOW
nHtepdenc (9).
MyTb nakeTa B husnyeckom ceteBon UH(pacTpyKrype:
e un3nyeckuin ceTeBom MHTepdENC nepeckinaeT naket Ha kommyTtatop (10);
e KOMMYyTaTOp nepecbinaeT nakeT ¢ dpusmyeckoro yana 1 Ha dusmdeckun ysen 2 (11).
MyTb naketa Ha n3nyeckom ysne 2:
o dm3nyeckuin ceteBon MHTepdenc (12) nepeckiniaeT NakeT Ha CeTEBOM NOPT MOCTa B (oM3NYECKYHO
cetb OVS (13);
e MopT phy-br-phys MocTa npoBavngepa OVS (14) nepeHanpaBnsieT NakeT Ha MOPT int-br-phys
MocTa uHTerpaumm OVS (15);
e MOCT nHTerpauum OVS meHseT aktmnyeckmii Ter VLAN 101 Ha BHyTpeHHu Ter VLAN,;
e MopT rpynnbl 6e3onacHoCcTN MocTa uHTerpaumm OVS (16) nepeHanpasnseT nakeT Ha nopT OVS
MOCTa MHTerpaumm rpynnsl 6esonacHoctu (17);
e MakeT NpoxoauT dunbTpaLmio npasun rpynnel 6esonacHocTn B mocTte Linux (18);
¢ nopT BM mocTa Linux (19) nepecbinaet naket Ha uHtepdenc VM2 (20) yepes veth.
OTBEeTHbIN TpadMK NPOXOAUT B 06paTHON NocrnefoBaTENbHOCTY.

6.2.3. CueHapumn «BocTtok-3anag»-2: BM B pa3HbIx ceTsax

BupTyanbHas mawwuHa VM1 oTnpasnsieT nakeT malwuvHe VM2 yepes MapLipyTusatop B um3ndeckKoit
ceTu.

B npumepe obe BM HaxogaTcs Ha OOHOM M TOM e cumaudeckom yane. [pyn 3TOM nokasaHo, Kak
TermpoBaHve VLAN no3BOSMSIET HECKOMbKUM JIOrMYEeCKUM CeTSM MCMNosib3oBaTb OAHY M Ty Xe
PU3NYECKYIO CETb YPOBHS 2.

/ dU3NYECKMI y3en \

VM1 MocT Linux
qbr

MocT Linux VM2
qbr

m@ L

WHTEMPaLMOHHbIA MOCT

MOCT B
DMIMYECKYHD CETh
br-phys

a dusnyeckasn CeTb\ N\

PoyTep ™ / KoMmMyTaTop

@
.
- ’ J

@, tDM3w-|e(:Kas=| cetb @ Netl O Net2

pervpoeaqHas WLAN 101 AN 10

MNMyTb nakeTta Ha pU3ny4YecKom ysne:
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1. wuHTepcperc VM1 (1) nepecbinaet naket Ha nopT MocTa Linux (2) yepes BUpTyanbHble CEeTEBbIE
UHTepdencol veth;

2. nakeT npoxoauT cunbTpaumio npaeun rpynnesl 6e3onacHocty (3) B mocTe Linux;

3. nopt OVS mocTa Linux (4) nepeHanpaBnsieT NakeT Ha NOpPT MHTerpaumoHHoro mocta OVS (5) vepes
veth;

4. MocT uHterpaumm OVS pgobasnseT k nakeTy BHyTpeHHuU Ter VLAN;

5. nopT int-br-phys MocTa uHTerpaumm OVS (6) nepeHanpaBnsieT nakeT Ha NopT phy-br-phys
mMocTta OVS B douanyeckyto cetb (7);

6. mocT OVS B hmsmyeckyto ceTb MeHseT BHyTpeHHun Ter VLAN Ha caktnyeckmii Ter VLAN 101;

7. ceTeBoW NOpT MocTa B hmnsnyeckyto cetb OVS (8) nepeHanpaBnseT naket Ha M3NYeCKUin CETEBOW

nHtepdenc (9).
MyTb nakeTta B puanyeckom ceTeBon UHPpacTpykKType:

dunsnyeckun ceTeBon MHTepec nepeckinaeT nakeT Ha kommyTtaTop (10);

kommyTtaTtop ygansieT Ter VLAN 101 u3 nakeTa n nepecbinaeT ero mapLipytumsaTtopy (11);

MapLupyTmnsaTop HanpasnsieT nakeT us cetn Net1 (12) B cetb Net2 (13);

MapLUpyTU3aTop NepecbinaeT naket kommytatopy (14);

koMmyTaTop gobasnset k nakeTy Ter VLAN 102 n nepecbinaet ero Ha dmamdeckuin ysen (15).
MyTb naketa Ha pn3nyveckom ysne:

o usnyeckum ceteBon nHTepdenc (16) nepecobinaeT NnakeT Ha ceTeBomn Nopt mocta OVS B
dmasmnyeckyro cetb (17);

e MopT phy-br-phys MocTa npoavigepa OVS (18) nepeHanpaBnseT NakeT Ha NOPT UCNPaBIEHNS
phy-br-phys mMocTa uHterpauum OVS (19);

e MocT nHTerpauumn OVS meHseT daktudeckuin Ter VLAN 102 Ha BHYTpeHHUI Ter VLAN;

e nopT mocTa uHTerpauum OVS (20) yoansaeT BHyTpeHHUI Ter VLAN 1 nepeHanpaBnseT nakeT Ha
nopt OVS mocrTa Linux (21);

e MakeT NpoxoauT dunbTpaumio npasun rpynnel 6esonacHocTn (22) B mocTe Linux;

e nopt BM mocTa Linux (23) nepecbinaet naket Ha uHTepderic VM2 (24) yepes veth.

6.3. CermeHTauus

CermeHTtaumsi — 310 pasgeneHue ogHon U3NYeCcKon CeTU Ha MHOXeCTBO cermeHToB. B PYCTOIK noa
3TUM TEPMWHOM MOHMMAETCS B MEPBYIO ovYepelb CO3faHue BUPTYyarbHbIX CeTell Ha YpOoBHe Mnatdopmsl, B
KOTOpble NOAKMYaTCA CeTEBbIE YCTPOWCTBA, Hanpumep, noptel BM n poytepos. PYCT3K nogaepxuvsaet
[ABa TMna cermMeHTauun: ¢ ucnonb3oBaHnem VLAN U Yepes OBeprienHble CeTu.

6.3.1. VLAN (Virtual Local Area Network)

VLAN — aTOo npocTeniasa TeXHONorMa cermMeHTaLmm, kKotopasa no3sonseT pasgensts usndeckyro L2-
CETb Ha HECKOIbKO BUPTYyarbHbIX CETEW, Kaxdas M3 KOTopbix paboTaeT B oTaenbHOM broadcast-gomeHe.
CeTeBble UHTEpPGENCHI, HACTPOEHHBIE Ha Mucnonb3oBaHue VLAN, nobaenaioT B 3aronoBok Ethernet-cpperima
JononHUTENbHYO WHopMaumio, copgepxawyto Ter VLAN — Homep B AuanasoHe 1-4096, koTopbin
ucrnonb3yetca AN OnpefesieHus rpaHul, LIMPOKOBeLLaTeENbLHOro AOMeHa M paspellaeT unum 3anpellaet
npoxop perima yepes NHTepdencI.

Owana3soH no ymonyaHuto: 100:200.

MakcumanbHbIN avana3oH: 1:4094.

Ons uvcnonb3oBaHUs 3TOr0 TUMa CerMeHTauMM BeCb YKasdaHHbIA AuvanasoH VLAN  JOSKeH
npucyTcTBOBaThb B (pusmyeckon ceTu. [MPOKOHCYNbTUPYWTECH O AOCTYMHbLIX AN WUCMONb30BaHUS
3Ha4YeHMUsAX C CeTEBbLIM agMUHUCTPATOPOM.

6.3.2. OBepneiHble ceTn

OBepnenHble ceTu, B OTNUYME OT VLAN, WUCMNONb3YT MHKANCYMAUMIO M TEXHOINOMMU BUPTYasbHbIX
ceTeBbIX MHTepdencoB (VNI) AN CO34aHUS NTOTMYECKUX CErMEHTOB MOBEpPX uanyeckon cetn. Ato Gonee
COBpPEMEHHbIE TWUMbl CErMeHTauuu, KOTopble MO3BONAT co3gaBaTe ropa3go 6onbluee KOnM4ecTBO
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BMPTYalbHbIX CETEBLIX CErMEHTOB 63 HEOBXOAMMOCTN MOAAEPKKMA U HACTPOMKN CO CTOPOHbLI (PU3NYECKON
cetn. M3 HepocTaTkoB CeTeM TakKoro Tuna MOXHO OTMETUTb [AONOMHUTENbHYK Harpysky Ha CPU u
ymeHbLieHne MTU npu nHkancynaumm.

6.3.2.1. VXLAN (Virtual eXtensible Local Area Network)

Texuosorusa VxLAN Oblna co3gaHa kak 6onee rmbkasa anbtepHatmea VLAN. OHa No3BonseT co3gaBaTb
BMpTyanbHble CceTn C Oonee BbICOKMMM MaclTabMpyemMoCTbl0 M NPOM3BOAUTENBHOCTBI:  VxLAN
nogaepxusaeTr Ao 16 MUNNMOHOB BUPTYamnbHbIX ceTen, B oTtnmume oT 4096 y VLAN. OTO TexHomnorus
TYHHENMpoBaHWs, KoTopas paboTaeT noBepx TpPeTbero YpPOBHS CyLlecTBYOLWEen ¢U3NYECKONn cetu W
ncrnonb3yet eé B kayectBe UDP-TpaHcnopTa Ans CBOMX NaKeTOB.

[Anana3oH no ymonyaHuto: 1:65000.

MakcumanbHbIN AManasoH: 1:224.

6.3.2.2. GRE (Generic Routing Encapsulation)

GRE — 3TO NpOTOKON CO34aHWs TYHHENUPOBaHHbIX coeauMHeHun. OBblMHO GRE MCNONb3yeTcsa Ans
co3faHusa BUpTyanbHbIX YacTHeix ceten (VPN), Ho B PYCTOK Ha ero 6a3e ocHoBaH oaunH n3 crnocobos
CO34aHus BUPTYarbHbIX CETEeN Ans ncnonb3oBaHuns BM.

OnanasoH no ymon4yaHui: 1:65000.

MakcumanbHbIM gManasoH: 1:224.

6.3.2.3. GENEVE (Generic Network Virtualization Encapsulation)

Geneve — 3TO COBPEMEHHbBIN NPOTOKON CErMeHTaummn, KOTopbin 6bin pa3paboTaH Ana 3aMeHbl VxLAN K
GRE. OTnnyaeTtca 6onbluen macutabnpyeMocTbio, TMOKOCTBIO U MOAAEPXKKOM BoNbLUero KonmyecTsa ceTeBblX
PYHKUNA.

[nana3oH no ymonyaHuio: 1:65000.

MakcumanbHbIN gUanasoH: 1:224.

6.3.3. CermeHTauusa B PYCTIK

Tun cermeHTaunm no ymonyaHuio — Geneve.

[dvanasoHbl  CerMeHToB,  OOCTYMHbIX  Ans  CO34aHus  ceTewn, HacTpauBaloTCd  Yepes
PYCTO3K.KoHdurypatop npu ycTaHOBKE, @ TUM CErmMeHTauuu BblIGMpaeTcs AN KaX4oW HOBOW ceTu npu
co3gaHumn. CeTn € pasHbiM TUMOM CErMEHTaLMM MOXHO CBsi3aTb Mexady cODOM Ha CeTEBOM YpOBHE MOAEMNM
OSI yepes poyTtep.

Mpu cosgaHuM ceTU MOXHO yKasaTb TOMbKO €€ WMA, a ocCTanbHble napameTpbl MNOACTaBATCA
aBTOMaTUYeCKN 1 ByayT UCNONb30BaTh 3HAYEHMS NO YMOSYaHUIO: HAaNpUMep, B KAa4eCTBe TUna cermeHTauum
Oyoet BbiOpaH nepBbin  TMN CcO CcBOOOAHBIMM  MNynamMy K3  MEPEYUCNEHHBIX B  MNapameTtpe
tenant network types KOH(PUrypaumoHHoro aina /etc/neutron/plugin.ini.

KOHKpeTHbIi CermMeHT Takke aBTOMaTU4YeCcKM BbIOMpaeTcsa M3 Nyna, ykasaHHOro B napameTpe
<segmentation type> ranges B KOHUrypauuoHHOM danne /etc/neutron/plugin.ini Ans
BbIOpaHHOro TMna cermeHTauun. Hanpumep, onst VLAN:

[mI2_type_vlan]

network_vlan_ranges = default:

OyneT BbibpaH nepBbIi CBOOOAHBLIN VLANID M3 gmManasoHa 2352 :2360.
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AOMUHUCTpPATOP NPU CO34aHUM CEeTU MOXET MUCMOoNb30BaTb VLANID, HE OTHOCALWMACA K MNyny Mo
ymMon4yaHuio. Hanpumep, B MHCTaNnAUuM M3 npumepa Bbille agMUHUCTPATOP MOXET co3faTb CeTb C
VLANID 1000, KOTOpbIA HE BXOAUT B Nyn 2352 :2360.

6.4. Cetmn

Cetn B PYCT3K — 370 peanusaumsi coeanHeHuin BTOPOro ypoBHst mogenun OSI, HO ¢ AONONHUTENBHOMN
nogogepxkon DHCP u cnyx® wmeTagaHHbix. B cnydae wcnonb3oBaHusi VLAN-cermeHTauuu, ceTtu
COMOCTaBNATCA C CyllecTByOWMMU Ha duandyeckom obopyaoBaHun ceTamu pgataueHtpa. [pu
NCNONb30BaHUN OBEPIIENHbIX CETEN CEeTU BTOPOro YPOBHS CO34alOTCHA B TYHHENsX, MOCTPOEHHbIX MOBEPX
TpeTbero ypoBHsi pusmyeckon cetu. lNocne cos3gaHusi ceTu B He MOXHO CO30aTb MHOXECTBO MOACETEWN,
peanuaylLnX NoAKMIOYEeHNs TPETLENO YPOBHSI.

3a co3pgaHue n ynpaeneHue cetammn B PYCT3K otBevaeT Open vSwitch.

6.4.1. Open vSwitch

Open vSwitch (OVS) — 310 ocHoBa ceTeBon apxutektypbl PYCTOK. OH npepctaBnsieT cobon
NporpaMmHo-onpeaensaemMbli KOMMYTaTop, aHasnorMyHblil NPOrpaMMHOMY ceTeBoMmy MocTy Linux. OVS
obecneymBaeT KOMMYTaLMIO BUPTYanbHbIX CETEN U MOXET MHTErPMPOBATLCH C (PU3NYECKMMU KOMMYyTaTopamm
C mcnonb3oBaHneM OYHKUMIN YPOBHA 2, TakMX Kak Tern STP, LACP u 802.1Q VLAN. Open vSwitch Takke
nogaepXuBaeT TyHHENUpoOBaHue VxLAN, Geneve U GRE.

6.4.1.1. BHyTpeHHee yCTPOUCTBO

Open vSwitch cocTonT U3 TPEX OCHOBHbIX KOMMOHEHTOB!

e openvswitch — MOAyNb S4pa, 3KBUBANEHTEH ASIC Ha annapaTHOM KOMMyTaTope: 3TO MMOCKOCTb
OaHHbIX (data plane) kommyTaTopa, rae NpoMcxXoauT Bcst 06paboTka nakeTos;

e ovs-vswitchd — AEMOH , KOTOPbIV BbIMNOMHAETCS B NOMb30BATENbCKOM NPOCTPAHCTBE HA KaXXaoMm
PU3NYEeCKoM XOCTe C ponamu «YnpasneHue cetaMmm» U «Pusndeckuin ysen» u onpegenser, kak
OyQeT 3anporpammMMpoBaH MoAyIb A4pa;

e Open vSwitch Database Server (OVSDB) — nokanbHasi 6a3a faHHbIX Ha KaXO0M
hbun3nyeckom cepBepe, KOTopas XPaHUT KOHUIypaLnio BUPTYanbHbIX KOMMYTAaTOPOB Ha XOCTE.

HarnsgHo:
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[MpocTpaHcTBO
none3oBaTtenA
ovs-vsctl ovs—-dpctl ovs—appctl ovs-ofctl
MpumeHAET KoOHMUIypauuio
>
ovs-vswitchd
ovsdb-server L
-~ CoxpaHAeT KoHuUrypauuo
________________________________________________________________________________________________ MpocTpaHcTBO
Anpa OC
mMoaynb Agpa
openvwswitch
CeteBoe
yCTPOCTBO

BHELWIHAAR ceTb

CeTeBble ycTpoicTa B KoHuenumm Open vSwitch, genaTtca Ha NsaTb TUMNOB:
tap-ycTponcTBa;
MoCThbI Linux;
BMpTYyanbHble kabenu (veth);
mocTbl OVS;
BUpTYyarnbHble natykopabl K OVS-nopTam.
Tap-uHTepcencbl CO30aOTCA UM UCNOMb3YIOTCA TMNEPBM3OPOM AN MOAKIYEHUS]  TOCTEBbIX

onepaunoHHbIX CUCTEM K (PU3UHECKOMY y3Mny. ITU BUPTYyarnbHble UHTEpPEENCbl COOTBETCTBYIOT CeTEBbIM
uHtepdencam BHyTpu BM. Kagp Ethernet, oTnpaBneHHbli Ha tap-yCTPOMCTBO Ha PU3UYECKOM yane,
NPUHUMaeTCa roCTeBOW onepaumoHHon cuctemon BM, a kagpbl, NpUHATLIE M3 FOCTEBOW OMepaLUoHHON
cuctembl BM, BBOASTCS B ceTeBOM CTEK (hn3NYecKoro yana.

MocT Linux — 3TO BUpTyanbHbIN UHTEpPdENC (CBUTY), KOTOPbIA COEAMHSAET HECKOIbKO CeTeBblX
nHtepdencos. B PYCT3K mMocT 06bI4HO BKrtovaeT B cebs dpmanyeckuii nuHtepgenc n oguH nnu HecKorbKo
BUPTYarbHbIX UNu tap-uHTepdencos.

BuptyanbHble kabenu Virtual Ethernet (veth) npeactasnsioT cobon BupTyanbHble UHTEPEENCHI,
UMUTUPYIOLLME ceTeBble coeanHuTenbHble kabenn. PYCT3K ncnonb3yeT veth-kxabenu NPU NOAKITHOYEHUN

Mexay ceTeBbIMW MPOCTPaHCTBaMM MMEH M MocTamu Linux, a Takke npv NogkmyeHun MocToB Linux k
koMmmyTaTopam Open vSwitch.

MocTbl OVS — 370 BMpTYyarnbHble nHTepdenchl, aHanor MocToB Linux, HO npegocTaensiowme Gonee
LUMPOKNA (PYHKLIMOHAI, HanpuMep, BO3MOXXHOCTb MOAKMIOYEHUSA TYHHENNPOBAaHHbLIX COEANHEHU.

BupTtyanbHble natykopabl OVS — 3TO BCTPOEHHbLIA TUM MOPTOB, KOTOPLIA MMUTUPYET MoBefeHune
BMpPTyanbHoro kabens veth, HO ONTUMM3NPOBAH AN UCNOMb30BaHWA ¢ MocTamun OVS. MNpu noaknoyeHnm
AByx MoctoB OVS, NopT Ha Kax[aoOM KOMMYyTaTope 3apesepBMpOBaH Kak patch-nopT. Patch-nopTe
co3garTcs C WMMEHeM MNapHOro KoMMyTaTopa, KOTOpoe COOTBETCTBYET patch-mopry Ha APYrom
KOMMyTaTope.

6.4.1.2. Open vSwitch Ha ¢hmanyeckunx yanax

TunnyHas KoHpUrypauusi B yNpoLLEHHOM BUAE BbIrISAANT Tak:

1 shc

£28506f-8ale-48c4-87d4-469bb0c7e8ff
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Manager "ptcp:66

Bridge br-int
fail mode: secure
Port br-int
Interface br-int
type: internal
Port "qv
tag:
Interface "gvo9coefcae-6e"
Port int-br-phys
Interface int-br-phys
type: patch
options: {peer=phy-br-phys}
Bridge br-phys
Port phy-br-phys
Interface phy-br-phys
type: patch
options: {peer=int-br-phys}
Port br-phys
Interface br-phys
type: internal
Port "bondO"
Interface "bond0O"

ovs version: "2.3.1"

B OVsS cosgaHo gBa MocTa: br-int M br-phys. B br-phys nogknioyeH ceTteBon arperart
onepaunoHHOM cucTeMbl bond0 U BUPTYarnbHbIA NaTykopa phy-br-phys B MOCT br-int.
br-int — WMHTErpaumoHHbIN MOCT, MpegHa3HAYEeHHbIN ANs NOAKMIOYEHUS BUPTyanbHbIX MawuH. B
npuBeaEHHON KOHUrypaLumn K HeMy NOAKMYEHbI TPU nopTa:
e br-int COOTBETCTBYEeT CaMOMY MOCTY,
e int-br-phys - COEOUHEHME C MOCTOM br-phys, NpuxoasLlee B HEro MHTeppencom phy-br-
phys,
e gvo9cbefcae-6e — UHTEpPdENC NOAKNIOYEHNA BUPTYaribHON MaLLVHbI.
PaccmoTpuMm nogkntodeHue cepeepa nogpobHee.
B nopt gvo9cé6efcae-6e MOAKMOYEH UHTEPENC gvo9cbefcae—-6e, KOTOPbIN BTOPbIM KOHLIOM
gvb9c6efcae-6e NOAKMOYEH B MOCT Linux gbr9céefcae—-6e. B 3TOT e MOCT nogkntodeH nHtepdenc
tap9c6efcae-6e, NpuHagnexawmm sanyweHHon BM ¢ ID Ocbd7ald-1e75-4660-8152-90£09697b904:

# ip 1 | grep ¢ 9c6

40: gvo9cebefcae-6elqvb9cbefcae-be: <BROADCAST,MULTICAST, PROMISC, UP, LOWER UP>
mtu 1500 gdisc noqueue master ovs-system state UP mode DEFAULT glen 1000

41: qvb9cebefcae-6elgvo9cbefcae-be: <BROADCAST,MULTICAST, PROMISC, UP, LOWER UP>
mtu 1500 gdisc noqueue master gbr9cobefcae-6e state UP mode DEFAULT glen 1000

[root@compute ~]# brctl shc fo o 6ef

gbr9ctefcae-6e 8000.4e25fe7b33a7 gvb9cbefcae-6e
tap9coefcae-6e

# ip a | grep -Al ta

42: tap9cbefcae-6e: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast
master gbr9ctefcae-6e state UNKNOWN glen 1000
link/ether fe:16:3e:78:3a:c6 brd ff:ff:ff:ff:ff:ff

CooTtBeTcTBME WUHTEpdenca KOHKpeTHom BM onpegensetca no  uvaeHTUdukatopy MopTa,
nogxntoyeHHoro kK BM:
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# ope ac ort list server 0Ocbd7ald-1e75-4660-8152-90£09697b904 egrep -1
"id|9cobefcae

| ID | Name | MAC Address | Fixed IP Addresses
| Status |

| 9coefcae-6eld-4fba-9e71-3076802£9758 | | fa:16:3e:78:3a:c6
ip address='192.168.88.124"', subnet id='a443bc05-b8b9-4771-al2b-0638befd401£5"' | ACTIVE |

CxeMaTU4HO 3TO BbIMMSANT Tak:

6.4.1.3. Open vSwitch Ha y3nax ¢ ponbto «YnpaBreHue ceTamm»

Open vSwitch Ha Takux yanax nmeet 6onee CnoxHyr KoOHUrypawumto, 4em Ha (m3nmdeckmx yanax:

# ovs-vsctl show
723e18de-a9d0-4ae5-9d93-ded702a93158
Manager "ptcp:6640:127.0.0.1"
Bridge br-phys
Port phy-br-phys
Interface phy-br-phys
type: patch
options: {peer=int-br-phys}
Port br-phys
Interface br-phys
type: internal
Port "bondO"
Interface "bond0O"
Bridge br-int
fail mode: secure
Port int-br-phys
Interface int-br-phys
type: patch
options: {peer=phy-br-phys}
Port "gg-2ab5c9cf-05"
tag: 3
Interface "gg-2ab5c9cf-05"
type: internal
Port "gr-abbb4c29-7b"
tag: 2
Interface "gr-ab5b4c29-7b"
type: internal
Port "ha-493f39%a8-a6"
tag: 4
Interface "ha-493f39a8-a6"
type: internal
Port br-int
Interface br-int
type: internal
Port "tap83171bc3-22"
tag: 2
Interface "tap83171bc3-22"
type: internal

ovs_version: "2.3.1"
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30ecb Mbl BUAUM Te XXe MOCTbl br-int U br-phys, Kak U Ha (OM3N4EeCKOM y3ne, NpU4ém KoHUrypaumns
br-phys NOMNHOCTbIO MAEHTUYHA. PaccMoTpum nogpobHee koHUrypaumo br-int.

WHTepdeinc tap83171bc3-22 npUHagNexuT dnsmasg-cepsepy, paboTatoemy B
COOTBETCTBYIOLLIEM NpocTpaHcTBe MMeH. C aToro uHTepcdperica obenyxmsarotca BM, npuHagnexaiime cetu
N3 NpocTpaHCcTBa MMeH. [Ing kaxxaon noaceTn, B KOTOPOM oTmeveHa cnyxba DHCP, 3anyckaeTtcs oTaenbHbIn

dnsmasg-cepBep.

Mo nmeHM 3Toro MHTepdEeca MOXHO HAWTU SK3EMNNSAP NpoLecca dnsmasg B CUCTEME U NMPOCMOTPETb
€ro KoHdUrypaumto, BoljaHHbIE agpeca apeHabl U Apyrne napameTpsl:

# ps aux ) z
nobody 20916 0.0 0.0 15676 2004 2 S Janll 0:02 dnsmasg --no-
hosts --no-resolv --strict-order --bind-interfaces --interface=tap83171bc3-22 --

except-interface=1lo --pid-file=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-al2b-
0638befd401£f5/pid --dhcp-hostsfile=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-al2b-

0638bef401f5/host --addn-hosts=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-al2b-
0638bef401£f5/addn hosts --dhcp-optsfile=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-
al2b-0638befd401f5/opts --dhcp-leasefile=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-
al2b-0638befd401f5/leases --dhcp-range=set:tag0,192.168.88.0,static,86400s --dhcp-
lease-max=256 --conf-file=/etc/neutron/dnsmasqg.conf --domain=openstacklocal

[na BM yepes aT0T nHTEpPdENC NPeaoCcTaBnsalnTCsa MeTagaHHble U cnyxbbl DHCP, DNS.

# ip netns exec qdhcp-a443bc05-b8b9-4771-a12b-0638bef401f5 ip a | grep -Al tap83171bc3-22
9: tap83171bc3-22: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UNKNOWN glen 1000
link/ether fa:16:3e:f0:b1:7a brd ff:ff:ff:ff:ff:ff
inet 192.168.88.3/24 brd 192.168.88.255 scope global tap83171bc3-22
valid_|ft forever preferred_|ft forever
inet 169.254.169.254/16 brd 169.254.255.255 scope global tap83171bc3-22
valid_|ft forever preferred_|Ift forever

[root@controller ~]# ip netns exec qdhcp-a443bc05-b8b9-4771-a12b-0638bef401f5 ss -4lnp | egrep "67|53|80"
tcp UNCONN 0 O 192.168.88.3:53 **  users:(("dnsmasq",20916,8))

tcp UNCONN 0 O 169.254.169.254:53 **  users:(("dnsmasq",20916,6))

tcp UNCONN 0 O *:67 **  users:(("dnsmasq",20916,4))

tcp LISTEN 0 128 *:80 *:*  users:(("neutron-ns-meta",2970,5))

tcp LISTEN 0 5 192.168.88.3:53 *:*  users:(("dnsmasq",20916,9))

tcp LISTEN 0 5 169.254.169.254:53 *:*  users:(("dnsmasq",20916,7))

MopT M uHTepdeic ha-493f39a8-a6 npuHagnexatr HA-poyTepy M y4yacTByloT B npoueccax
opraHu3aLumn BbICOKOW JOCTYMHOCTH.
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Mo umMeHn aToro mHTepdhenca MOXHO HaWTu xennep, ynpasBfslOLWMKA MPOLECcCOM keepalived B
cucTeme, M MPOCMOTPETb €ro pid, BblAaHHbIE aApeca apeHabl 1 Apyrue napameTpbl:

# ps aux | grep ha-493f39a8-a6
neutron 3074 0.0 0.3 302208 49092 ? S 2018 0:04 /usr/bin/python3.7 /usr/lib/python-exec/python3.7/neutron-
keepalived-state-change --router_id=fbbc09f0-0673-49e8-8c5f-770798202239 --namespace=qrouter-fbbc09f0-0673-49e8-

8c5f-770798202239 --conf_dir=/var/lib/neutron/ha_confs/fbbc09f0-0673-49e8-8c5f-770798202239 --
monitor_interface=ha-493f39a8-a6  --monitor_cidr=169.254.0.1/24  --pid_file=/var/lib/neutron/external/pids/fbbc09f0-
0673-49e8-8c5f-770798202239.monitor.pid --state_path=/var/lib/neutron --user=9003 --group=9003

A TaKke cTaTyc TekyLlero nHctaHca keepalived no oTHOLIEHUIO K APYTMM KOHTponnepam, for dannbsi u
OPYryro MHhopMaLmio.

# cat /var/lib/neutron/ha_confs/fbbc09f0-0673-49e8-8c5f-770798202239/state

master

MopT u uHTepdenc gr-ab5b4c29-7b NpUHaANexaT MapLpyTM3aTopy, CMOTPALLEMY B BUPTYarbHYIO
noaceTb 1 gepxawemy IP-agpec, SBnaOLWMIACA LUTHO30M U3 3TON BUPTYanbHON CETHU.

MopT 1 uHTepdenc gg-2ab5c9cf-05 npuHagnexaT MapLipyTusaTtopy, CMOTPSLLEMY B peasnbHyo
noaceTb M gepxawemy IP-agpec, ABMAIOLWMACA WNH30M A4St MapLupyTusaTtopa.

6.5. NMNoacetu

MoaceTn — 370 NpeacTaBneHne B pamkax nnatgpopmel ceteBoro ypoBHs mogenu OSI (L3).PakTtuuecku
370 6noku IP-agpecoBs 1 conyTcTBYyOWas KoHurypauus, kotopas 6yaeTt nepeaaHa BUPTyanbHbIM MallMHaM
npu nogkritodeHum Kk atom nogcetv: DHCP, DNS, cTtaTudeckune MapLupyThbl.

Mpu cosgaHun nogceTn, NOMUMO CTaHAAPTHbLIX CETEBbIX HAaCTPOEK: WMEeHW, agpecaumm n Tomy
nogo6Horo, MoXHO BblibpaTh Bepcuto npotokona IP. Mpu Beibope IPV6 cTaHoOBATCA AOCTYNHbI onummn «Pexum
agpecaumm» n «Pexunm RA», KOTopble OTBEYaloT 3a TO, OTKyAa U Kakum obpasom nogkrnoveHHas K noaceTy
BM nony4yaet IP-agpec v ONONHUTENBHYIO UHAOPMaLMIO.

Bo3moXHble KOMBMHAaLMM 3TUX OMNLUIA:

Pexum Pexum
PesynbTtat
RA agpecauum
He 3agaHo slaac BM nonydyaet IPv6-agpec oT BHeLUHEro MapLpyTtusaTopa (He ynpaBnsemoro

PYCTO3K) ¢ ncnonbssosaHmem SLAAC.

He 3agaHo  dhcpv6-  BM nonyyaet IPv6-agpec u gononHutensHyo nHgopmauuo ot PYCTOIK
stateful (dnsmasq) ¢ UICNONb30BaHNEM DHCPv6 C OTCNEeXUBAHMEM COCTOSIHUSA.

He 3agaHo  dhcpv6-  BM nonyuaet IPv6-agpec oT BHELIHEro MapLipyTtusaropa ¢ UCMNosfib30BaHUEM
stateless  SLAAC v gononHuTenbHy nHgopmaumio ot PYCTIK (dnsmasqg) ¢
ncnonb3oBaHneM DHCPv6 6e3 cOXpaHeHUs COCTOSIHUS.

slaac He 3agaHo BM ucnonb3yeT SLAAC Ansg nonyyvenns IPv6-agpeca ot PYCTOIK (radvd).

dhcpv6-  He 3agaHo BM nony4yaet agpec IPv6 u 4ONONHUTENBHYIO MHADOPMALUIO OT BHELLHEro
stateful cepBepa DHCPv6 C OTCNeXUBaHMEM COCTOSIHUA.

54



Penus 2.6.1
Pexum Pexum
RA agpecauuu
dhcpv6-  He 3apgaHo
stateless
slaac slaac
dhcpv6- dhcpv6-
stateful stateful
dhcpv6- dhcpv6-
stateless stateless
6.6. MNMopTbl

6.6.1. CeTeBble NopThl

Pykoeodcmeo admuHucmpamopa PYCTOK

PesynbTtat

BM nony4yaet agpec IPv6 ot PYCT3K (radvd) ¢ nomoLlbto SLAAC 1
OOMONHUTENBHYIO MHCpOPMaUUo OT BHELLHEro cepeepa DHCPv6 6e3
COXpaHeHUsi COCTOSAHUS.

BM nony4aet IPv6-agpec oT PYCTOK (radvd) ¢ ucnonb3oBaHmem SLAAC.

BM nony4aet IPv6-agpec 1 gononHuTenbHyo nHdopmaumio ot PYCTOK
(dnsmasq) ¢ Ncnonb3oBaHMeM DHCPv6 C OTCNEeXUBaHUEM COCTOSAHUS.

BM nony4aet IPv6-agpec oT PYCTOK (radvd) ¢ ucnonb3oBaHnem SLAAC U
OONONHUTENbHYI MHpopMauuio OT PycTak (dnsmasqg) C UCNOMb30BaHWEM
DHCPv6 6e3 coxpaHeHUs COCTOSAHUA.

Mopt B PYCT3OK — 31O normyeckoe nogkrtoyveHne BUPTYyanbHOMo CETEBOro MHTepdenca K noaceTu.
MopTel MoryT 6bITb cBA3aHbl ¢ BM, DHCP-cepBepamu, mapLupyTnsaTopamMu, MEXCETEBbIMU 3KpaHaMmu,
OanaHcMpoBLUMKaMK Harpyskn u T1.40. MoxHO gaxe cosgatb nopTbl, YToOblI MPOCTO 3ape3epBupoBaTh |IP-

agpeca u3 noAceTW. Neutron XpaHWT B3aMMOCBS3W MOPTOB B CBOel 6ase AaHHbIX, U MCMONb3yeT Ty
MHcbopMaumio Ans co3AaHus KOMMYTUPYIOLLUMX COeAMHEHWUIA Ha YpOBHE BUPTYanbHOro KoMMyTaTopa yepes
CeTeBOW NnarvH 1 areHT. Besiknin pas, Korga YTo-To NoakntyaeTcs K NOACETH, 3TO CoeAnHEHNE HasbiBaeTCs
nopTtoM. MopT Takke onucbiBaeT COOTBETCTBYIOLLYIO CETEBYIO KOH(bUrypaumio, Takyto kak MAC- u IP-agpec,
KoTopble 6yayT UCMONb30BaTLCA HA 3TOM MOPTY.

Y nopToB ecTb aTpUBYT Device Owner, KOTOPbIA ONpedensieT, K KaKoMy TUMY OTHOCUTCS KOHKPETHbI

nopT:

247"
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275-41fc
'10.10.10.10", 5 ) ) 9b7151cf9 ACTIVE | None

6.6.2. OCHOBHbI€ TUNbI NOPTOB

compute:nova — nopT noaknoveHnss BM. 3Tu nopTbl 00bIYHO CcO34al0TCA aBTOMAaTMYECKM B MpoLecce
CO3[aHus BUPTYanbHOW MallMHbI. YacTb «compute» ykasbliBaeT, YTO NOPT CO34aH Ha BbIYMCINTENBHOM Y3re.

network:dhcp — nopT, cBasaHHbIN ¢ cepeepom DHCP. YacTb «network» nogpasymeBaeT, YTO 9TOT NOpT
CO3[aH Ha y3re C posnblo «ynpasneHune cetammy». B cnyyae, korga ata posnib HACTpOeHa Ha HECKOMbKUX y3nax,
ONSA KaXxaon ceTn co3aaeTcs HECKOSbKO Taknx nopToB, N0 OAHOMY Ha KaXabl y3ern.

network:router_interface — w03 BO BHELLHIOWO CETb AN NOACETM 1 ee BUPTYyarnbHbIX MawWwuH. Takve
nopTbl CO3Aal0TCA MPU MOAKIKYEHUM poyTepa K NOAcCeTU, U, Kak U B NpeablayllemMm criydyae, co3gaércs no
OZIHOMY MOPTY Ha KaXXOoOM Yy3re C porblo «yrnpaBneHne ceTammy.

router_gateway — LUNO3 NOAKMOYEHNS pOyTEPa BO BHELLUHIOK CeTb.

network:floatingip — nopt nnaeatowero IP. ®akTnyecku nopT He co3gaeTcs — obpaTuTe BHUMaHWe Ha
none Status B NUCTUHre NopToB Boiwe. Ho B HenMcnence poyTtepa Ha yane ¢ BM, koTtopow npuHagnexvt
a70T IP, co3gaeTcs npaBuio iptables, obecneunBatoiee TpaHCNAUMIO NnaeatoLlero |P Bo BHYTpeHHUN IP-
agpec BM:

node03 ~ $ ip netns exec grouter-86£f5ce20-1926-4d58-b7a7-5£3fd49e897e iptables-
save|grep "10.11.15.150"
-A neutron-13-agent-PREROUTING -d 10.11.15.150/32 -i rfp-86f5ce20-1 -j DNAT --

to-destination 10.10.10.80
-A neutron-13-agent-float-snat 10.10.10.80/32 -j SNAT --to-source
10.11.15.150 --random-fully

network:floatingip_agent_gateway — nopTbl 415 BbIxo4a BO BHeLHOW ceTb BM ¢ nnasatowmmun IP.
Cospgatotcss aBTOMaTUYECKN, Ha BCEX y3ax C PONsiMU «yrnpaBreHne CeTAMUY U «PU3NYECKUA y3en».

network:router_ha_interface — noptbl Ans obecnevyeHnss oTkasoycTondumBocTu poytepa. CosgatoTcs
Ha BCeX y3nax C ponblk «ynpaBreHue ceTsiMuy». |P-agpeca, KOTOpble Ha3HayalTCA Ha Takue MopThl,
OTHOCATCA K KaTteropum link-local n ncnonb3yTca TONbKO Ans oOMeHa crykebHbIM TpadrkoM MexaHu3ama
HA.

network:router_centralized_snat — nopt DVR-poyTepa Ans NoAKMYEHUs K BHELLHEN CeTU.

6.7. PoyTepbl

BupTtyansHble mapLupyTusaTopsl (poytepbl) B PYCTOIK cylwecTBYIOT Kak ceTeBble NPOCTPaHCTBa UMEH B
onepauuoHHoln cucteme (network namespaces) Ha y3nax ¢ ponsamu «dusnyeckun ysen» u «YnpasneHue
cetammy». [ina ygobcTBa yanbl C ponblo «YnpaBrneHue ceTaMuy» Mbl OyAeM HasblBaTb «CETEBON y3eny.

WNtak, poytep 0Obl4HO NOAKMOYAETCA K OAHOW MMM HECKONBbKUM BHYTPEHHUM CETAM M OOHOWN BHELUHEN
ceTun. Ero nHtepdencbl MOXXHO ngeHTuduumposaTtb no npeduxkcam:

e (g — vHTepdenc Wwno3a, CMOTPALLMIA B pearnbHYo NOACETh;
e (r — vHTepdenc BUPTYyanbHOro MapLupyTMsaTopa, CMOTPSLMA B BUPTYarnbHY NOACETb.
Poytepel PYCTO3K OTBETCTBEHHbI 3a OpraHuMsauuio BXOOAWMX W UCXOOALUMX MNOAKMIOYEHUR K

BMPTYasbHbIM CETSIM U U3 HUX NMOCPEACTBOM MapLUpPYTM3aLMM UIN TPaHCHSILUMN CeTEeBbIX afpecoB.
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Tpaduk 3 BUpTyanbHbIX CETEN OTNpaBnseTcs Yepes gqr-uHTepdencsbl N BbIXOAUT BO BHELLUHIOW CeTb
yepe3 qgg-uHTepdpernic. Tabnuubl MapLIpyTM3aLMM BHYTPU MPOCTPAHCTBA WMEH OnNpeaensioT, Kak
MapLUpyTu3npyeTcs Tpaduk, a NnpaeBuna iptables onpeaenstoT kak oH QUIbLTPYeTCa UM TpaHcnupyeTcs,
€Cnun 3To Heobxoanmo.

6.7.1. PacnpegeneHHbI BUpTyanbHbIn poyTep (DVR-router)

B PYCT3K wucnonb3yetca cBaska DVR-SNAT-poyTepoB Ha ceTeBbix y3nax u DVR-poytepoB Ha
PU3NYecKnx ysnax: 3To MUHUMU3NPYET HarpysKy Ha ceTeBble Y3ribl 3a CHET TOro, Y4To Tpaduk mexagy BM unu
oT BM ¢ nnasarowmmn IP-agpecamun mapLupyTU3MpyeTcsl HenocpeacTBEHHO Ha PU3NYECKbIX Y3nax.

PaccmoTtpum cutyauuio, korga DVR-MapLipyTusatop ¢ MMeHeM Routerl NOAKMIOYEH K ABYM MNOACETAM
nonb3oBatenen: GREEN NET M BLUE NET. BupTyanbHble MallvHbl B KaKOOW MOACETU UCMOMb3YIOT
COOTBETCTBYIOLUME LWIMAO3bl MO YMOMYaHWO ONs MapLlipytTu3auuu Tpadwuka B Opyrylo noaceTb 4epes
MapwpyTtusaTtop Routerl.

PaccmoTpum getansHo npoxoxaeHue Tpaduka oT GREEN VM K BLUE VM:

BoluucnuteneHelli yaen 1 R BblymcnuTencHbin y3en 2

elimcneiic Routeri : : D

emcneiic Router1
grouter-<id>

grouter-<id>

GREEN_VM

[ br-int

{ br-phys

br-int ]

br-phys ]

MTaK, ABe noaceTtm coeanHeHbl OAHMM MapLIpyTU3aTopoMm Routerl, MMELWMM NO ogHOMY VlHTep(beﬂcy
Routerl interface 0 UM Routerl interface 1 BKaxgowm U3 3TUX NoaceTen.
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Mcnonb3ys KomMaHay ip netns exec, Mbl BUOUM, YTO gr-UHTEPEENCHI BHYTPWU NPOCTPaAHCTBA UMEH
poyTepa Ha Kaxgom p13nM4eckoM U CETEBOM Y3rie UCMOMb3YIT OAVH U TOT e nHTepdenc, IP- n MAC-agpeca:
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host201 ~ # ip net exec grouter-ca269272-7fe0-4b84-ae6l-fb6b2al806fb ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group defaulf
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
23: gqr-020d686f-fc: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue statq
UNKNOWN group default glen 1000
link/ether fa:16:3e:92:c9:9a brd ff:ff:ff:ff:ff:ff
inet 192.168.0.1/24 brd 192.168.0.255 scope global gr-020d686f-fc
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe92:c99%9a/64 scope link
valid 1ft forever preferred 1ft forever
24: gr-c8dad3c3-37: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue statqg
UNKNOWN group default glen 1000
link/ether fa:16:3e:0b:0e:8b brd ff:ff:ff:ff:ff:ff
inet 172.16.0.1/24 brd 172.16.0.255 scope global gr-c8dad3c3-37
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:felb:e8b/64 scope link
valid 1ft forever preferred 1ft forever

hostl199 ~ # ip net exec grouter-ca269272-7fe0-4b84-ae6l-fb6b2al806fb ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group defaul
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
25: gqr-020d686f-fc: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue statq
UNKNOWN group default glen 1000
link/ether fa:16:3e:92:¢c9:9a brd ff:ff:ff:ff:ff:ff
inet 192.168.0.1/24 brd 192.168.0.255 scope global gr-020d686f-fc
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe92:c99%9a/64 scope link
valid 1ft forever preferred 1ft forever
28: gr-c8dad3c3-37: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue statq
UNKNOWN group default glen 1000
link/ether fa:16:3e:0b:0e:8b brd ff:ff:ff:ff:ff:ff
inet 172.16.0.1/24 brd 172.16.0.255 scope global gr-c8dad3c3-37
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:felb:e8b/64 scope link

valid 1ft forever preferred 1ft forever

B BbiBOOEe BMOHO, YTO HEMMCNeunchl grouter—, KOTOpble OTHOCATCA K MapLlpyTu3aTtopy Routerl,

cogepxat uHTepdencbl ¢ IP-agpecamn ©3 GREEN NET u BLUE NET. Wcnonb3osaHue Tabnuu

MapLUpyTusaumm u npasun notokos Open vSwitch nossonsieT Tpaduky mexay BM 3a ogHum n Tem xe DVR-
POYTEPOM MapLLPYTU3NMPOBATLCA MEXAY (PU3UHECKUMU Y3Namy HAMNPSIMYHO.

Korgpa DVR-poyTep noakntoyaeTcs K NMoaceTu, OH co3naéTtcs Ha BCeX (U3MYECKMX M CEeTEBbLIX y3nax.
AreHTbl L3 (neutron-13-agent) HacTpamBalT COOTBETCTBYIOLLMIA grouter-HEMMCNENC, a areHTbl Open
vSwitch (neutron-openvswitch-agent) nogkno4aOT UHTEPGENCHI MapLLPYTM3aTopa K CETEBLIM MOCTaMm
W HacTpauBaloT COOTBETCTBYtoLWME Npasmnia B Open vSwitch.
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6.7.1.1. PacnpegeneHHble NOPTbl MapLUPyTU3aTOpPOB

be3 [OMmKHBIX Mep NPenoCTOPOXKHOCTM COo3daHMe MOpPTOB C oauHakoBbiMu IP- 1 MAC-agpecamu Ha
HecKonbkux uandeckmx ysnax Oyaet co3gaBaTbh Cepbé3Hble npobnembl B ceTu. [lpeactasbTe cebe
PU3NYECKY0 TONOMNOTMIO, MOXOXKYI0 Ha CNeayoLLy0 CXEMY:

A
Whois 172.16.0.1? -

[—

= H’
y
S
CBuUTY

Port1 Port2 Port3 Port4

Router1 Router2 Router3 Router4
IP:172.16.0.1 IP:172.16.0.1 IP:172.16.0.1 IP:172.16.0.1
MAC: AA:AAAACAAAAAA MAC: AAAAAAAAAAAA MAC: AAAAAAAAAAAA MAC: AAAAAAAAAAAA
172.16.0.1 is at 172.16.0.1 is at 172.16.0.1 is at 172.16.0.1 is at
AAAAAAAAAAAA AAAAAAAAAAAA AAAAAAAAAAAA AAAAAAAAAAAA

B 6GonblMHCTBE CceTeBbIX Cped OKPYXeHue, COCTOslee W3 HEeCKOMbKMX MapLipyTM3aTtopoB C
oauHakoBbiMK IP- 1 MAC-agpecamu, NOAKMIOYEHHbIX K KOMMYTatopy, NpuBedeT K TOMY, YTO KOMMyTaTop
OyoeT nocTosHHO nepesanucbiBaTe ARP-Tabnuuy m3-3a NOBTOPHOrO M3yyeHus mecTtononoxeHus MAC-
agpecoB Ha pasHbix nopTax. Takoe nosedeHue HasbiBaloT MAC-flapping, n 0HO NpUBOAUT K HECTaBbUNBHOCTH
B paboTe ceTun. BupTyanbHble KOMMyTaToOpbl MOMYT AEMOHCTPMPOBaTh Takoe Xe noBedeHne He3aBncnumo ot
TUMNa cermeHTauun: Koraa BMpTyasnbHbli KOMMyTaTop 06HapyxuT, 4yTo MAC-agpec CyLecTBYeT Kak NIoKanbHO
Ha BbIMUCIIUTENBHOM Y3ne, Tak U yganeHHo, aTo npmeedeT k MAC-flapping TO4WHO Tak e, kak U Ha 0ObIYHOM
busnyeckom KommyTaTtope.

YTtobbl n3dexxate MAC-flapping B cetun, Neutron BbigensieT yHukanbHbin MAC-agpec ans Kaxagoro yana,
KOTOPbLIN UCNONb3yeTcs BCAKUM pas, koraa Tpaduk oT DVR-mapLupyTtmsaTopa nokvaaeT y3en. ns nsmeHeHus
ncxogHoro MAC-agpeca naketa Ha BbigeneHHbld yHuKanbHbIn  MAC-agpec, 3akpernrneHHbIn 3a
COOTBETCTBYHOLUMM Yy3110M, UCMONb3YTCA NpaBuna notokos Open vSwitch.

B cnegywowemM BbiBoge nokasaHbl npasuria NoTOKOB Ha MOCTY br-phys y3ana host201, KoTopble
OEeMOHCTPUPYIOT nepenncbiBaHue HeyHukanoHoro MAC-agpeca gr-uHTepdeinca Ha yHuKanbHbli MAC-
afpec, 3aKpenmneHHbIn 3a y3nomM host201:

host201 ~ #

table=1, priority=1,dl vlan=2,dl src=fa:16:3e:92:c9:9a
actions=mod dl src:fa:16:3f:cc:36:33,resubmit (,2)
table=1, priority=1,dl vlan=3,dl src=fa:16:3e:0b:0e:8b

actions=mod dl src:fa:16:3f:cc:36:33,resubmit (,2)
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AHanornyHeiM obpa3oM, ecnu Tpaduk, NocTynawwmn Ha dusmnyeckuin ysen, coorsetcteyet MAC-
agpecy u ID cermeHTauun BM, MAC-agpec UCTOYHMKA MeEHsieTCs ¢ yHuKanbHoro MAC-agpeca UcxogHoro
y3na Ha MAC-agpec fokanbHOro Lo3a npuy npoxoXKaeHnn naketom Mocta br—int:

host201 ~ # ofctl n s dump-f1l

priority=5,in port="int-br-phys",dl dst=fa:16:3f:cc:36:33 actions=resubmit(, 4)

priority=4,in port="int-br-phys",dl src=fa:16: :7f£:9d actions=resubmit (,2)

priority=4,in port="int-br-phys",dl src=fa:16:3f:61:a7:9d actions=resubmit(,2)

table=2, priority=20,dl vlan=2305,dl dst=fa:16:3e:bf:e0:fl
actions=mod dl src:fa:16:3e:92:c9:9a, resubmit (, 60)

table=2, priority=20,dl vlan=2309,dl dst=fa:16:3e:7b:

actions=mod dl src:fa:16:3e:0b:0e:8b, resubmit (,60)
table=2, priority=1 actions=drop

table=4, priority=5,dl vlan=2,dl dst=fa:16
actions=mod dl dst:fa:16:3e:92:c9:9a,strip vlan,output:"gr-020d686f-fc"
table=4, priority=5,dl vlan=3,dl dst=fa:16
actions=mod dl dst:fa:16:3e:0b:0e:8b,strip vlan,output:"gr-c8dad3c3-37"

CTtpoka 3: korga nakeT NpuMxXoanT U3 MocTa br-phys yepes nHtepdenc int-br-phys ¢ HasHa4YeHUeM
yHukanbHoro MAC-agpeca y3na fa:16:3f:cc:36:33 — nepecnatb nakeT B Tabnuuy table 4.

Ctpokn 13-14: 3ameHnTb yHUKanbHbli MAC-agpec y3na Ha BHyTpeHHu MAC-agpec uHTepdpelica
poyTepa, NpUHaanexallero CooTBETCTBYHOLLEN NoAceTn, 3aTeM yopaTb foKanbHbIA Ter VLAN U OTNpaBuTb
nakeT yepes3 UHTepdenc gr-.

MockonbKy nepesanuck 3aronoska opernMoB NPOUCXoaNT 4O UNU NOChe Toro, kKak Tpaduk nokmaaeT nnm
noctynaet B8 BM, BupTyanbHass mawunHa HuMYero "He 3HaeT" O BHECEHUW M3MEHEHUN B €€ B dperMbl U
paboTaeT B 06bIMHOM pexume 6e3 cOoeB.

PaccmoTtpum nyTe Tpadumka 6onee getansHo.

Tpaduvk oT GREEN VM, Haxogswmncs Ha dusndeckom ysne 1 Ao BLUE VM, HaxoaswMUCs Ha
dusnyeckoM yane 2, cHadana byget nepeHanpaBnieH kK CBOEMY JTOKaNbHOMY LLUM3Y NOACETU Yepes MOCT br-
int u ganee B NPOCTPAHCTBO MMEH MapLUpyTM3aTopa grouter-—:

source MAC destination MAC source IP destination IP
GREEN VM green router interface (gateway) GREEN_ VM BLUE VM
MapLupytnsaTtop Ha ®usnyeckom ysne 1 nepeHanpasuT Tpaduk OT GREEN VM K BLUE VM, 3aMeHUB
ncxogHein MAC-agpec BM agpecom wino3a u3 BLUE NET, a MAC-agpec HasHaveHnss — Ha agpec BLUE  VM:
source MAC destination MAC source IP destination IP
blue router interface (gateway) BLUE VM GREEN_ VM BLUE VM

3aTtem MapLipyTM3aTop OTNpaBWUT nakeT o6paTHO B MOCT br-int, KOTOPLIA MepeHanpasBuT nakeT
Aanblue, Ha MOCT br-phys:
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BriuncnuTensHeli ysen 1 a BbluUCNUTENbHBIM Y3en 2
ermcneic Routert D enmcnenc Router1
(grouter-) (grouter-)
GREEN_VM BLUE_VM

br-int

br-int ]

br-phys ]

'R

S O N S
~ N~/
'S 'SR

[ br-phys

Korga nakeTt nocTynuT Ha MOCT br-phys Ha ®Pusndeckom yane 1, naket NponAET No Lenovkam npasun
notokoB Open vSwitch, B pesynbTtate Yero ncxogHeln MAC-agpec nameHnTcs c blue router interface
Ha yHuKanbHbIn MAC-agpec yana:

source MAC destination MAC source IP destination IP

Source host (FA-16-3F-CC-36-33) BLUE VM GREEN VM BLUE VM

[anee nakeT nepecbinaeTcs B MU3NYECKYIO CETb U NocTynaeT Ha dnsnyeckoli y3en 2 n nepeckblnaeTcs
yepes MOCT br-phys. 3atemM npasuno notoka Open vSwitch gfo6aBnsieT B 3aroNoBoOK Ter NoKanbHOro VLAN,
KOTOPbIN MO3BONUT MAEHTUULMPOBATL NAKET NPU NEPECHINIKE Ha MOCT br-int.

B mocTy br-int npaBuno notoka Open vSwitch yaanseT nokanbHbIn Ter VLAN 1 nsmeHset MAC-agpec
nctoyHumka obpatHo Ha MAC-agpec uHTepdpeiica U3 poyTepa ceTu BLUE NET, nocre 4ero mnaket
nepeHanpasnseTcs Ha BLUE VM:

source MAC destination MAC source IP destination IP

blue router interface BLUE VM GREEN VM BLUE VM

O6patHblii  Tpadpuk OT BLUE VM K GREEN VM MpOXOAWT aHarorMyHylo MapLipyTusaumio yepes
COOTBETCTBYIOLLME MapLUPyTU3aTOPbl W MOCTbl Ha KakAoM (M3NYECcKOM y3re, HO B obGpaTHOoM
nocriefoBaTernibHOCTHU.

6.8. be3zonacHocTb

6.8.1. NMpodmnn 6esonacHocTH

Mpocunm GesonacHocTU NpencTaBnstoT coboM KOHTeWHep AN npaBwun OpaHamayapa B CETEBOM
HermMcnence, KOTOpble KOHTPONUPYIOT BXoasawmn kK BM u nexogawmim ot Heé ceTeBon Tpaduk Ha YpOBHE
nopTa.

OcHoBHble acnekTbl Npodunen 6e3onacHoOCTy:

e npodmny 6e30MacHOCTU UCMONb3YIOT MNOMUTUKY «YTO HE pa3peLlEeHO, TO 3anpeLLEeHO», U coagepxar
TONbKO NpaBuna, paspeLuaroLime onpegeneHHbln Tpaduk;

e  KaXXObll MOPT MOXET CCbINAaTbCA HAa OAHY UM HECKOIbKO rpynn 6e3onacHocTy;

e BCe npaBuna npocunen 6e3onacHoCTM NpeacTaBnsoT cobor KoHpUrypaum iptables B
COOTBETCTBYHOLLEM CETEBOM HEMMcnence.
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Kaxabln npoekt copepxut npodunb 6e3omacHOCTM MO YMOMYaHWI0, KOTOPbIM paspellaeT Becb
ncxoasawmn Tpaduk n Tpaduk BHyTpu cetu. MNMpasuna B gedonTHOM npodmne MOXHO U3MEHUTb, HO BaXHO
NMOMHUTbL, YTO UBMEHEHUSA 3aTPOHYT Ntobort BM 1 nopT, Ansa KOTopbix ABHO He yka3aH npodunb 6e3onacHocTH,
MOCKOMbKY ANst HUX NpUMeHsieTca npodunb 6€e30nacHOCTM N0 YMOMYaHUIO.

ByaobTe BHMMAaTEnNbHbI, MPU WUCMONb30BAHUU B CETU curykObl MeTamaHHHEX YAaneHue npasuna
«paspeLlnTb BECb UCXOAALMI Tpadmk» 3anpeTut AOCTYN Takke U K agpecy 169.254.169.254, C
koToporo BM nony4yaioT meTagaHHble.

6.8.2. (pynna 6e30nacHOCTU «NO YMOJTYaHUIO»

BHOBb co3aaHHbIN NPOeKT ByaeT umeTb rpynny 6€30NacHOCTU C UMEHEM «MO YMON4YaHuIo». JTa rpynna
©e30nacHOCTU yHMKanbHa AN 3TOro NpoekTa, N BCe NPoeKkTbl ByayT uMeTb rpynny 6€30nacHOCTU C MMEHEM
«MO YMOM4YaHmoy. ITy rpynny 6e30nacHOCTM Henb3sa yaanutb. JTa rpynna 6e30nacHOCTY COAEPXUT YeTbipe

npasuna:

+ Q, Mowmck no ID

O Bepcus IP MpoTtokon IP AwanasoH IP OT nopta O.. HanpaeneHue M...
O IPv4 Bxoasuwue d..
O IPv4 Wcxopawme

] I1Pve Bxogsuwue d..
O IPv6 Wcxonawme

Kak mbl Bugunm, rpynna 6e3onacHoCTV «No yMOMYaHWIO» COAEPXUT ABa npasuna Bbixoaa (MCXOOALWMNA
Tpaduk) n ABa nNpasuna Bxoaa (BXOAALWMN Tpaduk).
6.8.2.1. NpaBuna ncxopsuwero Tpaduka

[Ba npaBuna Bbixoga paboTaloT 0AUHAKOBO, HO OOHO U3 HUX HaueneHo Ha IPv4, a gppyroe — Ha IPv6.
OHM nonHocTbIO OTKpbIBAKOT GpaHamayap 13 BM, ncnonb3ysa CIDR 0.0.0.0/0 v ::/ 0 gns auana3soHa IP.

6.8.2.2. NpaBuna Bxopa

lMpaBuna Bxoda No ymMomnyaHWIO 3akpblBalOT BeCb TpaduK U3BHE, 3a WUCKNIOYeHMeM oTBeToB. Ha aTo
ykasbiBaeT "Ucxogawmm npodpuns” — default

6.8.2.3. Pe3rome

'pynna 6e3onacHocTn no3sonsdeT BM B3avMMogencTBoBaTh C XOCTaMu BO BHELLUHMX CETAX, ecnv Tpaduk
WHULMMPYETCA N3HYTPU, U CBOBOAHO B3aMMoaencTBoBaTb BM Haxogsawmmes B ogHoW ceTy gpyr ¢ ApYrom.

6.8.3. Onepauuu ¢ npodunsamm 6e3o0NacHOCTU NpU UX ucnonb3oBaHun B BM

o [lobaBneHuwe/yganeHue npaeun BNusieT Ha Tpadmk B/u3 BM.
e [Ina ynaneHus npodwuns 6e3onacHoOCTU, KOTOPbIN ucnonb3yeTtca B BM, Heobxoaumo cHavana
OTKINIOYNUTL €ro OT UCMOSb3YIOLWNX STOT Npoduns BM.
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6.8.4. MpocmoTp npaBun 6paHamayapa ansa BM

CHavana Heob6xogumo Y3HaTb ID nopTta, BbLIMNOMHMB Ha C*)M3I/1LIGCKOM y3ne, Ha KOTOpOM 3anyuleHa
BUpTyanbHaa MmalwlnHa, KOMaHay:

| Fixed IP Ad

Y3Hag ID nopTa, MOXHO NpOCMOTPEThL NpaBwuna iptables, koTopble Anst HEro AeUCTBYIOT. [1ns 3TOro HyXXHO
BbINONMHUTbL KOMaHAY iptables-save M OTUNBLTPOBATL €€ BbIBOA MO nepsow rpynne vncen B ID:
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tapOaeedca

-j CT --zone

) -m

from the VM

mment

mment "Di

-j RETURN
-j RETURN

ETURN

-p udp -m udp --sport 67 --dport 68 -m comment --comment

on to the
-3 RETURN

"Drop traffi

Ob6patute BHMMaHve Ha [NREHEERVONa el no ymonyaHuio Bcem BM 3anpeweHo pabotaTtb B
kayectBe DHCP-cepBepoB BO usbexaHne KOHOIIMKTOB, MO3TOMY Takon Tpadumk 6nokupyetcs.

6.8.5. Port-security

PacwunpeHue port-security aBToMaTudecku fobaBngeT npasuna 3awuTbl OT cnyduHra (anti-
spoofing) BupTyamnbHbIX MallWH, NpegoTBpallaloWmMe MNPoOXoXAeHWe CTOPOHHEero Tpadwmka 4epes
BMPTYasibHY MalnHy. ATOT MEXaHM3M MOXHO OTKIOUYMTb, ecnn TpebyeTcs ucnons3osate BM, Hanpumep, B
KayecTBe poyTepa.

3a BKIOYEHNE UMK OTKITYEHNE port-security NS ceTn oTBevaeT Yekbokc Be3onacHocTbL NOpPTOB
B Auanore co3gaHus cetu. Mo ymonyaHuio 3TOT MapameTp BKMYEH W Hacnegyetcss Bcemun BM,
NOAKIHOYEHHBIMU B Takyto ceTb. OTKIIOYEHNE 3TOM onummK Ans KOHKpeTHoro BM nnu gnsa Bce cetu uenmkom
BO3MOXHO TOJIbKO Yepe3 UHTEPENC KOMaHLHOWM CTPOKN.
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6.8.5.1. OTknoYeHue port-security
6.8.5.1.1 Ana BM

C nomouubto CLI Haxoamm nopT HyxxkHoro BM. B Hawem npumepe ID — al149b3ed-32f1-422b-a7ba-
4bf6£c834705:

[root@computel ~]$ openstack port list -f value -c ID --server al49b3ed-32fl-
422b-a7ba-4bf6£c834705

1d818f7c-fea3-40cf-9543-0762eda8e3ec

OTkntovaem ans aToro nopTa MexaHu3aM port-security:

[root@computel ~]$ openstack port se --no-allowed-address --disable-port-

security --no-security-group 1d818f7c-fea3-40cf-9543-0762eda8e3ec

OTtkntoveHme port-security Ha nopty BM BneyeT 3a cobon oTknoyeHne Bcex npocumnen 6esonacHocTum
N MexaHuama allowed address pairs.

6.8.5.1.2 ina cetn

OTkntoveHMe MexaHu3ma B napaMeTpax CeTu ANs BbIKMYEHUs HacregoBaHus Ha noptel BM Takke
BO3MOXHO C nomoubio CLI:

[root@computel ~]$ openstack net set --disable-port-security <network>

6.8.6. Allowed address pairs

PacwupeHne allowed-address-pairs no3BonsieT Ha mHTepdencax BM HasHavaTb IP- 1 MAC-
agpeca, OTNNYHbIE OT Has3HayeHHbIX aBToMartuyecku. o ymonyaHuio Becb Tpaduk ¢ nHtepdenca BM, o
koTopoMm «He 3HaeT» PYCTOK, 6nokupyetcs: Hanpumep, ecnuv nonb3oBaTernb pewunT cmeHnTs IP- nnn MAC-
agpec B rocTeBol onepaumoHHol cucteme. OgHako, MHorga Takme n3aMeHeHus HeobxoanMbl, HanpuMep, Npy
MCnornb3oBaHUM BUPTYanbHOW MaluHblI B KayecTBe poyTepa unm VPN-cepBepa vnv npu MCNonb3oBaHUM
TEXHOMNOrMn 6anaHCUPOBKM M BLICOKOW AOCTYMHOCTW, TakUX Kak haproxy WM keepalived/pacemaker.
[ns atoro B nopTtane cnegyet gobasnTb HoBble Napbl IP- 1 MAC-agpecoB Yepes avarnor pegakTupoBaHus
nopTa:

= PYCM3H @ nMnatpopma ~ A O

BupTyanbHble MaliHb c + [

o

fa:16:3e:15:7b:b1

JMcK Hman ) brarye YetpoiicTeo Pone MposkT

Konuu u 06pa3bl v fa16:3e:1 . | server computenova test]

fal6:3e7 b default X . network:dhep admin

ok

CeTb A~

fa16:3e7 . test network-router_gate

Cetn

MonceT fal6325  paspewennbie anpeca firstrouter network:ha_router. test

fa16:3ect network:floatingip_a.
I T [ AOBABMTL
fa16:3ece paas-example computenava
PoyTepbi OTMEHA COXPAHWTH

[ER LT — S ——— network:dhcp test1

admin
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MakcumansHoe KONMn4ecTBo OOCTYMHbIX nap azpecos perynupyeTtcs onuuen
max_allowed address pair B KOH(UrypauumoHHoOM danne /etc/neutron/neutron.conf
Y3rIOB C ponbio «YnpaBneHue cetamu». Ecnn oHo He onpepeneHo, To B «Pa3peluéHHble agpeca»
MOXHO yka3aTtb 4o 10 nap IP/MAC-agpecoB ansi ogHoro nopTa.

6.8.6.1. port-security u allowed address pairs HarnssigHO

BepHemcs Kk Hawemy nNpuMMepy W pacCMOTpUMM (PyHKUMOHaN pAeTtasnbHo. BblBOA C BKHOYEHHLIMMU
MexaHu3MamMun port-security Mmallowed address pairs BbIrMaguT Tak:

[root@computel ~]$ openstack port list --server Ocbd7ald-1e75-4660-8152-90f09697b904
+- +-
| Name | MAC Address | Fixed IP Addresses | Status |
4
| 7799d60d-fea3-40cf-9543-0762edage3ec | | fa:l6:3e:5b:8e:3d | ip_address='192.168.88.127', subnet_id='a443bc05-b8b9-4771-a12b-0638bef401f5' | ACTIVE |
+- +-
[root@compute ~]$ iptables -S
-P INPUT ACCEPT
-P FORWARD ACCEPT
-P OUTPUT ACCEPT
-N neutron-filter-top
-N neutron-openvswi-FORWARD
-N neutron-openvswi-INPUT
-N neutron-openvswi-OUTPUT
-N neutron-openvswi-i7799d60d-3
-N neutron-openvswi-local
-N neutron-openvswi-07799d60d-3
-N neutron-openvswi-s7799d60d-3
-N neutron-openvswi-sg-chain
-N neutron-openvswi-sg-fallback
-A INPUT -j neutron-openvswi-INPUT
-A FORWARD -j neutron-filter-top
-A FORWARD -j neutron-openvswi-FORWARD
-A OUTPUT -j neutron-filter-top
-A OUTPUT -j neutron-openvswi-OUTPUT
-A neutron-filter-top -j neutron-openvswi-local
-A neutron-openvswi-FORWARD -m physdev --physdev-out tap7799d60d-3d --physdev-is-bridged -m comment --comment "Direct traffic from the VM interface to the security group chain." -j neutron-openvswi-sg-
chain

-A neutron-openvswi-FORWARD -m physdev --physdev-in tap7799d60d-3d --physdev-is-bridged -m comment --comment "Direct traffic from the VM interface to the security group chain." -j neutron-openvswi-sg-chain

-A neutron-openvswi-INPUT -m physdev --physdev-in tap7799d60d-3d --physdev-is-bridged -m comment --comment "Direct incoming traffic from VM to the security group chain." -j neutron-openvswi-07799d60d-3

-A neutron-openvswi-i7799d60d-3 -m state --state RELATED,ESTABLISHED -m comment --comment "Direct packet: ociated with a known session to the RETURN chain." -j RETURN

-A neutron-openvswi-i7799d60d-3 -s 192.168.88.2/32 -p udp -m udp --sport 67 --dport 68 -j RETURN

-A neutron-openvswi-i7799d60d-3 -s 192.168.88.3/32 -p udp -m udp --sport 67 --dport 68 -j RETURN

-A neutron-openvswi-i7799d60d-3 -m set --match-set NETIPv4739375d7-7bac-4530-8 src -j RETURN

-A neutron-openvswi-i7799d60d-3 -p icmp -j RETURN

-A neutron-openvswi-i7799d60d-3 -j RETURN

-A neutron-openvswi-i7799d60d-3 -m state --state INVALID -m comment --comment "Drop packets that appear related to an existing connection (e.g. TCP ACK/FIN) but do not have an entry in conntrack." -j NFLOG --
nflog-prefix "chain:i7799d 3:8,m=state,state=INVALID"

-A neutron-openvswi-i7799d60d-3 -m state --state INVALID -m comment --comment "Drop packets that appear related to an existing connection (e.g. TCP ACK/FIN) but do not have an entry in conntrack." -j DROP

-A neutron-openvswi-i7799d60d-3 -m comment --comment "Send unmatched traffic to the fallback chain." -j neutron-openvswi-sg-fallback

-A neutron-openvswi-07799d60d-3 -s 0.0.0.0/32 -d 255.255.255.255/32 -p udp -m udp --sport 68 --dport 67 -m comment --comment "Allow DHCP client traffic." -j RETURN

-A neutron-openvswi-07799d60d-3 -j neutron-openvswi-s7799d60d-3

-A neutron-openvswi-07799d60d-3 -p udp -m udp --sport 68 --dport 67 -m comment --comment "Allow DHCP client traffic." -j RETURN

-A neutron-openvswi-07799d60d-3 -p udp -m udp --sport 67 --dport 68 -m comment --comment "Prevent DHCP Spoofing by VM." -j NFLOG --nflog-prefix "chain:07799d60d-3:5,p=udp,m=udp,sport=67,dport=68"

-A neutron-openvswi-07799d60d-3 -p udp -m udp --sport 67 --dport 68 -m comment --comment "Prevent DHCP Spoofing by VM." -j DROP

-A neutron-openvswi-07799d60d-3 -m state --state RELATED,ESTABLISHED -m comment --comment "Direct packets associated with a known session to the RETURN chain." -j RETURN

-A neutron-openvswi-07799d60d-3 -j RETURN

-A neutron-openvswi-07799d60d-3 -m state —state INVALID -m comment --comment "Drop packets that appear related to an existing connection (e.g. TCP ACK/FIN) but do not have an entry in conntrack." -j NFLOG -
nflog-prefix "chain:07799d60d-3:9,m=state,state=INVALID"

-A neutron-openvswi-07799d60d-3 -m state --state INVALID -m comment --comment "Drop packets that appear related to an existing connection (e.g. TCP ACK/FIN) but do not have an entry in conntrack." -j DROP

-A neutron-openvswi-07799d60d-3 -m comment --comment "Send unmatched traffic to the fallback chain." -j neutron-openvswi-sg-fallback

-A neutron-openvswi-s7799d60d-3 -s 8.8.8.8/32 -m mac --mac-source FA:16:3E:5B:8E:3D -m comment --comment "Allow traffic from defined IP/MAC pairs." -j RETURN

-A neutron-openvswi-s7799d60d-3 -s 192.168.88.127/32 -m mac --mac-source FA:16:3E:5B:8E:3D -m comment --comment "Allow traffic from defined IP/MAC pairs." -j RETURN

-A neutron-openvswi-s7799d60d-3 -j NFLOG ~-nflog-prefix "chain:s7799d60d-3:3,any"

-A neutron-openvswi-s7799d60d-3 -m comment --comment "Drop traffic without an IP/MAC allow rule." -j DROP

-A neutron-openvswi-sg-chain -m physdev --physdev-out tap7799d60d-3d --physdev-is-bridged -m comment --comment "Jump to the VM specific chain." -j neutron-openvswi-i7799d60d-3

-A neutron-openvswi-sg-chain -m physdev --physdev-in tap7799d60d-3d --physdev-is-bridged -m comment --comment "Jump to the VM specific chain." -j neutron-openvswi-07799d60d-3

-A neutron-openvswi-sg-chain -j ACCEPT

-A neutron-openvswi-sg-fallback -j NFLOG --nflog-prefix "chain:sg-fallback:2,any"

-A neutron-openvswi-sg-fallback -m comment --comment "Default drop rule for unmatched traffic." -j DROP

®dyHkunoHan allowed address pairs perynupyetca npasurov IS

KoTopble paspelsatoT Tpaduk 3 BM nopta 7799d60d c IP agpecoB 192.168.88.127,8.8.8.8/32 u
MAC FA:16:3E:5B:8E:3D.
BbikntounB MmexaHuam Ha nopty BM, Bugum, 4to BbIBOA U3MEHMIICS:
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[root@computel ~]$ openstack port list --server Ocbd7ald-1e75-4660-8152-90f09697b904
e . +

| Name | MAC Address | Fixed IP Addresses | Status |

Hoee et

| 7799d60d-fea3-40cf-9543-0762edage3ec | | fa:l6:3e:5b:8e:3d | ip_address='192.168.88.127', subnet_id='a443bc05-b8b9-4771-a12b-0638bef401f5' | ACTIVE |
e Hoee et
[root@compute iptables -S
-P INPUT ACCEPT
-P FORWARD ACCEPT
-P OUTPUT ACCEPT
-N neutron-filter-top
-N neutron-openvswi-FORWARD
-N neutron-openvswi-INPUT
-N neutron-openvswi-OUTPUT
-N neutron-openvswi-i7799d60d-3
-N neutron-openvswi-local
-N neutron-openvswi-07799d60d-3
-N neutron-openvswi-s7799d60d-3
-N neutron-openvswi-sg-chain
-N neutron-openvswi-sg-fallback
-A INPUT -j neutron-openvswi-INPUT
-A FORWARD -j neutron-filter-top
-A FORWARD -j neutron-openvswi-FORWARD
-A OUTPUT -j neutron-filter-top
-A OUTPUT -j neutron-openvswi-OUTPUT

-A neutron-filter-top -j neutron-openvswi-local

-A neutron-openvswi-FORWARD -m physdev --physdev-out tap7799d60d-3d --physdev-is-bridged -m comment --comment "Accept all packets when port security is disabled." -j ACCEPT
-A neutron-openvswi-FORWARD -m physdev --physdev-in tap7799d60d-3d --physdev-is-bridged -m comment --comment "Accept all packets when port security is disabled." -j ACCEPT
-A neutron-openvswi-INPUT -m physdev --physdev-in tap7799d60d-3d --physdev-is-bridged -m comment --comment "Accept all packets when port security is disabled." -j ACCEPT

-A neutron-openvswi-sg-chain -j ACCEPT

-A neutron-openvswi-sg-fallback -m comment --comment "Default drop rule for unmatched traffic." -j DROP

6.9. PAT: floating IP

6.9.1. Nepeagpecauns NopToB ¢ nnaBarowero IP-agpeca

Mepeagpecaums nopToB (Port address translation, PAT) — pacnpocTpaHeHHas yHKLMS, NO3BOMsoLWas
nucnonb3oBaTb OOUH M TOT Xe |IP-agpec Ons NpedoCTaBneHus AOCTyna M3BHE K pasHbiM BUPTYanbHbIM
MalUMHaM Mo pa3HbiM nopTam. OTO 0COBEHHO aKkTyanbHO AN MHCTamNmMAUuiA, B KOTOPbIX HE Tak MHoro |P-
afpecoB, OOCTYMHbIX KOHEYHbIM KneHTam. Hanpumep, PAT MoOXeT UCNOMNb30BaTbCA B TaKOM CLieHapuu:
clientl -> 1.1.1.1:22 TCP => nepecwsuiaercsa Ha 192.168.0.100 mopT 22 TCP (VM)
client2 -> 1.1.1.1:2022 TCP => nepecnyaercs Ha 192.168.0.101 mopt 22 TCP (VM2)
client3 -> 1.1.1.2:2022 TCP => nepecnyaercsa Ha 192.168.0.102 mopt 22 TCP (VM3)

3peck OBa nnaeawowmx IP-agpeca ucnonb3yoTca AnNs opraHusauum goctyna no ssh Kk Tpém pasHbiM
BMPTYyarnbHbIM MalUMHAM.

MexaHn3m nepeagpecaumm BO3MOXHO WCMoONb3oBaTb TONbKO Ha Tex |P-agpecax, KoTopble He
HasHadeHbl BM unu poytepam.

Ecnuv nopt BM unu floating IP yganeH, 3anucu nepeagpecaumm, COOTBETCTBYHOLLME 3TOMY MOPTY, TakkKe
yAansawTCA.

Mpn ucnonb3oBaHuMM nepeagpecauun nopta ¢ floating IP Heobxogumo paspewuTs B rpynne
©e3onacHoctn BM npoxoxaeHne nakeToB Ha COOTBETCTBYHLLUUA MOPT Ha3HaYeHWsi, HanpuMep, npu
TpaHcnsaunu:

client -=> 1.1.1.2:2022 TCP => nepecreiaercs Ha 192.168.0.101 mopt 22 TCP BM
HeobxoaMMo OTKpbITb 22 nopT TCP Ha BM npaBunamu 6e3onacHocTu.

6.9.2. HacTpowka nepeagpecaumm 4yepes MHTepdenc KoMmaHAHOM CTPOKU

Peanusyem Takyto cxemy: client -> 10.11.7.4:2222 TCP => mepeceslaeTcd Ha
192.168.2.79 mopr 22 TCP VMl. [Ona gemoHcTpauum B kadvectBe floating-agpecoB 6ygem
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ucnono3oBaTb «cepble» |P-agpeca. [lpegnonaraetcd, 4Tto BHYTpM VM1 3anyuweH SSH-cepBep Ha
cTaHgapTHOM nopTy 22.
Bbigenuwm floating IP, ¢ koToporo 6yaem npobpacbiBaTb BHELLIHWE NOPThI HA BHYTPEHHME NOPThl VM1 :

(openstack) floating ip create --floating-ip-address 10.11.7.4 --tag port forwarding VMl ext-net

(openstack) floating ip list --long --any-tags t forwarding V)

| Floating IP Address Fixed IP Address Port
Description | Tags DNS Name DNS Domain

Floating Network Project

| 4£2d57c4-bb79-42e3 10.11.7. b3a3ebal3-ecal-42bf |
2le81f6de6b8488fac | None W ['port forwarding VM1 | None | None |
| -b992-3c96£1653531 -9872-c355ffbefb74 | 9a95c35el6cf82

(openstack) port list --server VM1l --long

| Name | MAC Address | Fixed IP Addresses
| Device Owner Tags |

| 9b68c54c-2d19-4ad4-a2al-30574c83647c | | fa:l6:3e:c4:37:£0 ip_address='192.168.2.79"',
subnet 1d='055 | ACTIVE | b354e63b-1c67-435e-8aee-8105905f8fdd | compute:nova |
| c922b-0a3b-44c8-b4fb-b6237acchblfd’

Cos3gagum npaeuno npobpoca BHelHero nopta TCP 2222 c floating IP Ha BHYTpeHHWUIA NopT TCP 22

VM1:
(openstack) floating ip port forwarding create --internal-ip-address 192.168.2.79 --port 9b68c54c-
2d19-4ad4-a2al1-30574c83647c --protocol tcp --internal-protocol-port 22 --external-protocol-port 2222

(openstack) floating ip port forwarding list 4f2d57c4-bb79-42e3-b992-3c96£1653531

(openstack) security group rule create --ingress --protocol tcp --dst-port 22 b354e63b-
1c67-435e-8aee-81059b5£8fdd
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created at 2021-03-09T12:39:087%
description
direction ingress
ether type Ipv4
id 60118ee5-6876-4e24-92a0-3d43£69a25d3
| location |  Munch({'project': Munch({'domain id': 'default’', tid':
'21e81fodebb8488fac9a95¢c35el6cf82', 'name’': 'admin', 'domain_name': None}l), 'cloud':
'rustack', 'zone': None,
'region_name': 'RegionOne'})
None
port range max 22
port range min 22
project id 21e81f6debb8488fac9a95c35elocf82
protocol jfe) e}
remote group id None
remote ip prefix 0.0.0.0/0
revision number
security group id b354e63b-1c67-435e-8aee-81059b5£8fdd
tags []

updated at 2021-03-09T12:39:082

Ha aTom HacTpoika okoH4YeHa. [Nposepum paboty mexaHuama floating IP port forwarding:

[test@host]$ ssh -p2222 10.11.7.4

The authenticity of host '[10.11.7.4]:2222 ([10.11.7.4]1:2222)"' can't be established.

ECDSA key fingerprint is SHA256:w5ZnVVzVgK+ujX7VawLbi9fTKCmEdhDxnPsYChbeY7g.

Are you sure you want to continue connecting (yes/no/[fingerprint])? ~C # ychoemHoe
COeMHEeHN e

[test@host]$ ssh -p22 10.11.7.4

ssh: connect to host 10.11.7.4 port 22: Connection refused # coenmHeHre OTKJIOHEHO

6.9.3. BHyTpeHHee ycTpoucTtBo PAT

Mpu co3paHun npasuna cdopeapauHra ans floating IP Ha y3nax, roe 3anyweH neutron-server, BUAHO,
YTO B CETEBOM HEMMCIMENCE snat-<ID poyTepa>, KOTOPbIN 00eCneyYnBaeT CBA3aHHOCTb MEXAY BHELLUHEN U
BUPTYanbHON CeTsMU, B iptables aBTOMaTMYECKN CO3[alOTCH COOTBETCTBYHOLLME LIEMOYKM C MpaBunamm
dopBapavHra nopToB.:
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6.10. SR-IOV

6.10.1. HasHayeHune SR-I0OV

MexaHnam SR-IOV moxeT BupTyanuampoBaTb oanH Ethernet-koHTponnep PCle ansa otobpaxeHus B
BMAE HECKOMbKMX BUpTYyanbHbix PCle-ycTponcTs. Kaxaoe BUpTyanbHOe YCTPOMCTBO MOXET ObITb HanpsiMmyto
HasHayeHo BUPTyanbHOM MallMHEe, MWHYS YPOBEHb [MNEepBM3opa U BUPTYanbHOMO KOMMYTaTtopa, 4TO
NO3BONUT JOCTUYb HU3KOW 3aepPXXKN N MakCMalibHOW CKOPOCTU nepenayu.

YcnoBHble 0603HaYeHNs:

* PF (Physical Function) — cduanyeckui Ethernet-koHTponnep ¢ nogaepxkon SR-I0V;

* VF (Virtual Function) — BupTyaneHoe PCle-ycTponcTBo, co3gaHHoe u3 ¢msmdeckoro Ethernet-
KOHTpornnepa.

BM wmoryT ncnonb3oBatb nopTbl SR-IOV unu obblyHble nopTbl Open vSwitch B kayecTBe ceTeBbIx
NHTepdeNCcoB:

* eCnv UCNornb3yeTcs cermeHTaums VLAN, nopTel SR-IOV n obbivHble nopTel Open vSwitch moryT
B3anMMOAENCTBOBATb APYr C APYrOM MO CETU C pasHbIX y3roB UM u3 pasHolx PF Ha ogHOM oM3nyeckom
y3ne;

» ecnu oba BM HaxoasTcst Ha 0gHOM (PM3MYECKOM y3re M COBMECTHO MCMomnb3ykT PF Ha ceTeBoM
apanTtepe, OHU MOryT 0OMeHUBATbLCS AaHHbIMU TONMBKO, Koraa ob6a UCnonb3yT O4MH U TOT XXe TUN nopTa:
o06a ncnonb3yT SR-I0OV unun o6a ncnone3ytoT 06bI4HbI Open vSwitch.

6.10.2. HacTpowka ¢pmsnyeckoro ysna
6.10.2.1. AnnapaTHas nogaepxka IOMMU

Ona wucnonb3oBaHua SR-IOV HeobxoguMma nogdep)ka CO CTOPOHbI annapaTHom 4vactu: IOMMU
(Input/Output Memory Management Unit).

MpoBepbTe, UTO B BIOS hbmsmyeckoro cepeepa, ¢ KOTOPOro Bbl MraHmpyeTe npobpackiBaTb YCTPONCTBO
BKMtOYEHa NogaepXka creayroLwmx TEXHONOMMI:
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e Intel VT-dwunm AMD Vi B 3aBMCUMMOCTU OT nponsBogutens CPU;
e SR-IOV, Ha HEKOTOPbIX MOAENIAX MAaTEPUHCKMX NNaT €€ HY)XHO aKTUBMPOBATb OTAENBHO.

6.10.2.2. MporpammHas nopgaepxka IOMMU

B PYCTO3K no ymonuaHuto BKNtoyeHa nopgepxka intel iommu, MNPOBEPUTb 3TO MOXHO B dpaine
/proc/cmdline: onuusa intel iommu OOIMKHa UMETb 3Ha4YeHne on.
Ecnn no kakon-nnbo npuunHe noadepxka OTKNoYeHa, AobaBbTe napameTp intel iommu=on B
nepeMeHHyo GRUB_CMDLINE LINUX DEFAULT ¢paunna /etc/default/grub, nocne 4ero nepecosgante
KOH(Ur grub KOMaHAOW:

/grub/grub.cfg

lMepezaepy3sume y3en 055 NPUHAIMUST U3MEHEeHUU.

6.10.2.3. HacTtpouka VF
MepBbIM AeNOM HYXHO BbISCHUTb, Kakoe konmdecTBo VF nogaepxveaeT BblOpaHHbIn agantep. B Hawem
npumepe Mbl 6yaem ncnonb3osaTb ycTponcTBo Emulex OneConnect ¢ 0603HayeHneM B cucteme ens15£1.
BbisscHUTb KonnyecTBo nogaepxmeaemMbix VF MOXHO Tpems NyTaMu U3 AOKYMEHTauMu NpovM3BoanTens
YCTPOWCTBA, Yepes Ispci n yepes ncesgodC no umMeHn ycTponcTea B CUCTEME.

6.10.2.3.1 Ucnonb3oBaHue Ispci

YTto6bl y3HaTb KonuyectBo VF Ha kOHTponnepe atnm cnocobom, Ham noTpebyeTcs BbiACHUTL ero BDF
(bus/device/function) — 310 unMcno copmaTta xx: yy: z B Ha4ane CTPOK1 BbIBOAA:

grep <
03:00.0 Ethernet controller: Emulex Corporation OneConnect NIC (Skyhawk) (rev
11)

0 lgrep VFs
Initial VFVFss: 64, Total VFs: 64, Number of VFs: 63, Function Dependency Link:

W3 BbiBoga Hac MHTepecyeT napameTp Number of VFs: 63.

6.10.2.3.2 Ucnonb3oBaHue nceBgo®C

Mbl 3Haem, 4TO MMs YCTpOMCTBa B cucteMe — ensl5f1. HyXHbI napameTp XpaHuTca B dhainne

sriov_totalvfs:

ov_totalvfs

6.10.2.3.3 AktuBauus VF

AxTuBMpoBaTh noaaepxky VF MoxHO, 4o6aBMB KoNM4ecTBo ncnonbsyembix VF B dann sriov numvfs
1 nepesanyctuB UHTepdenc:

sriov numvfs

6.10.2.3.4 HacTtpomnka aBTO3arpy3km napameTpoB

IOna Toro, 4ToObI NOCne KaXgoW nepesarpys3kyu y3na He MpUXOAWSIoCh akTuBMpoBaTb VF BpPY4YHYHO,
nobaBbTe akTMBaUMo OYHKLMM B KOHUT 3arpy3ku nHTepdenca:
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# In -fs /etc/init.d/net.lo /etc/init.d/net.ensl5f1
# cat << EOF >> /etc/conf.d/net
config ensl5fl="null"
postup () {
if [[ ${IFACE} == "ensl5fl" ]];then
echo 63 > /sys/class/net/${IFACE}/device/sriov_numvfs

fi
return O
}
EOF
# rc-update add net.enslb5fl

6.10.3. HacTpowka npobpoca

[ns Hayana paspelummM Npobpoc yCTPOMNCTB BUPTYarbHble MalUWHbl. [4rs 3T0ro 4o6aBnM HOBYHO CEKLMIO
B /etc/nova/nova.conf — KOHPUrypaLMoHHbIN hann cnyxbbl ynpaBneHns BUPTyanbHbIMU ManMHaMm
OpenStack Nova:

[pci]
passthrough whitelist = { "devname": "ensl5fl", "physical network":

YT06bl UI3MEHEHUSA BCTYNUIM B CUMY, Nepe3anycTumM Cryxoy:

rc-config restart nova-compute

Co3gagnm AononHUTENbHbIA KOHUM /etc/neutron/sriov-agent.ini Ang cnyxbbl ynpaBneHus
cetammn OpenStack Neutron:

[securitygroup]
firewall driver = neutron.agent.firewall.NoopFirewallDriver

[sriov_nic]
physical device mappings = srnet:ensl5fl

exclude devices =

[agent]
root helper = sudo neutron-rootwrap /etc/neutron/rootwrap.conf

ObpaTnTe BHMUMaHWE: C TeroM hU3NYECKON CETU srnet accouMMpyeTcs aganTtep ens15f1.

3anycTtum areHT, oTBevawLwmin 3a SR-IOV:

e add neutron-sriov

1y rt neutron-s

Ho6aBuM B KOHGUr /etc/neutron/plugin.ini Ha BCEX y3nax C ponamu «dusmyeckuin ysen» u
«YnpaBrneHune ceTAMU» HACTPONKN Npobpoca:

[ml2]
mechanism drivers = <CVIECTBYIIME IAPAMETPH>, sriovnicswitch

[ml2 type vlan]
network vlan ranges = <CVYHECTBYIOIME I[APAMETPH>, srnet:3180:3189
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[ml2 sriov]

supported pci vendor devs = 10df:0720

[ovs]

bridge mappings = <CVIECTBYIUME MNAPAMETPH>, srnet:srnet
[agent]

extensions = <CYUECTBYIOUME [TAPAMETPH>, f£db

[FDB]

shared physical device mappings = srnet:ensl5fl

3HayeHns supported pci vendor devs [ANA KOHKPETHOW MWHCTaNMAUMM MOXHO MNONyYuTb U3
BbIBOAA:

6.10.3.1. YacTHble cny4aum
6.10.3.1.1 Heucnonb3oBaHHbIN Ethernet-koHTponnep

Mpwn ncnonb3oBaHum oTAenbHOro Ethernet-koHTponnepa, He ncnosnb3oBaHHOro Npu yctaHoBke PYCTOK,
notpebyeTcsi co3natb ceTeBon MocT B Open vSwitch ¢ 4ONOMHUTENbHBIM KOHTPOIEPOM:

6.10.3.1.2 ®dunbTp NnaHuposBLlmka Nova

YTo6bl NNaHNPOBLLUK, OTBEYAIOLLMI 32 pa3MeLLeHne BUPTyarbHbIX MaLlLVH Ha y3nax, yYMTbiBan MallvHbI
c apantepamn SR-IOV, B KOHUre /etc/nova/nova.conf [JOMMKEH Yy4uTblBaTbCA  OUNbLTP
PciPassthroughFilter B cekuun nnaHMpoBlmMKa filter-scheduler Ha y3nax ¢ posbto «YNpaBneHue
BM»:

[filter scheduler]
enabled filters = <CVHIECTBYHIVE IMAPAMETPE>, PciPassthroughFilter

MpyMeHUM n3meHeHus:

rc-config restart nova-api nova-scheduler

6.10.4. MNogkntoveHune
6.10.4.1. Co3paHue ceTun

Cosgagum oTaenbHyto ceTb Ans yctponcts SR-I0V:

oe provider-physical-network CCbISTa€TCH Ha Ter srnet U3 KOHUra /etc/neutron/sriov-

agent.ini.
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[Ona noagkniodeHns BUPTYyalnbHbIX MallunH n0Tpe6yeTc;| noacetb B ceTu sriovnet1l: cosgante eé ¢
KOPPEKTHbIMU nHAMBMAyarbHbIMA HaCTpOVIKaMM ceTn.

6.10.4.2. NMoaoknio4veHne BM

Yrtob6bl nogkntoumts BM ¢ ncnonesosaHnem SR-IOV B HOBYKO MOACETb, B HEN HY)XHO CO3A4aTb NOPT C
TMNOM VNIC «Hanpsamyo» — 3T0T TUn BbiBMpaeTcs Npy co3gaHum nopTa B noaceTn. Ecnu Bel He ykasbiBaeTe
KOHKpeTHbIN IP-agpec, 3anoMHUTe agpec, KOTopbi OyaeT NPUCBOEH MOPTY aBTOMATUYECKM — MO HEMY Bbl
CMOXeTe OnpeaennTb HYXXHbI MOPT NP NOAKNIYEHMM cyLlecTBYoLe BM kK HOBO noaceTu: n3 ouanoroBoro
OKHa co3gaHusa BM aToro caenaTtb HEBO3MOXHO, TONbKO U3 MOAKNIOYEHNS.

Yrto6bl co3gaTtb BM, koTophbii cpa3dy byaeT ncnons3osate SR-IOV-nopT:

--volume m; < 7or ] port-id=<UUI

6.10.5. OrpaHn4yeHunsa SR-I0V

Wcnonb3oBaHue TexHonormm SR-IOV HaknagbiBaeT onpegenéHHble orpaHuydeHus Ha BM c noptamwu
Takoro Tuna:
e npu ucnons3osaHuun Quality of Service (Q0S), onuma max_burst kbps He nopgaepxusaeTcs,
amax_kbps okpyrnaetcs go Mbps;

. He nogaepXXmBaroTcAd rpynnbl 6esonacHocTy;
4 HEBO3MOXHa XnBaa Murpauus.

Takke CyllecTBYeT Ba)XHOe OorpaHuyveHue nnatdopmbl: nNpu 3anycke nepekoHgurypauun PYCTIK
napameTpbl B /etc/nova/nova.conf M /etc/neutron/plugin.ini npugétca pobaenaTb
3aHOBO.

6.11. QoS

QoS (Quality of Service) — 310 Habop NONUTUK N NX NpPaBUII, rAPAHTUPYIOLLMX CTabunbHOE KayecTBO
HEKOTOPbIX CETEBbIX MapaMeTpoB, Takux, Kak MPOMyckHasi CNOCOBHOCTb MM BEMWYMHA 3afepXKu B CETU.
MapkupoBka Tpaduka onpeaenéHHslM B paMkax cTaHgapta QoS cnocobom no3BOMSIET CETEBLIM
ycTporictBaM obpabaTtbiBaTb ero ¢ 6oriee BbICOKMM MPUOPUTETOM, YEM HEMapKMpOBaHHbIA Tpaduk. B
CUTyauusix, Korga Becb Tpadvk He MapKkMpoBaH, CeTeBble YCTpoWcTBa obOpabaTtbiBaloT BeCb Tpaduk
OQWHAKOBO, YTO NPUBOAMT K KOSNNN3MSIM NPU BbICOKUX Harpyskax.

6.11.1. Tunbl npaBun QoS

Tunbl ceTeBbIX YCTPOWCTB, NoAAEPXMBAEMble MpaBuna M HanpaBrneHust Tpadumka C TOYKM 3peHus
BMPTYyanbHOW MaLUUHbI:

Mpasuno \ Open SR- ceTeBOM
. . . OnucaHue
YctponctBo vSwitch IOV mocrT Linux
bandwidth limit egress| egress egress|  orpaHWyYeHWe MpOMyCKHOM CMOCOBHOCTM ceTew,
ingress ingress nopToB U nNnaearwux IP

minimum bandwidth N/A egress N/A MUHUMarnbHoe orpaHuyeHune MPOMYCKHON
cnocobHoCcTM AN onpedenéHHbiX  TUMOB
Tpadumka

dscp marking egress N/A egress MapkupoBka Tpaduka Teramm DSCP
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6.11.2. CozpaHue nonntukn QoS

MepBbiM genom, co3gagnm nonuTUKY U NPaBUIo AN orpaHUYEHNst MPOMYCKHOM CrIOCOGHOCTY:

d681lfdd9-abee-40ea-bcf4-1d95a34a2187

False

bw-limiter
6112b477a55£4139b1d53feb071cl69c

09d72
max_burst kbps 2400
max kbps 3000

Mpw HacTponke NpaBun, perynnpyoLLmMx Nofocy NPonyckaHus, Kak B npMmMepe Bbllle, 0coboe BHYMaHne
HY)XHO YAEenuTb OMNuUMN max burst — 3TO BaXHbIA NapameTp, OTBEYaloLMNn 3a KOPPEKTHYO paboTy
numutepos B Open vSwitch n ceteBoM mMocTe Linux. PekomeHayeTcsa ycTaHaBnuBaTb 3Ha4YE€HNE 3TOro
napameTtpa B 80% OT LWMpPKHbI 3a4aHHOM NOJIOCHI MPOMYyCKaHWS.

6.11.3. HazHayeHue QoS Ha nopTt BM

B Hawem npumepe Mbl 6yaem ucnonb3oBatb BM ¢ IP-agpecom 10.10.10.65. Onpegenum ero nopt u
Ha3Ha4YUM NOMNUTUKY:

6.11.4. HasHayeHne QoS Ha BUPTYyarnbHYIO CeTb

HasHaunm co3gaHHyto NONMUTUKY Ha CeTb private:

# openstack network set --qos-policy bw-limiter private

Korga Bbl HazHa4yaeTe QOS-NonMTUKK Ha ceTb, €€ ByayT NCNOoNb30BaTh BCE CO34aHHbIE U NMOOKIIOYEHHbIE
noptel BM B aTon cetu. Npun 3TOM ANg Kaxgoro KOHKpeTHoro nopta BM nonuTuky MOXHO nepeonpenenurs.

MonuTuka He pacnpocTpaHsieTcs Ha crykeGHble NopThbl B 3TOW CETU, TakMe Kak nopTbl poytepa unm DHCP.
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6.11.5. MoNUTUKK NO yMon4aHuro

[N Kaxxgoro npoekTa MoXHo co3gatb ogHY QOS-NonuTUKY No ymMoryYaHuto: oHa 6yaeT aBToMaTUYeCKU
NPUMEHATBLCS K Nt0OOI CO3a4aHHON CeTU B paMKax NMPoeKTa, 3a UCKIMIYEHMEM CIy4aeB, Korga apyras nonuTuka
Ha3Ha4eHa KOHKPETHO Ha CeTb.

Co3gagmm NonUTUKY NO YMOMYaHMIo C MMeHeM default-limiter:

limiter

description

id | 3e0d67b6-9b0f-473e-89bd-77fef048addl |
is_default True

name default-limiter

project_id 6112b477a55£4139b1d53feb071cl69c
rules

shared

3e0d67b6-9b0£f-473e-890d-77 048addl | default-limiter alse e 6112b477a55£4139b1d53feb071cl69c
87613a59-4fcb-47b5-aefc-37e62dd4ella | bandwidth-control se E 6112b477a55£4139b1d53feb071cl69c
d681fdd9-abee-40ea-bcf4-1d95a34a2187 | bw-limiter 6112b477a55£4139b1d53feb071cl69c

| default-limiter E E 6112b477a55£4139b1d53feb071cl69c
| bandwidth-control se E 6112b477a55£4139b1d53feb071cl69c
| bw-limiter " " 6112b477a55£4139b1d53feb071cl69c

YMOJIUAHUIO :

3e0d67b6-9b0f-473e-89%bd-77fef048addl | default-limiter
87613a59-4fcb-47b5-aefc-37e62dd4ella | bandwidth-control
d681fdd9-abee-40ea-b 5a34a2187 | bw-limiter

6.11.6. HasHauyeHmne QoS Ha Floating IP

HasHaunm nonutuky Ha nnasatowmn IP 172.16.100.18. Onpegenum ID:

$ openstack floating ip list

Floating IP Address | Fixed IP Address | Port |

1163d127-6df3-44bb-b69c-c0e916303eb3 | 172.16.100.9

d0ed7491-3eb7-4c4f-a0f0-df04£f10a067c | 172.16.100.18
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f5a9%9ed48-2e9f-411c-8787-2bbecd640090 | 172.16.100. | None

limiter

lMpaBunna orpaHM4YeHns NPOMYCKHOW CMOCOBHOCTU HaYHYT paboTaTb TONBKO NOCKie TOro, Kak NraBaoLnii
IP 6yneT npuBsas3aH k BHyTpeHHemy |IP BM. lNpuBssaHHas k Takomy IP nonuTuka He OygeT BuAHa Ha
cooTBeTCcTBYOLWEM nopTy BM, Toneko B atpubyTtax nnasatowero |P.

6.11.7. HazHayeHue QoS poyTtepy

B cnyyae c poytepom nonutukn QOS NpPUMMEHSAIOTCA K ero nHtepgency external gateway. MNMonutuky
MOXXHO Ha3Ha4YUTb NO UMEHU poyTepa:

(openstack) router set --gos-policy bw-limiter Router

(openstack) router show Router -f yaml

.. .SKIP...

external gateway info: '{"external fix ips": [{"ip address": "10.11.2.15",

"subnet id":

"enable snat": true,

929c"

fdd9-abee-40ea-bcfd4-1d95a34a2l

6.11.8. DSCP-mapkupoBKa naketoB

DSCP (Differentiated Services CodePoint, DSCP) — 3T0 4ucno B gmnanasoHe ot 0 go 63, koTtopoe
nomMeLlaeTcs B 3arofioBoK |P-nakeTa n onpegenseT, kK KakoMmy Knaccy Tpadmka OTHOCUTCS NakeT.

HocTtynHble ons ucnonb3oBaHua DSCP: 0, 8, 10, 12, 14, 16, 18, 20, 22, 24, 26, 28,
30, 32, 34, 36, 38, 40, 46, 48 u 56.

YacTtbe DSCP cTtaHgapTusoBaHa 1 3akpensneHa 3a HeKOTOPbIMUM KnaccamMu CEpBUCOB:

Service class DSCP Name DSCP Value
Network control CS6 48
Telephony EF 46

Signaling CS5 40
Multimedia conferencing AF41, AF42, AF43 34, 36, 38
Real-time interactive Cs4 32
Multimedia streaming AF31, AF32, AF33 26, 28, 30
Broadcast video Cs3 24
Low-latency data AF21, AF22, AF23 18, 20, 22
OAM CS2 16

78



Penusz 2.6.1 Pykoeodcmeo admuHucmpamopa PYCTOK

Service class DSCP Name DSCP Value
High-throughput data AF11, AF12, AF13 10,12, 14
Standard DF 0
Low-priority data Cs1 8

DSCP He paboTaeT Ha nnasatowmx IP-agpecax.

Mpu cozgaHmm nonuTukK, ncnonbaytolen DSCP, HYKHO yka3aTb TN U KOHKpeTHOoe 3HadYeHne DSCP:

(openstack) network gos rule create —--type dscp-marking --dscp-mark 22 bw-limiter

6.11.8.1. DSCP-mapKkupoBKa B OBeprieMHbIX ceTax

Mpn ucnonb3oBaHMM OBeEpNenHbIX ceTen, Takux, kak VXLAN, metkamu DSCP mapkmpyroTca TOSbKO
BHYTPEHHMWE 3arorfioBK/ MakeToB, W MPU MHKANCynsuMm aBTOMaTMYecKoro fo6aBneHnss METOK BO BHELUHUE
3arofioBKM He NpoucxoauT. BpyyHyto 3ToO MOXHO caenaTb ABYMS NyTAMU: YCTAHOBUB KOHKPETHOE 3HaveHue
DSCP gns nakeToB uUnun Ucnosrb3ysa MexaHn3m HacnegoBaHus.

6.11.8.1.1 KoHKpeTHOe 3Ha4YeHue

YTto06bl YCTaHOBUTb KOHKpPETHOE 3Ha4YeHne AnAa BHEeLWHNX 3arojioBkKOB, nobaBbTe onuuto dscp B CeKumo

[agent] koH(ura /etc/neutron/plugin.ini:

6.11.8.1.2 HacnepgoBaHue

YT06bl 3Ha4eHne DSCP KonvpoBanocb M3 BHYTPEHHEro 3arofioBka nakeTa BO BHELWHWI, JobaBbTe

onumnio dscp_inherit = true B cexumo [agent] xonomra /etc/neutron/plugin.ini.

Mpw BKNIOYEHHOM HacregoBaHUK onunst dscp 6yaeT NPoOUrHoOpUpoBaHa.

6.11.9. YnpaBneHue npaBunamu

MpaBuna B nonutMkax QOS MOXHO MEHSTb B OGO MOMEHT «Ha NeTy»: U3MEeHeHus cpasy Xe
NPUMEHSATCA KO BCeM NopTaM, acCoLMMPOBAaHHbLIM C NMONUTUKOIA:

$ openstack network gos rule set --max-kbps 2000 --max-burst-kbits 1600 \
--ingress bw-limiter 09d72cf4-36al-40eb-ae01-e38e2b53d602

openstack network gos rule show \
bw-limiter 09d72cf4-36al-40eb-aell-e38e2b53d602

direction ingress

id 09d72cf4-36al-40eb-ae01-e38e2b53d602
max_burst kbps 1600

max_kbps 2000

name

project
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6.11.9.1. MHOXecTBeHHbIle npaBusna

Kaxkaas nonuTrka MoxeT coBMeLLaTb B cebe HeCKOMbKO NPaBuI Npu YCroBuK, Y4To Npasuna ogHoro Tuna
HacTpOoeHbl Ha pasHble HanpasneHus Tpaduka.
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description

id 87613a59-4fcb-47b5-aefc-37e62dd4ella
is_default False

name bandwidth-control

project id 6112b477a55£413901d53feb071cl69¢c

rules

ck ne -k
--max-kbps 50000

direction egress

id bd24df9e-6e48-4733-afe0-5b89c7bd79da
max burst kbps 50000

max_kbps 50000

name

project id

openstack network gos rule eate --type bandwidth-limit \
--max-kbps 10000 --max-burst-kbits 10000 --ingress bandwidth-control

direction ingress

id 57eedfel-6e23-494a-9£64-7£c7142153b9
max_burst_kbps 10000

max_ kbps 10000

name

project_id

k gos rule create --type minimum-bandwidth
1000 --egress bandwidth-control

egress
24df2ad7-48df-49ca-983a-ce6d4105e86a
1000

description
id | 87613a59-4fcb-47b5-aefc-37e62dd4ella
is_default |
name | bandwidth-control
project_id | 6112b477a55f4139b1d53feb071cl69c
rules | [{'max_kbps': 50000, 'max burst kbps': 50000, 'direction': 'egress',6 'id':
| '"bd24df9e-6e48-4733 fe0-5b89c7bd79da’', 'qos policy id':
| '87613a59-4fcb-47b5-aefc-37e62dd4ella’, 'type': 'bandwidth_ limit'},
| {'max kbps': 10000, 'max burst kbps': 10000, 'direction': 'ingress',6K 'id':
eedfel-6e23-494a-9f64-7fc7142153b9"', 'qgos policy id':

False

| '87613a59-4fcb-47b5-aefc-37e62dd4ella’, 'type': 'bandwidth_ limit'},
{'min_kbps': 1000, 'direction': 'egress',6K 'id': '24df2ad7-48df-49ca-983a-ce6d4105e86a’

'qgos_policy id': 876 59-4fcb-47b5-aefc-37e62dd4ella’, 'type': 'minimum bandwidth'}]
False
[]
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6.11.10. YaaneHue nonutuku QoS

Y106kl yaanutb NONUTUKY C MOPTa, HY)KHO 3HATb TOMNbKO ero ID:

6.12. Service Function Chaining

6.12.1. OnnucaHue

Llenn CnyxebHbix PyHkumi (Service Function Chaining, SFC) — meToa nepeHanpasneHus Tpadmka,
KOTOpbIA HanpaBnsieT nakeTbl Yepe3 onpefernieHHbli HAabop KOHEYHbIX TOYeK — ChyKebHbIX YyHKUUA,
OTMEHsAA CTaHAapTHYI nepeagpecaumio Ha OCHOBE MyHKTa HasHayeHus. OTTankuBascb OT paboTbl C
TPaAMUMOHHBIMK ceTamn, SFC MOXHO paccmaTtpmBaTth kak Habop 3K3eMnNspoB MapLUpyTM3auUMn Ha OCHOBE
NOMWUTUK, YNpaBnsAeMblX LUEHTpanbHbIM 3nemeHToM (koHTponnepoMm SDN). TunuyHbiMu BapuaHTamu
ncnonb3oBaHusa SFC moryT BbITb Takune Belm, kak 6paHgmayap, IDS/IPS, npoken, NAT, MOHUTOPUHT.

PacnpocTtpaHeHHbiM npegacTaeBneHneM SFC ABRSeTCS OPUEHTUPOBAHHBLIN  (auuKnMyeckun) rpad.
MepBbIN U NOCNeaHMN aNeMeHThbl rpada ABNSTCA NCTOYHMKOM U NofyyYaTenem, KOTOpPbIX HYXHO CBS3aTh, a
Kakgas BepluMHa BHYTpU rpadpa npeacrtaBnseT cobon cnyxebHyo dyHkumio. IETF RFC7665 onpenensiet
3TanoHHY0 apxXuUTekTypy Aans peanusauun SFC wn ycTaHaBnuBaeT HEKOTOPblE OCHOBHbIE TEPMWHbI.
YnpouleHHas apxutektypa SFC cocTouT 13 crieQyroLmx OCHOBHbLIX KOMNOHEHTOB:

¢ Knaccudumkatop — anemeHT ceTu, KOTOPbIV CONOCTaBNAEeT U NepeHanpasnseT NakeTbl B Lienb
cnyebHbIX pyHKUNIA;

o CnyxebHasa dyHKUMA (SF) — anemeHT, oTBevatoLwmin 3a 06paboTKy NaKeToB.;

o MapuwpyTtusartop cnyxebHbix yHKUMIN (SFF) — anemMeHT ceTu, KOTopbIN NepeHanpaenseT Tpaduk
B/M3 HanNpsiMyto NOOKMIOYEHHOW CNy>XeBHOM yHKUUN.

SF(FW)  SF{NAT) SF(PROXY)

T i 4 g {

OpfHUM 13 BaXKHbIX CBOMCTB CIY>KEOHbIX (DYHKLMI SABMAETCS 3NacTUYHOCTb. B nyn cnykebHbIX yHKLMIA
MOXHO [00aBWTb Oonblue 3K3eMNNApoB OO4HOrO U TOro Xe TuMna, U MapLIpyTM3aTop CryXeOHbIX YHKLUNNA
Oyoet pacnpenensTe Tpaduk Mexay Humu. Mo 3TOM MpUYMHE MapLupyTU3aTop ChyXebHbIX yHKUUNA
paccmaTpvBaeT NOAKIOYEHUS K CNY)XeOHbIM (PYHKLMAM Kak rpynny NnopToB, a He Kak OAMH MopT.

Ons nepegaun uvHgopMauum no uenu cryxebHbiXx GyHKUMn ucnonb3yetca RFC7665, koTopbin
onpegenset TpeboBaHus k 3aronosky « SFC Encapsulation», KOTOPbIN MOXHO UCMOMb30BaTh AN YHUKaNbHON
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naeHTUdMKaumMm aK3emnnsapa Lenu n ykasaHms obmx metagaHHblx Ans scex eé anemeHToB. Neutron API
HasblBaeT nHkancynsaumio SFC koppensayued, NOCKOSbKY €€ OCHOBHOW (PyHKUMEN ABNSEeTCA ngeHTugukayms
NyTW KOHKpeTHoM cnyxebHoun dpyHkunn. B PYCTOK ucnonbayetcs peanusaumsa nikancynsaumm SFC — MPLS,
KOTopas ucnonb3yeTcs TEeKyLUM gpariBepoM areHta OVS.

6.12.2. OrpaHn4eHuns

SFC paboTtaeT Tonbko B ceTsix VXLAN.

6.12.3. Mpumep HacTporku SFC B PYCTIK

(ST

-
PL o m 2
- - - - - -~
=T

|
1
|

VM1 demao-router

- LR

default

A) Cospatb 3 nopta: PO n P1 P2 ana BM FW 6e3 "6e3onacHocTy nopToB";
B) Cospgate BM ¢ nmenem VM1 1 npu co3gaHum ykasatb nopt PO;

OononHUTENBHBIE HACTRPOMHKKH  ~

BriGop nopra -

PO (10.10.10.85)

B) Oanee Heobxoanmo co3gaTte BM ¢ nmeHem FW 1 ykazaTb noptbl: P1 1 P2;
IN) 3atem Ham Hy>XHO co3gaTh Napy BXOOHbIX U BbIXOAHbIX MOPTOB M HA3HAYNTb €€ rpynne nap NopTos;

openstack sfc port pair create --ingress Pl --egress P2 PPAIR

openstack sfc port pair group create --port-pair PPAIR PPGROUP

pynna nap NopToB Takke No3BONseT ykasaTb 3aronoBku L2-L4, koTopble cnefyeT Ucnonb3oBatb ANd
GanaHcnpoBkM Harpysku B rpynnax OpenFlow, nepeonpegensis noBegeHWe MO YMOMYaHUI, ONUCaHHOE B
cnegyollem pasgene;

) Ewe ogHum ob6si3aTenbHbIM 3MEMEHTOM SABMSETCS knaccudmkatop noTtoka. Mbel Gygem
nepeHanpasnate ICMP-Tpaduk, noctynatowun ¢ nopta PO VM1,

openstack sfc flow classifier create --protocol icmp --logical-source-port PO
FLOW-ICMP

E) HakoHel, Mbl MOXeM CBA3aThb KnaccuguKaTop NMOTOKOB C paHee CO3L4aHHOW rpynmnow nap nopToB.
3HayeHne No yMOSYaHUIo AN napameTpa KoppensiuMM B 3TOM Cflydae paBHO mpls. OTO O3HA4YaeT, yTo
Kaxxgas uenb OyOeT MMeTb CBOK yHMKanbHYyt mMeTky MPLS, koTopas 6ygeT ncnonb3oBaTbCs B KayecTBe
nHkancynsauun SFC;

openstack sfc port chain create --port-pair-group PPGROUP --flow-classifier

FLOW-ICMP PCHAIN
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Ecnu nocne atmx gencteum Bbl BonaeTe B KOHconb VM1 u nonbiTaeTecb MPOMNUHrOBaThb LUMO3 MO
YMOJYaHu I, 3TO He yaacTc4, T.K. NakeTbl icmp nepeHanpasneHsl Ha nopt BM FW. Ecnu Ha BM FW 3anyctuts
aHanusaTtop Tpaduka, To MOXHO yBUaeTb naketbl icmp ¢ BM VM1,

6.12.4. Peanunsauusa SFC B KoHBeMepe nepecbinku OVS

B npumepe Bbilwe VM1, n FW Haxogatcs Ha ogHoM du3andeckoMm ysne u 3aTtparmsaeT flows Ha br-int.
[ns oTobpaxeHns Bcex NpaBun AN nakeToB Ans br-int MOXXHO BOCNOMNb30BaTbCA KOMaHO0W

ovs-ofctl dump-flows br-int --no-stats

Y3HaTb MeHa 1 Homepa uHTepdencos BHyTpn OVS ana BM VM1 n FW no ux MAC MOXHO KOMaHAaom:

ovs-ofctl dump-ports-desc br-int

Ha cxeme Hwke (cxema HapucoBaHa Mo BbiBogy npasun: ovs-ofctl dump-flows br-int --no-stats)
oTobpaxeHbl npasuna OpenFlow B br-int go HacTponkn SFC ans BM VM1.

table 10 (SFC ingress)
|catch-all drop |

table 24 (ARP anti-spoofing)
IPV6 ND, nd_target=VM IPv6 |table 25

table 0 (dispatch from in_port) ARF, arp_spa=VM IPv4 table 25

mpis tabie 10 table 25 (MAC anti-spoofing)

port VM1, IPvE ND table 24

Dot VML ARP =hie 24 [port VM1, di_src=VM MAC [table 60 |

port VM1, catch-all  |table 25

catch-all table GO table 60{flood-and-learmn)

|catch-a|| |NDR MAL |

CtpykTypa Tabnuubl NpocTa, MOCKOMbKY MHTErpaumMoOHHbIN MOCT br-int B OCHOBHOM onupaeTcs Ha
nzyvyeHne MAC ypoBHA fdaHHbIX. Heckonbko Tabnuu 3awmtbl oT cnyduHra MAC wn ARP nposepsaTt
OelCTBUTENbHOCTb MakeTa M OTnpaBAT ero B Tabnuuy 60, roe genctBve NORMAIL BbI30BET MOBEAEHUE
«HaBOAHMU 1 n3yyn». Takum obpasom, ICMP-nakeT, ncxogawmi ot VM1, 6ygeT npoxoanTb Mo cnegyowemy
nyTu:

tahle O table 25 table 60
match flow classifier == table 25 match SRC MAC == resubmit 60 flood-and-leam
ICMP IF Ethernet ICMF IF Ethernet ICMP IP Ethernet

Mocne Toro, kak Mbl HacTpownu SFC, KOHBeI7Iep nepecbIJSIKN NUSMEeHUICA U Tenepb BbIMMAOUT Tak:
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group 1 (PPGroup LB) table 5 (MPLS push)
|select [dl_dst=P1.MAC, table 5 | |IP, dst_mac [push 511, table 10

table 10 (SFC ingress)
|mpls=511,pop output P1

table 24 (ARP anti-spoofing)
IPvG ND, nd_target="YM IPv6 |table 25

table 0 (dispatch from in_port) T [

cmpport VM1 |group 1 table 25 (MAC anti-spoofing)

omp, port P2 | NORMAL [port VML, di_src=VM MAC |table 60 |
mpis able 10

port X, IPvE ND table 24

port X, ARP table 24

port X, catch-all table 25

catch-all table 60 table 60(flood-and-leam)

|{:aI{:h-aJI |NDHMAL |

Bo-nepsbix, Mbl Buamm, 4to Tabnuua 0 gencTtByeT Kak knaccudukatop, nepeHanpasnss nakeThbl,
KOTOpble B NpmMmepe Bbllle Mbl co3gaBanu komaHgom openstack sfc flow classifier create B cTopoHy group
1. OTa rpynna npepctasnsieT cobon rpynny OpenFlow Tuna select, kotopas pacnpegenset Tpadvk mexay
HECKONbKUMU NYHKTaMK HazHa4veHus. o ymonyanuio OVS ByaeTt ncnonb3oBatb KOMOMHALMIO 3aronoBkoB L2-
L4, ons BblYMCNEHUS X3aLla, ONpeaensitoLLEero BbIXOAHOM 610K, aHaNorm4yHo Tomy, kak 6anaHcmMpoBka Harpy3ku
ONs KaXX4oro notoka paboTaeTt B TPaAMLMOHHBIX MapLupyTM3aTopax n KoMmyTaTtopax. OTO NOBeAEHNE MOXHO
nepeonpenennTb C MOMOLLbIO onpegeneHHoro Habopa 3aronoBkoB B |b_fields HacTpowikax rpynnbl nap
nopToB.

B Hawem cnyyae y Hac ecTb TOMbKO ogHa cnyxebHas dyHkums, noatomy MAC-agpec HasHayeHus
naketa obHoBnsetca o MAC-agpeca BXOQHOrO nopta cnyebHon yHKUMM 1 nepeHanpaBnseTcs B HOBYIO
Tabnuuy 5. B Tabnmue 5 Bce nakeTbl, NnpeaHa3HayYeHHble Ans cnyxebHon pyHKunn, 06beanHAKTCS C OAHON
meTkon MPLS, opHo3HayHO uaeHTUdUUMpYOWen nyTb cnykebHom dyHkuun. 3aTtem  naket
nepeHanpaensertcs B Tabnuuy 10. IMeHHO 34eck NakeThbl pacnpenensitoTcsa No BXOAHbIM NopTam cry»xebHom
OYHKUMN HA OCHOBE Ha3HayeHHon MmeTkn MPLS.

table 0
match flow classifier == group:1
Pl NN N
ICMP IP Ethemet — group 1 table 10 =
change DST MAC == resubmit & pop label 511 == send out |

p2
ICMP 1P - ICMP IP -
s o S

table 5
push label 511 => resubmit 10 ICMP IP Ethernet

table 0
match flow classifier == flood-and-leam
Mocne 0b6paboTku cnyxebHon byHKUMEN NakeT NOKMAaeT UCXoaaLmMIA NnopT P2 n cHoBa BxoguT B br-int.
Ota BpemeHHas Tabnuua 0 3HaeT, YTo NakeT yxe 06paboTaH crnyXebHoWM yHKUMEN, U, MOCKONbKY NpaBuna
3alWuTbl OT CnydUuHra OTKMYEHbl, MPOCTO pacchifiaeT nakeT yepes Bce nopTbl B Tou xe VLAN. lMaket
nepecbinaetcst Ha br-tun, roe oH pennuuupyeTcs U OOCTaBMSETCS Ha y3en KOHTpossiepa B COOTBETCTBMM C
noBefeHNEM MO YMOSYaHUIO.
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6.12.5. OnucaHne KomaHpg co3gaHua npasun SFC
6.12.5.1. openstack sfc port pair create

[aHHOoM KoMaHaon Mbl 06beanHsaeM napy NOPTOB BO BXOAHOW (--ingress) 1 BbIXOAHOM (--egress).

6.12.5.2. openstack sfc port pair group create

BkntoyeHuwe B rpynnbl napbl NOPTOB.

pynna nap nopTtoB MOXET codepaTb OAHY MMM HECKONbKO Mnap mnopToB. Heckonbko nap nopToB
obecneumBaloT BHanaHCUpPOBKYy/pacnpeneneHne Harpyskm no Habopy QYHKLMOHANbHO SKBUBANEHTHbIX
CNY>XEOHbIX PYHKLINIA.

Onuuu:
--port-pair — napa nopTos, D,aHHbIVI napameTp MOXHO YyKa3biBaTb HECKOJIbKO pa3 AOnA BKIKOYEeHUdA B
rpynny HeCKOMNbKUX nap;

--port-pair-group-parameters lb-fields — pasgeneHHbI CNUCOK nonen 6anaHCcMpoBKK
HarpysKu.

6.12.5.3. openstack sfc flow classifier create

MNpaBuna onpegeneHns NCTOYHMKA NOTOKa, onpeaensaeT HasHavyeHne notoka. ATpMbyT 17 parameters
ABNSAETCA 3anofnHuTeneM, KoTopbld MOXET MUCMOMb30BaTbCA ANA NOAAEPXKKM Kraccudukauum MOTOKOB C
ncnonb3oBaHMem nonen yposHa 7, Takux kak URL-agpec. Onuum logical source port #
logical destination port nNO yMONYaHWO UMEIOT 3HAYEHME none, ONUUA ethertype NO YMONYaHUIO
UMeeT 3HayYeHne IpPv4.

Oonuuu:

--ethertype — IPV4/IPVG;

--protocol — IP-npoTokor,

--source port range min — MWHWMarbHbIA NMOPT MCXOOHOIO NPOTOKONA;

--source port range max — MakCUMarnbHbI/ NOPT NCXOAHOrO NPOTOKONa;

--destination port range min — MWUHMMAaIbHbIN NOPT NPOTOKOMA HA3HAYEHUS;

--destination port range max — MakCcMmarsbHbI NOPT NPOTOKOMA Ha3HaYeHNS;

--source_ ip prefix — UCXOAHbIN IP-agpec unu npedukc;

--destination ip prefix — IP-agpec Ha3Ha4yeHus unu npedukc;

--logical source port — UCXOAOHbLIV NOPT;

-—-logical destination port — NOpT Ha3HayeHus:,

--17 parameters — CNnoBapb NapamMeTpoB L7.

6.12.5.4. openstack sfc port chain create

[aHHOM KOMaHOoM Mbl CBSA3bIBAEM MpaBuria NnoToKoB C paHee Co3AaHHOM rpynmnown nap NopToB..

--project id— naeHTUdUNKaTOp NPOEKTa;

--port pair groups — rpynna nap nopTos,;

--flow classifiers — uma unu ID npasuna notoka;

--chain_parameters — napameTpbl Lienu, CoOaep>XXUT OAMH UITM HECKOSbKO NapamMeTpoB Afs Lenu NopToB
(B HacTosILLEE BpEMS NOOAEPKMBAETCS OAMH NapaMeTp correlation, KOTOPbIN NO YMOMYaHMIO UMEET 3Ha4YeHne
mpls onsg cornacoBaHHOCTU C BO3MOXHOCTAMN OVS).

6.12.6. BHeLWWHUe UCTOYHUKU

OnucaHue BCex KOHCOJbHbIX KOMaHA 7] onuun: https://docs.openstack.org/python-
neutronclient/6.4.0/cli/osc/v2/networking-sfc.html
HacTtpolika n npumepsl: https://docs.openstack.org/neutron/latest/admin/config-sfc.html

OpenStack SDN — Skydiving Into Service Function Chaining
https://networkop.co.uk/blog/2017/09/15/0s-sfc-skydive/
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7. Obpas3bl

7.1. CBonUcTBA

Mpn co3paHum oGpasa ykasbiBalOTCA CBOWCTBA, KOTOpPble MOryT MonesHbiMn Ans co3gaBaembix BM.
3agatb 3TU cBOWCTBa MOXHO B dpopme CospaHume obpasa. [Mpu HaxaTum Ha KHOMKy JonosiIHUTernbHble
HaCTPOMKMN B hopMe NOSABATCS OOMNONHUTENbHbIE HACTPOMKMN.

Onucanue ceoncte B ¢opme Co3sgaHume obpasa ans 3anonHeHus npeacraeneHo B PykoBopactse
nonb3oBartens, pa3gen 5.1. Huke npeactaBneHo AONONHMUTENbHOE ONMCaHNe HEKOTOPbLIX CBOMCTB:

¢ Wma OC — HanmeHOBaHWe onepaunoHHON cucTembl 06pasa. Vicnonb3yeTcst Ans NpuBs3ky K obpasy
WHUT-CKpuNTa, oTpabaTbiBatoLlero npu codgaHun BM. [na pobaBneHns MHUT-cKpUnTa JaHHOe
CBOWICTBO AOMXKHO BbITb 06a3aTensHO 3anonHeHo. MNMocne gobasneHus K kakomy-nnbo obpasy MHUT-
ckpunTa Bce obpasbl, MMetoLLme Takoe Xe 3HayeHne ceovicTBa Mmsa OC kak B aTom obpase, OyayT
MCMnonb30BaTh TOT e MHUT-CKpuNT. Npun yaaneHnn Bcex obpa3oB ¢ 0AUHAKOBbLIM CBOMCTBOM Ums
OC, UHUT-CKPUNT OCTAETCHA NPUBSA3aHHBIM K MMEHU 1 nocne aobasneHuns HoBOro obpasa ¢ 9Tum
UMeHeM, OH ByaeT cpasdy UMEeTb UHUT-CKPUNT;

¢ RAM (MB) — MMHUManbHbIV pa3Mep onepaTUBHOM NamATK B MerabanTtax, KOTOpbIA JOIDKEH
BblgensaTbca BM, cozgaBaemoli 13 obpasa ¢ Takmm CBOMCTBOM. [JaHHOE CBOMCTBO y4MTbIBAETCS MpU
cosgaHum BM: B okHe co3gaHus BM 6ygyT OOCTYMHbI TOMBKO KOHAMrypauum, KOTopble MMetoT
pasmep onepaTUBHOM NaMATU paBHbIn unun 6onblue 3agaHHOro ceoncTaa. Npu octaBneHnn
HyneBbIM 3HAa4YEHNEM OrpaHnyeHve pasmepa He 3agaértca n ans cosgaHvs BM 6yayt goctynHel Bce
KOHpurypaumu;

o Pasmep gucka ('B) — MuHUManbHbIM pa3mep gucka B rurabanTax, cosgaBaemomy ns obpasa c
TakvM CBONCTBOM. [laHHOE CBOMCTBO Y4UTbIBAETCH MpuU co3gaHumn ancka unm BM: npu BeiGopa B
OKHe co3fgaHus ancka unu BM obpasa ¢ Takum cBorcTBOM napameTp Pa3mep aucka byget
aBTOMaTUYeCKN YCTaHOBMNEH 3TUM 3Ha4eHueM. [1pn ocTaBneHUn HyneBbIM 3Ha4YeHMeM orpaHnyeHue
pa3Mepa He 3a4aéTcsa U pa3mep Ancka MoXeT ObITb 3aaaH NnobbiM;

o CeTeBoM agantep — BbIOOp U3 CrMcKa CETEBOro aganTtepa, Ucnosnb3yemoro npu co3gaHui BM. Ons
BbIOOpa OOCTYMHbI CrieayoLlme ceTeBble aganTepsbl:

o virtio — napaBMpTyanuamMpoBaHHbI ceTeBor agantep. OH ncnonb3yeTcs Anst LOCTUXKEHMNS
MaKCVMManbHOW JOCTYMHOM NPONYCKHOM cnocobHocTn. PekomeHayembin ons
ncnonb3oBaHud. Bce onepalmoHHble CUCTEMbI Ha OCHOBE Linux NocTaBnsanTcs ¢
apareepamu VirtlO. Ana Windows VirtlO gpariBep MoxeT ObITb 3arpyxeH ¢ Be6-cantos
http://www.linux-kvm.org/page/WindowsGuestDrivers/Download Drivers vnu
https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/, pna Mac OS — ¢ Be6-
cauTa https://github.com/pmj/virtio-net-osx. B HekoTopbix 06nayHbix obpasax Windows
apameep VirtlO yxe BCTpoeH, Hanpumep, B obpase, KOTOPbI MOXHO CKayaTb OTCloAa
https://cloudbase.it/windows-cloud-images/. Micnonb3yeTca no ymMon4aHuio;

o 1000 — ceTeBol rMrabutHbin agantep Intel 82545EM. OH siBNsieTcst ApariBepom sapa
Linux, npumeHsaembIM 18 BUPTyanusaumm BUPTyarbHbIX CETEBbLIX MHTEP(ENCOB HA OCHOBE
apxuTekTypbl Intel. MNogaepxMBaeTca BCEMU OCHOBHbIMM OMNEPALMOHHBIMU CUCTEMAMU,
Takumm Kak Linux, Windows n Mac OS X 6e3 Heo6xoanmMoCTH YyCTaHOBKM AONONHUTENbHbLIX
OpanBepos;

o rtl8139 — ceteBon 100-merabuTHbii aganTtep Realtek RTL8139;

¢ [MCKOBbIN KOHTpoOMNmep — BbIOOP U3 cnvcka ANCKOBOIO KOHTPOMepa, NCMoSb3yeMOoro npu
co3gaHuu BM. [JocTynHbl Ans Beibopa crieayoLlime ANCKOBbIE KOHTPOSEpSI:

o virtio — napaBMpTyann3mMpoBaHHbLIN ANCKOBLIN KOHTponnep. OH 6onee Npon3BoaUTENbHBIN,
yewm ide u sata. [uck virtio BHyTpn BM BugeH kak yctponcteo PCI Express. Oucku B Linux
npy NCNOsb30BaHMM SAHHOIO KOHTposepa umMenHyroTcs kak /dev/vda, /devivdb n 1. a.
Vcnonb3yeTcsi N0 YMOMYaHWio;

o Virtio-scsi — napaBMpTyanu3MpoBaHHbIN AUCKOBLINA KOHTponnep SCSI. OH npegoctasnseT
aganTep wWuHbl SCSI ans BM. SCSI npeanaraet 6onee 6oratbiin Habop koMaHa, Yem virtio,
N nogaepxunBaeT Gornblle BapnaHTOB Ucnonb3oBaHus. Virtio-SCSI paspaboTaH aAns 3aMmeHbl
virtio, no3sonseT HanpamMyo noakntounTees K SCSI LUNam 1 3HaumMTenbHo ynydwaet
MaclwTabupyemocTb Mo cpaBHEHWUIO ¢ virtio. Tak, virtio-scsi nogaepxmBaeT COTHM YCTPOWCTB,
B TO BpeMsi Kak virtio nogaepxveaeT He 6onee 28 ycTponcTs. KnactepHble AUCKM MOXHO
cosfaBaTb TOMbKO C AaHHLIM KOHTPOMNEPOM, TaK Kak Virtio He noaaepXxmnBaeT KoMaHabl
NOCTOSIHHOIO pe3epsupoBaHua SCSI-3. VIMeeT NONHY NOAAEPXKKY ropsYero NoAKMYeHns
ONCKOB, TOraa Kak Ansi AMCKOB Virtio 3710 He Bcerga BO3MOXHO, MOTOMY YTO 41151 HUX OOKHA
ObITb NOAAEPXKKA ropsiHero nogkntodeHms yctponcts PCl EXpress co CTOPOHbI FOCTEBOM
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OC. Oucku B Linux npmn ncnonb3oBaHWy 4aHHOIO KOHTPOrnepa UMeHyoTcs kak /dev/sda,
/dev/sdb u T. 4.;

o ide — guckoBbivi koHTponnep IDE. OH HaumeHee NPOM3BOAMTENBHbBIA U3 BCEX AOCTYMHbIX.
[na KOppeKTHOro NoAKMNIYEHNS AUcKa, CO30aHHOro U3 obpasa ¢ JaHHbIM KOHTPONNIEPOM, K
BM, HeobOxoaumo B MeHo obpasa lononHuTenbHble HaCTPOMKK B cnucke Tun BM
BblOpaTh pc-i440fx-5.2. ucku B Linux npyn ncnonb3oBaHMM aHHOIO KOHTponnepa
UMeHyloTcs Kak /dev/sda, /dev/sdb n 1. a.;

o sata— guckoBblvi koHTponnep SATA. 3ameHa koHTponnepy ide ans BM c yincetom ¢35,
ncnonb3yembiM No ymonyaHuio. OH MeHee NPOn3BOANTENbHbIN, YeM Virtio 1 virtio-scsi, HO
6onee nponsBoanTENbHLIA, YeMm ide. [lMcku B Linux Npy UCnonb3oBaHn1 4aHHOIO
KOHTpornnepa umMeHytoTcs kak /dev/sda, /devisdb u 1. g.;

e [yGnunyHbIN — BKNIOYEHNE CBOWCTBa AenaeT obpa3 JOCTYMNHbIM 119 UCMONb30BaHUs
nonb3oBaTensMmn BCex NPOeKToB. Ecnun cBOMCTBO BbIKMOYEHO, TO 06pa3 6yaeT AOCTyNeH TOMbKO B
npoekTe, B KOTOPOM OH Bbif co3aaH, a Takke agMMHUCTpPaTopam NobbIX NPOEKTOB;

e YnyuweHusa Windows — nocne BknoyeHus B cBoMcTBa obpasa gobasnseTca napameTp 0S_type
paBHbIn windows. [1na cosgaBaembix BM ¢ ncnons3oBaHnem takoro obpasa B KOHGUIrypaLMOHHbIV
cdain XML 6yayT BHECEHbI U3MEHEHNSs!, CNOCODOCTBYIOLLME YIYYLLIEHNIO X paboThbl Ha 3arpyXEeHHbIX

rmnepeusopax, 4to bonee Bcero akryanbHo ans Windows 7 u Windows Server 2008 R2:

<features>
<acpi/>
<apic/>
<hyperv>
<relaxed state='on'/>
<vapic state='on'/>
<spinlocks state='on' retries='8191"'/>
</hyperv>
</features>

<clock offset='localtime'>

<timer name='pit' tickpolicy='delay'/>

<timer name='rtc' tickpolicy='catchup'/>

<timer name='hpet' present='no'/>

<timer name='hypervclock' present='yes'/>
</clock>

Tarke bygeT cosgaH pasgen nogkaykm Ha 6ase FAT32 BmecTo pasgena nogkadku Linux, a ums ysna
OyneT orpaHu4eHo 15 cumeonamu;

e 3awmueHHbIN — BKMIOYEHVE CBOWCTBA AernaeT HeBO3MOXHbIM yaaneHue obpasa, 4o Tex nop, noka
OHO He OyAeT BbIKMHYEHO;

e 3arpy3uuk UEFI — cBOICTBO BKMOYaeTcsa npu HeobxogmmocTu co3gaHus BM ¢ ucnonbsosaHnem
obpasa, nogaepxueatoLlero 3arpysky no UEFI,

o QEMU areHT — BKMoueHMe NogaepXky rocresoro areHta QEMU. OH obGecneunBaeT gocTyn mexay
dumsmyeckumm yanamm u rocteBbimn OC yepes cokeT, ucnonb3ys npotokon QMP. Hanpumep, moxeT
MCNonb3oBaTbCA AN CO34aHNs KOHCUCTEHTHbIX pe3epBHbIX konuin BM. Bes BknioveHns gaHHoOro
CBOWICTBa areHT He MOXeT ObITb 3anyLieH B roctesomn OC;

e [encTBuA npu 3aBucaHum rocteBon OC — BbIOOpP M3 cnucka NoBeaeHUs CTOPOXXEBOro TanMmepa
ansa BM Linux, cosgaHHoro ns obpasa (3agaétcs yepes napametp hw_watchdog_action):

o Het - cBoncTBO He 3apaétca (napameTp hw_watchdog_action otcytcteyeT). McnonebsyeTcs

Mo YMOMYaHuio;

OTKNIOYeHO — CTOPOXEBON TaMep He amynupyeTcs. [o3BongeT OTKNIOYUTL Tanmep Ans

BM, co3sgaHHOro 13 Takoro obpasa, gaxke ecrniv oOHo Oblf10 BKITHOUYEHO B KOHGUrypawumu;

Mepe3sarpy3ka — npuHyauTensHas nepesarpyska BM,;

BbikntoyeHue — npuHyanTensHoe BblknioveHne BM;

MpuocTtaHoBKa — npuoctaHoBka BM,;

Hwuyero He aenaTb — aMynNUpoBaHMe CTOPOXEBOIo TaiMepa 1 HU4ero He genartb, ecnn BM

3aBuC;

e Twun BM - BbIGOp U3 cnvcka ynnceTa, UCNonb3yemoro npu cosganum BM:

o pc-i440fx-5.2 — amynuposaHue ynnceta i440FX. imeeT noaaepxky WuHbl Legacy PCI;
o 35 - amynupoBaHue 6onee coBpemeHHoro ynnceta Q35 (ICH9). MmeeT nogaepky WNHbI
PCI Express. Ncnonb3yeTcs N0 yMOA4YaHuIo.

O

O O O O
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7.2. Ucnonb3oBaHue rotoBbIX 0O6pa3oB

BonblwMHCTBO NonynspHbIX onepaunoHHbix cuctem (OC) nmetoT rotoBble 06pasbl, NpeAHa3HayYeHHbIe
ansa cosganua BM, paboTatowmx nog ynpaesneHmem runepsusopa KVM:

e Arch Linux — https://geo.mirror.pkgbuild.com/images/ (norvH no ymonyanuto arch);

e Astra Linux — https://dl.astralinux.ru/images/ (norvH no ymonyanuto astra);

e CentOS - https://cloud.centos.org/centos/ (norMH no ymonyaxuto centos, B CentOS Stream 9 — cloud-
user);

e Cirros — http://download.cirros-cloud.net/ (nOrmMH No yMON4YaHuio Cirros);

e Debian - https://cdimage.debian.org/cdimage/cloud/ (noruH no ymonyaxuio debian);

e Fedora - https://alt.fedoraproject.org/cloud/ (noruH no ymon4danuio fedora);

e FreeBSD, OpenBSD un NetBSD - https://bsd-cloud-image.org/ (noruHbl no ymon4yanuto: freebsd ans
FreeBSD, openbsd anss OpenBSD u netbsd gna NetBSD);

e OpenSUSE - https://download.opensuse.org/repositories/Cloud:/Images:/ (MOrMH no  ymon4yaHuio
opensuse);

e SLES - https://www.suse.com/download/sles/ (nornH no ymon4yaHuto opensuse);

e Ubuntu — https://cloud-images.ubuntu.com/ (norvH no ymonyanuio ubuntu);

¢ Windows — https://cloudbase.it/windows-cloud-images/ (nornH no ymonyanuto Administrator).
3710 006pasbl ¢ HacTpoeHHou konmen OC. U3 rotoBoro obpasa MoxHo 6bicTpo co3gatb BM ¢ Tnnoeon
KoHdpurypauuen. PekomeHayeTcs ncnonb3oBatb 64-6uTHbIE 06pa3bl B hopmaTe qcow?2 (davin obpasa MoxeT
UMeTb paclMpeHns qcow2, qcow2c, img), nogrotoeneHHble ans nnartdopmel OpenStack. Hanpumep, ans

OC CentOS B HasBaHunm obpasa gomkHo 6biTb GenericCloud, a ana OC Debian — openstack wan
genericcloud. Takve o6pasbl cogepxat MHCTPYMeHT cloud-init, c nomMoLLblo KOTOPOro BO BpeMsi 3arpysku BM
nony4aeT napameTpbl KOHPUTypaLMn U3 METAAAHHBIX U 3aMyCcKaeT UHWUT-CKPUMT. VIHUT-CKPUNT, NPUBA3aHHbIN
kK obpasy, ana BM poctyneH no agpecy http://169.254.169.254/latest/user-data unu Haxogutcs Ha

cneumanbHOM Ancke ¢ MeTadaHHbiMu (mogpobHee unTaTh B pasgene 7.4).

Ons 6onblIMHCTBA rOTOBLIX 06Pa3oB Naposb He ycTaHoBMNeH. [1oaTomy, 4TOBLI ayTeHTUdMLMpoBaTLCA
B OC, HYXHO ucnomnb3oBaTb SSH-kMoY, KOTOPLIN AOMKEH BbITh yka3aH npu co3gaHun BM.

Kak HacTpouTb ayTeHTudukaumo B OC ¢ noMoLbo NorMHa 1M napons ans rotoebix obpasoB Linux
yutanTe B pasgene 7.4.

7.3. Co3paHue

CospaHne obpasoB pasHbix onepaunoHHbix cuctem (OC) Ha nnatdopme BupTyanu3auum PYCTOK
BbIMOSIHAETCA OAHOW 1 TOW Xe NocrneaoBaTeNbHOCTbIO AEVCTBUI, OAHAKO MMeeT Hebonblumne pas3nuyus.

7.3.1. Windows

B naHHoM pasgene onuvcbiBaeTcs NocrneaoBaTenbHOCTb AEWCTBMI Ha NpuMepe co3daHust obpasa OC
Windows 10.

7.3.1.1. Co3paHue obpa3sa ana ycraHoBku Windows

[nsa co3gaHnst obpasa Hy>KHO:
e nepentn B nogpasgen O6pasbl pasgena Konum u o6pasbl;
e HaxaTb kHoMky Co3gaTtb + ha nanenn WHCTPYMEHTOB;
e 3anonHuTb nons oopmbl CoszpaaHue obpasa crnegylowmm obpasom:
Nmsa — Beectn uma Windows 10 ISO;
MpoeKT — BbiOpaTb NpoekT admin;
Uma OC — seectn nmsa windows10 iso;
KoHTenHep — BbiGpaThb bare;
dPopmaTt gncka — iso;
RAM - 0;

O O O O O O
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o Pasmep aucka — 0;
o CeTteBoM apganTtep — Virtio;

IOna obpasoB Windows B none [WUCKOBbLIA KOHTPOJJIep PeKoMeHAyeTcss BblOpaTb Virtio-scsiu
YCTaHOBUTb (hbraxok B Yekbokce YnydweHusa Windows.

o TMyGnu4yHbIN — YCTAHOBUTb (Praxok;
o MeTtop 3arpy3ku — Bbibpatb Pann;
e HaxaTb kHonky CospaTb.
CospaHHbIN 06pa3 oTobpasutcs B pasaene meHio Konun n obpasbl — O6pasbl.

7.3.1.2. 3arpy3ka o6pasa ISO ana yctaHoBku Windows

Ina 3arpysku obpasa ISO HyxHO:

e nepeitu B nogpasgen Ob6pasbl pasaena Konuu n o6passbl;
e BbIGpaTh CO3AaHHbIN 06pa3 13 Npeapblayllero pasaena;

e HaxaTb KHOMKy 3arpy3uTb o6pas oL Ha NaHenu MHCTPYMEHTOB;
e B OTKpbiBLIENCs hopme 3arpy3ka obpasa gobdasutb dann obpasa ISO Windows 10);
e nocne 3arpy3sku kHornka 3AFPY3UTb ctaHeT akTuBHa, HaXxkaTb Ha Heé.

7.3.1.3. Co3pgaHue obpasa onsa AvMcka gpanBepoB

O6pas 1ISO c Opaneepamu VirtlO OOCTYneH angd cKadymBaHus no
ccbinke https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/stable-virtio/virtio-win.iso.
[nsa co3gaHns obpasa Hy)KHO:

e nepentu B nogpasgen O6pasbl pazgena Konum u obpasbi;
e HaxaTb kHonky Co3gaTtb + Ha narvenu WHCTPYMEHTOB;
e 3anonHuTb nons oopmbl CoszpaaHue obpasa crnegyowmm obpasom:
Uma — Beectu nmsa VirtlO ISO;
MpoeKT — BoibpaTh NpoekT admin;
NUma OC — BBecTn nm4 virtio_iso;
KoHTenHep — BbiGpaThb bare;
dopmaTt gncka — iso;
RAM - 0;
Pasmep aucka — 0;
CeTteBoM aganTtep — virtio;
[nckoBbIN KOHTponnep — Virtio-scsi;
MyGnuYHbIN — YCTAHOBUTL (Praxok;
YnyuweHusa Windows — ybpaTtb dhnaxok;
MeTop 3arpy3ku — BbibpaTtb URL;
URL - BBecTu https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/stable-
virtio/virtio-win.iso;
e HaxaTb kHonky CospaTb.
Co3gaHHbINn 0bpas oTobpasutcs B pasgene meHio Konun n o6pasbl — O6pasbl.

O 0O OO O0OO0OO0OO0OO0OO0OO0o0OOoOOo

7.3.1.4. Co3paHue atanoHHoro BM Windows

[na co3ganHns atanoHHoro BM Windows HyxHo:

e nepentn B pasgen BuptyanbHblie MawuHbl;

e HaxaTb kHonky Co3paTtb + Ha naHenu WHCTPYMEHTOB;

e 3anonHuTb nons dopmbl CozpgaHmne BM cnegytowum obpasom:

Uma — eeectn nma Windows install;

MpoeKT — BbiOpaTh NpoekT admin;

OC - BbibpaTb Windows 10 ISO;

KoHdomrypaums — Beibpatb koHurypaumto (Hanpumep, medium (2 CPU/4 6 RAM));
Pa3mep aucka — 40;

Tun gucka — BbIGpaTb TMN (Hanpumep, nfs);

CeTtun — BbIOpaTh ceTb (Hanpumep, int-net);

Mpodmnu 6e3onacHocTn — BbIGpaTh Npodunu (Hanpumep, default);
ISO obpa3 — BbIbpaTb obpas VirtlO 1SO;

un KoHTponnepa ana CD — BbiOpaTb SATA;

O 0O 0O OO O O O O O
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HyxHo 06s13aTenbHO CHATL (brnaxok B Yekbokce YaanaTb auck Bmecte ¢ BM.

YKka3blBaembll pasmep AuMCKa Ha [aHHOM 3Tane OyaeT SBAATbCA MWHUMAanbHO BO3MOXHbIM AMs
Oyaywmx BM. Ecnu nnaHupyeTcs MCNOMb30BaTb CKPUMNTbI aBToMatu3aumv (MHUT-CKPUNTHI), TO

pekoMeHayeTcs yKasbiBaTb MWHMMAanNbHO Heobxoaummbl pa3mep ans yctaHoBku OC u Tpebyemoro
OOMOMHUTENBHOrO NPOrpamMmMHOro obecneveHus.

e HaxaTb kHonky CospaTb.
CospaHHbin BM oTobpasutca B pasgene meHio BuptyanbHble MawuHbl co ctatycom CobupaeTcs.

Mocne 3aBepLUeHnst ero NOAroTOBKM CTaTyC M3MEHUTCst HA 3anyLeH, Aarnee HYy)XHO OTKPbITb KoHconbs BM ans
ycTaHoBku rocteBon OC.

7.3.1.5. YctaHoBka Windows B KOHcOnu

[Mocne OTKPLITUA KOHCONWM MOXHO BbINONMHUTL ycTaHoBky OC Windows 10.

"4 Yeranoska Windows

o Windows®

YeTanasnusacubii £5bik: =
Dopuat spenerin u gerexmbi eqnrny;  [ITRERETTT] -
MeToa seoaa (packnaaka Knaenatypei): ,ﬁ‘

BrIBepHTe HyKHBI A3LIK W ADYTWE NAPaMETPEI, 8 33TEM HaxXMKTE KHonky "[anee”.
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[IMCKOBBI KOHTPOMEP HEe pacrno3HaeTCs MO YMOSYaHWo, NO3TOMY A1l HEro HEO6X0ANMMO YCTaHOBUTb
apaneep VirtlO.

@ ¢ Yeranoeka Windows

lAe Bbl XOTHTE YCTaHOBKMTE Windows?

OBuwmit pas... CeoBogro  Tun

+3 OBHOBUTE JS Yaanute fgcpr 1aTHpOBaTL Co3gate

3 =
arpyauTe Paciumpute

1. Hawm He yaanoce Haiitw gpaiisepel. YroBel noayunTe 4paidBep 3aN0MUHAIDLLEMD YCTPOWCTES
HEXMUTE KHONKY "3arpysuTs Apaieep”.

@ ¢ Yeranoeka Windows

BoibepuTe ApaiiBepsl, KOTOPbIE HYKHO YCTAHOBWTh

3arpysuTe gpaisep lﬁ

Jins ycranoekw gpaiisepa AnA AMCKA BCTABLTE YCTAHOBOUHBIA HOCUTEND, COAEPALLNA
daiine gpaiieepa, n wenknute "OK".

Mpunedanne. Y cTaHOBOUHBIM HOCUTENEM MOMET BbiTh komnakT-auck, DVD-auck nan
USB-ycTpoiicTeo dazw-namati.

—> | O63op | l OK ] | OTmena

CKpbITE ApanBEpE, FECOBMECTAMETE T UOUPYAUESHNEM KUMITSHOTEpd

| Obzop ‘ |’_|OBTO|JMTbnOﬂ0C
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3a0ecb HyHO BblbpaTb CD-guckoBog ¢ gpaviBepamu virtio-win, ganee gupektopuio vioscsi — w10 —
amd64 n HaxaTb kHonky OK.

@ ﬁ] ¥cranoeka Windows ﬁ

BribepwTe ApaiiBepbl, KOTOPbIE HY>KHO YCTaHOBWTh

DBzop nanok

BrifepuTe ApalEen 1M HEMMUTE KHoMKY K",

212 ~
2k12R2
2k16
2k19
2k22
2k8
2k8R2
wid
amds4 h
ARMB4
x86 W

LR Y """ "

CkpbiTe gpaieep|

OB3op [_I TUBTOPATE TUACK | lanee

,ElpaVlBep OT06pa3VITCF| B CrncCke, nocne 4ero Hy>KHO HaXXaTb KHOMKY Danee.

@ é] ¥cranoeka Windows

BribepuTe ApaliBepbl, KOTOPLIE HYXXHO YCTAHOBWTD

Red Hat VirtIO 5CSI pass-through contreller (EX\vioscsiowlhamdbd\wvioscsi.inf)

QKFI'bITb ,{l,F]lHﬁBEFIII:lIJ HECOBMECTHUMbIE C OEIOFI'}"ADBEHMEM KOMOBHITEDE.

[ OBzop ] [ﬂﬂﬂTDpHTbl‘lﬂ-ﬂCK] —’
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Mocne ycTaHOBKM gpaviBepa 6yaeT AOCTYNeH K BbIGOPY AWNCK U MOXHO NPOAOIHKUTL YCTAaHOBKY rOCTEBOM
OC, HaxaB kHonky Janee.

@ @ Y¥eranoeka Windows ﬁ

e Bbl X0TUTE ycTaHoeWTs Windows?

Train OBwwi paz... CeoBogHo  Tun
p,, Hesanatoe npocTpadcTeo Ha gucke 40.0TE 40076 h
+4 OBHOBMTE f Y¥aanute i DopmaTMpoBaTe Cozgate
&4 Jarpyzute j Pacwmputs

—> [ Lo |

Hanee BbinonHAetcs yctaHoBka rocteson OC. [lo 3aBepleHWio HeobXxoaMMO YCTaHOBUTb
OOnoNHUTENbHbIE ApaniBepPbI Ansi CETEBON KapThl u ycTporicts PCI.

Oparisepbl ceTeBoW KapTbl HaxoaaTca B anpektopun NetKVM, a yctponcts PCl — B anpektopun Balloon.

[ns ycTtaHoOBKM ApanBepoB HeOOX0AMMO OTKPbITh [lucneTyep yCTPOUCTB, BbibpaTh Ball KOMMNbIOTEP,
HaxaTb [lencTBMe — YCTaHOBUTbL CTapoe YCTPOMCTBO
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®afin | [eiictene  Bng Cnpaska

i = OBHoenTs kondurypaunto obopyaoeanus

YcraHoewTe cTapoe ycTpoiicTes h

> [' YcTpoicTea n NpuHTEpSI
>
> u Cnpaska
~ K7 ApyrweycTpoiicTea
Bi Ethernet-kontponnep
§i PCl-ycrpoiicTee
§i PCl-ycrpoiicTes
> Knagnatypel
> [ Komnerorep
» =@ Koutponneps IDE ATA/ATAPI
> i Kontponnepe USE
> & KoHTponnepsl 3anomMuHaown yecTpaiicTe
» [ Monutopsl

> g Meiwn u MHEIE YKaZEIEAMOLWNE YCTPORCTES
» [ Ouepean nevatn

> § Moptat (COMuLPT)

» B DNporpamuuee yerpoiicrea

> ﬁ Mpoueccope

> [ Cereseie agantepel

» K3 Cucremubie ycrpoiicTsa

> Yerpoiicrea HID (Human Interface Devices)

[JloGaewnTe cTapoe (Ge3 noggepin Plug-and-Play) ycTpoicTen Ha 3T0T KoMNbrOTER.

£ Urobbi HauaTs Nowck, BBEAMTE 34€CH

Mocne 3anycka MacTepa ycTaHOBKM oGopyaoBaHusa HaxaTb [anee — YcTtaHoBKa o6opyaoBaHus,
BbIGpPaHHOro U3 crnucka Bpy4Hylo — [anee.

By Avcnetuep yeTpoiicts — O X
Daiin | [Jeiictene  Bug  Cnpaeka
e mEE B

+ & DESKTOP-HOUNE54

YcTaHoeka oBopyacBaHUA

3TOT MacTep NOMOraeT YyCTAHOBMTL HOBOE oGopynoBaHwe

MECI'EP MOMET BRINOAHNTE NOWCK HOBOTO oﬁopy,qoaaHun W Y CTAHOBWTE EMD:
ETOMETUYECKN. EC/IN 3E BBI TOUHD ZHAETE MErOTOBWTENA 1 MOAENE OGOPYAOEEHHH,
KOTOQOE HY#HO YCTaHOEWTE, Bbl MOMETE BblﬁpETb ErCQ W3 CNWCKE BEYYHYHD,

Uro gonsen caenate mactep?

() Mowck n aBTOMATHYECKA YCTaHOBKA 0BOpYA0B3HNA (PEKOMEHAYETCR)

(®) YcraHoeka oBopys0EaHNA, EBIBPEHHOMD U3 CIMCKE BPYUHYHD ‘—

< Hasan Omena

Mocne vero BbiOpaTb MNokasaTb Bce ycTtponcTtBa — [lanee — YCTaHOBUTb C Aucka — O630p u
yKkasaTb NyTb A0 ApariBepa ceTeBon kapTbl (pacnonaraetca B aupektopun E:\NetKVM\w10\amd6é4\netkvm.inf
Ha CD c gpanBepamu virtio-win) n HaxaTb kHonky OK.
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&y ncnetuep — O X
Dain | [fdeiicteme Bug  Cnpaexa
Lo Afeailll ? Mol
~ ;% DESKTOP-HOUNE54
YcraHeeka oBopydoeaHna
BwiGepuTe apafieep Ans STOMe yCTPOACTEA.
B A DOWCTEA Il b = il M K, =] £
Y9 Yeranoeka c aucka \ x B2
H BcTaBeTe yCTaHOBOYHEIA JMCK MSrOTOBMTENA 0K
-~ - YCTROWCTEA M 3303ATE COOTBETCTEYIOWMA MCKOB0M.
OmaeHa
(Monyuenn
KonvposaTs haiinel ¢ aMcKa:
EANetkVMw1D\amd6t e | [ O830p.. |
I Y(.—I'EHDEI."ITbC,\'J'MCKE...
< Hasan Danee = Ommena
,ElpaVlBep OT06pa3VITCF| B CMNCKe rotoBbIX K YCTaHOBKe. HY)KHO HaXaTb ﬂanee — D,anee.
B Ancnervep yorpoiicTs — O X

Oaiin | [feiicteme  Bug Cnpaexa

e« o HE B

v & DESKTOP-HOUNS54

Y¥cTaHoeka oBopyaoEaHNa

BwiGepuTe apafiBep ana 3Toro ycTpodcTEa.

BuIGEpHTE MIrOTOBHTENA YETPORCTES, EM0 MOLENE W HaxmuTe kHonky “Janee”. Ecan nmeetca
L YCTAHOBOUHBIA AMCK € ApaiiBEpOn, HAMMWTE KHONKY "Bbl XOTWUTE YCTAHOBWMTL C ANcka”,

Mogene

Red Hat VirtlO Ethernet Adapter

=] JpafBep MMEET LG POBYH NOANUCE,

CeeeHNa 0 NOANWCHIEAHUN AD3ABEDOE YeTanosnTe € gucka...

< Hasan Omvera

Mocne 3aBepLUeHUst YCTaHOBKU HEOOXOAUMO HaxaTb KHoMky FoToBo.
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Mocne 3aBeplueHMs ycTaHOBKM OpanBepa OyaeT BbiBedeHO npegynpexaeHve: 3mo ycmpolicmeo
pabomaem HernpasunsHO, m.K. Windows He ydaemcs 3azpy3ump 0551 He20 HyxHble Opatieepsi. (Kod
31). 370 He ABRSETCA OLIMOKON — ApalBep MHULMANM3NpyeTcsi Mocne nepesarpy3ku CUCTEMBI.

AHnanornyHo cetesomy ApariBepy NetKVM BbinonHUTbL ycTaHOBKY ApaviBepa ansa yctpowncts PCl —
Balloon (pacnonaraetcs B gupektopum E:\Balloon\w10\amd64\balloon.inf Ha CD ¢ gpavsepamum virtio-win).

lMocne 3TOro MOXHO BbINOMHUTL HEOBXOAMMbIE HacTponkn Ans 6ygylwero 3TtanoHHoro obpasa.
Hanpumep, oTknounTs GpaHamayap Windows n ynpaBnaTe MEXCETEBbIM 3KPaHOM TOSbKO Yepe3 naHerb
ynpaenenna PYCTOK, HacTpouTb yaanéHHbli [OCTyn, a Takke OOHOBUTb CUCTEMY U YCTaHOBUTb
HeobxoauMmbIi codT. Ecnv ons ycTtaHoOBKM OOHOBMNEHMN TpebyeTcs Hannume cetu n BbIXOA4 B MHTEPHET, TO
nepesarpyaute BM, 4tobGbl ceTeBOl gpaniBep MHMLMANM3MpoBarcs.

lMocne BbLINOMHEHWS BCeEX HeobXoAMMbIX HACTPOeK pekoMeHayeTca ybpaTb npuBssky BM k
obopyaoBaHMIO U BbIMOMHUTL  OYUCTKY, 3anycTMB YTUNWUTY Sysprep (Haxogutca B OUPEKTOpUK
C:\Windows\System32\Sysprep\sysprep.exe) nnm ncnonb3osaTb nporpammHoe obecneveHne Cloudbase-Init
(https://www.cloudbase.it/downloads/CloudbaselnitSetup x64.msi), a nocne atoro BblkMouYNTL BM. Bonee
nogpobHo 06 aTOM M1 ApyrMx Buaax kactommsaumm obpasoB MOXHO NpounTath B pasgene 7.4.

7.3.1.6. YopaneHune atanoHHoro BM Windows

Mocne BbikntodeHns atanoHHoro BM Windows install, ero Heobxoammo yganute. CmeHa ctaTyca BM
Ha BbikntoueH otobpasuntca B none Ctatyc naHenu ynpasneHus B pasgene BuptyanbHblie MawuHbl. [Ons

yoaneHus cnegyet Belbpatb BM 1 HaxaTtb KHOMKy YaanuTb ¥ a navenn WHCTPYMEHTOB, nocne atoro BM
nepecTaHeT oTobpaxaTbCs B CNNCKE.

7.3.1.7. Co3gaHue o6pa3a Ha OCHOBe Aucka atanoHHoro BM Windows

[na co3gaHnst obpasa Hy>KHO:
e nepentn B pasgen Auckm;
e BbIOpatb Disk for Windows install paamepom 40 I'b (oH gomkeH HaxoauTbesa B ctaTyce [locTyneH);
HakaTb KHOMKy 3arpy3uTb Kak o6pas L. Ha naHenm WHCTPYMEHTOB;
¢ B dopme Co3naHue obpasa U3 aucka Beectu nmvs, Hanpumep, Windows 10 cloud,;
e HaxaTb kHonky MOATBEPOUTD.
CraTyc ancka nsmeHutcs Ha 3arpyxaetcs. [locne 3aBeplueHus onepauumn ctaTyc gucka cHosa byaet

oTobpaxaTbcs kak [locTyneH, a co3gaHHbIi 06pa3 MOXHO yBnaeTs B pa3gene Konum n obpasbl — O6pasbl.

7.3.1.8. PegaktupoBaHue cosgaHHoro obpasa Windows

Co3pgaHHbIn 06pa3 Heobxoaumo oTpeaakTupoBaTth. [N 3TOro HyXHO:

e nepentn B nogpasgen O6pasbl pasgena Konum u o6pasbi;
e BblbpaTtb 06pa3 Windows 10 cloud;

e HaxaTb kHOMKy PegaktupoBaTtb [# Ha nanenu WHCTPYMEHTOB;

e 3anonHuTb Nons oopmbl PeaakTupoBaHue obpasa cnegyowmm obpasom:
Umsa — BeecTn uma Windows 10 cloud;

Nmna OC — BeecTn nms windows10;

RAM - 0;

Pasmep gucka — 40;

CeTeBoOM apganTtep — virtio;

[vcKoBbIN KOHTponnep — Virtio-scsi;

O O O O O O

lMpn pepakTMpoBaHun obpas3a HeoOXoAUMO YyKasbiBaTb TOT XK€ [UCKOBbIA KOHTPOMep, KOTOPLIN
ncnonb3oBarcs npu cosgaHumn obpasa ISO.

o My6nuyHbIN — yCTaHOBUTbL (PrIaxoK;
o Yny4weHusa Windows — yCTaHOBUTb (pnaok;
e HaxaTb KHOMKy CoxpaHuUTb.
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7.3.1.9. Co3gaHue BM Ha ocHOBe co3pgaHHOro obpasa

Mocne atoro MoxHo co3aaTtb BM Ha ocHoBe rotoBoro obpasa. [1na 31oro HyXHo:
e nepentn B pasgen BuptyanbHbie MawuHbi;

e HaxaTb kHomky CozaaTtb ¥+ Ha naHenm MHCTPyMEHTOB;
e 3anonHuTb nonsa dopmel CosgaHue BM cnegyrowmm o6pasom:

O 0O O O O O O O

o

Uma — seecTn nma windows10-test;

MpoeKT — BbiOpaTb NpoekT admin;

OC - Bbi6paTb Windows 10 cloud;

KoHdmrypaums — BeiOpaTb koHUrypauuto (Hanpumep, medium (2 CPU/4 T6 RAM));
Pa3mep aucka — 40;

Tun gucka — BoIbpaTh TN (Hanpumep, nfs);

YcTtaHoBuUTb onaxok Yaanartb guck smecte ¢ BM;

CeTtu — BbIbpaTh ceTb (Hanpumep, int-net);

Mpodunu 6eszonacHocTn — BbibpaTh Npochunu (Hanpumep, default);

e HaxaTb kHonky Co3paTb.
Mocne nameHeHusa ctatyca BM c Cobupaetcsa Ha 3anyLieH, MOXHO MpPOBEpUTb FOTOBHOCTbL BM «k

paboTe C MOMOLLbIO KOHCOMN.

7.3.2. Linux

B paHHOM pasgene onuvcbiBaeTCca nocrnenoBaTenbHOCTb AEMCTBUIN HA npumepe co3gaHusa obpasa OC

CentOS 9.

7.3.2.1. Co3gaHue obpa3a AnAa yctaHOBKM Linux

Ins co3gaHus obpasa HyXKHO:

e nepeitu B nogpasgen O6passbl pasgena Konum n o6pasbl;
o HaXaTb KHOMKY COS,D,aTb + Ha naHenn MHCTPYMEHTOB;
e 3anonHuTb nons popmel Cos3paHue obpasa crneayowmm obpasom:

O O O O O O O O O

Uma — Beectn nma CentOS 9 ISO;
MpoeKT — BoibpaTh NpoekT admin;
Uma OC — BeecTn nma centos9 _iso;
KoHTenHep — BbiGpaThb bare;
dopmaTt gncka — iso;

RAM - 0;

Pasmep aucka — 0;

CeTteBoM aganTtep — virtio;
ANCcKoBbIM KOHTpONep — Virtio-scsi;

[nsi o6pasoB Linux pekoMeHayeTcs BblopaTe JIMCKOBBIN KOHTPOMNEp Virtio-scsi.

@)
@)
@)

MyGnuYHbIN — YCTAHOBUTL (Praxok;
Yny4ywenusa Windows — ybpaTtb hnaxok;
MeTopn 3arpy3ku — Bblbpatb dann;

e HaxarTb kHonky Co3paaTtb.
CospaHHbIn obpas oTobpasutcs B pasgene meHio Konum u o6pasbl — Obpasbl.

7.3.2.2. 3arpy3ka o6pa3a ISO ansa yctaHOBKM Linux

[na 3arpysku obpasa ISO HyxHO:

e nepentn B pasgen meHto Konun u o6pasbl — O6pasbl;
e BblbpaTb cO3OaHHbIM 00pa3 u3 npeabigyLLero pasgena;

e HaxaTb KHOMKy 3arpy3uTb o6pas = Ha naHenu MHCTPYMEHTOB;
e B OTKpbIBLIENCA hopme 3arpy3ka obpasa gobasuTb cann obpasa ISO CentOS 9;
e nocrne atoro kHornka 3AMPY3UTb ctaHeT akTuBHA, Ha)KaTb Ha Heeé.

7.3.2.3. Co3paHue atanoHHoro BM Linux

[na cosgaHns atanoHHoro BM Linux HyXHO:

e nepentn B pasgen BuptyanbHbie MawwuHbl;

98



Penuz 2.6.1 Pykosodcmeo admuHucmpamopa PYCTOK

e HaxaTb kHonky Co3paTtb + Ha navenu WHCTPYMEHTOB;

e 3anonHuTb nons popmel Co3paHne BM cneaytolimm obpasom:

Umsa — BeecTn nma CentOS install;

MpoekT — BbIGpaTb NpoekT admin;

OC - BLIGpaTtb CentOS 9 ISO;

KoHdmrypaumsa — BeibpaTtb koHpurypaumto (Hanpumep, medium (2 CPU/4 6 RAM));
Pa3mep aucka — 10;

Tun gucka — BbIOpaThb TN (Hanpumep, nfs);

Cetu — BbIbpath ceTb (Hanpumep, int-net);

Mpodunu 6eszonacHocTn — BbibpaTh Npocdunu (Hanpumvep, default);

O O O O O O O O

HyxHo 06s13aTenbHO CHATL hraxok B Yekbokce YaanaTb AUCK BMecte ¢ BM.

YKasblBaembli pasmep Oucka Ha faHHOM dTane OyaeT ABNATbCA MWHUMMANbHO BO3MOXHbBIM ANS
Oyaywmx BM. Ecnum nnaHupyeTcs MCNONb30BaTb CKPUMTbl aBToMatv3aumv (MHUT-CKPUNThI), TO
pekoMeHayeTcs ykasbiBaTb MWHMMANbHO Heobxoaumbii pa3mep and yctaHoBku OC u Tpebyemoro
AOMONHUTENBHOrO NPOrpamMmMHOro obecneyeHus.

e HaxaTb kHonky Co3paTb.
Cos3paHHbin BM oTobpasutcsa B pasgene meHio BuptyanbHble MawwuHbl co ctatycom Cobupaercs.

Mocne 3aBepLUeHnst ero NOAroTOBKM CTaTyC U3MEHUTCSA Ha 3anyLeH, Aarnee Hy)XHO OTKpbITb koHcons BM ans
ycTaHoBku rocteson OC.

7.3.2.4. YctaHOoBKa Linux B KOHconu

[Mocne OTKPLITUSA KOHCOMNWM MOXHO BbINONMHUTL ycTaHoBKy OC CentOS 9.

Mocne 3aBeplieHns yctaHoBkm OC MOXHO 3arpy3utbCs C fokanbHOro avcka (npu 3arpyske BblbpaTb
Troubleshooting — Boot from local drive) n BbINOMHUTE AONONHUTENbHbLIE HACTPOWKN UMW YCTAHOBUTL
HeobxoamMmoe nporpamMmHoe obecneveHve onga Oyayliero aTanoHHOro obpasa, a nocne 3Toro BbIKMOYUTb
BM. Takke MOXHO Npo4MTaTth O KacToMm3aummn obpasoB B pasgene 7.4.

7.3.2.5. YaaneHune atanoHHoro BM Linux

Mocne BbIkMNoYeHusa aTanoHHoro BM CentOS install, ero Heobxogumo yaanutb. CmeHa ctaTyca BM
Ha BbikntoyeH oTobpa3untcsa B none CtaTyc naHenu ynpasneHus B pasgene BuptyanbHblie MawmHbl. Ons

=

yAaneHus cnegyet BblibpaTs BM 1 HaxaTb KHONKy Yaanutb ¥ 2 nanenn WHCTpyMeHTOB. [locne sToro BM
nepectaHeT oTobpaxaTbCs B CNUCKE.

7.3.2.6. Co3pgaHue obpasa Ha OCHOBe AuckKa aTanoHHoro BM Linux

Ansi co3gaHnsa obpasa HyXHO:
e nepentn B pasgen Auckm;
e BblbpaTb Disk for CentOS install pasamepom 10 I'b (oH gomkeH HaxoauTbca B cTaTyce [ocTyneH);

e  HaxaTb KHOMKy 3arpy3uTb Kak obpas L. Ha navenm WHCTPYMEHTOB;
e B ¢opme Co3gaHue obpasa U3 gucka BBecTu ums, Hanpumep, CentOS 9 cloud;
e HaxaTb kHonky MOATBEPAOUTD.
CraTyc gucka nomeHsietcs Ha 3arpyxaeTtcs. [locne 3aBepLUeHUst onepauum ctaTyc gucka cHosa bygeT

oTob6paxaTbcs kak [locTyneH, a co3aaHHbI 06pa3 MoXHO yBuaeTb B pasaene Konum u o6pasbl — O6pasbl.

7.3.2.7. PepgakTnpoBaHue co3gaHHoro obpasa Linux

Co3gaHHbIn 06pa3 HeobXoaNMO OTpeaaKTMpoBaTh. [111s 3TOro HYXXHO:

e nepenTu B nogpasaen O6passbi pasgena Konum n o6passbi;
e BbIbpaTtb 06pa3 CentOS 9 cloud;

"]
HaxxaTb KHOMKy PegakTtupoBaTtb [# 112 nanenu WHCTPYMEHTOB;
3anonHuTb nons dopmMbl PepakTnpoBaHue obpasa criegyrowym obpasom:
o Wma - BBectn nma CentOS 9 cloud;
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Uma OC — BBecTn nms centos9;

RAM - 0;

Pa3mep aucka — 40;

CeTteBoM apanTep — virtio;
AnCcKoBbIM KOHTpOMep — Virtio-scsi;

O O O O O

lMpn pepakTupoBaHun obpa3a HeobxoAuMO ykasbiBaTb TOT XE [UCKOBbIA KOHTpPOMMep, KOTOpPbIN
nucnonb3oBarncs npu cosgaHun obpasa ISO.

o MNy6énunyHbIN — yCTaHOBUTL (Praxok;
o Yny4yweHusa Windows — y6patb (pnaxok;
e HaxaTb KHOMKy COXpaHuUTb.

7.3.2.8. CospgaHue BM Ha ocHOBe co3gaHHOro obpasa

Mocne atoro MoxHo cosaaTtb BM Ha ocHoBe rotoBoro obpasa. [1nsd 31oro HyXHo:
e nepentn B pasgen BuptyanbHbie MawuHbi;
e HaxaTb kHonky Co3gaTtb + Ha navenu WHCTPYMEHTOB;
e 3anonHuTb nons opmbl CoszpgaHme BM cneayomm obpasom:
Uma — BBecTn nmsa centos9-test;
MpoeKT — BbiOpaTb NpoekT admin;
OC - BbibpaTb CentOS 9 cloud;
KoHdourypaumsa — BeibpaTtb koHurypauuto (Hanpumep, medium (2 CPU/4 6 RAM));
Pasmep aucka — 10;
Tun gucka — BbIGpaThb TMN (Hanpumep, nfs);
YctaHoBnTh hnaxok Yaanatb guck Bmecte ¢ BM;
Cetu — BbIbpath ceTb (Hanpumep, int-net);

o TMpodunn 6ezonacHocTn — BbIGpaTh Npochunu (Hanpumep, default);

e HaxaTb kHoOnky Co3paTb.

Mocne nameHeHust ctatyca BM ¢ Cobupaetcs Ha 3anyuwieH. MpoBeputb rotoBHocTb BM Kk pabote

O 0O O O O O O O

MO>XHO C MOMOLLIbIO KOHCOJIN.

7.4. Kactromusauus

Kactomusaumuss obpasoB npeactaBnseTr cobon MCMNONb3OBaHWE AOMNOMHUTENBHOMO MPOrpaMMHOro
obecneyerus (M0) gna pacwmpeHns yHKUMOHaNa 1 ynyyweHus nponssogntensHoctu BM.

7.4.1. Cloud-init

Cloud-init — 3TO MOLLHBIN MHCTPYMEHT KacToMu3aunm BM, cosaaBaembix n3 06pa3oB, KOTOPLIN SIBNAETCA
obLenpuHATEIM cTaHAapToM. B 6onblumnHcTBE ANCTPNOYTMBOB CEMECTBA onepaumoHHbix cuctem (OC) Linux
cloud-init Haxogutcs B penoantopusix. B o6nayvHbix cbopkax Linux yctaHoBrneH no ymonyaxuto. Cloudbase-
init — aTo Windows-akBmBaneHT npoekta cloud-init.

Mocne cospaHua BM npoucxogut obpaiieHne k BM meTagaHHbIX MnM K crneuuanbHOMY AMWCKY C
MeTagaHHbIMW U BbINOHAETCA HacTponka BM. Bo3amoxHo pacwwupeHve gucka n hannoBoW CUCTEMBI,
ycTaHoBka [10, co3gaHue nonb3oBaTeniei, HacTpoWka [OCTyna WM naponem u MHoroe gpyroe. [uck ¢
MeTagaHHbIMKU ucnonb3yeTtcs, ecrniv B cetu ansa BM otcytcteyer DHCP-cepBep unm ectb HE06X0AMMOCTb
co3faTb YHUKanbHbIN UHUT-CKpUNT Ans BM.

O6 ncnonb3oBaHuu cloud-init yntaTth 3aeck: https://cloudinit.readthedocs.io/en/latest/index.html

06 MCMNonNb3oBaHUN cloudbase-init yntaTtb 30echb: https://cloudbase-
init.readthedocs.io/en/latest/index.html

7.4.1.1. JlocTyn K UHUT-CKPUNTY

Mo ymonuanuio B PYCTOIK gnga goctyna K MHUT-CKPUMTY, MPUBA3aHHOMY K CBOMCTBY obpa3a Umsa OC,
ncnonb3yetca BM meTagaHHbIX, 4OCTYNHbLIN MO agpecy 169.254.169.254 ana IPv4 unu fe80::a9fe:a%fe ans
IPv6. MoXHO Mcrnonb3oBaTb OAWH UHUT-CKPUNT ANs pasHbix 0b6pa3oB ¢ oanHakoBbiM cBolicTBom Umsa OC
(mogpobHee ynTanTe B pasgene 7.1). WHuT-ckpmnT ans BM OOCTyneH no
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agpecy http://169.254.169.254/latest/user-data. [JaHHbI cnocob paboTaeT TONbLKO B TOM Criyyae, ecnm 'y cetu
BM ectb DHCP-cepsep. Npu otcytcTtBumn DHCP-cepBepa npu co3pgaHum BM B 4ononHUTENbHBIX HACTpoKrKax
HY)KHO YyCTaHOBMTb (naxok B u4ekbokce Co3pgaTb AMCK C MeTagaHHbIMM U BbibpaTb 4TO Oyaer
MCNoNb30BaTbCH B Ka4ecTBe UCTOYHUKA: 0Bpa3 unu dawnn.

Mpu BbIGOpE 0b6pa3a B kavyecTBe MCTOYHMKA DyaeT co3gaH AMCK C UHUT-CKPUNTOM, KOTOPbIA NPMBSA3aH K
obpasy yepes ceorcteo Uma OC.

Mpw BbIGOPE harina B Ka4ecTBe UCTOYHMKA TaKKe HYXXHO BblOpaTb (ain ¢ MHUT-CKPUMTOM, C KOTOPbIM
OyneT co3naH AuCK.

7.4.1.2. HanucaHne co6CTBEHHbIX MHUT-CKPUNTOB

Cnmcok Bcex [AoCTynHbIX Mopgynen cloud-init, koTopble MOXHO WCMOMb30BaTb Afs HanucaHus
COBCTBEHHbIX WHUT-CKPUNTOB, HaxoguTcs 30echb:
https://cloudinit.readthedocs.io/en/latest/reference/modules.html

Cnmcok Bcex [ocTynHbiXx onuui cloudbase-init, kOTopble MOXHO WCMONb30BaTb AMS HanMcaHus
COOCTBEHHbIX UHUT-CKPUMNTOB, HaxoauTcsa 3aechk: https://cloudbase-init.readthedocs.io/en/latest/config.html

MHuT-ckpmnT MoxeT BbiThb Kak B popmaTte YAML, Tak u B Buge ckpuntoB shell n PowerShell (goctyneH B
cloudbase-init). 3To OCHOBHbIE, HO HE eAMHCTBEHHbIE dhopMaTbl. [MonHbIM cnucok ansa cloud-init HaxoauTca
3pecb: https://cloudinit.readthedocs.io/en/latest/explanation/format.html, a pgnsa cloudbase-init — 3agecs:
https://cloudbase-init.readthedocs.io/en/latest/userdata.html.

Mpu ncnonb3oBaHMn MHUT-cKpunTa B popmaTe YAML nepsas CTpoka AOMKHa HaunHaTtbes ¢ #cloud-
config.

Mpu ncnonb3oBaHWM MHUT-CKpUNTa B BuAe ckpunta shell nepeas cTpoka JosmkHa HauvHaTbes C #! (B
cnyyae vcnonb3oBaHua cloud-init) nnu #!/bin/bash (B cnyyae ncnonb3oBanus cloudbase-init).

Mpun ncnonb3oBaHUM MHUT-CKpUNTa B BuAe ckpunta PowerShell nepeas cTpoka AOMmKHa Ha4YMHaATLCH C
#psl (ana Windows x64) nnu #psl_sysnative (ana Windows x64) nnu #ps1_x86 (ans Windows x32).

7.4.1.2.1 Makpochbl

B PYCTOK ecTb Heckonbko MaKpOCOB, KOTOPblE MOXHO MCMOSb30BaTb NPU HaNMcaHUM COBCTBEHHbLIX
WNHUT-CKPUMTOB:

[user] — copgepxunT nMs nonb3oBaTens, cosgaswwero BM;

[host] — cogepxnt nmsa cosgasaemoro BM;

[password] — cogepXnT creHepMpoBaHHbIN Naposib B OTKPLITOM BUAE;

[crypto_pass] — cogepXuT creHepupoBaHHbIV Naporib B 3alnMgppoBaHHOM BMae, COBMECTUMOM C
dannom naponen OC Linux.

7.4.1.2.2 ABTOMaTnyeckas reHepauusa naponsa B OC Linux

Ons ayteHTudmkaumm B8 OC ¢ NOMOLLbIO NOMMHa M Napons Ans rotoBbix 06pa3os Linux HyXHO:
e nepentn B nogpasgen O6pasbl pasgena Konum u o6pasbl;
e BblbpaTb 06pas;
e HaxaTb Ha kKHonky MHUT-ckpunT ‘b Ha naHenu MHCTPYMEHTOB (NpeABapuTEnbHO 3a4aB CBOWCTBO
Uma OC anga obpasa);
MCMonb30BaTh CNeayHLLMA MHUT-CKPUNT, NPEACTaBNEHHbIV B Buae ckpunta shell:

#!/bin/sh

/usr/sbin/useradd -d /home/[user] 5 /bin/bash -G adm -p
'[crypto _pa ' [user]

echo "%adm ALL=(ALL)ALL" > /etc/sudoers.d/firstboot

chmod 440 /etc/sudoers.d/firstboot

own [user] /var/log/inithooks.log

unu B popmate YAML:

#cloud-config

users:
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- default

- name: [user]

primary group: adm

groups: users
lock passwd: false

home: /home/[user]

shell: /bin/bash

sudo: ALL=(ALL) NOPASSWD:ALL
passwd: '[crypto pass]'

° HaXaTb Ha KHOMKY COXpaHMTb.
Tenepb npu co3gaHun BM Gypet otobpaxatbcst coobLieHne, cogepxallee naponb ana OC, koTopbin
cnenyeTt COXpaHUTb. ma normHa and ayTeHTI/Id.)I/IKaLLVIVI 6y,qu NWOEeHTNYHO MMEHU nonb3oBaTensd, KOTOPbIM
Obin co3gad BM.

7.4.1.2.3 MpumMepbl HEKOTOPbIX onepauumn

Cogaepxunmoe nHUT-ckpunta B dpopmate YAML:

#cloud-config
disable root: false
mounts:

- [ sdc, /opt/data ]
packages:

- pwgen

- pastebinit

packages update: true

runcmd:
- systemctl restart cloud-init-local
- [ 1s, -1, /1]

ssh pwauth: true

timezone: Europe/Moscow

disable_root paspelwaeT nonb3oBaTens root.

mounts nogknoyaeT AONOMHUTENBHbBIA OUCK.

packages yctraHaBnmBaeT Heobxogmmoe [10.

packages_update o6HoBnsieT yctaHoBneHHoe MM0O.

runcmd BbINOMHAET NPON3BOSIbHBIE KOMaHAbI.

ssh_pwauth paspewaet goctyn no SSH ¢ ncnone3oBaHveM naponen.
timezone HacTpaMBaeT BPEMEHHYIO 30HY.

7.4.2. Sysprep (Windows)

o co3pgaHus aTanoHHoro obpasa B atanoHHo OC Windows pekoMeHOyeTcs MCMonb3oBaTb YTUMUTY
Sysprep, kotopas nogrotasnueaet OC Windows anga cos3gaHus obpasoB. OTo 3amMeanuT cosaHne HOBOro
BM Ha ocHoBe aTanoHHoro obpasa, Ho 6yaeT co3gaHa unctada OC Windows. [1ns co3gaHusa obpasa HyXHO:
BeinonHuTb komaHay %WINDIR%\system32\sysprep\sysprep.exe;

B oTkpbiBLLIEMCS OKHE BbIOpaTh "lNepexon B okHO npuBeTcTBUSA cuctembl (OOBE)";
YcTaHoBUTb hnaxkok B Yekbokce "MoAroToBka K MCNoSb30BaHMIO";

B napameTtpax 3aBepLueHnst paboTbl ykasaTtb "3aBeplueHne paboTtbl" n HaxaTtb OK.
Mnn moxHO ucnonb3oBaTb MHCTPYMEHT cloudbase-init n3 npeaebigywiero pasgena. Ha nocnegHem ware

BbINONHEHUs1 6yaeT npefnoXKeH 3anyck yTunuTbl Sysprep. Hy)kHO 0TMeTUTb doniaxkkom 0ba yekbokca n HaxkaTb
Finish.
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# Cloudbase-Init 0.9.9 Setup - X

Completed the Cloudbase-Init 0.9.9
Setup Wizard

Click the Finish button to exit the Setup Wizard.

|:] Run Sysprep to create a generalized image. This is
necessary if you plan to duplicate this instance, for
example by creating a Glance image.

Shutdown when Sysprep terminates.

Back Finish Cancel

7.4.3. Windows OS Optimization Tool for VMware Horizon

Windows OS Optimization Tool for VMware Horizon — nonesHblii MHCTPYMEHT ANA ONTUMu3aumnm
obpazoB ¢ OC Windows. OH onTMMM3NpyeT 3TanoHHble oOpa3bl NYyTEM aBTOMATUYECKOro yaaneHus
HEHYXXHbIX HACTPOEK N OTKITHOUYEHUST HEHYXXHBIX (YHKLMIA, OObIYHO MPUCYTCTBYIOLMX Ha pr3ndeckon MalumHe
Windows. B peaynbTaTe noBbILWAETCA NPOM3BOANTENBHOCTb BUPTYanbHOro pabo4vero crona.

7.5. YTunutbl

CyLLI,eCTByeT HECKOJIbKO MOJIE3HbIX YTUIINT, obneryarowmx pa60Ty C o6paaaMM.

e Libguestfs
o Diskimage-builder
e Windows Imaging Tools

MakeTbl, BKMOYalOLMe NPEACTaBMEHHbIE YTUNUTLI, HE BXOASAT B MakeTHyto 6asy onepawuyoHHOW
cuctembl PYCTOK.

7.5.1. Libguestfs

libguestfs — 310 Habop WMHCTPYMEHTOB A OOCTyna M U3MEHeHuss obpa3oB OUCKOB. Ero MoxHo
ncnonb3osaTb ANA MPOCMOTPa U pedakTUpoBaHus GannoB BHYTPU AMCKOB, KOHBepTauuu P2V un V2V,
dopmaTMpoBaHUsi AUCKOB, U3MEHEHUST padmepa ONCKOB U MHOTOro ApYroro.

06 N3MEHEHNM ob6pa3sos c MOMOLLBID  JAHHOrO WHCTPYMeHTa ynTaTb 30€ecChb:
https://docs.openstack.org/image-guide/modify-images.html

7.5.2. Diskimage-builder

Diskimage-builder — 3To MHCTPYMEHT aBTOMaTMYECKOrO Cco3aaHMsl 06pa3oB OUCKOB, MOAAEPKMBAOLLMIA
pa3nu4yHble anctpubyTtuebl Linux (Fedora, Red Hat Enterprise Linux, Ubuntu, Debian, CentOS 1 openSUSE)
N apXUTEKTYPbI.
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O6 wucnonb3oBaHMM [AHHOMO MWHCTPYMEHTa 4uTaTbh 3Adeck: https://docs.openstack.org/diskimage-
builder/latest/

7.5.3. Windows Imaging Tools

Windows Imaging Tools— 9TO WHCTPYMEHT aBTOMaTM4eCcKoro co3daHus o6pa3oB AWCKOB,
nogaepxusarowmmn pasnuuHble sepcum Windows n apxmtekTypsbl.

O0 wucnonb3oBaHWM [AHHOTO MHCTPYMEHTa uuTaTh 3Aech: https://github.com/cloudbase/windows-
imaging-tools
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8. Bbicokas AOCTYNHOCTb BUPTYyaJ/ibHbIX MalUUH

Bbicokyto AOCTYNHOCTb BMpTyanbHbIXx MawwH B PYCTO3K peanudyeT moaynb Virtual Appliance
High Availability, VAHA.

8.1. PeXxumbl paboTbl

VAHA paboTaeT Ha MHOXEeCTBE XOCTOB, Ha Kak4oM — B OAHOM M3 TPEX PEXMMOB:

* KOHTponnep — paboTaeT Ha y3nax c ponbio «YnpaBneHne BMy», cneguT 3a COCTOSIHMEM areHTOB U
BbINONHAET HEOOX0aANMbIE onepauumn Npyu 0BHaPYXEHMN 0TKa3a;

* areHT — paboTaeT Ha BbLIYUCNUTENbHbLIX Y3Max, MNUMWeET AUCKOBble XxapTouTtbl (heartbeats) u
OTCNeXmnBaeT U3oNALMo y3na, Ha KOTOPOM YCTaHOBIEH;

* CMellaHHbIN — VCMONb3yeTCs, eCny Ha y3ne BKMYeHbl 0be ponu n paboTaeT COOTBETCTBEHHO,
BbINOMHAS PYHKLMUN KaK areHTa, Tak u KoHTponnepa.

8.2. MpuHuUuN paboTbl

O6wwit npuHuMn npoct: VAHA crneguT 3a COCTOSIHUEM BbIMUCIUTESIbHBIX Y3I0B, KaXOyld MUHYTY
nosly4ast XapTéuTtbl OT areHTOB MO OAHOMY MNU ABYM MyTSIM: TOSIbKO MO CEeTW WK Mo CeTu U Yepes obliee
avckoBoe xpaHunuuie. MNpu obHapyXeHuu oTkasa yana, y3en MpUHYOMTENbHO BbIKMOYaeTcsl, a Bce
BMPTYyalnbHble MallMHbl C HEro 3BaKyMpYyHTCA W 3anyckaloTcs Ha APYrMX BbIMUCIUTENbHBLIX Y3nax
WHCTanNnNAUuM.

8.2.1. NpoBepka no cetn

CeTeBol xapTOUT peanu3oBaH MUHIOM C KOHTPOMMepa Mo CeTu YnpaBneHuWs A0 KaXaoro U3 y3rnos.
Wcnonb3yeTcs Bceraa, He oTKM4YaeTcs.

8.2.2. MpoBepka No ob6lweMy XpaHUNuLLy

Kaxaplh areHT pa3 B MWHYTY NUWET TEKYLLY0 BPEMEHHYl MeTKy B dann Ha obliem xpaHunuiie,
KOTOPbIN MCNONb3yeTCA KOHTponnepaMmu AN onpeferneHns nocrefHero BpeMeHW akTMBHOCTM y3na. [Mo
YMOS4YaHW0 AMCKOBLIN XapTOWT BhIKMOYEH, BKtoyaeTcst B pasgene PYCTIK.KoHdgurypaTtopa «HacTpoiiku
BbICOKOM JOCTYMNHOCTU BUPTYarbHbIX MaLUnHY.

PekomeHayeTcs BkmoYaTb TOMbKO NPW  MCMNONb3oBaHWWM oTgenbHow cetu anad CXO wnm npu
noaknioyeHnn obuero xpaHunuwa no npotokony Fibre Channel. MNMpu ncnonb3osarnun npotokonos NFS nnu
iISCSI 4epe3 OCHOBHYIO CeTb yrnpaBneHust AUCKOBbIN XapTbuT He MMeeT CMbICMa, MOCKOMNbKY UCMOMb3yeT Ty
e camylo CeTb U nepecTaéTt paboTaTb BMECTE C HEMN.

8.3. OnpeageneHne oTkasa UM U30NSALUM y3na

Y3en MoXeT 6bITb B HECKOSBbKUX COCTOSIHUSIX:

o OK — B nocnepgHot NpoBepKy y3en Obin AOCTYMNEH N0 BCEM BKITHOYEHHBIM XapToutam;
e PARTIAL FAILED — B nocrnegHo NpoBepKy y3ern 6bin HegoCTyrneH no O4HOMY U3 XapTouToB,
NPUMEHNMO TOSBbKO €CITM HACTPOEH AUCKOBLIN XapTouT;
e FAILED — B nocneaHtot NpoBepKy y3en Obln HEAOCTYMNEH MO BCEM BKIMOYEHHBLIM XapTouTam;
e EVACUATED — Bpemsl HeLOCTYMNHOCTM XOCTa NPEBbLICUIIO TalMayT, OH Obin BbIKMOYeEH 1 Bce BM
ObInNM 3BaKynpoBaHbl Ha APYrue BblHUCTIUTENLHbIE Y3Ibl.
MoMUMO COCTOSIHUS, Ha BbINOMHEHNE AEWCTBUA OydeT BNUATb ONuusi «3OBaKyMpoBaTb YaCTUYHO
He[OCTYyNHbIE Y3nbl» B HacTpowkax Bbicokon pocTynHoctu B PYCTOK.KoHdurypatope. lMoagpobHee B

Tabnuue:
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npoBepkKa no . 3BaKyupoBaTb
npoBepkKa AOUCKOBBIN .
obuemy coCTosiHMe YacTU4HO aeucrTeue
no cetu xapTouT
XpaHUnuLLy HeAOoCTYNHbIE y3nbl
(v (] BKIT OK nio6oe HeT
ﬂ --- BbIKJT OK BKJ1 HeT
PARTIAL BbIKITOYEHMEe
ﬂ ﬂ BKI1 BKI1
FAILED y3ra u 9Bakyauus
PARTIAL BbIKNOYEeHNEe
ﬂ ﬂ BKI BKI
FAILED y3na v aBaKkyauus
PARTIAL
ﬂ ﬂ BKI BbIKI HeT
FAILED
PARTIAL
ﬂ ﬂ BKI1 BbIKN HeT
FAILED
BbIKIIOYEHME
[ ] [ BKI1 FAILED no6oe
y3na u aBakyauus
BbIKIIOYEHME
[ ] BbIKI FAILED no6oe

y3na v aBakyauus

8.3.1. KoHTponnep

KoHTponnepbl onpeaensitoT 0Tka3aBLUUIM y3en Mo NocneaHen MeTke BpEMEHN ero akTMBHOCTM MoObIiM 13
OOCTYMHbIX NyTENn.

8.3.2. AreHT

AreHTbl onpegensaoT COBCTBEHHYIO N3OMALMIO NO HECKOMNBbKUM KPUTEPUAM:
1. HepocTynHOCTL OCTanbHbLIX Y3/10B 4Yepes3 cepBuc consul.
2. OtcyTCcTBME NWHra Ao Wwnio3a.
3. HepoctynHoCTb 06LEero xpaHnnuiya, ecnm BKINYEHbl ANCKOBbIE XapTOuTbI.
TarimayT m3onsauMn OO Hadvana akTuBHbIX AencTBun Bcerga Ha 30 CeKyHA MeHblue, YeM OCHOBHON
TanmMayr.

8.4. lenctBua npu oTKkase

OTkasaBwunii xoCcT OydeT BbIKMIOYEH BHE 3aBMCMMOCTM OT Hactpoek VAHA, 4yToGbl He AonyctuTb
NOBPEXAEHUSA AaHHbIX BUPTYanbHbIX MalIMH. TO MOXET NPOU3ONTM ABYMS crnocobamu: nmbo ero BbIKMoYnNT
KoHTponnep vyepes IPMI, nnbo areHT BbI30BET COCTOSIHME kernel panic Ha yane.

8.4.1. KoHTponnep

Ecnun oamH 13 y3nos npu3HaH oTkasaswum, VAHA aBakyupyeT BUpTyaribHble MallWHbI, ONUUOHANBHO —
BblKIo4aeT y3ern yepes IPMI.

8.4.2. AreHT

Ecnun y3en, Ha KOTOPOM BbIMOMHAETCA areHT, Npu3HaH n3onuposBaHHbIM, VAHA BbiknoyaeT Bce BM,
KOTOpbI€ pacrnornoXeHbl Ha HEM, 1 BbidbiBaeT kernel panic, nocne 4ero KOHTpPonnep aBakympyeT BUPTyaribHble
MalUMHbI C OTKa3aBsLUero ysna.

lMpoBepka M30onsLMM BLINOMHAETCS TOMBKO B TOM Clydae, ecriv He BKIodeHa onuusa «Mcnonb3osaTb
IPMI ans BbIKNOYEHNSA N30NNPOBaHHbLIX Y3M0BY.
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8.5. HacTpouka

VAHA HactpamBaetca npu uHcTannsaumm PYCTOK uyepes PYCTOK.KoHdurypatop B pasgene
«HacTpoVikn BbICOKOM AOCTYNHOCTU BUPTYarbHbIX MaluH». [ns rubkorM HaCTPOMKM MOXHO MCMOMb3oBaTb
KOHUrypaLumoHHble dhansbl, 0aHAKo, crneayeT NOMHUTb, YTO:

* BO-NepPBbIX, U3BMEHEHNsI NPOCYLLECTBYIOT A0 cneaytowero 3anycka PYCT3K.KondurypaTtopa;

* BO-BTOPbIX, UBMEHEHUSI HYXKHO BHOCUTb Ha BCEX y3nax.

B Tabnuue Huxe nNpuBedeHbl  OCHOBHblE  OMuUMM, WX  COOTBETCTBME  HACTpoWkam B
PYCTO3K.KoHdurypaTtope n onucaHue:

/etc/vahal/vaha.conf PYCT3K.KoHdurypaTop OnucaHue
compute Wcnonb3yeTcs nu  areHT, onpegensertcs
cocTosiHueM  ponn  «BblumcnuTenbHbIN
y3en»
control Wcnonb3ayeTcs n KOHTponnep,
onpeaensieTcs COCTOSIHNEM ponu

«YnpasneHue BM»

datastore heartbeat BknounTb AMCKOBLIN XapTouT
datastore heartbeat path MyTb ans xapTéut- B aty ampektopuio 6yget npyMOHTUPOBaH
AvpekTopun obLee XpaHunuiie ans obmeHa
xapTbutamm
enabled only MpoBepsaTb ToNbKo He npoBepsATb xapTbuThl M COCTOAHME, ecnn
paspeLléHHble y3rbl y3en 3anpewéH nocre dBakyauuu, 13-3a
pexuma ob6CcnyxnBaH1s NN BPY4HYo
ping count KonnyectBo  nMuHroB AN NpoOBEpKM
ceTeBOro xapTbura, No ymonyaxuio 2
ping wait sec Bpems oxuaaHua ons kaxgoro nuiHra, no
ymon4yaxuio 3
connect attempts --- KonnyectBo MOMbITOK MOAKMIOYMTECA MO
IPMI, no ymonyaHuio 4
connect timeout sec TarimayT coeguHenunsa IPMI, no ymonyaHuto
10
recheck on error - MpoBepATb MOBTOPHO npu oLmnbke
nogkritodeHus IPMI, no ymonyaHuio False
use ipmi Mcnonb3oBatb IPMI  ans

BbIKITKOYEHNA Yy310B

threshold minutes Mopor  cpabGatbiBaHuMss B OCHOBHOW TalmayT: Yepe3 CKOSIbKO MUHYT
MUHYyTax BbIKMOYaTb y3en 1 3BakymposaTts BM
attempts KonnyectBo nonbIToKk CKONMbKO pa3 MbiITaTbCA  BBIKMOYATE 1
BbIKITIOYEHNA y3na 3BaKynpoBaTb, ecnv ncnornbnadyetcs IPMI
attempts interval sec MHTepBan mexagy nornbiTkamu
B CeKyHAax
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disable on evacuate 3anpewaTte y3en  nocne
3Bakyauuu
partial failed evacuate OBakympoBaTb YaCTUYHO

HEeOOCTYMNHbIE Y3Ibl
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9. MynbTUTEHaHTHOCTb
9.1. lomeHbl

CyLiecTByloT criefytoLive o6nactv BUGUMOCTM:

o [nardopma — rnobanbHbIN YpOBEHD;
e [lomMeH — COBOKYMHOCTb BXOASLUUX B HEFO NPOEKTOB U MONb30BaTENEW;
o [lpoekT — noruyeckas rpynna pecypcoB BHYTpU LJOMEHA.
[JomeH — 93TO BbICWIMIA YpPOBEHb abcTpakumm ANnd pecypcoB, MPOEKTOB M MNONb30oBaTeENeWn.

Vcnonb3oBaHne JOMEHOB NO3BONSAET pas3rpaHNYnTb AOCTYN K MPOEeKTaM B paMkax OJHOro AOMeHa.

B kayecTBe fOMeEHa MOXET MCMOMb30BaTbCA NOKanbHbIM JOMEH, MO0 BHELWHAA cnyba KkaTanoros.

AZMUHMCTPATOp AOMEHa MOXeT co3gaBaTb MPOEKTbl U Norfb3oBaTenien B AOMEHe, HasHavaTb ponu
nonb3oBaTensM B AOMeHe. B pamkax vepapxuyeckon MynbTUTEHAaHTHOCTM BO3MOXHO MCMOMb30BaHWeE
A0YEPHMX NMPOEKTOB, KOTOPbIE NO3BOMAIOT YNOPAA0YUTL PECYPChI U JOCTYN K HAM.

Mpwn 3agaHnn Ha3BaHU BaXXHO YYNTbIBATD:

[JomeHHOe nMsa — rnobanbHO yHMKarbHOE BO BCEX JOMEHAX;
HasBaHue npoekTa — yHUKanbHOe B AOMeHe-BnajernbLe;
HasBaHue rpynnbl — yHUKanbHOE B IOMEHe-BnadenbLe;
Mmsa nonb3oBaTensa — yHMKanbHOE B JOMeHe-BragenbLe.

9.2. NpoeKTbl

lMpoekT — 93TO KOHTEWHep, KOTOPbLIA TpynnNMpyeT WM M3oNupyeT pecypebl, unu ob6bekTbl
naeHtTudpmkaummn. lNpoekt aBnsetca 6a3oBoOV eAVHMLEN BNajeHUs pecypcamu: pecypchbl npuHagnexar
KOHKPETHOMY MPOEKTY, NMPOEKT NPUHAANEXNT ONpeaerieHHOMY OOMEHY.

[Pea. onsa 2.6.1: BO3MOXHO MCNOMb30BaHWE LOYEPHUX MPOEKTOB.]

9.3. Ponu

Ponn B PYCTO3K cBsidaHbl ¢ 06nacTbio BMAMMOCTU. Porb CBsI3bIBAET NOMb30BaTeNs ¢ 00bEKTOM foCcTyna
N onpenensaeTt ero NnpuBMUNernu.
AamuHucTtpatop PYCTOK moxeT HasHayaTb Nonb3oBaTensam B JOMEHE Uik NpoeKTe crieqyoLime ponu:

e reader — pornb C 4OCTYNOM "TOMbKO Ha YTeHMe", obnagaeT HAMMEHbLUMMU NPUBUIIErUSIMM,
NPMMEHSETCA ANA NPOCMOTPa UCMONb3yEMbIX PECYPCOB B 3a4aHHOW 06ractu BUAMMOCTH.

e member — ponb y4acTHMKa NpoeKTa, NO3BONseT NpocMaTpmBaTb U CO34aBaTb PECYPChI B
3aaHHON obnacTy BUAMMOCTU.

e admin — ponb agMUHUCTpaTopa, NO3BOMSET NPOoCcMaTpuUBaTh, CO34aBaTh U yAaNATb pecypchbl B
3agaHHoOn obnacTu BUAMMOCTU.

e service — cuctemHas ponb, NpegHasHavYeHa NCKMIOYUTENbHO AN CEPBUCOB U HE MOXET
NPUMMEHATLCA Ans nonb3oBatenen. Ponb nossonsieT cnyxebHbiM Nonb3oBaTensM CEPBMCOB
NpoBepsATb TOKEHbI, ayTEHTUULMPOBATL U aBTOPU30BbIBaThL NOMb30BaTENbCKME 3anpoChl,
B3aumoencTBoBaTb Mexay cobon. CepBMCHbIE NONb30BaTENN MMEIOT AAHHYIO POSb B NPOEKTE
service.

NameHeHne wnn pgobaBneHue pornen Cco3gaHHOMY MOMb30BaTEN0 OCYLLECTBISETCS B nopTtane B

pa3gene fJoctynbl — MpoekTbl, B 6rioke MNonb3oBaTenw.

9.3.1. Ponu Octavia

[aHHble ponv npegHa3HayYeHbl AN UCNONb30BaHUSA 6anaHCUPOBLLMKOB Harpys3ku.

KoHTponb goctyna Ha ocHoBe ponew B Octavia obecneuvBaeT geTanbHyl0 MOMUTUKY YrnpaBneHus
AoCTynomM. [laHHble ponu Tak Xe, Kak 1 OCHOBHbIE, YNpaBnsAloTca cepBrcoM Keystone. MNonb3oBaTenu OMKHbI
UMETb OJHY M3 CrieayoLmx ponen, 4Tobbl UMeTb AOCTYN K 6anaHCMpPOBLLMKaM Harpys3ku:

e load-balancer_admin — ponb agMMHUCTpaTopa Bcex 6anaHCMpPOBLLUKOB Harpy3Kku.
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o load-balancer_global_observer — ponb ¢ 4OCTYnOM "TOMnbKO Ha YTeHue", no3sonseT
npocmaTpmuBaTh BCe AOCTYNHble 6anaHCUPOBLLMKA Harpy3Kku.

e load-balancer_member — ponb nonb3oBartens, NO3BOMASET NpocMaTpPUBaTh N CO34aBaThb
GanaHCpOBLLUKM.

e load-balancer_observer — ponb ¢ 4OCTynom "TONbKO Ha YTeHUE", MO3BONSET NpocMaTpmBaTh
yKa3aHHble JOCTYMNHble 6anaHCMpPOBLLUKMA HArpysKku.
e load-balancer_quota_admin — ponb agMuMHUCTpaTopa yrnpaBneHus KBoTamu 6anaHCMPOBLLMKOB.

9.4. Nonb3oBaTenu

Y kaxgoro nonb3oBaTtenst €CTb CBOW MOMHOMOYUS.
Wepapxusa nonb3oBaTenen:

AaMuHUcTpaTop Nnatgopmbl

AoMuHucTpaTop AomeHa

AOMUHMCTPATOp NpoeKTa

Monb3oBaTtenb NpoekTa

Monb3oBaTenb ¢ 4OCTYNOM Ha NPOCMOTP.
AoMuHUCTpaTop nnatdopMbl OCYLLECTBASAET ynpaBneHne nnatdopmMon M co3gaéT nonb3oBaTenen,
MOXET BUAETb BCE MPOEKTbI U HE CBA3aH C HUMW, UMEET HaMBbICLLME NMOSTHOMOYUS.

AOMUHUCTpATOp AOMEHa OCYLLECTBNAET yMnpaBrieHNWe BHYTPUM MPOEKTOB, HaXoOAWMMWUCA B AaHHOM

OOMeEHe.

Y nonb3oBaTtens MoryT ObiTb 3a4aHbl pasHble PONU B pasHbIX NpoekTax: B ogHoM — admin, B Apyrom —
reader, B TpeTbemM — member B 3aBUCMMOCTM OT €ro nosiHomoumni. [lo cosgaHuns nonb3oBaTens crnegyet, npu
HeobxoaMMOCTH, co3gaTh MPOEKT ANA Hero, 3aTeM co34aTb Nnonb3oBaTens.

Monb3oBaTteny No yMon4aHuio CO34atoTcs ¢ ponbio member.

9.5. KBOoThbI

KBOTbI — 3TO onepaunoHHbIE NTMMUTBI, KOTOPbIE NMO3BOMSAOT OrPaHUYMBaTb PECYPChbl Ha MPOEKT, YTOObI
npegoTBpaTUTb MCYEpraHMe CUCTEMHbIX pecypcoB. Hanpumep, MOXHO YycTaHaBnmMBaTb KOMMYECTBO
BUPTYarnbHbIX MaLUWH B MPOEKTE.

B cnyuyae, ecnu Ha3HayeHa KBOTa Ha MPOEKT, TO BO BPEMsi CO34aHMs UNN U3MEHeHns1 pecypca byaet
BbINONHATBLCS MPOBEPKA MNYTEM NoAcyeTa TEKYLLEro MCNONb30BaHWS NPeLoCTaBEeHHbIX PECYPCOB, MOCE Yero
OyaeT BbINOMHEHa eLwé ofgHa nNpoBepka, YTobbl y0eamTbCsl, YTO NepBOHavyanbHas npoBepka AeNCTBUTENbHA.
Vicnonb3oBaHue pecypcoB NoAcHUTbIBAETCH C ucnons3osaHnem APl n B.

YnpaBneHue kBoTaMu B Beb-nopTane BbINOMHAETCH B pasgene meHio KBoTbl.

CyLLecTBYIOT HECKOMbKO KaTeropumn KBoT. BHYTpW Kaxaowm KaTeropun cogepxaTtcsl CBOM napamMeTpbl, Ha
KOTOpble MOXHO YCTaHaBNMBaTb OrpaHUYEeHNs.

KaTteropwuu kBoTt

HasBaHue KBOTHI OnucaHue

compute KBOTbI Ha BbIYNCNIUTENBHbLIE PECYPCHI

dns KBoTbl Ha DNS

key-manager KBOTbI Ha ynpaBneHne CekpeTHbIMU AaHHbIMU
load-balancer KBoTbl Ha 6anaHCMPOBLUMKN Harpy3ku
network KBOTbI Ha ceTb

volumev3 KBOTbI Ha pecypcbl XpaHeHUst

MuHUManbHoe 3HayeHne, KOTOpoe MOXeT BbITb YCTaHOBMNEHO Ha pecypc: -1. ATo GyAeT o3HayaTb, YTO
KBOTa Ha pecypc BbIKMOYEeHa 1 He UCMOMb3yeTcs.
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10. OnTMMMU3auUua Harpy3ku nnatcgopmbl

10.1. OCHOBHbIe TePMUHbI

Ayput — 3anpoc Ha onTuMmsauuio nnatopmel. PesynbtaTtom ayauta sBnseTcs nnaH AenNCTBUNA.

MnaH gencTBUMA — HabOp MUrpaLmMi, HeOBXoOUMbIX ANs NepepacnpeaeneHns Harpy3ku.

C nomolLLblo ayanTOB MOXHO KOHTPONMpOBaTh Harpy3ky gmandeckux y3nos no CPU. NpumeHeHne nnaHa
OEVCTBUA  OMycKaeT Harpy3Ky Kaxgoro (puM3M4eckoro y3ma HWke ykadaHHoro nopora. [ns
nepepacnpegeneHms Harpy3ku ocyLlecTBrsieTcss Murpaums BM ¢ neperpykeHHbIX y3rioB Ha cBOGOAHbIE.

Oxunpaemoe nosegeHve: BM MurpvpytoT ¢ neperpy>KeHHoro onsamyeckoro yarna TOMbKO B TOM Cryyae,
€Crnun nocre MurpawLmmn Harpyska cBOOOAHbIX Y3I10B HE CTAHET MpeBbILaTh Nopor. B cnyvae, ecrnv HEBO3MOXHO
ONyCTUTb Harpy3Ky BCEX y3ri0B 40 NOPOroBoro 3HaveHusl, byget cMmurpmpoBaHa Tofbko Yactb BM.

YTto6bl onycTUTb Harpy3ky n3nyeckoro y3na Hmxe 3afiaHHoro nopora, Hago:

e Co3aaTb ayguT;
e  3aNyCTWUTb ayguT, NONy4YnUTb NNaH AEeNCTBUN;
e  BbINOMHUTbL NNaH, ecniv 3To Heob6XoaAMMO.

10.2. CozpaHue ayauTa

10.2.1. Tunbl ayauToB

Pa3oBbIn: BbINosHsAeTcs OOHOKpPAaTHO MNpwn co3gaHnn.
MOCTOAHHBLIN: BLINOHSETCH C 3a4aHHbIM MHTEpPBAJIOM BpEMEHU B CEKyHAaX. MoxxHo HaCTpOUTb BpeMs
Ha4ana n 3aBepLueHnd.

10.2.2. O6nacTb ayguTta

I'IpM co3gaHnn ayomta unn wabnoHa ayonTa MOXHO BKIMKOYUTb UIMTN UCKIKOYNUTL CYLLUHOCTU!

arperarhl;
obnacTti BUaMMOCTH;
dusnyeckun yser,
MeTagaHHble BM.

10.2.3. NapameTpbl

e [lopor — 3HayeHue B NpoLeHTax, 4O KOTOpPOoro ByaeT CHMXKeHa Harpyska KaXkgoro yana, ecnm ato
BO3MOXHO. PekomeHayemble 3HaveHus: 70-85.

e [lorpelHocTb — JONYCTUMbIE OTKNOHEHUS OT 3ad4aHHoro nopora. [llocne npumeHeHUs Mmurpaumm
cBoboaHble y3rbl ByayT 3arpy>keHbl Ha 3Ha4YEHNE HUXKE, YEM MOPOr + NOrPELUHOCTb.
PekomeHayemble 3HaueHua: 1-3.

10.2.4. Co3paHue 6e3 wWWabrnoHa

O6Gsn3aTtenbHoe norne: TMn ayauTa.

Ecnu He HanucaTb MM, OHO 3aNONHUTCA aBTOMAaTUYECKU Ha OCHOBE BbIOPaAHHONM CTpaTermm u TeKyLLmX
AaTtbl U BPEMEHN.

YekOokKebl:

. NPpUHYONTENbHO — ayauT 3anyCTUTCA, AaXe eCnn npuMmeHeHne npeablgyulero niaHa He
3aBepLunoChb,
. aBTO03anyCcK — NPpUMEeHATb N nnaH 0EeNCTBMIA aBTOMaTUYECKN.

10.2.5. CoszpgaHue u3 wabnoHa
10.2.5.1. Co3paHue wabnoHa

LWa6bnoH ayanta — cnocob coxpaHuTb 06nactn ayauta ans co3gaHunst HOBbIX ayaAUTOB.
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Cozgaxue wabnoHa ayguta X
NMAPAMETPblI » OBJIACTb AYOUTA

Mma

OnucaHue

OTMEHA CO30ATb

10.2.5.2. NMpumep co3paHua ayauTa

PaCCMOTpI/IM npumMep co3gaHua NoCToAHHOIo ayauTta ¢ ucnoribaosaHnem wabnoHa:

CospgaHue ayguTa X

MAPAMETPBI » OBNACTb AYOUTA » [NAPAMETPbI CTPATETMM

Mma
Wa6noH test pattern X -
Tun ayauta () Pasosblit

® MNocToAHHbII
WuTepsan 600 X
Hauano 22/2/2024 X ™ 1400 ©)]
Koheu 23/2/2024 X ™ 17:00 ©
MpnHYanTENBHO O

ABTosanyck nnaxa aeitcteuil [

OTMEHA CO30ATb
Ha PUCYyHKe Bbllle Bbl6paHHbIe napamMmeTpbl 03Ha4aroT, YTO:

e 0bnactb ayguTa GyaeT COOTBETCTBOBATbL yka3daHHOW B WwabnoHe, nepen co3gaHvemM ayauta eé
MOXHO U3MEHUTb;
ayouT byaet 3anyckaTtbes Kaxable 10 muHyT, ¢ 22.02.2022 14:00 go 23.02.2022 17:00;
ayauT He 3anyCcTUTCS MOBTOPHO, MOKa HE 3aKOHYUTCS BbINOSIHEHWE NpeablayLLero nnaHa;

e faH gencTeuin He GyaeT NpMMeHeH aBTOMaTUYECKN, ero MOXHO ByaeT NPUMEHUTL B OKHe ayauTOB.

10.3. HroaHcbl paboTbl

AyauT He obecrneumBaeT paBHOMEpHoe pacrnpeerneHne Harpysku rno Bcem yarnam, a TOMbKO ornyckaeT
HarpysKky 4o yKa3aHHOro MOpPOrOBOr0 3HAYEHWS.
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Mpu BKNIOYEHHOM OBEPKOMMUTE €Cnn XOTHA Obl 0anH domnsmdeckun y3en 6bin 3arpyxeH 6nmnsko k 100%,
nocne TmMpUMEHEHUS MUrpauMyM MOXeT BO3HUKHYTb CUTyauus, Korga cBoboAdHbI y3en cran
neperpyXeHHbIM. PekomeHayeTcsi NOBTOPHO 3anyCTWUTb ayauT Mocne BbIMONHEHWS MUrpauun, YToObl
ObIn cchopMmpoBaH NnaH Ha ocHoBe "4NCTbIX" AaHHbIX. [10 ymonyaHuo gaHHbIe 0BHOBNATCA pa3 B 5
MUHYT.
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11. Nlorm

11.1. BBepgeHue

Jlorn, oHu e «KypHanbl COObITUA» — BaXHbIA 3NEMEHT ynpaBneHus nnatgopmon. C nx NOMOLLbIO
MOXXHO AMarHocTMpoBaTb OWNOKM B paboTe CUCTEMbI, HAXOAUTb UX MPUYMHBLI U MPOCMEXMBATL LIEeMNOYKM
cobbiTun. B pasgene mbl 6ygem roBoputb O Tunax forMpoBaHusi, NOBEPXHOCTHO PacCMOTPUM OCHOBHbIE
HacTPOMKM 1 pa3bepEémcsl B YTEHMM U aHanu3e FIOroB C MOMOLLb KOMaHAHOW CTPOKM Moboro 13 y3nos
nnatcpopmbl PYCT3K. Mcnonb3oBatb B kavecTtBe npumepa Oyaem komnoHeHT OpenStack Cinder u ero
CEpPBUCHI.

11.2. O6wan nHcopmauus

B PYCT3K npaktnyeckun Kaxabli CEpBUC MCMOSb3yeT OBa Tuna JIOrMpoBaHUsSt coObITUIA: dannbl
XKypHaroB 1 3anucb fnoros B 6a3y AaHHbIX Yepe3 cepBUC syslog. PaccmoTpym nx nogpobHee.

11.2.1. ®annbl norosB

®annbl UCnonb3yTCsa ANA ObICTPON AMArHOCTMKM U MOHUTOPUHra cocTosHus. Kaxgeln cepsuc
NCMonb3yeT CBOK MMEHHYIO ANPEKTOPUIO B CUCTEMHON aupekTopun /var/logs. B Hawem npumepe cinder
OyOeT xpaHuTb CBOM XXypHarbl B gupekTopumn /var/log/cinder. OBblMHO hann nora takke Ha3blBaeTCA
no MMEeHW cepsuca, HO OblBalOT crnydau, Korga KOMMOHEHT COCTOMT M3 MHOXEeCTBa CepBUCOB: Toraa Ans
Kakgoro cepBuca WCMOSb3yeTcsi CBOWM COOCTBEHHbIM dhann, Hanpumep cinder-api.log, Cinder-
volume. log, U Tak ganee.

BaXHO NOMHWTb, YTO NONYYUTb MOMHYIO KAPTUHY COOBLITUIA N3 NOroB Ha 0AHOM hmanyeckom BM moxeT
ObITb 3aTPYAHUTENBHO M Jaxe He Bcerga BO3MOXHO, MOTOMY YTO B dhannbl Ha y3ne nonagaeT uHdopmaums
TONBLKO OT TOr0 SK3eMmnnspa cepsuca, KOTopbIA 3anyLeH UMEHHO Ha HéM.

11.2.2. 3anucb B 6a3y 4epes syslog

XpaHeHve BCcex NOroB CO BCeX Y3noB B eAuHow 6ase OaHHbIX NO3BOMSET MonyvaTb MOMHbIA Cpes
nHdopmaummn 1 obblYHO UCMONb3yeTCs AN AeTanbHOro U KOMMIEKCHOrO aHanm3a COCTOSHWUA MnaTdopMbl.
Jlorv Bcex cepBMCOB NULIYTCH B Tabnuuy 1ogs 6a3bl gaHHbIX syslog B CYB[ PostgreSQL. Tabnuvua nveet

TaKyl CTPYKTYpPY:

Ctonb6ey 3HauyeHue
id naeHTudmkaTop 3anmcu
datetime TanmMmcTamn cobbiTus
host UMS y3ra, Ha KOTOPOM NPOoU30LLIIo cobbiTue
program Ha3BaHWe NporpaMmel, KOTopasi oTnpasuna coobLieHne
data cogepxnmoe coobuieHns B popmate JISON
severity YPOBEHb COObITUSA

Onst 6onee ynobHoro npocMoTpa 1 aHanu3a noros B 6a3e Gbin HanucaH cepBUc getlog, O KOTOPOM
peyb NOVMAET HMXe.
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11.3. HacTpouka normpoBaHus

11.3.1. Oslo-log.conf

Bce cepsucel OpenStack un mHormne cepsucel PYCTOK Mcnonb3yloT B Ka4ecTBe CMCTEMbI NOTMPOBaHNS
6ubnunoteky oslo log, KOTOpast ocHoBaHa Ha bubnuoteke logging, noctasnsemon Bmecte ¢ Python. 3to
obecneunBaeT BO3MOXHOCTb UCNONb30BaTh rnobarnbHble HacTponku normposaHusi. B PYCTOK oHu xpaHaTcsa
B chavine oslo log.conf B obLen AMpekTopun /etc/openstack/.

[DEFAULT]
log dir = /var/log/$service name

debug = false
logging context format string = % (asctime)s % (process)d levelname)s % (name)s
(request id)s %(global request id)s %(user identity)s] instance) s% (message) s
logging default format string = % (asctime)s % (process)d levelname)s % (name)s
instance) message) s
logging exception prefix = $(asctime)s % (process)d ERROR % (name)s % (instance)s
logging user identity format = % (user)s %(tenant)s

Haunbonee BaxHble napameTpbl B 3TOM dhanne:
log_dir — oTBeYaeT 3a NyTb K NIOKanbHOW UPEKTOPUMN C Noramu;
* format_string — wabnoHbl CTPOK coobLLeHms:

Mone 3HayeHune
asctime faTta 1 Bpems cobbITUS O MUKPOCEKYHAbI
process PID, ngeHTndukatop npoLiecca B cucteme
levelname ypoBeHb coobueHus: DEBUG, INFO, WARNING, ERROR, CRITICAL
name nmMsa norrepa
request_id (koHTEKCT) ngeHTudumkaTop 3anpoca BHyTpyu OpenStack

(KOHTeKCT)FﬂO6aﬂbHHﬂ MﬂeHTM¢WmaT0p 3anpoca, ncnonb3dyetTca Ond 06beguHeHns

global_request_is
MHOXeCTBa 3anpoCoOB B €MHYI0 LIeno4ky

user_identity (KOHTEKCT) MHpopMaLma O nornb3oBaTene
inst (onuunoHanbHoe none) ID BM (BupTyanbHOM MallMHbI), K KOTOPOMY OTHOCMKTCSH
instance
coobLeHne
message HenocpeaCcTBEHHO TEKCT COOOLLEeHNS

Momnmo sToro, MHANBUAYaNbHbIE HACTPOWKM NTOrMPOBaHUS CEPBUCOB XpaHATCs B parine logging.conf B
CnyXebHbIX AUpeKTopusax: /etc/<service name>/logging.conf Ha KaXdoM yane.

11.3.2. Logging.conf

HacTtpoiiku B 3TOM chanine — 3TO CTaHZapTHbIE ONuuMK norupoBaHnst Gubnuotekm logging. NogpobHo o
HUX MOXHO noymTaTb B odumymanbHom OOKyMeHTauumn:
https://docs.python.org/3.7/library/logging.config.html#configuration-file-format. 3mecb Mbl ocTaHOBMMCS
TONbKO Ha CaMbIX BaXXHbIX CEKLUSIX U NapaMeTpax.

OCHOBHOW HaCTPOWKOW, KoTopasi MICNonb3yeTcs B TpabnwyTuHre, cuutaeTcsa napameTp level y norrepos
n xeHanepoB. VIMEHHO OH OTBEYaET 3a YPOBEHb, HAYMHas C KOTOPOro coobuleHus 6yayT nonagaTtb B JOTW.
YpoBHel coobLeHus naTb:
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YpoBeHb HasHaueHue
DEBUG [eTtanbHasa otnagoyvHas nHdopmaums ang guarHocTukmi npobnem
INFO CoobLeHnsa o Tom, 4YTo BCE paboTaeT B LUTATHOM pexume
R MokasblBaeT, YTO NPOUCXOAMUT YTO-TO HEOXKMAAHHOE UK YTO B ByayLlem nosiBaTcs npobnemel,
Hanpumep «disk space low»
ERROR MokasbiBaeT, 4TO M3-3a cOOS NporpaMmMa He MOXET BbINOMHATL HEKOTOPLIE CBOU (DYHKLIMK
—— CurHanunsmpyeT 0 cepbE3HbIx OLMbKax, n3-3a KOTOpbIX MPOrpaMmMa He MOXET NPOoAOoIPKaThb
paboTty
11.3.2.1. Loggers
Jlorrepbl — WHCTPYMEHTbI, KOTOpblE HEMOCPEACTBEHHO BbIMOMHAT OTNPaBKy COOOLIEHUA U3

nporpamMmmsil. B HasBaHuun CeKUunn yKka3aHo UX MMma nocrie «_», oOHO 6yp,eT Mncnonb3oBaHO B d)opmaTe CTpPOKH,
onpefenéHHomB oslo log.cont. PasHble MeHa Norrepos HyXHbl A5 pasfeneHunst Coo6LLEeHNUI OT pasHbIX
KOMMOHEHTOB NporpamMMbl BHYTPW oAHoro davina xypHana. Hanpumep, Bce 3anucu oT ouepean coobLleHuni
rabbitmg, KOTOpblIE FEHEpUpYTCA B Mpouecce paboTbl, 6yayT nNoMeyeHbl UMEHeM amgp, a 3anucu ot
OCHOBHOIO cepBuca — MMEeHeM cinder.

[logger root]
level = INFO
handlers = syslog, file

[logger cinder]
level = INFO
handlers =

qualname = cinder

[logger amgp]
level = INFO
handlers =

qualname = amgp

[logger sglalchemy]
level = WARNING
handlers =

qualname = sglalchemy
# "level INFO" 1lc

i

#

CambIMK BaXkKHbIMW HAcTpOWKaMK A5t NTOrrepoB ABMSOTCS:
level — ypoBeHb ouKkcupyemMbix coobLLeHUn;
handlers — xeHanepsbl, oTcnexusatoLime n obpabatbiatolme coobuleHus aToro norrepa. Nycroe
3Ha4yeHMe 03Ha4YaeT UCMONb30BaHME OMLMK PYTOBOrO florrepa.

11.3.2.2. Handlers

XeHanepbl — 06paboTunkyM CcoOBLEHN, KOTOpbIE OTBEYaloT 3a TO, KyAa UMEHHO coobuieHne byget
otnpaeneHo. OnpeaeneHo Tpu TMNa XeHAepos:
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stderr — oTnpaBnsieT coOOLWEeHNa B CTaHOAPTHbIN KOHCOMbHLIA CTPUM stderr (OBbIYHO He
ucnonb3yetcs);
syslog — oTtnpaBensieT coobuleHns B syslog, KOTOPbIA, B CBOK Oo4vepedb, 3anvcbiBaeT nx B 6asy

AaHHbIX syslog B Tabnuuy logs;
file — 3anucbiBaeT cooOLeHus B doaits, ykasaHHbIN B apryMeHTax xeHanepa.

[handler stderr]
class = StreamHandler
level = DEBUG

args = (sys.stderr,)
formatter = context

[handler syslog]

class = oslo log.handlers.OSSysLogHandler
level = INFO

args = ()

formatter = json

[handler file]
class = handlers.WatchedFileHandler
level = INFO

args

('/var/log/cinder/{}.log'.format (os.getenv ('SERVICE NAME', os.path.basename (sys.argv
[(01))),)
formatter = context

CambIMM BaXXHbIMW HACTpOMKaMu AN XeHO1epoB ABNSATCH:
level — ypoBeHb hmKcMpyembIx COOBLLEHMI: eCrnv YPOBEHb XeHAepa Boille, YEM YPOBEHb lorrepa,
KOTOPbIN €ro Ucnonb3yeT, BCe COOOLLEHNS HUXE 3TOro YPOBHS BYAYT NPOUrHOPMPOBaHbI;
formatter — cnocob dopmaTnpoBaHns coobLLEHWNA.
Kak npasuno, ncnone3syetcs Asa dopmartrepa:
context — wcnonb3yeT rnobanbHble HacTponku dopMaTMpoBaHWUSA CTPOK, OMMCaHHble B danne
oslo-log.conf;

json — nogrotaBnmBaeT coobuieHne B popmate JSON gns 3anucu ero B 6a3y gaHHbIX.

11.4. Getlog

getlog — 9TO cepBUC ANA yA0GHOro NMPOCMOTPa KOHCONMAMPOBAHHbIX 3anucer foros B 6ase AaHHbIX.
OTO KNMeHT-cepBepHoe npunoxexue, ero BM 3anyLueHbl Ha KaXxgoMm y3rne ¢ porbio http 1 oTBeYaeT TOSNbKO
TOT 9K3eMMsip, KOTOPbI pacrnonoXeH Ha ysne C BupTyanbHblM IP-agpecom. B gupektopuu
/var/logs/getlog XpaHATCHA (hannbl XKypHarnoB:
getlogserver.log — ocHoBHON chawn XypHana cepBuca;
getlogserver-uwsgi.log — xypHan uwsgi-cepsepa;
access.log — xypHan gocTtyna Be6-cepBepa nginx;
error.log — xypHan owunbok Beb-cepepa nginx.
Kak n B crniyyae ¢ gpyrummn pacnpefenéHHbiM1M CMCTEMaMK, B fokanbHble dainbl XypHanos nonagaet
nHdopMaLmMsa TONbKO OT TOrO 9K3eMNApa, KOTOPbIV 3anyLLeH Ha 3TOM y3ne.
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11.5. KnueHTbl getlog

Y getlog ecTb ABa KNWeHTa: B NaHenu ynpaeneHus nnaTdopmor 1 B KoMaHaHo cTpoke. MoapobHee
0 TOM, KaK YiTaTb U PUMbTPOBAThL JIOrM B NaHenu ynpaeneHus cM. PykoBoacTBo nonb3oBaTens, pasgen

10. Jlorn.
KoHCOnbHbIM KNMEHT peanun3oBaH B KayecTBe nnarMHa K openstackclient n Bbi3biBaeTca KOMaHOOM

openstack logs <subcommand> <options>.[10roBopum 0 AOCTYMHbIX CyOKOMaHAax.

11.5.1. Openstack logs list
KomaHga openstack logs list nokaxeT AOCTynHble B 6ase cywHoctu: yanel (hosts), ctonbub
Tabnuubl noroe (fields), nporpammbl (program) 1 ypoBHU coobLLeHni (severity):

program

datetime anacron
data ible-authorized_key emerg
host ansible-blockinfile err
program ansible-command info
severity ansible-copy notice
ansible-cron warning
ansible-file
ansible-find
ansible-gluster_peer
ansible-gluster_volume
ansible-hostname
ansible-ini_file
ansible-lineinfile
ansible-mount
ansible-openssl_certificate
ansible-openssl_csr
ansible-openssl_privatekey
ansible-openvswitch_bridge
ansible-openvswitch_port

ansible-os_keystone_domain
ansible-os_keystone_domain_info
ansible-os_keystone_endpoint
ansible-os_keystone_role
ansible-os_keystone_service

ith] [--pri

[-s SELECT [SELECT ...

al arguments:

-h, --help

c COLUMN, --column CO
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specify the column(s) to include, can be repeated to show multiple columns
--sort-column SORT_COLUMN
specify the column(s) to sort the data (columns specified first have a priority,
non-existing columns are ignored), can be repeated
--sort-ascending sort the column(s) in ascending order

--sort-descending sort the column(s) in descending order

CSV Formatter:
--quote {all,minimal,none,nonnumeric}

when to include quotes, defaults to nonnumeric

json formatter:
--noindent whether to disable indenting the JSON

table formatter:
--max-width <integer>
Maximum display width, <1 to disable. You can also use the CLIFF MAX TERM WIDTH
environment variable, but the parameter takes precedence.
--fit-width Fit the table to the display width. Implied if --max-width greater than 0. Set th{
environment variable CLIFF FIT WIDTH=1 to always enable
--print-empty Print empty table if there is no data to show.

This command is provided by the getlog plugin.

11.5.2. Openstack logs stat

KomaHpa openstack logs stat nokaxeTr obLiyio CTaTMCTMKY MO 3anucam B 6ase: KOnmM4yecTBo
3anucen Kaxxagoro YpoBHS 4S9 KaXKaow nporpammbi:

info
ntpd info
pdns err
pdns warning
sshd err
sshd crit
sshd info
sshd notice
sudo info
sudo notice
vaha crit
CROND info
crond info
httpd err
httpd info 10191
nginx err )
nginx info 109779
nginx alert 69
nginx emerg 28
redis notice
redis warning 24
kernel info
kernel notice
kernel warning

lMocmoTpeTb cnpasky:
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$ openstack logs stat -h

usage: openstack logs stat [-h] [-f {csv,json,table,value,yaml}] [-c COLUMN] [--quote
{all,minimal, none,nonnumeric}] [--noindent] [--max-width <integer>] [--fit-width] [--print-

empty] [--sort-column SORT COLUMN]
[--sort-ascending | --sort-descending] [-s SELECT [SELECT ...]]

Show database statistics

optional arguments:
-h, --help show this help message and exit

output formatters:
output formatter options

-f {csv,json,table,value,yaml}, --format {csv,json,table,value,yaml}
the output format, defaults to table
-c COLUMN, --column COLUMN
specify the column(s) to include, can be repeated to show multiple
columns
--sort-column SORT_COLUMN
specify the column(s) to sort the data (columns specified first
have a priority, non-existing columns are ignored), can be repeated
--sort-ascending sort the column(s) in ascending order
--sort-descending sort the column(s) in descending order

CSV Formatter:
--quote {all,minimal,none,nonnumeric}
when to include quotes, defaults to nonnumeric

json formatter:
--noindent whether to disable indenting the JSON

table formatter:
--max-width <integer>
Maximum display width, <1 to disable. You can also use the
CLIFF MAX TERM WIDTH environment variable, but the parameter takes precedence.
--fit-width Fit the table to the display width. Implied if --max-width greater
than 0. Set the environment variable CLIFF FIT WIDTH=1 to always enable
--print-empty Print empty table if there is no data to show.

This command is provided by the getlog plugin.

11.5.3. Openstack logs show: obwas nHcgopmauus

KOMaHﬂaOpenStaCk logs ShOW——STOOCHOBHaﬂpa60qaﬂKOMaHﬂa.MMeHHOOHaHOKaXGTﬂOﬂ1M3

6asbl No 3anpocy nonb3osaTens. 1o ymonyaHuioo getlog UNbTPYET 3anuMcy Ha OCHOBaHUM user id
nonb3oBaTens, NO3TOMY AN NONYYEHUSA MOMHON MHAOPMALMN HYXXHO ONMpeaennTb CUCTEMHbIA KOHTEKCT,
BbI6paB HYXHbIN os_cloud. CuctemHbin knaya B PYCTOK HasbiBaeTcst rustack system uonpegensiercs
TpeMs NyTamu:

1. 3KCNOpPTOM NEepemMeHHOW OKpyxeHust OS CLOUD co 3HavyeHueM rustack system!

export OS CLOUD=rustack system

2. pobaBneHuem nepemeHHoﬂ OKPYXEeHWNA K KOMaHe:

O0S CLOUD=rustack system openstack logs show <...>

3. ucnosnb3oBaHNEM aprymeHTta --os-cloud:
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openstack logs show <...> —--os-cloud rustack system

Cnpagka:
$ openstack logs show -h

usage: openstack logs show [-h] [-f {csv,json,table,value,yaml}] [-c COLUMN] [-—quotd
{all,minimal, none,nonnumeric}] [--noindent] [--max-width <integer>] [--fit-width] [--print-empty]
[--sort-column SORT_COLUMN]
[--sort-ascending | --sort-descending] [-d] [-n NUMBER]
{id, datetime, host,program, severity} [{id,datetime, host, program, severity} ... 11] [-r] [-t]
SELECT [SELECT ...]]

[query
Show logs by parameters

positional arguments:

query query to get log records from database

optional arguments:
-h, --help show this help message and exit
-d, --data full output for data field
-n NUMBER, --number NUMBER
limitation output by line numbers
-o {id,datetime,host,program,severity} [{id,datetime,host,program,severity} ...],
{id,datetime, host,program, severity} [{id,datetime,host,program,severity} ...]
output lines order by columns, default: datetime
-r, —--reverse reversed output lines order by columns
-t, —-—follow tail -f functionality

output formatters:
output formatter options

-f {csv,json, table,value,yaml}, --format {csv,json,table,value,yaml}
the output format, defaults to table
-c COLUMN, --column COLUMN

specify the column(s) to include, can be repeated to show multipld
columns

--sort-column SORT_COLUMN
specify the column(s) to sort the data (columns specified first havq
a priority, non-existing columns are ignored), can be repeated
--sort-ascending sort the column(s) in ascending order

--sort-descending sort the column(s) in descending order

CSV Formatter:
--quote {all,minimal,none,nonnumeric}

when to include quotes, defaults to nonnumeric

json formatter:

--noindent whether to disable indenting the JSON

table formatter:
--max-width <integer>
Maximum display width, <1 to disable. You can also use thd
CLIFF _MAX TERM WIDTH environment variable, but the parameter takes precedence.
--fit-width Fit the table to the display width. Implied if --max-width greateq
than 0. Set the environment variable CLIFF FIT WIDTH=1 to always enable
--print-empty Print empty table if there is no data to show.

This command is provided by the getlog plugin.
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11.5.4. Openstack logs show: ocHOBBbI

Korga Ham HY>XKHO NOJTy4UTb YTO-TO U3 ©a3bl AaHHbIX, Mbl ncnonb3yem sA3blK SQL, 3anpocCbl B KOTOPOM

CTPOATCA MO TAaKOW YNpPOLLEHHON CXeMe:
<UTO> <OTKYIA> <KPUTEPUM BHBOPKM> <IIOPAIOK COPTVPOBKU> <KOJIMUECTBO 3ANUCEN>.

Hanpumep:

SELECT program, id FROM logs WHERE program = 'nginx' ORDER BY id LIMIT 3

B getlog peanu3oBaH cBow, 6oree NpocTon N0 CMHTaKCUCy, 4eM SQL, A3blk — SLQL, Simple Log Query
Language, a [OOMONMHUTENbHbLIE YCIOBUS, BPOOE COPTMPOBKM M KONMYEecTBa 3anuceil, HacTpauBaloTcs
napameTpamMu. Tak, aHanornyHbIN 3anpoc Yepes getlog BydeT BbIrMAAETb Tak:

openstack logs show program = 'nginx' -o id -n3

CpaBHum:
SQL openstack logs 3Ha4yeHue KOMMeHTapumn
SELECT program, -c program, yToO cton6ubl program u id
id id
FROM logs - OTKYLOA 13 Tabnuuel logs
WHERE program = program = KPUTEPUU 3anucu, y koTopbix ctonbew, program
'nginx’ 'nginx’ BbIBOPKU COOEepPXUT 3Ha4yeHume 'nginx’
ORDER BY id -o id MnoPAOOK copTupoBatb no ctonbuy id, gedponTHas
COPTUPOBKN COpTUpOBKa — no ybbiBaHMIO
LIMIT 3 -n3 KOJINYECTBO OrpaHUYUTbL BbIBOA TPEMSA CTPOKaMU
3AMUCEN

OTpenbHo cTouT 06paTuUTh BHMUMaHUE Ha KpUTepumn BblIOOPKX: UMEHHO 3Ty YacTb npeacTtasnsetr SLQL B
getlog. Kak npaBunbHO Ha HEM nucaTb, CM. B pasgene "Simple Log Query Language”.

He 3abbiBante orpaHn4mnBaTtb Bbl60pKy napameTtpamMmu, nHadye 3arnpoc 6y/:|,eT BbIMOJIHATLCA OO0JIro, a
BbIBO 6yp,eT 3aHMMaTb O4€Hb MHOI0 CTPOK.

11.5.4.1. Cton6ubl U NOAPOGHOCTHU

OTtobpaxaemble nomns Tabnuubl HacTpauBalwTCA napameTpoMm -c, --columns. [1o ymonyaHuio
oTobpaxalTcs nons ¢ TaMCcTamrnom, UMEHeM nporpammbl U coobuieHnem o6 owmnbke, HO AOCTYMHO AN
0TOBpaxXeHNst HECKOIbKO BonbLue:

nmA ctonbua 3Ha4YeHune

id MAEHTUPUKALNOHHBIN HOMEP 3anucu
datetime TanmcTamn

program MUMS NMporpamMmel

host UMS y3na, ¢ KOTOPOro NPULLIIO coodLleHne
severity YpOBEHb COOBLLEHMS
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nmsa ctondua 3Ha4YeHue
data HenocpeacTBEHHOE coaepXaHne 3anmcu

Bcé 310 — nons opurnHanbHon Tabnuubl B 6a3e gaHHbIX, 0QHAaKO, 3TO HE €ANHCTBEHHOE, YTO MOXHO
otobpasutb. lMone data copepxut B cebe faHHble B ¢hopmate JSON, M MO yMOMYaHUIO U3 ITOrO
COAePXMMOro otobpaxaeTcsa TONbKO jSON-nose message. [IpOCMOTpETb NOMHLIM HA0OP AaHHLIX B cTONOLE
data moxHo, BkntoumB cpnar -d, --data.

Mommnmo opurmHanbHbIX cTonbuoB 13 Bl get1log no3BonseT oTobpaxaTb U COAEPKNMOE KOHKPETHBIX

json-nonen u3 data. Hanpumep, no 3anpocy:

openstack logs show program \~ “nova* -d

B none data mbl yBuaum cnegyowwimn JSON:

nova-api

auth_token

onemiddleware/auth_toke

JSON — 3710 ApeBoBMAHas CTPyKTypa, MO3TOMY AMNS AOCTynNa K BROXEHHbIM OObekTam (CTpokam,
CMNoBapsM UMW CNMCKaM) HY>KHO yka3aTb TOYHbIA MyTb. [1yTb HaUMHAETCHA OT KOPHS, KOTOPbIA 0603HavaeTcs
TOYKOW, U TOYKA Xe pasgenser Bce nocrnegywlime yposHu. Hanpumep, otobpasnm B Tabnuue KOHKPETHbIN
request_id, K KOTOPOMY OTHOCUTCA 3anucb. Kak Mbl BUOUM Ha PUCYHKE BbILIE, OH HAXOAWUTCS Ha BTOPOM
YpOBHe, BHYTpY obbeKkTa context, Tak 4To UTOroBbIN MyTb ByAeT BbIrMsAAeTb Tak: . context.request id

BBeném komangy:

openstack logs show program \™~ Anova* -d -c .context.request_id

n nonyvynm cne,u,yrom,mﬁ pes3ynbTart:
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Takum e obpasom oTobpakatoTcs ntobble gpyrue json-nons ns cronbua data.

11.5.4.2. CopTupoBKa U NopsafokK

MoxHo copTupoBaTb MO nobbIM nonsam, cywecteyowmMm B 6ase. CopTupoBka No jSON-MOMsSM
HeBO3MOXHa. 1o ymonyaHuio 3anmMcm OoTCOPTMPOBaHbI MO NOM datetime OT MeHbLEro K bonbwemy, TO
€CTb, Camble CBeXue 3anmcun NosSBNATCA BHU3Y Tabnuubl. [Mpy He06X0ANMMOCTN MOXHO pa3BepPHYTb NOPALOK
BbIBOAA, UCMNOMb3ys donar —-r, —--reverse.

11.5.4.3. OrpaHuyeHue BbiBOAA
11.5.4.3.1 NMumut

3anuceli noros B Tabnuue gocTato4HO MHOTO, NO3TOMY MMeeT CMbICIT NOoKa3biBaTb TOJIbKO NocnegHune
HECKOJIbKO pe3yrnbTaToB. [ns atoro MCNonb3yeTcsa aprymeHT -n, --number.

BaxHO MOMHUTb, YTO 3TOT napameTp pa60TaeT TOYHO TakK Xe, Kak LIMIT B SQL: OH AenaeT MosiHyto
Bbl60pKy M NMOKa3blBaeT TOJIbKO Y4acCTb CTPOK, OrpaHMYeHHY 3Ha4deHuemM napameTpa. |_|03TOMy,
3anpocue BCce AaHHble No onpep,enéHHowly 3anpocy, HO orpaHn4nB BbIBOA, Mbl UMeeM LLUaHCbl NONYy4YUTb
He CaMble nocregHune gaHHble.

11.5.4.3.2 Beannmut

Jpyron pacnpocTpaHEHHbIN criydah — HeobGxoaMMOCTb Habnogate 3a cobbiTusiMM B pearibHOM
BpemeHn. Bcem u3BecTHa komMaHga tail -f /path/to/logfile, koTOpas oToOpaxaeT 3anucu B
KOHKPETHOM chanfie nora no Mepe ero 3arnosfiHeHusl. getlog B TaKOM PEXUME MOKa3biBAET BCE CTPOKM,
COOTBETCTBYIOLLME KOHKPETHOMY 3anpocy. [1ns aToro ucnonb3dyeTcs apryMeHT -t, —--follow. [1pu Bbi3oBe
OH MOKaXeT MocneaHne AecATb CTPOK, nocne yero 6ygoeT nobaBnsiTb HOBblE 3anucu B Tabnuuy no mepe
nosiBreHusl B 6ase NoaxoasLmx nog Kputepum BelbopKn CoobLLIEHWIA.
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11.6. Simple Log Query Language

SLQL — 3TO A3blK 3aNpPOCOB, NO3BOMAKLMNIA UCKaTb 1 PUNbTpoBaTh COOOLLEHUS, XpaHswmeca B b[]. B
obLem cnydae 3anpoc COCTOMT U3 YCINOBMUS CPABHEHMWS, B KOTOPOM y4acTBYIOT NOMe, onepaTtop CpaBHEHUS U
3HayeHune. CamMbli MPOCTON NPUMEpP Takoro 3anpoca:

program = nova-conductor

OTOT 3anpoc BEPHET BCe 3anucK, OTHOCALLMECH K NporpaMmme nova-conductor: coobLeHnst BCEX YPOBHEN
CO BCEeX Y3MNOB MHCTanmMsumm, To eCTb, BCE, YTO XpaHuUTCH B 6a3e AaHHbIX N0 3TOM nporpaMmme.

11.6.1. Cton6ubl

Habop ctonbuos 1 npuHuun paboTbl C HAMK YXe 3HakoM Ham no pasgeny "Ctonbubl n nogpobHocTn'":
TOT Xe Habop nonewn, cywecTByLWNX B 6ase, NOC BO3MOXHOCTb MCMOSb30BaTh jSON-NOMS M3 Nons data.
OTO nonesHo, Hanpumep, B Cry4yae, KOr4a HYXHO OTCneauTb LEenovky CcOObITUM C OHMM U TeM Xe
global request id:

.context.global_request_id = req-bf57cal6-638a-4b91-ad09-e828146d13a8

11.6.2. CpaBHeHuA

,D,OCTyI'IHbIe Ona ncnonb3oBaHuA onepaTtopbl CpaBHEHUA!

3HayeHue ucnonb3oBaHue CTPOKOBbIW OonepaTop
paBHO == unm = eq
He paBHO I=unn <> ne
bonbLue > gt
MeHbLLe < It
fonblue nnm paBHo >= ge
MeHbLUE N paBHO <= le

Takke MOXHO ucnonb3oBaTb onepaTtopbl CpaBHEHUA C pPeryndapHbIMU BblpaXeHUAMU, NMPUHATbIE B
PostgreSQL:

3HaYeHune mcnonb3oBaHue CTPOKOBLIN onepartop
COBMageHue C perynsapkon, ¢ y4eToMm perncrpa ~ re
coBrageHne ¢ perynsapkown, 6es yuyéta perucrpa ~* ri
HecoBMnageHne C perynsipkon, ¢ y4ETom permcrtpa I~ nre
HecoBMageHue ¢ perynsipkon, 6e3 yuyérta perncrpa [~* nri

W, pasymeeTcs, camu perynsapHble BblpaxeHusi. Hanpumep, 3anpoc gns novcka 3anucert no BCeM
cepBucam komnoHeHTa OpenStack Nova GygeT BbirnageTb Tak:

program ~* “nova*

34ecb Mbl UCMOMb3yeM ornepaTop CPaBHEHUS ~*, YTOObLI HAWTU BCE COOTBETCTBUS B MMEHax nporpamm,
0e3 yyéTta perucTpa.
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ToT e camblin 3anpoc ¢ UCMOMNb30BaHMEM CTPOKOBOrO onepatopa byaeT BbirnageTb Tak:

program ri “nova*

11.6.3. llornyeckune BbipaxeHuUs

YcnoBsui cpaBHeHMA MoXeT BblTb HeCkonbKko. Toraa oHM 06BLEeAMHATCS Mexay cobon Nnormyeckumm
onepaTtopamu AND 1 OR, a noAMHOXeCTBa YCrOBUIA MOXHO rpynnupoBaTb Mexay cobom, NCnonb3ysi CKOBK.
Hanpumep, 3anpoc ans novcka 3anucen scex cepeucos OpenStack Nova, KpoMe nova-api-wsgi U nova-
conductor, OyaeT BbIMSAAeTb Tak:

program ~ 'nova' and (program != nova-api-wsgi and program != nova-conductor)

Ins cTon6uoBs, B TOM uncrie, ANS jSON-Moren, AOCTyNHa NpoBepka Ha CylecTBOBaHMe U hunbTpauus
MO TAKOMY e KpUTEepUHo:

.context.user id is not null

11.6.4. HroaHCbI UCNoONb30oBaHUA B KOMaHOHOW CTPOKe

O6paT|/|Te BHMUMaHWe, 4TO Npu pa60Te M3 KOHCONMM nyduwe ucnonb3oBaTb CTPOKOBbIE onepaTopbl
CpaBHeEHUA, YTOObI HE 3KpaHMpoBaTb CreucnMMBOIibl B 3arnpoce 06paTHbIM CNnaLom.
M3-3a aToro 3anpoc smaa:

program ~* nova

B CTaHOApTHOM 060N0YKe AOMMKEH BbIrMsAAeTb Tak:

program \~* nova

Unn Tak:

program ri nova
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12. UHTerpauus ¢ BHELULHUMU cepBUCaAMMU

12.1. UHTerpaumnsi c cepBMCOM KaTtarora

12.1.1. NoaroTtoBKa

12.1.1.1. Microsoft Active Directory
12.1.1.1.1 MNpepeKkBU3nNTbI

HyxHo HacTpouTb Microsoft Active Directory (MS AD). B kaTanore HykHO co3aarb:
1. CepBucHOro nonb3oBaTens ¢ NpaBamMu Ha YTEHUE B JOMEHE, KOTOPbIN:
a. MOXeT HaxoauTbCs B NIOOOM KOHTENHepe 1 BbITb YNIEHOM MOObLIX Fpynm;
2. KoHTenHep c nonb3oBaTensamm, KOTOPbIN:
a. MOXeT ObITb MPOCTbIM Container NN Organizational Unit W MOXET HAXOAUTLCS rae
YrOAHO;
3. [pynny 6e3onacHocTu:
a. MNpou3BONbHAsA U LOIMKHA HAaXO4MTBLCA B BbIOpaHHOM KOHTEMHepe 13 n.2;
4. Bcex ocTanbHbIX Nofb3oBaTenen, KOTopbiM Bbl XoTUTE AaTb goctyn B PYCT3K. NMpu aTom:
a. nonb3oBaTenu OOJPKHbI HAXOAUTLCHA B KOHTEMHEPE M3 M. 2 1 OblTb YrieHamu rpynnbl
6e3onacHocTn 13 n.3;
b. ecnu Tun koHTeNHepa - Organizational Unit (OU), TO BHYTPW HEFO MOXHO CO3AaBaTb
apyrne OU (opraHusaumoHHble eauHULbl) Ans hparMeHTaumm nonb3oBaTenen, KOTopbIxX
MOXHO B HVX MOMELLaTb.
Ina HacTtporikn PYCTOK Bam noHapobaTcs:
e  CEpBUCHbIV NoNb3oBaTensb:
o distinguishedName:
cn=ServiceUser,cn=ContainerName, dc=yourdomain, dc=ru;
o naponb;
e  KOHTeWHep C Nonb30BaTeNsAMu:
0 distinguishedName: ou=RUSTACK OU,dc=yourdomain,dc=ru,
e rpynna 6e3onacHocTu:
o0 distinguishedName: cn=RUSTACK USERS, ou=RUSTACK OU, dc=yourdomain,dc=ru

e hostname unu IP-agpec cepepa kaTanora.
12.1.1.1.2 NpoBepka

BbinonHuTe komaHagy B MHTepdernce komaHaHom ctpokun PYCTOIK:

ldapsearch -b <distinguishedName koHTeliHepa C [OJb30BaATEIAMU> \
-H ldap://< name wmiu 1P
-D <distinguishedName cepBMCHOT'O [OJIL30BATEJNII> \

-w '<mapoJsib BMCHOTO IIOJI arena>"'

' (& (memberOf=<distinguishedName rpynmne 6

B BbiBOAE kOMaHb! Bbl AOMKHbI YBMAETH CMUCOK Norb3oBaTtenei. Ecnv ero Tam Her:
e npoBepbTe distinguishedName CEpPBUCHOrO NOMb30OBaTENS U €70 NaPOrb;

npoeepbTe hostname unu IP-agpec cepeepa;

npoBepbTe UMeHa KOHTenHepa 1 rpynnbl 6e3onacHoCcTy;

y6eamTech, YTo rpynna 6e30nacHOCTM HaXOAUTCS B KOHTeMHepe;

NnpoBepbTe YNEHCTBO MNonb3oBaTeneli B rpynne 6e3onacHoOCTy.

12.1.1.2. FreelPA

12.1.1.2.1 NpepeKkBU3NTbI

HacTpoWka nHTerpaumu ¢ cepsucom katanora FreelPA HeckonbKko npolue, B CBA3W ¢ PUKCMPOBAHHON
CTPYKTYpOK KaTanora.
Bam noHagobsaTcs:

e user login CEPBUCHOrO MOSbL30BAaTENSA U €ro Naporsib;

®  UMS rpynnbl, B KOTOPYIO BXOAAT MNONb30BATENU, KOTOPbLIM Bbl XOTUTE Aatb goctyn B PYCTOK.
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12.1.1.2.2 NMpoBepka

BbinonHuTe KOMaHay B HTepdence komanaHom ctpoku PYCTOK:

ldapsearch -b cn=users,cn=accounts,dc=yourdomain,dc=ru \
-H ldap://< 5 C
-D uid=<User login cepBUCHOTO

rnoJjib30BaTesNa>, cn=users, cn=accounts,dc=yourdomain,dc=ru \
-w '<mapoJib BMCHOTO MoJib30BarTenga>"' \
' (memberOf= g =groups,cn=accounts,dc=yourdomain,dc=ru) ' uid

B BbiBOE kOMaHab! Bbl AOMKHBI YBMOETH CMMCOK Nonb3oBarenei. Ecnv ero Tam HeT, To:
e MpoBepbTe VMS CEPBUCHOIO NOSb30BaTENs U ero Naporks;
e MpoBepbTe UMS rPynMbI;
e npoBepbTe agpec cepeepa.

12.1.2. Kondurypauusa PYCTIK

B pasgene «/HTerpauunsa ¢ cepBncom katanoray:
e OTMeTbTe 4YekbOoKC «HacTpouTb MHTErpaLmio C CepBMCOM KaTtarnoray;
e BbIbepuTE HYXHbIN « TN cepBuMca KaTanora;
®  3anonHvWTe HeoBXOAMMYO MHOPMALUIO:

Twn
cepBuca o
Mone P 3HaueHune KommeHTapui
KaTtanor
a
Montoe ums yourdomain.ru
pomeHa (FQDN) )
KopoTkoe ums . ORI
OOMeHa
Ecnn Bbl ykasbiBaeTe hostname —
Hostname unu IP- .
. dc.yourdomain.ruunm 192.168.0. ykaxute «DNS nmamgopmbi» B
agpec cepsepa
100 pasgene «Cemsb», 4ToObI paspellatb
KaTarnora
ero ums.
cn=ServiceUser,cn=ContainerNa
MS AD 5
MonHoe CN me, dc=yourdomain, dc=ru
CepBUCHOTIo
nonb3oBaTtens FreeIP uid=ServiceUser, cn=users,cn=a
A ccounts,dc=yourdomain,dc=ru
Maponb o
* Het OorpaHun4eHmnn no Crio>KHOCTU
CEPBUCHOTO naporb
naponsi.
nonb3oBaTens
(memberOf=cn=RUSTACK_ USERS, ou
MS AD =RUSTACK OU,dc=yourdomain,dc=
dunbTp ru)
norb3oBaTternen

(memberOf=cn=RUSTACK USERS, cn

FreelIP
A =groups, cn=accounts, dc=yourdo
main, dc=ru)
MS AD ou=RUSTACK OU,dc=yourdomain,d

CN KoHTeliHepa ¢ St

none3oBaTenaMn g oo1p cn=users,cn=accounts,dc=yourd
A omain, dc=ru
+100 3a kaxayto nonHyto 1000
Pasvep nonb3oBaTenen B rpynne:
narmHaumm
MS AD 0-1000 1-1000=0
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Twvn
Mone cepsvica 3HauyeHune KommeHTapwui
kaTanor
a
1001-2000 = 100
>10000 = 1000.
Cepsuc katanora FreelPA He
noaAepXXvMBaeT NarmHaLmio, No3ToMy
FreelP 0 ee Heo6X0AVMO OTKMIOYUTD, yKasaB
A

3Ha4YeHune narmHauunn HynesbiM.

* MPOAOMKNTE KOHUrypaumto, unm Boibepute «lMpumenntb koHdburypaumto PYCTOKy, ecnin yxe
pa3BepHynu nnatgopmy.

12.1.3. YnpaBneHue nonb3oBaTtensiMm cepBuca karanora B PYCTOK

12.1.3.1. NMoarotroBka

YUToObI NONb30BaTENM U3 CEPBUCA KaTariora Morfny aBTopu3oBaTbCs B MopTasne — HY>XHO 3apaHee
Ha3Ha4YMTb UM KaKyt-nMbo ponb B CyLLeCTBYOLWEM unn HoBoM npoekte PYCTOIK.
[ns aToro:
e 3anaute B noptan PYCTOK nog yveTHon 3anucbto AgMuHncTpatopa NnadTtopmel;
e  Mpu HEODXOAMMOCTU — cO3[anTe OTAENbHbIN NPOEKT B pa3gene «JocTynbi» — «[1poeKTbly;
e nepengute B pasgen «Joctynbl» — «llonb3oBaTeny» U HasHaybTe KaXXAOMY M3 nonb3oBaTenen
COOTBETCTBYHOLLYIO ponb (admin, member, reader) B BbIGpaHHOM nNpoekTe.
Tarkke BCe 3TK onepaunm MOXHO BbINONHUTL B MHTEpderice kKomaHaHon cTpokn PYCTOK:
CospaHwve npoekra:

openstack project create --os-cloud rustack system <umsa npoexTa>

,El,o6aBneH|/|e BCEM MOJ1Ib30BaTEJIAM CEPBUMCA KaTasiora posnun member B co34aHHOM NPOEKTE:

DOMAIN USERS=$ (openstack user list --os-cloud rustack system --domain '<momsHoe

uMa pgoMeHa>' -f value -c ID)

for user in $DOMAIN USERS;do openstack role add --user S$user --project <mmsa

npoekTa> member; done

12.1.3.2. ABTOpU3auus

Mpun Bxoae B nopTan MMs Nosb30oBaTens HyXXHO yKasbiBaTb B (popmaTte: user@yourdomain. ru.
Mpun 6nokmpoBKe Nonb3oBaTens B cepBuUce KaTanora oH Tak xe 6rnokmpyetca B PYCTOK.
Mpun yoaneHun nonb3osaTens U3 rpynmbl B CEPBUCE KaTarora oH He cMoXeT aBTopusoBaTtbes B PYCTOK.
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