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1 MNMopsaok cozgaHnAa 00bLEKTOB

Bce 06bekTbl MO yMOnyaHuio co3aatTca B 30He BUAMMOCTU [Tpoekma v npuHaanexar
emy. AOMuHUcmpamop rnamgopmMbi MOXET co3nasatb [Tpoekmasi n [Nonib30eamened, a
Takke npuceavBaTb UM ponv AOMUHUCTPATOPOB B co3aaHHbIX [Tpoekmax. Takke
AamuHucTpatop moxeTt otMeTutb Obpassi, KoHguaypayuu n Cemu kak "ObLme", uto
caenaeT NX BUOUMbIMY Ha ypOBHe Bcen nnaTdopmbl.

1.1 Ha4yano pa6oTbl

nopHLI,OK co3gaHudA 06BbEeKTOB BO MHOIOM 3aBUCUT OT 3agavn, KotTopad CTouT nepea
nonb3oBatenemMm. PaccMoTprm camblin NPOCTON CLUEHapui: co3gaHne HOBOro cepBepa C
[AOCTYNOM K UHTEPHETY U BO3MOXXHOCTbIO NMOAKMOYEHUS U3BHE MO ssh.

1.2 Co3paHue cepBepa

MepBbIM OENOM, HYXXHO 3aMNOrMHUTLCH B NopTan. Y4€THas 3anMcb agMmHmucTparTopa no
YyMON4YaHuio — admin, €€ aBTOMaTU4eCKM CreHepMpOBaHHbIN Naporib XpaHuTcs B danne
/etc/openstack/clouds.yml Ha NOGOM K3 y3rnoB MHCTannAumu. Nocne aBTopusauum un
BBOAA BanugHOWM NMUEH3NM MOXHO Ha4yMHaTb CO34aBaTb He0OXoaMble OO bEKTHI.

1.2.1 Co3paHue KoHduUrypaumm

KoHdurypaums — aT1o wabnoH, No KOTOPOMY BUPTYyarnbHOM MalivHe OyayT npegocTaBrieHbl
pecypcbl. OHa BkntoyaeT B cebs Takve napameTpbl, kak konnyectso VCPU 1 06bém
onepaTMBHOW NamsATH, KOTOPbIMU OyAeT ocHaLLEH NMo6oN HOBLIN CcepBEP C 3TOM
KoHdurypavmen.

MoppobHee: pasgen 3 KoHdumrypaumm, a Takke «PykoBoacTeo nonb3oBaTens»/pasgen
«KoHpurypaunm».

1.2.2 Co3paHune obpa3sa

O6pa3 B1pTyarnbHON MaLLMHbI — 3TO 3apaHee MOArOTOBMEHHbIV daiin, coaepxalumi B cebe
npeaHacTPOEHHY ONepaLmoHHYIO CUCTEMY.

MoppobHee: pasgen 7 Obpasbl, a Takke «PykoBoacTBo nonb3osatensa»/pasgen «Konvm un
06pasbi»/«O6pasbly.

1.2.3 Co3paHue cetu

1231 Cetb

[ng KOMMYHUKaLMM C BHELLHUM MUPOM HY>XHO co3faTb ceTb — B PYCTOK nog atum
nogpasymeBaeTcs CETb BTOPOro ypoBHst Mogenun OSI, obecneumBatoLLast hn3n4eckyro
CBA3HOCTb. CyllecTByeT ABa TMNa CeTen: BHYTPEHHUE U BHELHME. NS Nonb30BaTerNsi OHU
OTNIMYaTCA COCTOoAHMEM Yekbokca « BHELIHss1», KOTOPLIN JOCTYNEH Npu co3gaHum cetu. B
HaLLEM CLeHapun HY)XXHO co3aaTtb ceTun obonx TUMNOoB.
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MoppobHee: pasgen 6.4 Cetu, a Takke «PykoBoacTBO nornb3oBartens»/pasgen «Cetby»/
«CeTtuny.

1.2.3.2 TlloaceTb

MopceTtb — aTo nyn IP-agpecoB 1 ConyTCTBYIOLNX HACTPOEK, KOTOpble obecnevmBaoT
cepsBepam BO3MOXHOCTb B3anMOOEeNCTBUSA C APYrMMU CETEBLIMWN YCTPONCTBAMUN Ha TPETbEMY
ypoBHe OSI. o ymonyaHuio npu co3gaHmm nogceTtu BbibpaHa onuunsa DHCP, koTopas no3sonut
BUPTYyanbHbLIM MalnHam nony4vatb IP-agpeca ns goctynHoro gnanasoHa asToMaTUYECKM.
MoaceTb Hy>HO co3gaTh Ana 06enx Co3gaHHbIX CeTel: BHYTPEHHEN N BHELLHEN.

MoppobHee: pasgen 6.5 Moacetun, a Takke «PykoBoacTBo nonb3oBaTtensa»/pasgen «Cetb»/
«[NoaceTtny.

1.2.3.3 Poytep
[nga Toro, 4Tobbl NakeTbl MOrNW NPOXOAUTb U3 BHYTPEHHUX CETEN BO BHELUHUA MUP 1 HA0BOPOT,
HY>KHO CO3[aTb MapLUpyTM3aToOp — POYyTEP, U NOAKMIOYMNTbL K HEMY CO3aHHbIE CEeTHU.

MoppobHee: pasgen 6.7 PoyTepsl, a Takke «PykoBoacTBo nonb3oBaTtens»/pasgen «CeTb»/
«PoyTepbl».

1.2.4 Co3paHue cepBepa

OcHoBHble HeobxoanMble 06beKTbI CO34aHbl, U Tenepb MOXHO NPUCTYNaTb HEMOCPEACTBEHHO K
CO34aHVI0 BUPTYyanbHOW mMalumnHbl. Mpu cosgaHmm notpebyeTtcs ykasaTb KOHpUrypaumio, obpas
n ceTb, a NocIe TOro, Kak cepBep CO34acTCs U 3anyCTUTCS, HACTPOUM K HeMy 4OCTyn.

MoapobHee: «PykoBoAcTBO Nonb3oBaTensa»/pasgen «Cepsepbl».

1.2.5 HacTtpouka poctyna

1.2.5.1 Mnaeawowwun IP-agpec

MocpeacTtsom nnaeatownx IP-agpecos B PYCTOK peanunsosan NAT, cBA3biBatoLLMiA CETU
BHELLHEro Mypa C BHYTPEHHUMM BUPTYanbHbIMKU ceTamu. B HaweMm npumepe 3To Heobxoaumo
Anst Toro, 4Tobbl 06ecneynTs JOCTYN A0 ONEPaLMOHHON CUCTEMbI CEPBEPA, CBA3aB afpec U3
BHeLLUHeW noaceTn, AOCTYMNHbIA U3BHE, C aApeCcoM BO BHYTPEHHEN.

MoapobHee: 6.9 PAT: floating IP.

1.2.5.2 [pocunun 6esonacHoCcTK

Mpodwnnum 6esonacHOCTM — 3TO WabNOoHbI HACTPoeK iptables, obecnevnBaoLwme
dunbTpaumio Tpacmka. UTobbl NONy4nTb AOCTYN K CEpBEPY MO ssh, HYXHO co3gaTb Npoduib
BesonacHoOCTM C NpaBuMIioM, paspeLualroLmMmM noptT TCP 22.

MoppobHee: 6.8 BesonacHocThb, 6.8.1 Mpodwmnun 6e3onacHoCcTy.

NoToBO!

Tenepb MOXHO NPOBEPUTL AOCTYN K BalleMy NepBOMY CEPBEpY, NOAKMHOUYMBLUNCH MO ssh Ha
nnaealoLLmMin IP-agpec, accounmMpoBaHHbI C BHYTPEHHUM aJpecoM cepsepa.


https://confluence.sbcloud.ru/pages/viewpage.action?pageId=82251467
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2 Arperatbl

Cos3pnaHue u ynpaBreHue nnorn4ecCKmmMmum rpynnamm ysnoBe

[na noBbILEHUS NPON3BOAUTENBHOCTU UMK B LIENAX aAMUHUCTPUPOBAaHNSA CyLLECTBYET
BO3MOXHOCTb pa3buTb pasBepTbiBaHWE BbIYUCIUTENbHBIX PECYPCOB Ha Norvyeckune rpynnebi.
PYCTO3K npenocTasnsieT crneaylolie MexaHnuaMbl Ans pasaeneHns normieckux rpynm:

ArperaT y35i0B — 3TO IpynnMpoBKa BbIMUCIIUTENbHBIX Y3/10B B JTOTMYECKYI0 eANHNLLY Ha OCHOBE
Takux aTpubyToB, Kak XxapakTepuUcTuKn obopyaoBaHMs Unu NpoM3BOaUTENBHOCTMN.
BblunMcnmTenbHbIv y3en MOXHO Ha3HauYUTb OOHOMY UMM HECKOMbKNM arperatam y3ros.
PasnuyHbie KoHdurypaumm (flavor) BM n/unm O6pasbl BM moxHO conoctaBuTb C arperatamu
X0CTa - ANg 3T0ro HeobxoAMMO HasHavaTh Napbl NAPaAMETPOB KIKOY-3HAYEHMe Ans rpynn
XOCTOB, MMeILLMX cTaTyC "BbluncnutensHbin y3en". Kaxabin y3en MoXxeT COCTOATb B
Heckomnbkux arperatax. Kaxagpbiin arperaT MOXXeT MUMETb HECKOSbKO nap Krtoy-3HadeHne. OgHa n
Ta e napa Knoy-3HauyeHne MoXeT OblTb Ha3Ha4YeHa HECKOSbKMM arperatam. 3ta MHpopmauus
MOXET MCMOoSIb30BaTbCA B NITAHNUPOBLUUKE ANS BKITHOYEHWUS] pacLUMPEHHOro NitlaHMpoBaHWs, ons
HaCTPOWKM NyNOB PecypCcoB rMnepBM3opa Unun ans onpeaeneHns ormM4eckux rpynn ansi
Murpauuu.

Tak e MOXHO HacCTPOWUTb MHOXMWTENW Beca AN KaXaoro arperara xocrta, 3agas napameTp
xxx_weight_multiplier koHdurypaumm B MeTagaHHbIX arperata xocta. Arperatbl XOCTOB MOXHO
nucnonb3oBaTth AN ynpaBneHns 6anaHCMpOBKOW Harpy3ku, obecneyeHns puanyeckomn
N30NAUUnN UM n3bbITOYHOCTHY, TPYMNMMPOBKN CEPBEPOB C 0bLwuMK atpubytamm nnm

OTAenbHbIX KraccoB obopyaoBaHus. [pu co3gaHum arperata y3noB MOXHO yKa3aTb UMS 30HbI.
370 Um$A NpeacTaBnseTcs nonb3oBaTensaMm obnaka kak 3oHa 4OCTYNHOCTM, KOTOPYKO OHU MOTyT
B AanbHeNLWeM MCnonb3oBaTh.

30Ha JOCTYMHOCTM — 3TO 06NayYHoe Nonb3oBaTeNbCcKoe NpeacTaBneHne arperaTa y3nos.
lMonb3oBaTenb He MOXET NPOCMaTpPUBaTh BbIYUCIIUTESbHBIE Y3rbl B 30HE AOCTYMHOCTUN UMX
npocMmaTtpmusaTb MeTafaHHble 30Hbl JOCTYNHOCTU. [onb3oBaTenb MOXET BUAETb TONbKO
HasBaHWe 30HbI AOCTYMHOCTU. KaXkablil BLIYNCNIUTENbHBLIN Y3€ MOXHO Ha3Ha4nTb TOMNbKO
OfHOW 30He gocTynHocTu. Ecnu npu cosgaHum BM nonb3oBaternb He YKaxXeT 30HY
AOCTYMHOCTW, B KOTOpomn 6yayT cosgasaTbcs BM, To €€ MOXXHO HacTpOWTb MO YMOSYaHUIo.

Bo3MOXXHOCTb ynpaBneHus arperataMu BblYUCIUTENbHBIX Y3N0B orpaHnynBaeTca RBAC-
nonvTuKaMu Bnga os_compute_api:os-aggregates-* cnyx6 Nova B chane
/etc/noval/policy.yami

2.1 MnaHupoBaHue arperaTtoB y3J/iOB

3a BKYeHne MexaHMama nnaHupoBLUmka BM Ha arperatax y3noB ¢ onpegeneHHbIMu
aTpubytamu otBevaeT punbTp AggregatelnstanceExtraSpecsFilter B koHdure
/etc/nova/nova.conf pasgena [filter_scheduler] napameTpa enabled_filters:

[filter scheduler]
available filters = nova.scheduler.filters.all filters

enabled filters =

AvailabilityZoneFilter,ComputeFilter, ImagePropertiesFilter, ServerGroupAnti
AffinityFilter, ServerGroupAffinityFilter, AggregateInstanceExtraSpecsFilter
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YTto6b! 3TOT hunbTp paboTan JOMKHLIM 06pa30M, HY>KHO CO34aTb AOMNOMHUTENbHbIE
meTagaHHble y KoHdurypauum, ykasas npedukc aggregate instance extra specs:UMs.
T.e. punbTp conoctaBuT MeTagaHHble KoHdurypaumm sBuaa:

aggregate_instance_extra_specs:cpu_info:vendor=Intel c MmeTagaHHbIMK arperaTta Buaa:
cpu_info:vendor=Intel

3a BknoveHne MexaHnama 06paboTku 3anpocoB 30HbI AOCTYMHOCTM OTBEYaeT punbTp
AvailabilityZoneFilter.

2.2 Cos3paHue, pegakTtMpoBaHue U yaaneHue arperarta y3roB

AamuHucTpatop nnatdopmbl PYCTIK moxeT co3gaTb He06X0aAMMOe KONMYEeCTBO arperaToB
XOCTOB. Arperatbl co3aaloTcs kak yepes web-noptan B nogpasegene Arperatbl pasaena
KoHndwmrypauus, Tak n yepes CLI.

[ns cospgaHus arperarta B web-nopTane HY>XHO!

. Ha naHenn MHCTPYMEHTOB HaXaTb KHOMKY +;
e  3anoJIHUTb OTKPbIBLUYHKOCA cbopmy CozpaHue arperara,

®  HaXaTb KHOMKY Cozparthb.

@& Pecypchbi
IiHHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
= Cepeepbl
o2+ Z E W

& [uckn

=  Konuu u o6pasbl v CoapaHue arperata X

a5 CeTb v o

= KoHdurypauus ~ MeTagaHHble

Ipynnbl cepeepoB OOBABHTL

I Arperathbl

Ons nobaBneHns BblMUCTTUTENbHbIX y3510B B arperart B web-nopTane HYXHO !

e BbIGpaTh arperar;

.
(] Ha naHenn MHCTPYMEHTOB HaXaTb KHOMKY E" ;
e [1006aBUTb BblMUCNUTENbHbIE Yy35bl OTKPbIBLUYHOCA (bopMy Pe,anTMpOBaHVIe arperara;

®  HaXaTb KHOMKY COXpaHMTb.
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PepakTWpoBaHWe arperata X
MMA test >
BbiuMCIHMTENbHbIE Y3nbl 2021-comp1.node.rustack.example.com X

x -

2021-comp1.node rustack example.com

COXPAHWTb oTh

2021-cont1.node.rustack.example.com
2021-cont2.node.rustack.example.com

2021-cont3.node.rustack.example.com

Ynanenue arperaTta B web-nopTane npon3soanTcAa aHallorm4HoO € NOMOLLIbKO KHOMKN . .

HeBo3MOXHO yaanuTtb arperar, K KOTOPOMY NpuBsidaHbl XocTbl. CHavana cnegyet
yOanuTb XOCTbl U3 NPUBSI3KM K arperarty, a 3aTtem yaanuTb arperart.

[na BbinonHeHns gencteun Hag arperatom B CLI Mcnonb3yloT crneayolme KomaHabl:

# openstack create <aggregate_name>
s

# openstack aggregat et \
--property <key=value> \
—--property <key=value> \
<aggregate_name>

# openstack aggregate add host \
<aggregate_name> \
<compute_host name>

# openstack aggregate remove host \
<aggregate name> \
<compute host_ name>

# openstack aggregate delete <aggregate name>

2.3 lMpumep cosgaHuna arperata y3noB ¢ npoueccopamu AMD

Ona npumepa co3gagmm arperat B CLI ¢ uMeHeMm amd-cpu-agg, HasHa4YMMm emy MeTagaHHble
amd_cpu=true n gobasum B 3TOT arperar ABa y3na - node1 1 node2, KOTopble NCNOMNb3YOT
CPU AMD:
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openstack aggregate create amd-cpu-agg

availability zone

created at 2021-12-22T07:31:13.013466
deleted False

deleted at None

id 1

name amd-cpu-agg

updated at

availability zone

created at 2021-12-22T07:31:13.000000
deleted False

deleted at None

hosts []

id 1

name amd-cpu-agg

properties amd cpu='true'

updated at

availability zone

created at 2021-12-22T07:31:13.000000

deleted False

deleted at None

hosts [u'nodel']

id

metadata {u'amd cpu': u'true', u'availability zone': u'nova'}

amd-cpu-

# openstack aggregate add host 1 node2
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availability zone
created at
deleted
deleted at

hosts

id

metadata

updated at

lMnamgpopma supmyanusayuu PYCTIK

2021-12-22T07:31:13.000000
False
None

[U'nodel', u'node2']

{u'amd cpu': u'true', u'availability zone': u'nova'}

amd-cpu-

B pe3ynbTtate 6yaet cosgaH arperat amd-cpu-agg ¢ ID 1, MeTagaHHbIMKU U ABYMS Y3raMMu.

[Nanee no6asum meTagaHHble amd_cpu=true o6nactu aggregate_instance_extra_specs
Tpebyemoit KoHUrypaLuum cepeepa:
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# openstack --os-cloud rustack system flavor set \
--property aggregate instance extra specs:amd cpu=true vtiny

# openstack flavor show vtiny

OS-FLV-DISABLED:disabled
OS-FLV-EXT-DATA:ephemeral
access project ids

description

1496330£-4847-4a8b-8bbb-8351£83783f4
am vtiny

os-flavor-access:is public | True

!
!
!
!
[
[
[
!
| disk
!
!
[
[
[
!
!
!

properties \
aggregate instance extra specs:amd cpu='true' |
| 128

Tenepb, Npn co3gaHum nonb3oBatenem BM ¢ koHdurypaumnen ns npumepa vtiny, nnaHMpoBLUNK
OyaeT ucnonb3oBatb y3nbl node1 n node2.

2.4 Co3paHue 30H JOCTYNMHOCTU

3oHa poctynHocTn (AZ) — aTo BUAMMAsA AN NOofnb3oBaTens normdeckast aberpakuus
pasgenenns yanos 6e3 3HaHUs PU3N4eckorn MHAPACTPYKTYpbl. 30HbI 4OCTYMHOCTH
onpegensaTcs nyTem gobaBneHus MeTafaHHbiX K arperaty. [lobaBneHue k arperaty genaet
arperaTt BUAMMbIM C TOYKW 3pEHUS NOMNb30BaTENs M NO3BONSET NNaHMpoBaThb 3k3emnnsapbl BM
Anga onpefeneHHoro Habopa y3nos.

30HbI JOCTYNHOCTU MOTYT UCMOMb30BaTbCS, HAaNpUMep, AN NorMyeckoro pasgeneHus
WH(ppacTpykTyphbl: pasbuska TOR-cBMTYElN NO pa3HbIM 30HaM, pa3buBka BblYNCIIUTENbHbIX
y3510B No pasHbiM cTonkam mnm BIM u T.4.

OpHako, HECMOTPS Ha UX CXOACTBO, €CTb HECKOSbKO AOMNOMHUTENbHBIX Pasnuynin, KoTopble
crnegyeT ydnTbiBaTb NPY CPaBHEHUM 30H AOCTYMHOCTU U arperaToB Y3noB:

-12
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e Y3en MOoXeT BblTb YaCTb0 HECKOMbKMX arperaTtos, HO TOMbKO B OOHOW 30He
[AOCTYMHOCTMW.

e Y3en aBnseTcs YacTbio 30HbI AOCTYNHOCTU NO YMONMYAHUIO, JaXe eCNN OH He
npuHaanexuT arperaty. ViMs 9TON 30HbI AOCTYMHOCTU MO YMONYaHUIO MOXHO
HacTpouTb C NOMOLLbIO default availability zone napameTpa KOHdUrypaumu.
B PYCTO3K 30Ha 4OCTYNMHOCTM MO YMOJIYaHUIO Ha3biBaeTCa hova.

MmeHa 30H goctynHoctn HE OOJIXKHbI cogepxatb : (4BOeTO4YME), T.K. OHO
NCnonb3ylTCca agMUHUCTPaTOpaMn AN yKa3aHUs y3noB, Ha KOTOpbIX 3anyckatlotcs BM.

Co3pgaHne 30HbI JOCTYMNHOCTU BbINOMHSAETCS NyTEM CBA3bIBAHMS METAAaHHLIX C arperaTtom
y3roB. ATO MOXHO caenatb B nogpasaene Arperatbl pasgena KoHdwurypauusa web-noptana,
ncnonb3ys KoY MeTagaHHblx availability zone vnm B CLI.

D,J'IH CBA3bIBaHNA MeTadaHHbIX C arperatom B web-nopTane HY>XHO!:

e BbIGpaThb arperar;

e
e  Ha NaHenu MHCTPYMEHTOB HaXkaTb KHOMKY E ;
e  BBECTM Napy Kro4-3HavyeHme B OTKpbIBLLYOCA oopMy MeTaaaHHbIe;

® HaXaTb KHOMKY anIMeHVITb.

MeTapgaHHble X
Koy availability_zone X 3navyenme my-availability-zone X =
E3 JOBABWUTL

NPUMEHUTL OTMEHA

Beectn napy Kno4-3Ha4eHme MOXHO Tak Xe npu co3aaHunn arperara.

[ns cBsA3biBaHUS MeTadaHHbIX ¢ arperatoM B CLI ncnonb3ytoT cnegytolmne komaHabl:

-13
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# openstack --os-cloud rustack system aggregate create --zone azl my-

aggregate
# openstack --os-cloud rustack system aggregate add host my-aggregate my-
host
# openstack aggregate set \

--property availability zone=my-availability-zone2 my-aggregate2
# openstack --os-cloud rustack system aggregate unset --property
availability zone my-aggregate

XoTt4 y3eJ1 MOXHO 006aBUTb K HECKOJIbKUM arperatam ya3JrioB, ero HeBO3MOXHO nobaBnTb
B HECKOJIbKO 30H OOCTYMNMHOCTMW. MonbiTka 4O6aBUTL y3eJl B HECKOJ1bKO arperatoB y3J10B,
CBA3aHHbIX C pa3HbiIMX 30HaMW OOCTYMNMHOCTWU, nNpuBeaeT K ownbke.

HOCMOTpeTb OOCTYynNHbl€ 30HbI N CO34aTb BM, ncenosnb3ysA KOHKPETHYH 30HY, MOXXHO C NMOMOLLbHO
KOMaHA4:

openstack availability zone list --compute

available
available

# openstack server create --volume diskl --network netl --flavor tiny --

availability-zone azl test-server

®PyHKUMOHanN Bbibopa 30HbLI AOCTYMHOCTW NPKU co3aaHun cepeepa AocTyneH Yyepes AP| 1
CLI, Ho He pocTyneH B web-nopTane.

Mmrpau,m:l Mexay pas3HbiMn 30HaMu OOCTYNMHOCTU HE NogaepXnBaeTCA.

2.5 Co3paHue M3onMpoBaHHOrO arperaTta Ansa onpeaeneHHoro
npoekTa

B nnatdopme MoxHO co3faTtb arperat, OCTYMHbIN TOMNbKO ANs onpeaeneHHbIX
npoekToB. TOMbKO NPOEKTbI, KOTOPbIE Bbl HA3HAUWUTE arperaTty, CMOryT 3anyckaTb BM Ha y3nax
arperara.

M3onaumsa no npoektam ucnonb3dyeT cnyx0y Placement ona dpvnbTpauun y3nos
arperaToB.

3a BKMYeHne MmexaHmama 13onsummn nrnaHmposLmnka BM Ha arperatax y3noB ¢
onpeferneHHbIMN aTpubyTamm 0TBEYaoT NepeMeHHble
limit_tenants_to_placement_aggregate u placement_aggregate_required_for_tenants B
KoHdpure /etc/nova/nova.conf pasgena [scheduler]:
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e limit_tenants_to_placement_aggregate - Bkno4YaeT MexaHn3M U30MsILMM NPOEKTOB
rno arperaTam;

e placement_aggregate required_for_tenants - o ymon4aHuo UMeeT 3Ha4YeHne
False, 4tTo Nno3BonsieT NnpoekTam, He HasHa4YeHHbIM KakoMy-nnbo arperaTty co3gaBaThb
BM Ha ntobbix xocTax nobbix arperatoB. Ecnu arperaTbl UCNOMNb3yOTCA ANd
OrpaHMyeHnst HEKOTOPbIX MPOEKTOB, HO HE BCEX - TO 3Ha4YeHMe OoImKHO BbITh False.
Ecnu Bce NpoekTbl JOSMKHBI ObITb OrpaHMYeHbl C MOMOLLIbIO arperaTos, TO 3Ha4YEHUe
AOMKHO 6bITh True, Anst TOro YTOObI MPOEKTLI HE MONyYany HeorpaHNYeHHoe co3daHune
BM Ha ntobom gocTynHoOM y3ne.

MexaHn3m nsonsumm ncnonb3dyeT meTagaHHble kntod filter_tenant_id<cyddmke> n 3HaueHne
ID Tpebyemoro npoekTta, HadHa4yeHHoro Ha arperatbl. Cyddpukcom <cydcpuke> moxet
CNyXuTb Ntoboe 3HaueHne, yaobHoe agMUHNCTPATOpYy.

Mpun n3onsauum arperaTa gns ogHoro npoekrta, cyddukc B kntode filter_tenant_id moxHo
He MCnonb30BaTh.

2.6 lMpumep nsonaumm arperaTtoB Afis onpepeneHHbIX
NpPoeKToB

Hactpolika nsonsumm arperatoB goctynHa no API, CLI n n3 web-noptana.

Hactpolika arperatos B CLI:

# openstack --os-cloud rustack system project list -f value
dd928b8021064a1583b26dc97b19£299 admin
0d7062££91024ae799d8dd023ae69045 userl
c9dce7f£fclc84c9bbb59755061eb8295 user?2
8b4a40a9a22c47389%a282103dadbda7e user3

...SKIP...

# openstack --os-cloud rustack system aggregate set \
--property filter tenant id0O=c9dce7ffclc84c9bbb59755061eb8295 \
--property filter tenant id0d706=0d7062f£91024ae799d8dd023ae69045 \
--property filter tenant id=dd928b8021064a1583b26dc97b19£299 \
my-aggregatel

# openstack --os-cloud rustack system aggregate set \
--property filter tenant id=8b4a40a%a22c47389a282103dadbda7e \
my-aggregate?

-15



Penus 2021.2.4 lMnamgpopma supmyanusayuu PYCTIK

3 KoHdurypauum

KoHcpurypaums — aT1o wabnoH pecypcoB, KOTOPbIA onpeaenseT npodunbs BUPTYanbHOro
obopyaoBaHusa ansa BM. MNpu cosgaHum BM nonb3oBaTtenb JOMKEH BbIOpaTb onpeaeneHHyo
KOH(Urypaumio, nogxoadLLyto no napametpam ansa cosgasaemon BM.

KoHdurypauus MoxeT ykasbiBaTb KOJIMYECTBO CEAYIOLMX PECYPCOB, KOTOPOE
BbIYMUCIUTENBHbIV Y3en fomkeH GyaeT BolaenvTb ans BM:

e KonunyecTtso BupTyanbHbix LIMM;
o Konunyectso onepartmsHoin namatn, B Mb.

AAMUHWCTPaTOp NNaTgopmbl YKasbiBaeT NPOEKTbI, KOTOPblE MOTYT UCMOMb30BaTh
KoHdurypauuto, caenas ee obLeaocTynHOW ANA BCEX MPOEKTOB MW YaCcTHOW ANd
onpefeneHHbIX NPOeKToB N AomeHoB. KoHdurypaumm MoryT ncnonb3osaTe MeTagaHHble Ans
yKasaHusa HeobxoaMMOCTU annapaTHOW noaaepXkkm aksemnnapos BM, kBoT, QoS m 1.4.
AgmuHucTpaTop NNaTtdopMbl TaKKe MOXET UCMOMb30BaTbh MeTafdaHHble, YTobbl HaNTK
noaxodsiume arperaTbl y3roB ans pasmellerHms BM. Ytobbl 3annanmposate BM Ha arperate
Y3I10B, HY>XHO MCMOMb30BaTh CreumanbHbii opMaT MeTagaHHbIX, yka3as

npedukc extra_specs kntoya ¢ aggregate_instance_extra_specs:npocTpaHcTBO

umeH. [lononHutenbHble CBeaeHns CM. B pasgene 2 Arperartbl.

BoamoxxHocTb ynpaeneHust KoHdburypaumamm orpannymaetcs RBAC-nonutnkamm Buga
0s_compute_api:os-flavor-* cnyx6 Nova B cbane /etc/nova/policy.yaml

3.1 Cos3paHue KoHdurypaumm
Bbl MOXeTe co3gaBaTb M yNpaBnATb pasnuyHbiMy BapyaHTamu KoHdurypauni ans
AOCTMXEHNS onpegeneHHbIX yHKUUA Unn noBedeHus, HanpumMep:

e YKasblBaTb KONMYeCTBO BUPTYanbHbIX LIMT;

e YKasblBaTb KONMNYECTBO OrnepaTUBHOM NaMATU U EMKOCTb OCHOBHOIO AuUcKa rno
YMOMYaHMIo B COOTBETCTBUM C NoTpebHocTsaMu BM;

e [lobaBnaTb MeTagaHHble, YTOObI YCTAHOBUTL ONpeaenieHHy CKOPOCTbL BBOA4A-BbIBOAA
ana BM vnu orpaHudmnBath 3anyck BM Ha onpegeneHHOM arperaTte y3rnos.

AgmuHucTpatop nnatdopmbl PYCT3IK moxeT cosgaTe He06xoaMmMoe KonmyecTBo
KoHdurypaumn. KoHdurypaumm cosgatotcs kak yepes web-noptan, Tak n vyepes CLI.

KoHpurypauums cosgaetcs B nogpasgene Kondwmrypauum pasgena meHio KoHdurypauus
web-nopTtana cnegytowmm o6pasom:

e HaxaTb kHonky CosgaTb + ha navenn WHCTPYMEHTOB;
e 3aMonHUTb OTKPbIBLLYIOCS hopmy CosaaHue KOHdUrypaumu;

®  HaXaTb KHOIMKY CospaThb.
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@& Pecypcbl
KoHdurypauum
= Cepeepbl

o+ PHEHE

& [uckn
= Konuu 1 0bpasbl v CoszpaHue KoHpUrypauuu x
&% CeTb v s
= Koudurypauns A vePU 1 X =
RAM, MB 1 2 C
Ipynnbl cepeepoB ’
O6iwma gocTyn [m}
KoHdurypaLum
MpoekThl .
Arperatbl
MeTapaHHble
BbluncnuTenbHble yanbl
NOBABWUTb

P [Doctynb v

CO3[ATb OTMEHA
Q5 Cepauchl v

KoHdurypauuu

c+ PETDN

W vCPU
MeTagaHHble x |
Koy production X 3Hayenue true X =]

HAOBABUTE

MPUMEHWTE OTMEHA

Mocne co3gaHust Ny6nvyHoii (¢ obwum goctynom) KoHdurypaumum HEBO3MOXHO
U3MEHUTb €€ HacTPOWKK JoCTyna.

B CLI KoHdurypaumsa co3gaétcsa ¢ NOMOLLBbIO KOMaHA;
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# openstack --os-cloud rustack system create \
--ram <size_mb> \

--vcpus <no_vcpus> \

<flavor_name>

# openstack --os-cloud rustack system flavor

--property <key=value> \

--property <key=value> \

<flavor_name>

# openstack --os-cloud rustack system flavor

--property <key> \

<flavor>

# openstack --os-cloud rustack system flavor list

# openstack --os-cloud rustack system flavor show <flavor>
# openstack --os-cloud rustack system flavor delete <flavor>

3.2 Mpumepbl co3gaHnsa KoHdUrypaumm

N HekoTopbIX paboynx Harpy3ok BeirogHa HacTpavuBaemasi Tononorus LIM. Hanpumvep, B
HEeKOTOpbIX ornepaLnoHHbIX cucTemax unu MO MoxeT NoTpeGoBaTbCA ApPYroin TIn
NMLEH3MPOBaHUS B 3aBUCUMOCTHM OT KonnyecTea coketos L.

Cos3gagunm KoHdurypauuio npu ncnonb3osaHnm kotopont BM 0yaeT nmets asa coketa LI,
npoLieccopbl KOTOPbLIX ByayT nMeTb No ABa sapa:

# openstack --os-cloud rustack system flavor set \
--vcpus 4 --ram 1024 --public \

--property hw:cpu sockets=2 \

--property hw:cpu cores=2 \

processor topology flavor

AHanoruyHo, cosgaanm KoHdurypauuio Ans ogHoro npoleccopa 1 04HOro notoka:

# openstack --os-cloud rustack system flavor create \
--vcpus 1 —--ram 1024 --public \

--property hw:cpu cores=1 \

--property hw:cpu_ threads=1 \

processor topology flavor

Mpu ykasaHUM napaMeTpoB HYXHO Y4eCTb, YTO UX 3HAYEHUS OOMKHbl YAOBNETBOPSATb
ycrnoBuio: cpu_sockets x cpu_cores x cpu_threads = konnyectso BUpTyanbHbix LI
B KoHdburypaumm. 3HaueHuns, He yka3aHHbIe SBHO, B 3TOW (hopmyre npMHUMaroTcs 3a

1. KoHdpurypauusi He yooBneTBopsitoLLasa aToMy ycrosuto 6yaeT HepaboTtocnocobHa u
npuBeaeT K ownbKe Npu co3aaHum BM.

Mpumepsi:

2 Coketa x 4 Agpa x 2 [NoTtoka = 16 BuptyanbHbix LIl

1 CokeT % 3 sgpa x 3 notoka = 9 BupTyanbHbix LIl

8 CoketoB x 2 Aapa x 4 lNoToka = 64 BupTyanbHbix LIIMN
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3.3 CPU-pinning

[na HekoTopbix 3agay Tpebyetca pabota BM B pexume peansHOro unm novty peansHoro
BPEMEHW, YTO HEBO3MOXHO U3-3a 3a4epXKek, co3aaBaemMblx nonutukon LM no ymonyaHuio. B
3TOM CJly4ae nonesHo KOHTponuposaTb, kakue LM yana npuessaHbl kK BupTyanbHbiMm LITT BM.
OTOT MexaHn3M U3BECTEH Kak 3akpenneHue LM unu cpu-pinning. BM ¢ 3akpenneHHbivmn LI He
MoxXeT ucnonb3oBaTb LM gpyron BM ¢ 3akpenneHHbimu LM, Tem cambiM npegoTBpallaeTcs
KOHINUKT BbIYMCIIMTENBHBIX PECYPCOB MexXay Takumu BM.

Nova obpabaTbiBaeT NpoLeccopsbl yana, ucnomnb3yemble Ans HesakpenneHHbix BM nHauve, yem
Te, KoTopble ucnonb3ytotca BM ¢ 3akpenneHHsimu LUMN. MNepBbie oTcnexusarotcs npu
pasmelleHnn ¢ ncnosb3oBaHMeM Tuna pecypca VCPU 1 MoryT Ucnonb3oBaTb Nepenogrnuncky
BblYMCIUTENBHbIX pecypcoB LI, a BTopble OTCNeXMBalTCa C UCNONb30BaHMEM TUMa pecypca
PCPU. lNo ymonyaHuto nova byaet coobwatb 060 Bcex LI xocTta kak o VCPU. OgHako, 3To
noBeaeHNe MOXHO HAaCTPOUTb C MOMOLLbIO NapaMeTpoB KoHdUra:

e compute/cpu_shared_set — ykasaTb, kakue LI yana cnegyet ncnonb3osatb Ans
nHBeHTapusaumm VCPU un 3anycka He3akpenneHHbix BM;

e compute/cpu_dedicated_set — ykasaTb, kakme LIl y3na cnegyeTt ncnone3oBartb 4115
nHBeHTapusaumm PCPU n 3anycka 3akpenneHHbix BM.

PaccMoTpmM BblYMCNTENBHLIN Y3en ¢ 24 dmanyeckummn aapamm LM ¢ BKNIOYEHHbIM
Hyperthreading (HT). AoMyHUCTpaTOpy HYXXHO 3ape3epBrpoBaTh NnepBoe gusnyeckoe agpo LM
1 ero nNoTok anst o6paboTkM npoLeccoB y3na (He ans ucnons3osaHns BM). Kpome Toro,
agMUHUCTPaTOPY HY)XXHO ucnonb3oBaTth 8 uanyecknx sgep LN yana n nx notokn ans
BblaeneHus 3akpenneHHbiM BM. OctanbHble 15 dusnyeckux sgep UM yana n nx notokn 6yayt
ncnonb3oBaTbCs ANA BblAeneHus HesakpenneHHsim BM ¢ nepenoanuckon 8:1. Hymepaums
agep HavmMHaeTcs ¢ undpbl Homb. Tak Kak ucnonb3dyetcs HT, TO konNnnyecTBo Saep YMHOXaeTCs
Ha aBa.

Ha BblumcnntensHom y3ne noTpebyeTcs BHECTM U3MEHEHUS B kKOHur /etc/nova/nova.conf n
nepesarpysuTb Cnyx0y nova-compute Ha BbIHUCIIMTENBHOM Y3rie:

[DEFAULT]
cpu_allocation ratio=8.0

[compute]
cpu dedicated set=2-17

cpu_shared set=18-47

lMpoBepum pesynbTart - yaHaem ID runepsusopa ¢ umeHem 2021-
compl.node.rustack.example.com n NOCMOTPVM Ha NpeaoCcTaBnseMbIe UM PECYPChI:
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# openstack --os-cloud rustack system hypervisor list --matching compl -c
ID -f value
3479dcf8-10b5-4350-9735-a6c3d3bcb934

# openstack --os-cloud rustack system resource provider inventory list
3479dcf8-10b5-4350-9735-a6c3d3bcb934

| resource class allocation ratio

step size |

MEMORY MB . 160160
[160160 |
DISK GB

39

3HaveHusa PCPU n VCPU obbeanHaioTcsa npy pacyeTe KBOThbl MO Sgpam.

MonuTtukn 3akpennenus LM HacTpamBaloTca ¢ NOMOLLBbIO MeTagaHHbIX hw:cpu_policy.
CywecTtByeT Tpu nonutuku: BoigeneHHas (dedicated), cmewanHas (mixed) n obwas (shared).
Obuwas (shared) nonuTuka ncnonb3yeTcst N0 YMOSYaHUIO K yKasbliBaeT Ha To, YTo Yy BM HeT
3akpenneHHbix LiMM.

Hwn ogHa BM ¢ 3akpenneHHbIMu LI He moxeT ucnons3oBath aapa apyrov BM ¢
3akpennieHHbIMu LM, 4To npegoTBpallaeT KOHMANKT PpeCYpPCoB MEXOY HUMM.

# openstack --os-cloud rustack system flavor create \
--vcpus 2 --ram 1024 --public \

—--property hw:cpu policy=dedicated \

cpu_pinned

# virsh vcpuinfo instance-00000021
VCPU: 0

CPU: 2

State: running

CPU time: 5.2s

CPU Affinity: —-—y-

VCPU: 1
CPU: 0

State: running
CPU time: 1.4s
CPU Affinity: y——-—

CwmewaHHada (mixed) nonuTuka ykasbliBaeT Ha To, 4To BM ncnonb3yet 3akpenneHHbie LiMM
BMecCTe ¢ He3akpenneHHbiMu LM, LI, 3akpenneHHble 3a BM, MOXHO yka3aTb B MeTagaHHbIX
hw:cpu_dedicated_mask.
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Mprmep HaCTPOMKM MeTagdaHHbIX A4Sl UCNONb30BaHNS CMeLlaHHon nonutukn LM, 4
BupTyanbHble LM, nepBble 2 n3 KOTOpbIX — 3aKkpenneHHble LiM:

# openstack --os-cloud rustack system flavor set \
—--property hw:cpu policy=mixed \

--property hw:cpu dedicated mask=0-1 \

mixed policy

[na otaenernns BM c 3akpenneHHbiMu LM ot BM ¢ He3akpenneHHbimu LM cnepyet
ucnonb3oBaTb arperatbl y3noB. [lockonbky BM ¢ He3akpenneHHbiMu LM He yuuTbiBaOT
TpeboBaHus K BblgeneHuto LI y 3akpenneHHbIX Npy 3anycke Ha OgHUX y3nax.

Ocob0e BHUMaHWE HY>XHO YAENsSTb y3nam ¢ NpoLeccopamm, NoAAepKNBatoLLNe pasfnyHble
SMT TtexHonoruu. MNMotoku B L1 ¢ MHOroNoTOYHOCTbLIO UMEKT PSA OBLLMX KOMIMOHEHTOB, U
KOHKYPEHLMS 3a 3TN KOMMOHEHTbI MOXET MOBMNUSATbL HA NPOM3BOAUTENBHOCTL. YTOObI HACTPOUTL
ncnonb3oBaHWe NOTOKOB, HEOOXOAMMO yKa3aTb creumanbHyo NonMTuKy notokos LIIM.

Ons paboynx Harpy3ok, B KOTOPbIX COBMECTHOE MCMNONb30BaHMe NoBblIlaeT
Npon3BOANTENBHOCTL, Ncnonb3ynte SMT noToku:

# openstack --os-cloud rustack system flavor set \

--property hw:cpu policy=dedicated \

--property hw:cpu thread policy=require \
cpu_smt pinned

Onsi paboynx Harpy3ok, rae Ha NpoM3BOAUTENBHOCTb BNUSIET KOHKYPEHLNS 3a PeCypChl,
ncnonb3ynte y3nbl 6€3 NOTOKOB unu yanel 6e3 TexHonornnm SMT:

# openstack --os-cloud rustack system flavor set \
--property hw:cpu policy=dedicated \

--property hw:cpu thread policy=isolate \
cpu_no-smt pinned

HakoHeL, ana pabouynx Harpy3ok, Npu KoTopbix BNnsiHue SMT Ha Npovn3BoAUTENBHOCTbL
MWUHMMAaIIbHO, MOXHO UCMOSb30BaTh NMOTOKW, €CMW OHU AOCTYMHbI. Ecnu yanbl ¢
MHOIOMOTOYHOCTbI0 BYAYT HEAOCTYMHbI - BM 3anycTuTcs Ha Mobbix gpyrvx yanax. 91o
3HayeHue B NONUTUKE NMOTOKOB MO YMOMYaHNIO, HO Er0 MOXHO YCTaHOBUTb SIBHO:

# openstack --os-cloud rustack system flavor set \
--property hw:cpu policy=dedicated \

--property hw:cpu thread policy=prefer \

cpu prefer-smt pinned

3.4 CneuuanbHble XapaKkTepucTUKM y3nos (trait)

C nomolubio meTagaHHblx KoHdurypalmi Buaa trait: BO3MoXxHoO 3anyckate BM Ha yanax,
KOTOpblE UMEIT ONnpeAerneHHble XapakTePUCTKN annapaTHOro obecneyeHunsi, Hanpumep yanbl,
LIM koTopeix nogaepxmeaeT SMT, unu Habopbl komaHg AVX. CUHTaKCcUC MeTagaHHbIX
npuHumaeT suj trait:<HazBaHue_XxapakTepucTuUKu>=required, ecnun xapakrepucrtumka
TpebyeTcs unm B NPOTUBOMNOSIOXKHOM criyvae trait:<Ha3BaHue_xapaktepuctuku>=forbidden.
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Mpumep cospaHusa KoHdurypaumm ans sanycka BM Ha y3nax, LIl koTopbix nogaepxunsatoT
Habop MHCTpyKUMi AVX2:

# openstack --os-cloud rustack system flavor set \
--property trait:HW CPU X86 AVX2=required \

cpu_req_ avx2

Cnuncok AOCTYNHbIX XapakTepucTuk (trait) onsa yana MoxHO NonyyYnTb KOMaHOOW:

# openstack --os-cloud rustack system hypervisor list --matching compl -c
ID -f value
3479dcf8-10b5-4350-9735-a6c3d3bcb934

# openstack --os-cloud rustack system resource provider trait list -f
value 3479dcf8-10b5-4350-9735-a6c3d3bcb934
HW CPU X86 AVX512F

HW CPU X86 AVX512CD

HW CPU _X86 AVX512BW

HW _CPU_X86 AVX512DQ

HW CPU_X86 AVX512VL

HW CPU_X86 INTEL VMX
...SKIP...

3.5 KBoTbl 1 QO0S

C nomoLubio MeTagaHHbIX KoHdurypaumi Buga quota: BO3MOXHO OnpeaensaTb pasnuyHble
kBoTbl Ans BM, Hanpumep, kBoTbl CPU-BpeMeHN BLINONHEHMS Ha rMnepBru3ope Ans AaHHOM
BM. Bce BM no-ymonuaHuio co3gatTcsi ¢ KBOTOM BbinonHeHusa 1024. Ecnv B meTagaHHble
nepegatb quota:cpu_shares = 512, To Bce BM ¢ atum npodunem dyayT nonydartb B ABa pasa
MeHbLLEe NPOLLeCCOPHOro BpeMeHn Ha rmnepsu3ope (aHanor cpu_shares ansa systemd) npu
KOHKypeHuumn ¢ apyrummn BM 3a pecypcesl L.

Tarke MOXeT ObITb MONE3HO BKIMHOYUTbL MEXAHU3M CETEBOrO LWennuHra (QoS) ans
nHTepdgencos BM vepes meTagaHHble.

MonaepxnsaemMble ONLUN:

quota:vif_outbound_average = uncno B kunobavitax
quota:vif_outbound_burst = uncno B knnobavitax
quota:vif_inbound_peak = uncrno B kunobarnTtax
quota:vif_inbound_average = umcno B kunobantax
quota:vif_inbound_burst = yncno B kunobarTtax
quota:vif_outbound_peak = uncno B kunobantax

MeTagaHHble Ansa orpaHMYeHnst AMCKOBOro BBOAA-BbIBOAA:
disk_read_bytes_sec

disk_read_iops_sec

disk_write_bytes_sec

disk_write_iops_sec

disk_total_bytes sec

disk_total_iops_sec
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Mcnonb3ys KBOTbl AUCKOBOro BBOAA-BbIBOAA, MOXHO 3a4aTb MakCUMarbHYH CKOPOCTb 3anucu
Ha ocHoBHoOW Anck 10 MB B cekyHay Ans nonb3oBaTens BMPTyanbHOW MawnHbl. Hanpumep:

# openstack --os-cloud rustack system flavor set \
--property quota:disk write bytes sec= \

disk quotas
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4 TMnaHmpoBwMK Nova

PYCTO3K ncnonb3yeT cny0y nova-scheduler, YTOObl ONPeAennTb, HA Kakom
BbIYUCIIMTENBHOM Y3rie Unu arperarte y3noB criegyeT pa3mecTutb akdemnnap BM. Korga
cnyx6a nova-compute nonyyaeT 3anpoc Ha 3anyck unu murpaumio BM, oHa ncnonesyet
yKasaHHble B 3anpoce cneundukaumnm, KoHurypauuo n obpas ans noucka noaxogsilero ysna.
Hanpumep, B kKOHbUrypaLmum ¢ NOMOLLbI METAAaHHbIX MOXHO YKasbiBaTb Pa3fnyHbIe
npu13Haku, No KoTopbiM ByaeT BoibpaH y3en ans 3anycka aksemnnspa BM: Tun gucka,
pacwmpeHne Habopa nHctpykumi LN, BeigeneHHsin GPU n mHoroe gpyroe. Cnyx6a nova-
scheduler 3anyckaeTcs Ha Bcex y3nax ¢ ponbio "YnpasneHne BM". B KOHTeKCTe punbTpoB
TEPMUH «y3en» O3Ha4YaeT PU3NYECKUN y3ern ¢ ponbio "BeluncnmrensHeli y3en", Ha KOTOpOM
3anyweHa cnyxba nova-compute. Tak e nnaHnposLLMK Nova npu BeiGope peLueHns
onupaetca Ha cnyx0y Placement (uwsgi.placement-api), koTopas Tak ke 3anyckaeTcs Ha BCeX
y3nax c ponbto "YnpasneHvue BM".

Cnyx6a nnaHuposLumka Nova ans onpefeneHus yana, Ha KOTOPOM HYXXHO 3anyCTuTb Unu
nepemectutb BM, ncnonb3yeT KOMNOHEHThI B CrieaytoLem nopsiake:

1. MpeaBapuTtenbHble punbTpbl cryxbbl Placement. Cnyx6a nnaHnpoBLmka
BbIYMCMEHUI ncnonb3yeT cnyx0y Placement anst dvneTpaumm Habopa y3nos-
KaHOMOaToB Ha OCHOBE onpeferieHHbIX atpubyToB. Hanpumep, cepsuc Placement
aBTOMAaTUYECKN UCKIIOYAET OTKIOYEHHbIE BbIYUCTTUTENBHBIE Y3nbl.

2. ®unbTpbl. Vicnonb3ytoTcs cnyxbon nnaHmposLmka Nova onsa onpegeneHus
HayanbHOro Habopa BbIYUCANTENBHBIX Y3M0B, HA KOTOPLIX CriegyeT 3anyckaTtb
ak3emnnsp BM.

3. Beca. Cnyx6a nnaHuposLuka oTAaeT NpropuTeT 0TPUNbTPOBaHHBLIM
BbIYMCMMTENBHLIM Y3Mam C MOMOLLbIO CUCTEMbI B3BeluMBaHusA. Hanbonblwimn sec nmeet
HaMBbICLUNIA NPUoOpUTET.

4.1 MpepBaputenbHasa dunbTpaumsa ¢ nomouwbro Placement

Cnyx6a nova-compute B3aumogencTByeT co cnyxbon Placement npu co3gaHum ak3emnnspoB
BM u ynpaenenum umu. Cniyx6a Placement oTcnexvBaeTt MHBEHTapM3aLnio U UCMONb30BaHNE
MOCTaBLLMKOB PECYPCOB, TaKMX Kak BblYMCIUTENbHbIE Y3Ibl, 00LIMe Nynbl XpaHEeHUs unv nynebl
pacnpenenexus IP-agpecos, a Takke UX 4OCTYNHbIE KONMYECTBEHHbIE PECYPChI, TaKne Kak
BupTyanbHble L. Iiobas cnyx6a, koTopon Heobxoanmo ynpasnsaTe BIGOPOM U aHaNM3oMm
notpebneHnsi pecypcos, MOXeT ucnonb3oBatb Placement.

Placement Takke oTCnexvBaeT AOCTYMHOCTb KAYECTBEHHbIX PECYPCOB Y UX MOCTaBLUMKOB,
Harnpumep, TUN AMCKa XpaHeHUs, KOTOPbIM 06ragaeT NoCTaBLUUK PECYPCOB.

Cnyx6a Placement npumeHsieT npegsaputenbHble PUbTpbl K HAGOPY BbIMUCUTENBHBIX
Y3rnoB-KaHAUAaTOB HAa OCHOBE MHBEHTapM3aLuii U cneLuanbHbIX XapakTepucTuk y3nos (trait)
nocTasLUMKa pecypcoB. MoxHO co3gaBaTb NpeaBapuTenbHble PUINbTPbl HA OCHOBE CreAYOLLNX
KpUTEpUEB:

e noaaepxvBaemble TuMNbl 06pasos;
e creumanbHble XapakTepUCTUKK y3roB (trait);
e NPOEKTbl UNW NOfb30BaTENY;

e 30Ha OOCTYNHOCTW.
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ﬂ,OCTyI'IHbIe Ha nnachopme XapaKTepnCTukKn MOXHO BbIBECTU C MOMOLLbIO KOMaHAbl:

# openstack --os-cloud rustack system trait list

[nsa BbIBOAA XapekTepUCTUK OnpeaerieHHoro yana, 3Hasi ero uuid, MoXXHO BOCMOJ1b30BaTLCS
KOMaHJoWn:

# openstack --os-cloud rustack system resource provider trait list <uuid-

y3ia>

4.2 ®unbTpauus No XxapakTepucTUKam NocTaBLUMKa pecypcoB

Y Kaxgoro nocTasLUMKa pecypcoB eCTb Habop crneunanbHbIX XapakTepucTuk. JTo
Ka4eCTBEeHHble aCneKTbl MNoCTaBLMKa peCypCcoB, Hanpumep, Tun gucka XxpaHeHna nnun
pacLlumpeHne Habopa nHcTpykumi LIMT.

BbluncnmTtenbHbIv y3en coobuiaeT 0 CBOUX BO3MOXHOCTAX cepBucy Placement B Buge
cneumnanbHbIX Xapaktepuctuk. Takum obpasom, akdemnnap BM moxeT ykasaTtb, kakve u3 atmx
XapaKkTepUCTUK eMy HeOBXOAMMbI, @ Kakme He AOIMKHbI NPUCYTCTBOBATL Y NOCTaBLUMKA
pecypcoB. [TNaHMpPOBLLMK BbIYMCIIUTENbHBIX PECYPCOB MOXET MCMOMb30BaTh 3TV NPU3HaKM ANg
onpeeneHns NoaxoasLLUero BblYMCIMTENbHOIO y3na unu arperarta y3nos A pa3MeLleHns
ak3emnnsipa BM.

YT06bI NO3BONMTL NONb3oBaTeNsM co3faatb BM Ha y3nax ¢ onpeaeneHHbIMu
XapakTepucTMkaMm, MOXHO onpeaenvTb BapnaHT KoHdurypaumm, Tpebyowmin nnm
3anpeLLaroLmnn onpeaeneHHy XxapakTepucTuky. Takke MOXHO co3fgaTtb obpas, Tpebyowmn
UNK 3anpeLarLwnn Ty UM UHYI0 XapakTepUCTUKY.

4.3 CospgaHue obpa3sa, Tpedyrowero Unu 3anpeLjaroLiero
XapaKTepucTUKy NOCTaBLUMKa pPecypcoB

YTto6bl 3annaHupoBatb BM Ha y3ne unu arperate y3noB, KOTOPbIA MMEET KaKyto-nmbo
0653aTeNbHY0 XapakTePUCTUKY, MOXHO J0OaBUTL 3Ty XapakTEPUCTUKY B AOMNOMHUTENBHYIO
MeTagaty obpasa. Hanpumep, 4ToObl 3annaHMpoBaTh 3K3eMMNspbLI Ha y3ne Unu arperare,
KoTopbin nogaepxusaetT AVX-512, HyxHO 400aBUTb CreayoLLyo XapakTepUcTUKy K obpasy:

# openstack --os-cloud rustack system image set \
--property trait:HW CPU X86 AVX512BW=required \

trait-image

YT106bI 0TOUNLTPOBAThL Y3Ibl, KOTOPLIE UMEIOT 3aMPELLEHHYI0 XapaKTEPUCTUKY, HY>KHO
[o6aBuTb ee B MeTagaty obpasa. Hanpumep, 4tobbl 3anpeTntb nnaHnposaHne BM Ha yane
Unu arperaTe, KOTOPbI NOAAEPKMBAET C MHOXECTBEHHbIM NOAKMHOYEHNEM ANCKOB, HY>KHO
nobaBuTb MeTagaTty k obpaay:
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# openstack --os-cloud rustack system image set \
--property trait:COMPUTE VOLUME MULTI ATTACH=forbidden \

trait-image

4.4 Punbtpbl Nova

Mcnonb3syemblie hunbTpbl onpeaeneHsl B koHdure /etc/nova/nova.conf cnyx6el nova-scheduler
N MPUMEHSIIOTCS B NOPSAKE HaMMCaAHUS:

e AvailabilityZoneFilter - dunbTpyeT y3nbl N0 30He AOCTYNHOCTU. PuNbTP NponyckaeT
y3ribl, COOTBETCTBYIOLLME 30HE AOCTYMHOCTY;

e ComputeFilter - nponyckaeT ntobon y3en, cnyxba nova-compute KOTOPOro BKIOYeEHa
1 paboraer;

e ImagePropertiesFilter - punbTpyeT yanbl Ha ocHoBe apxuTekTypbl LI, Tvna
rmnepBun3opa n pexnma BUPTYarnbHOW MallVHbI;

e ServerGroupAntiAffinityFilter - punbTp peanuayet aHTUadPUHNUTU 419 FPynbl
BM. CHa4vana Bbl JormkHbI co3aaTh rpynny BM ¢ nonuTtukon aHtnadppmHmTy, 3atem
npu cosgaHun HoBon BM ykaxknte noackasky nnaHnMpoBLUMKa «group=<uuid>», rae
<uuid> — ato UUID cosgaHHon Bamu rpynnsl BM. 3To npuBegeT k Tomy, uto BM 6ygeT
pobasneHa B rpynny. Korga BM 6ygeT 3annaHupoBaHa, nonmMTmka aHTuagouHnT
OyneT npumeHeHa ko BcemM BM B aTol rpynne;

e ServerGroupAffinityFilter - dunbTp pabotaeT kak ServerGroupAntiAffinityFilter ¢
NPOTUBOMNOSIOXHbBIM 3 EKTOM.

e AggregatelnstanceExtraSpecsFilter - unbTp oTBEYaET 3a BKMOYEHNE MEXAHU3MA
nnaHvpoBLnka BM Ha arperatax y3noB ¢ onpegeneHHbIMy aTpubyTtamm

[filter scheduler]
available filters = nova.scheduler.filters.all filters
enabled filters =

AvailabilityZoneFilter,ComputeFilter, ImagePropertiesFilter, ServerGroupAnti
AffinityFilter, ServerGroupAffinityFilter, AggregateInstanceExtraSpecsFilter

45 Beca

BaBeLumBaloTca TONbKO y3nbl, npowejluve sce CbI/IJ'IprbI. Bec ntoboro y3na Ha4nHaeTcd C 0.
B3BGMMBaHMeyﬂOpﬂﬂOHMBaeTSTMySHH,HOGGBﬂﬂﬂMﬂMBbNMTaﬂM33HaHeHMﬂBecay3ﬂ&
Ha3Ha4YeHHOro npeabiayumnm B3selnBaoLLnM. Beca MoryT ObITb oTpuuaTesibHbIMW. 3K3eMI'IJ'IFIp
BM 6yp,eT Ha3Ha4YeH Ha OOMH U3 y3J10B C HanboNbLUMM BECOM.

MNaHMPOBLUMK ONpeaenseT BEC KaXaoro BbIMUCIIUTENBHOTO Yana, BhINOMHAA CreayoLme
3agauu:

1. TnaHMpOoBLLMK HOpManNu3yeT Kaxabin Bec Ao 3HayveHus ot 0,0 go 1,0;

2. TInaHMpoBLUUK YMHOXaeT HOPManun3oBaHHbIA BEC HA MHOXUTENb Beca.
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MNaHMpOBLLMK BbIMUCIISIET BECOBYIO HOPManu3aumio ANs KaX4oro Tuna pecypcoB, UCMonb3ys
HWXHEe N BepXHee 3Ha4YeHWs1 4OCTYMHOCTU PECYPCOB AJ1S1 BbIMUCTIUTENBHBLIX Y30B-
KaHauOaToB:

y3naMm C HaumeHbLLEN JOCTYMHOCTBIO pecypca (minval) npucsavBaetcs O;
y3rnam C HauBbICLLEN JOCTYNHOCTLIO pecypca (maxval) npucsamBaeTtca 1;

y3nam C JOCTYMHOCTbIO PECYPCOB B Anana3oHe minval-maxval HasHavyaeTca
HOpMarnmn3oBaHHbIN BEC, paccyYUTbIBAEMbIN NO crieaytoLlen gopmyne:
(node_resource_availability - minval) / (maxval - minval).

Ecnu Bce BblMMCIIMTENbHBIE Y3Ibl UMEIOT OANHAKOBYIO OOCTYMHOCTb Pecypca, TO BCE OHM
Hopmanuaytotcs o 0.

MnaHnpoBLLMK (bUNbTPOB B3BELLMBAET Y3Mbl HA OCHOBE MapameTpa KoHurypaumum
[filter_scheduler]weight_classes , no ymonuaHuto 310 nova.scheduler.weights.all_weighers,
KOTOpbIN BbIOUpaeT cnegytoLLme B3BelnBaTenm:

RAMWeigher - BbluMCNsIET BEC HA OCHOBE AOCTYMHOW OnepaTMBHON NamATh Ha
BblYMCUTENBHOM y3ne. CopTMpoBKa Npon3BoanTcs no Hanbonbeliemy Becy. Ecnim
MHoxuTensb [filter_schedulerlram_weight _multiplier otpuuatensHbii, 6onbLlunin Bec
OygeT y yana ¢ HauMeHbLLMM 06 bEeMOM AOCTYNHOW ONepaTUBHOM NamMATH.

CPUWeigher - BbluncnsieT Bec Ha 0CHOBE AOCTYMHbIX BUPTYyanbHbIX LM Ha
BblYMCnIMTENbHOM Y3re. CopTMpoBKa NPOU3BOAMTCS NO HANBONbLUEMY BbIUIPbILLHOMY
Becy. Ecnun mHoxutens [filter_scheduler]cpu_weight_multiplier oTpnuaTensHbIn,
Oonblwwnii Bec ByaeT y y3na ¢ HAUMEHbLUUM KONTIMYECTBOM AOCTYNHbIX LiIM.

PCIWeigher - BbluncnsieT Bec Ha ocHoBe konnyecTtea yctponcts PCl Ha yane n
konudecTtBa ycTtpoucTts PCI, 3anpoweHHbix BM. Hanpumep, npyn Hanu4mmn Tpex Xxoctos
— opgHoro ¢ ogHum yctporcteom PCI, ogHoro ¢ MHOXecTBOM ycTpornctB PCl u ogHoro
6e3 yctporicte PCl — nova gomkHa pacctaBnsTb NpUOPUTETHI ANS HUX MO-pPasHOMY B
3aBuncumocTu oT TpeboaHun BM. Ecnn BM 3anpawumsaet ogHo yctpowcteo PCI, 1o
npegnoyYTeHve criegyeT oTAaBaTb NEPBOMY M3 XOCTOB. TOYHO Tak xe, ecnu BM
3anpalumBaeT Heckonbko ycTponcTB PCl, To npegnoyTeHne otgaeTcst BTOPOMY U3 3TUX
XxocToB. HakoHeu, ecnu BM He 3anpawwuBaeT PCI-ycTpoicTBo, NpegnoyteHne cnegyet
oTAaBaTb NocnegHeMy M3 3TUX XocToB. YUToObl B3BelwMBaHWe paboTano JomKeH ObiTb
BKIMOYEH XoTd 6bl ogmH 3 dmnetpos: PciPassthroughFilter nunn NUMAT opologyFilter

ServerGroupSoftAffinityWeigher - Bbluncnsiet Bec Ha oCHOBE KonmMyecTBa
3K3emnnspos, paboTaloLmx B OAHON 1 TONW Xe rpynne cepeepoB. HanbonbLunin Bec
onpegenseT NpeanoyTUTESbHbIN y3en A5 HOBOro ak3emnnsapa BM. [Ana MHoxuTens
JonyckaeTcs TOMbKO MONOXUTENbHOE 3HaYeHe.

ServerGroupSoftAntiAffinityWeigher - BbluncnseT Bec NnpoTMBONOSIOXHO
ServerGroupSoftAffinityWeigher.

BuildFailureWeigher - BbluncnseT Bec nNo KONNMYECTBY HeaBHUX HeyaauHbIX MOMNbITOK
3arpysku BM. Ecnn HarigeHo 3HadveHwue ¢ kntovom build_failure_weight_multiplier B
MeTafaHHbIX arperaTa, 3To 3Ha4yeHue 6ygeT BbIOpaHO B Ka4eCTBE MHOXUTENS Beca.
Ecnu meTagaHHbIX arperata ans yana HangeHo 6onee ogHOro 3HaveHus, oypget
MCNONb30BaHO MUHUMAIbHOE 3Ha4YeHue.
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5 [Ouckun n CXO

5.1 B3akeHAbl

5.1.1 OnucaHue paboTbl KOMMNOHEHTOB

Cnyxb6a 6nouHoro xpanunuiia Cinder yctaHaBnmBaeTcs Ha xocTbl PYCTOIK ¢ ponbio
"YnpasneHue guckamun" n ynpaesnsieT agMUHUCTpMpoBaHneM, 6€30nacHOCTbI0, NNaHMpOBaHNEM
W XU3HEHHbIM LIMKITOM Bcex anckoB BM. [IMckM Mcnonb3yloTcs B Ka4eCTBEe OCHOBHOW (POPMbI
NOCTOAHHOIO XpaHunuLa ansa ak3emnnsapos BM.

MeToa npenocTaBneHnst U NCMOMNb30BaHWS XpPaHUIULLEA ONpeaenseTcs gpanBepom
xpaHunuwa. Mpwu yctaHoBke B PYCT3K MOXHO BblIGpaTh U3 ABYX OCHOBHbLIX TUMOB ApafiBEPOB:
NFS n OCFS. Takke cylLlecTByeT MHOXECTBO ApaliBepoB Ansi BCeBO3MOXHbIX CXI, kak
NporpaMmHbIX, Tak U annapaTtHbIX, KOTOPbIE NPY HEOOXOANMOCTU HY>KHO HacTpamBaTb BPYYHYIO.
MaTpua cOBMECTMMOCTM LOCTYMNHA NO afpecy:
https://wiki.openstack.org/wiki/CinderSupportMatrix

KoMnioHeHT OnmucaHue

uwsgi.cinder- Touka Bxoga Ans 3anpocoBs B cepsuc no npotokony HTTP. MNpuHas 3anpoc,
api CEpBYC NPOBEPUT NMOJSTHOMOYUSI HA BbIMOJTHEHME 3anpoca 1 nepenpasnseT
Opokepy coobLleHnn ans oCTaBkK APYrMM crnyxbam.

McnonbayeT KoHdUrypaumoHHbii doann /etc/cinder/cinder.conf.
Jlorn nuwytca B goann /var/log/cinder/api.log.

PaboTtaeT B pexnme «active-active», To eCTb 3anyLleH OOQHOBPEMEHHO Ha BCEX
XOCTax € ponbio "YnpasneHne guckamn'.

cinder- CepBuc-nnaHNpOBLLUUK NPUHUMAET 3anpockl OT Bpokepa coobLweHnn n
scheduler onpegensieT, Kakon y3en ¢ paboTtatowmm cepBucom cinder-volume gormkeH
obpaboTaTb 3anpoc.

Mcnonb3yeT KoHdUrypaumoHHbl doann /etc/cinder/cinder.conf.
Jlorn nuwytcs B cbann /var/log/cinder/cinder-scheduler.log.

PaboTaeT B pexxume «active-active», To eCTb 3anyLleH ogHOBPEMEHHO Ha BCEX
XocTax ¢ porbio "YnpasneHve auckamn'.

cinder- CepBuc oTBevaeT 3a B3anmogenctene ¢ 6akeHgom. MNonyvaeT 3anpockl oT

volume CepBuca-nnaHnpoBLLMKa U TpaHCIMPYET HeNnocpeaCcTBEHHO B XpaHuUnuLie.
Cinder no3sonsieT 0gHOBPEMEHHO UCMOMb30BaTh HECKONbKO 63keHa0B. Mpu
aTom npw nomolm punbTpos CapacityFilter n CapacityWeigher unu gnckosbix
TUMNOB MOXHO YNpaBnsaTb TEM, Kakon 63keH BbiGepeT NnaHUPOBLLVIK.

McnonbayeT KoHdUrypaumoHHbii doann /etc/cinder/cinder.conf.
Jlorn nuwytcs B pann /var/log/cinder/cinder-volume.log

PaboTaeT B pexxume «active-passive», To eCTb 3anyLLeH TONIbKO HA OQHOM 13
XOCTOB C poribio "YnpaeneHve guckamu'. YnpasreHne 3anyckomM cryxobi
npounssoguntca cepsucom keepalived.
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MpoBepuTb cocTosiHMe Bcex cepBucoB Cinder MmoxxHO komaHaom openstack volume service list
Ha NtoboM 13 XOCTOB NNaTtOpMbI:

[root@controllerl ~]# openstack volume service

| Binary
Updated At

cinder-scheduler | ohost2.node. . enabled
22-12-16T15:11:33.870505 |
cinder-scheduler | ohost3.node.example.c enabled
022-12-16T15:11:34.162981 |
cinder-scheduler | ohostl.node.example.c enabled
22-12-16T15:11:35.033050 |
cinder-backup | ohost2.node.example. enabled
22-12-16T15:11:40.114567 |
cinder-volume | ohostl@ocfs2 enabled
022-12-16T15:11:39.233331 |
cinder-backup | ohost3.node.example. enabled
-12-16T15:11:39.346477 |
nder-backup | ohostl.node.example.
-12-16T15:11:40.690475 |

Ons passepTtbiBaHus knactepHon ®C OCFS2 Bbl AoMKHbI ycTaHOBUTL agantepbl (HBA)
Ha Bcex yanax ¢ ponbto "YnpasneHune guckamun" n "BeluncnntensHein y3en" B cnydvae
ucnonb3osaHusa Fibre Channel (FC) nnn ocywectsutb nogkntoyeHme vyepes iSCSI k aTum
y3nam.

BbiGpaTh 1 CkoOHUrypupoBaTth TN QUCKOBOrO XpaHumLa no yMOn4aHuio BO3MOXHO U3
KoHdurypaTtopa. [JononHuTenbHbIE TUMbI MOAKIIOYAKOTCHA C MOMOLLbI0 KOHUIYPALIMOHHBIX
dannos, KoTopble pacnonaratoTcs Ha knactepHon PC Glusterfs n 4OCTyNHbI Ha BCex xocTax
nnatdgopmbl no nytu /etc/openstack/cinder_backends/.

# 1s -1 /etc/openstack/cinder backends/
cinder cinder Dec H netapp-nfs.conf

cinder cinder Nov : ocfs2.conf

5.1.2 Tun auckoBoro xpaHunuwa NFS

CawmblIi pocToNn TUN XpaHunuLLa, KoTopbin ncnonb3yet wapy Ha NFS-cepsepe ansa xpaHeHus
ancko BM. [1nst ucnonb3oBaHus Heobxoanm goctynHbin NFS-cepBep, MMeoLWnIA:

e npasa 0755 Ha akcnopTupyeMbl kKaTanor;
e onuun no_subtree_check,no_root_squash’;

e  OTKMIOYEHHYIO HA CTOPOHE cepBepa onuuo “-g* unm “--manage-gids™ (cM. man
rpc.mountd, onuus BktodeHa no ymonyanuto B Debian, oTkntoueHa B Gentoo,
CentOS).
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B cnyyae NFS Lwiapbl MOHTUPYIOTCA B AUPEKTOPUIO Ha XOCTe C 3anyLleHHbIM cinder-volume
rpynnel "YnpaeneHue guckamm":

# 1s -1d /mnt/cinder/*
drwxrwxr-x 3 cinder cinder 4096 Nov 21 14:26

/mnt/cinder/462c060acacd50aded0bcbd2d6ee322a’7

Toukon MOHTUPOBaHNA ynpasnseT nepemeHHas nfs_mount_point_base B koH(ure 6akeHaa
letc/openstack/cinder_backends/nfs.conf. lMo-ymonyaHuto ana NFS 3HauyeHne nepemMeHHOon
/mnt/cinder.

Ha xocTtax rpynnbl "BbluncnutensHbii y3en" NFS-wapa MoHTUpyeTcs No TpeboBaHMIo Mpu
co3gaHun BM:

# 1ls -1d /var/lib/nova/mnt/*
drwxr-xr-x cinder cinder Dec

/var/lib/nova/mnt/7174£653526eccelbcad485b9d3c5eaf’

MapameTpsbl, ncnonb3yemole B 6akeHae NFS:

e volume_backend_name = nfs — napameTp ncnonb3yeTtcs Ans criydaeB HaCTPONKM
multi-storage 63keH0B: No3BoNseT 06bEANHUTEL HECKONBKO B63KEHA0B NOA OAHUM
umeHem u B cniydae NFS nmeeT 3HayeHue nfs no ymonyaxuio;

e nfs nas_secure_file_permissions = true — napameTp yctaHaBnmBaeT bonee
H6es3onacHble npaBa gocTyna k darnam Ha NAS ans orpaHMyYeHns LWMPOKOro AoCTyna.
Ecnu yctaHoBneHo 3HaveHne True, TOMa CO34al0TCA C pa3peLleHusMmn ans
nonb3oBatensa u rpynna cinder (660), no ymonyanutio (true);

e nas_secure_file_operations =true — napameTp paspewaet NAS paboTtaTb B
©e3onacHon cpefe, rge [ocTtyn root K Wwape 3anpelleH. Ecnu yctaHoBneHo 3HayeHne
False, goctyn nonb3oBatens root paspeLueH, 4To Hebe3zonacHo. 3HayeHne no
ymon4yaHuio: true;

e volume_clear = zero — MeTo 3anonNHeHUs yaansieMbIX OUCKOB;
e volume_driver = cinder.volume.drivers.nfs.NfsDriver — ncnonbsyemblin jpansep;
e max_over_subscription_ratio = 1.0 - nepenoanucka,;

e nfs_shares_config = /etc/cinder/nfs_shares - koHur K hariny ¢ onnucaHnem To4UKku n
napameTpoB MoHTUpoBaHusa NFS wap ¢ cepsepa;

e nfs_sparsed_volumes = true - napaMeTp CO34aHUs OUCKOB B BUAE Pa3peXXeHHbIX
davinos. Ecnu yctaHoBneHo 3HadeHue False, ouck cosgaetca kak obblYHbIN charrn. B
TakoMm cryvyae co3gaHue ToMa 3aHMMaeT MHOro BpeMeHHU, No ymondaduio (true);

e nfs_gcow2_volumes = false — napameTp co3gaHuss QCOW2 Unun raw OUCKOB. 3Ha4eHne
no ymonyaxuio: false (cosgatorcsa raw gUCKn);

e nfs_snapshot_support = true - napameTp BKINOYEHNS NOAAEPXKKM CHAMLLIOTOB Ha
anckax ¢ NFS wapsbl. 3HavyeHune no ymonyaHumio: true;

e nfs_mount_point_base = /mnt/cinder - Touka MoHTMpoOBaHus wWapbl ¢ NFS cepBepa
Ha xocTax ¢ ponsMmu "YnpasneHus guckamu". 3HayeHne no ymonyanuio: (/mnt/cinder)
backup_use _temp_snapshot = true.

[ononHuTernbHble HaCTPONKN:
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reserved_percentage = 0 — NnpoLeHT OT CBOOOOHOro MecTa, KoTopoe byaer
3ape3epBMpoBaHoO Ha bakeHae;

image_volume_cache_enabled = false — akTuBM3aums KalMpoBaHne 00pa3os
Glance Ha paHHOM B3keHze;

image_volume_cache_max_size_gb = 600 — pa3mep B ['6 kawa ansa obpasor Glance
Ha JaHHoM 63akeHae;

image_volume_cache_max_count = 50 — konn4yecTBo 06pa3oB B k3we Glance Ha
naHHOM O3keHae.

5.1.3 Tun auckoBoro xpaHunuwa OCFS2

MapameTpsbl, ncnonb3yemole B 6akeHae OCFS2:

volume_backend _name = ocfs2 — napameTp ucnonb3yeTcsa ans criydaeB HaCTPOMKK
multi-storage 63keHa0B: No3BonseT 06beaANHUTL HECKOSBKO 63KEHO0B Nog O4HUM
umeHem u B cnydae NFS nmeet 3HaveHue nfs no ymonyaHumio;

nfs nas_secure_file_permissions = true — napameTp yctaHaBnueaeT 6onee
BesonacHble npaBa goctyna K pavinam Ha NAS ans orpaHuyeHus WnpoKoro 4ocTyna.
Ecnu yctaHoBneHo 3HayeHne True, TOMa CO3[al0TCH € paspeLlleHnammn ans
nonb3oBatensa u rpynna cinder (660), no ymonyanutio (true);

nas_secure_file_operations = true — napameTp paspewaet NAS paboTaTtb B
©e3onacHon cpene, roe JocTyn root k wape 3anpelleH. Ecnu yctaHoBNeHO 3HaveHne
False, goctyn nonb3oBatens root paspeLueH, 4To Hebe3zonacHo. 3HayeHne no
ymon4yaHuio: true;

volume_clear = zero — MeToA 3anNONHEHUS yaansembIX JUCKOB;

volume_clear_ionice = -c3 — MeToA 3anofHEHUs yaansemMblX AUCKOB
volume_clear_ionice = -c3 — napameTpbl ANA U3MEHEHMS NpMOpUTETa BBOAA-BbIBOAA
npoueccoM ionice, MCnonb3yemoro Ans obHyrneHns ToMa nocne yaaneHus, Hanpumep
«-c3» ons npuoputer “idle”;

volume_driver = crutches.cinder.volume.drivers.sharedfs.SharedFS —
ucnonb3yemblil Apaneep;

sharedfs_shares_config = /etc/cinder/ocfs_shares - koHur Kk channy ¢ onucaHmem
TOYKM M NapameTpoB MoHTMpoBaHus NFS Lwap ¢ cepBepa;

sharedfs_sparsed_volumes = true — napameTp co3gaHusa AUCKOB B BUAE
paspexeHHbIX annos. Ecnu yctaHoBneHo 3HayeHune False, anck cosgaeTtca kak
06blIYHbIN chann. B Takom cnydae cosgaHve TomMa 3aHMMaeT MHOro BpeMeHW. 3HadeHune
no ymonyaxutio: true;

sharedfs_reflink_cmd = cp --reflink — komaHga ans ncnonesosaHmnsa CoW
dyHKUMOHanNa.

[ononHuTenbHblIe HACTPOWKK:

reserved_percentage = 0 - npoueHT oT cBO6OAHOro MecTta, koTopoe dyaeT
3ape3epBMpoBaHoO Ha 63keHae;

image_volume_cache_enabled = false - napameTp akTuBaumMn K3LLMPOBAHMS
obpasoB Glance Ha gaHHOM G3akeHae;
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e image_volume_cache_max_size gb =600 - paamep B 6 kawa anga obpasos Glance
Ha JaHHoM 63akeHae;

e image_volume_cache_max_count = 50 - konn4yecTBO 00pa3oB B kawe Glance Ha
naHHOM O3keHae.

5.1.4 MNMopknio4vyeHne AONONMHUTENbHbLIX TUMOB AUCKOBOIO
XpaHunuwa
,D,ﬂﬂ NoAKIMK4YEeHNA AONOJTHUTENIbHOIO TUna XpaHuiuiia HeO6XOD,VIMO co30aTb KOH(bMF B

anpektopun /etc/openstack/cinder_backends/ n no6aBuTb 3HaueHMe nepemMeHHom
volume_backend_name B nepemeHHyto enabled_backends dpawina /etc/cinder/cinder.conf.

Mpumep koHdura k netapp-nfs gpaneepy:
[netapp-nfsl]

backend host = hw-n2
volume backend name=netapp-nfs

volume driver=cinder.volume.drivers.netapp.common.NetAppDriver

netapp server hostname=

netapp server port=
nas_secure file permissions = true
nas_secure file operations = true

netapp transport type=http

netapp storage protocol=nfs

netapp storage family=ontap cluster
netapp login=cinder-api-user

netapp password=P@sswOrdl23

netapp vserver=SVM NFS 01

nfs shares config=/etc/openstack/cinder/netapp shares
max_over subscription ratio=

reserved percentage=

nfs sparsed volumes = true

nfs gcow2 volumes = false

nfs mount options=lookupcache=pos
nfs_mount _point base = /mnt/cinder-netapp

Code Block 1 Copepxumoe /etc/openstack/cinder_backends/netapp.conf

MopgkntoyeHHbIN B63keH B /etc/cinder/cinder.conf BmecTe ¢ gedonTHbIM 0cfs2:

# grep enabled backends /etc/cinder/cinder.conf

enabled backends = ocfs2,netapp-nfs

KoHdpurypaTop npu nporoHe He M3MEHSIET AONOSTHUTENbHbIE KOHPUTYpaLMOHHbIE (halirnbl
Oa3keHOoB, oTnuyHble oT /etc/openstack/cinder_backends/nfs.conf n
letc/openstack/cinder_backends/ocfs2.conf.

Takke KOHUrypaTop He yaanseT co3faHHble AOMNONMHUTENbHbIE TUMbI AUCKOB.

5.1.5 OupeKkTopumn xpaHeHUs1 AUCKOB

B cnyyae ucnonb3osaHna OCFS2, LUN MOHTUPYIOTCS Ha BCEX XOCTax ¢ ponamu "YnpasneHue
anckamun" n "BelumcnutensHbin y3en" B anpektoputo /mnt/ocfs2-<wwid>:
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# 1s -1d /mnt/ocfs2*
drwxr-xr-x 3 cinder cinder 3896 Dec 16 23:38 /mnt/ocfs2-
360000000000000000e00000000020001

drwxr-xr-x 2 cinder cinder 3896 Dec 16 23:38 /mnt/ocfs2-
360000000000000000e00000000030001

B cnyyae ucnonb3oBannsa NFS guckun BM MOHTMpYOTUCA MO NyTU
/mnt/cinder/<BHYTpPEHHWI_XeLl_Lapbl> Ha XOCTe C 3anyLeHHbIM cinder-volume n B
/var/lib/nova/mnt/<BHYTpeHHUI_xeLl_Liapbl> Ha XocTe ¢ paboTtatoen BM.

5.1.6 MNMepenoanucka (oversubscription)

Mpwn ncnonb3oBaHun NFS gpaniBepa ans 3agaHus koaddumumeHTa nepenoanmcku
ncnonb3yeTcsa onumst max_over_subscription_ratio, koTopas 3agaétca B KOHPUrypaunoHHOM
danne 6akeHaa /etc/openstack/cinder_backends/nfs.conf B cekumm [nfs]. Takke ans
KoppekTHoW paboTbl nepenoanucky onumsa nfs_sparsed_volumes gomkHa nveTb 3HaveHue true.

[Mocne 3TOro n3aMeHeHUs HY>XHO nNepesanycTuTb paboTatowyto cnyxby cinder-volume Ha xocTax
C ponbto "Ynpasnenune guckamun”. [1ns 3Toro MOXXHO BOCMNOMb30BaTLCA KOMaHOOM:

# ansible -i /var/lib/rustack-ansible/inventory.yml cinder -a "rc-service

-s cinder-volume restart"

Mo ymonuaHuio koaduuneHT max_over_subscription_ratio nmeet 3HadeHue 1.0. 310
03Ha4aeT, YTO BblAENEHHbI 0OBEM A5 AUCKOB HE MOXET MpeBblwaTh 06LWnin hmsmdecknin
00bEém xpaHunuuwa. Ecnu xpanmnuuwe oobémom 100 6, TO 3HAUMT Ha HEM HeNb3sA co3aaTtb
TOHKUX OMCcKoB 00bEMOM Oonblue, Yem Ha 100 6.

Ecnn nameHuntb KoaddumumeHT max_over_subscription_ratio Ha 3HayeHune 10.5, 10O
BblAeNeHHbIN 06bEM AN AUCKOB MOXET MPeBbICUTL 00N hr3ndecknii 06bEM XpaHunua B
10.5 pas. Torga B xpaHunuuie 06bémom 100 6 MOXXHO cO34aTb TOHKMX AUCKOB CYMMAapHbIM
ob6bémom 1050 6.

[nfs]

backend host = 2021-contl

volume backend name = nfs
nas_secure file permissions = true
nas_secure file operations = true

volume clear = zero

volume clear ionice = -c3

volume driver = cinder.volume.drivers.nfs.NfsDriver
max over subscription ratio = 10.0

nfs shares config = /etc/cinder/nfs shares
nfs sparsed volumes = true

nfs gcow2 volumes = false

nfs snapshot support = true

nfs mount point base = /mnt/cinder

backup use temp snapshot = true

Code Block 2 NMpumep nfs.conf ¢ nepenognuckon 10

dyHkumnoHan nepenognuckm Ha OCFS2 6akeHae He JOCTYNEH .
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5.1.7 ®opmaTt channoB AUCKa

B 3aBucmMmocTn oT BbibpaHHoro chopmarta arnnoB gucka B koHdpure 6akeHaa
/etc/openstack/cinder_backends/ 6yayT 3anonHeHbl pa3nuyHbie onuMm, OTHOCSLLIMECH K
dopmaTy hannos XpaHMMbIX OUCKOB.

Tunbl MCNonb3yeMbIX XpaHUMbIX AMCKOB Ha 63akeHaax NFS n OCFS2:

e raw — "Tonctble" hannsl TOMa, MecTo Ha 63keHae NONHOCTLIO BbIAENSETCS BO BpeMs
co34aHusA. JTO NPUBOAUT K YBENMYEHUIO 3afepXKeK (3aBUCUT OT CKOPOCTU XpaHunuLia)
npw co3gaHum auncka;

e (cow — havinel B popmarte qcow?;

e sparse — "paspexeHHble (ToHkMe)" dannbl Toma, MecTo Ha 63keHe BblaenseTcs He
MONMHOCTBIO M pa3pexeHHble dhannbl yBENMYMBAOTCS N0 Mepe HEOBXOaUMOCTMU.
HacTtpoiika npumeHsieTcs ans gannos popmara raw;

B cnyyae uHctannauum ¢ 6akeHaom NFS:

Mpu ncnonbsosaHmn RAW daiinos pekomeHayeTcs aktuBmpoBaTh nfs_sparsed_volumes, T.k.
NFS He nogaepxuBaeT Bbi3oB fallocate() n dpannbl 6yayT cosgaBatbesa nocpeacTsom dd.

B cnyyae uHctannsuum c 6akeHgom OCFS2:

HeBo3amoxxHO Mcnonb3oBaHWe ONCKOB B oopmaTe qcow, T.K. 3TO MPUBOAUT K GOMbLIOMY
nafeHunto NPOM3BOAUTENIBHOCTY NpK 3anncuy Ha amck. Obpasbl B dpomate qcow oyayT
aBTOMaTMYEeCKN CKOHBEPTMPOBAHbI B raw Ha 3aTane co3daHus Aucka.

Mpun ncnonb3oBaHun RAW ainos umeet cmbicn aktuBupoBaTb sharedfs_sparsed_volumes -
T.k. OCFS2 nopgnepxumBaeT Bbi3oB fallocate() n dpaninel 6yayT cosgaBaTbcs nocpeacTBOM
BbI3oBa fallocate no4Tn MrHoBeHHO.

5.1.8 be3onacHoe yaaneHue auckos BM

[na cooTBeTCcTBUA TPEOOBAHNAM B YacTu MHOpMaLMOHHON 6e3onacHoCTH B nnaTtdopme
PYCTOK cywiectByeT HECKOMNbKO MeTOAMK yaaneHuns amckos. OnpegeneHns MeTogaunkm
ucnone3yeTtca napameTp volume_clear B HacTpoikax 63keHaa.

MapameTp MOXeT NpuHUMaTh cneaytroLine sHayYeHns:
e none — dpann ancka yganseTcs nocpeacTBOM KOMaHAbl rm;
e zero — hann gncka nepesanucbiBaeTcs HONAMKU B OAMH Npoxo, nocpeactsom dd u

3aTteM yganaeTtcd nocpencTtBoM KOMaHObl rm.

CnepayeT yunTbiBaTb, YTO NpU UCNoMb3oBaHUK volume_clear=zero yaaneHue auckos
3aHMMaEeT NPoAOIMKUTENbHOE Bpems. B cnyyae nepesanuncy sparse AUCKOB HOMSIMU
nepesanucbiBaeTCs NOSHbIA pasmep gucka.

5.2 OuckoBble TUnbI

5.2.1 Tvn gucka

Mo ymonyaHuio B cucteMe cosfaHbl Tpu Tvna aucka: glance_nfs, nfs nnn ocfs2, B 3aBucmumoctu
OT BblbpaHHOro Tuna B koHdUrypatope npu passepTbiBaHMu nnatdopmbl, 1 DEFAULT .
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e glance_nfs — cepBucCHbIN TUN Ancka, ncnosnb3yrowmmncs cepencom Glance ans
coxpaHeHusi obpasoB Ha xpaHunue NFS.

e nfs — T1n ancka, ncnonbaytowmincs cepemncom Cinder gnst xpaHeHus guckos BM Ha
xpaHunuie NFS.

e ocfs2 - Tun gucka, ucnonb3ytowwmiicsa cepsmcom Cinder ons xpaHeHusa gnckos BM Ha
©6noyHbIx ycTponcteax (LUN), nogaHHbIX Ha y3nbl no npokotonam iSCSI unu FC.

e  DEFAULT__ — Tvn gucka no ymonyaHuto. Ecnu He ykasaH KOHKPETHbIN TUN gucka,
TO ByaeT BbibpaH NoAxXoadALLMIA HA OCHOBE UCMOMb3YHOLWNXCA PUNbTPOB U BECOB.
Mogpo6Hee B pasgene 5.3 MNnaHmposumk Cinder.

openstack volume type list

0c548032-£f19d-4928-85a8-5c94be%abbel glance nfs
fe86726d-dede-43f5-a1d4-2d188a91773d | nfs
a93daa57-2b72-4bed-9b5b-b58421498b6C

5.2.2 Co3aaHme HOBOro Tuna gucka

Co3pgaHne HOBOro TMna gucka MoxeT noHagobuTest Ang Toro, YTodbl NpMBA3aTh €ro K HOBOMY
6akeHay, nnbo 4Tobbl 06aBMTbL K TMNY Aucka QoS (cmoTpuTe pasgen 5.4 Quality of Service

(Q09)).

Co3sgaHue HOBOro TuMNa Aucka peanuayeTcsl KoMaHOol openstack volume type create:

# openstack volume type create gos iops100

description None
id ced2c227-1b31-4£f£9-b16d-8d99d8aldefl
is public True

gos_1opsl00

KomaHga volume type set CBA3bIBAeT CO3AaHHbLIN TUM ANCKA qos 1ops100 ¢ 63keHAOM.
Nwmsa 6akeHga xpaHuTca B dpavine /etc/cinder/cinder.conf. MUcnonbayeTcsa onuus
enabled_backends (ecnu 6akeHaoB Heckonbko, To BbibpaeTcs Tpebyembin):

$ grep enabled backends /etc/cinder/cinder.conf
enabled backends = nfs

$ openstack volume type set --property volume backend name=nfs gos iopsl00

KomaHgon volume type list —--long NpOBepseTCs YCNeLHOCTb NPOBEAEHHBIX onepaLuii:
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$ openstack volume type list --long

ced2c227-1b31-4££f9-b16d-8d99d8aldefl
volume backend name='nfs'

01£7403c-cc00-4271-adl12-c50043663936 | glance nfs None
multiattach='<is> True', volume backend name='nfs'
e80579d1-9eb2-4c0£f-8375-95f200448e66 | nfs r None
volume backend name='nfs'

a93daab57-2b72-4bed-9b5b-b58421498b6c | _ DEFAULT a Default

B naHHom npumepe Tunbl nfs n qos_iops100 nmeroT oanHaKOBbIA O3KeHA.

BbiBog kOMaHabl volume type list —--long NpuW co3daHMu TUNa OuMcka Ansi HOBOro
6akeHpa:

$ openstack volume type list --long

4c27a9%09-8a0e-491e-bbb6-39%e5683aae2a nfs extra
volume backend name='nfs2'
01£7403c-cc00-4271-adl12-c50043663936 | glance nfs None

multiattach='<is> True', volume backend name='nfs'
€80579d1-9eb2-4c0£f-8375-95£200448e66 | nfs None
volume backend name='nfs'

a93daa57-2b72-4bed-9b5b-b58421498b6c |  DEFAULT Default

B gaHHom npumepe Tunbl nfs n nfs_extra umetoT pasnuyHblie 6akeHObI.
5.2.3 YpaneHue Tuna gucka

ﬂ,ﬂﬂ yoaneHnda Tuna gucka CHa4dana HyXXHO yaanntb BCce OUCKK, UCnonb3yrouine ﬂ,aHHbIVI T™n
ANCKa, a NOTOM BbIMOMNHUTb KOMaHAY openstack volume type delete
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# openstack volume type delete gos iopsl100

5.3 MnannpoBwumk Cinder

5.3.1 OnucaHue

Cinder-scheduler — aTo cepBuUC KOTOpPbIN OTBEYaeT 3a BbIOOp onTUMarbHOro ysna - 63keHaa,
NPUBA3AHHOIO K AUCKOBOMY TUMy, AN pasmeLleHns 6roYHbIX YCTPOWCTB XpaHeHUs (aanee
anckn) B obnavyHon nHppacTpykType. Y3en BelbMpaeTca Ha OCHOBE pasfnuyHbIX KpUTEpPUEB,
TaKMX Kak OCTyNHasi eMKOCTb y3na, KONMYecTBO COo34aHHbIX ANCKOB 1 T.4. [1nga atoro cepsuc
ncnonb3yeT pasnunyHble PUnbTPLI U Beca.

Mpwn co3paHum gucka Cinder-scheduler BbiOpaeT y3en ¢ Hauny4ywnmMmM nokasaTensamMm Ha
OCHOBE 3afaHHbIX PUNbTPOB U BECOB, YTOOLI 06ecneynTb aphEKTUBHOE NCMONb30BaHNE
pPeCYpCoB 1 MUHMMM3MPOBATb BO3MOXHbIE NPOGeMbl, Takne Kak neperpyska yana wnm
HepaBHOMEPHOE pacrnpeaeneHne Harpysku.

5.3.2 ®unbTpbI

5.3.2.1 AvailabilityZoneFilter

AvailabilityZoneFilter domnbTpyeT yanbl No 30HamM AOCTYMHOCTU. OTO NO3BONSET U3bexaTb
CO3[aHnsa Oucka B 30He JOCTYMHOCTW, OTNIMYAIOLLIENCS OT TOW, B KOTOpoK byaeT pacnonaratbcst
BM, ansa koTopon co3gaeTtcs OUCK.

5.3.2.2 CapabilitiesFilter

CapabilitiesFilter omnbTpyeT y3nbl Ha OCHOBE UX OTYETHbLIX BO3MOXHOCTEN. rHopupyeTtcs ¢
apansepamu NFS n OCFS2. MNpwu ncnonssosanun CX[, onsa paboTbl C KOTOPOW €CTb
OTAenNbHbIV Apansep, y3nbl MOryT coobLwaTb O CBOUX BO3MOXHOCTAX, TAKMX Kak TUMbI
NOAKITHOYEHHBIX AMUCKOB, KONMMYECTBO U TUMbI CETEBLIX MHTEPEENCOB U T.4. PunbTp No
BO3MOXHOCTSIM NMO3BOJSET BbIOUpaTh y3rbl, KOTOPblE UMEIOT TPeDOYEeMble BO3MOXHOCTU ANst
KOHKPETHOro 3anpoca Ha co3gaHue 61104HOro YCTPONCTBA XpPaHEHMUS.

5.3.2.3 CapacityFilter
CapacityFilter dounbTpyeT y3nbl No 4OCTYNHOW €MKOCTU. OTO NO3BONSET BbIbMpaTh yanbl,
KOTOpblEe UMEKT JOCTAaTOYHO CBOBOOHON EMKOCTU AN pasMeLLeHNs HOBOro Aucka.

5.3.3 Beca

5.3.3.1 AllocatedCapacityWeigher

AllocatedCapacityWeigher BbluncnsieT Bec Ans Kaxaoro y3na Ha OCHOBaHUN yxXe BblAeneHHON
€MKOCTW. ¥Y3en ¢ HauMeHbLUMM 3HavYeHrem nonyvaeTt HambonbLlunii Bec. Ecrv B
KOHUrypaunoHHom danrne /etc/cinder/cinder.conf onpegenntb

napamMeTp allocated capacity weight multiplier W NpPUCBOUTb EMY NMOJTOXUTENBHOE
3HayeHne — noBeAeHVe N3MEeHUTCHA Ha NPOTUBOMOJIOXKHOE, ANCKM ByaeT pasmeLlaTbcs
KOHCONMMANPOBAHHO.
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5.3.3.2 CapacityWeigher

CapacityWeigher BbluncnsieT Bec Ans KaXA4oro y3na Ha OCHOBE AOCTYMHOW EMKOCTW. Y3nbl €
BornbLuen 4OCTYNHOW €MKOCTbIO MoMyYatoT 6onee BbICOKUI BEC U, cneaoBaTenbHO, MeT
6onbLUMA npropuTeT Npun BbiIbOpe y3na aAns pasmeLLeH1s amcka.

5.3.3.3 VolumeNumberWeigher

VolumeNumberWeigher BblunMCAsSieT BeC AN KaX40ro y3na Ha OCHOBE KONMYecTBa Co34aHHbIX
Ha HEM OUCKOB. Y3Ibl C MEHbLLMM KONMYECTBOM CO3aHHbIX 00 bEMOB Mosy4vatoT 6onee
BbICOKMI BEC, YTOObI YMEHbLLWUTL BEPOSATHOCTb NEPErpy3kun yana.

5.3.4 Ucnonb3yowuecs Beca u PpunbTpbI

HactpouTb ¢hunbTpbl 1 Beca MOXHO B charine /etc/cinder/cinder.conf B pazgene [DEFAULT].
Mopsaok punbTpoB B dhanne KoHpurypawumm onpegenseT nopsagok MxX NpuMeHeHus npum
BblIOOpE y3ra A pasMeLleHns amcka.

Mo ymonyaHuto B nnatdgopMe UCronb3yloTcs crieaytolme gpunbTpbl U Beca:

[DEFAULT]

scheduler default filters =

AvailabilityZoneFilter,CapabilitiesFilter,CapacityFilter
scheduler default weighers = CapacityWeigher

5.4 Quality of Service (QoS)

5.4.1 OnucaHue

QoS nosBonseT ycTtaHaBnuBaTb orpaHnyeHns IOPS onsa BMpTyanbHbIX AUCKOB, NpeaoTepallas
ncyepnaHue pecypcoB xpaHunuuwa. Jllumutel IOPS moryT 6biTb onpegeneHsl yncnom IOPS unu
yncnom 6anToB B cekyHay (IOPS nmeet npuoputeT). MOXHO UCnonb3oBaTb pasnmyHble onuum
OrpaHUYEHUSI:

e read_iops_sec;

e write_iops_sec;

e total_iops_sec;

e read_bytes_sec;

e write_bytes_sec;

e total bytes sec;

e read_iops_sec_max;
e write_iops_sec_max;
e total iops_sec_max;

e read_bytes_sec_max;
e write_bytes_sec_max;

e total bytes sec_max;
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e size iops_sec.

5.4.2 Co3paHue

Cos3gaém HoByto cneundmkaumnio QoS. 3agaém Tmn 6akeHaa, onuuto B hopmate
KInoY=3HayeHne n NMs:

$ openstack volume gos create —--consumer front-end --property

read iops sec=100 my gos

front-end
98b4abal0-b545-4524-a8d5-£150577b16b5

my gos
read iops sec='100"'

C oaHolt cneundukaumen QoS MOXHO CBA3bIBaTb HECKOMbKO onuuii. MoXHO aTo caenatb
cpasy npwv cosgaHum cneundmrKaLmm, ykasas HECKOMbKO NapaMeTpoB property:

$ openstack volume gos create —--consumer front-end --property

read iops sec=100 --property write iops sec=100 my gos2

front-end
0a86a985-e781-40a9-9£71-4201d14ca9%9%

my gos2
read iops sec='100', write iops sec='100"

5.4.3 PepaktunpoBaHue

Onuum MoxHO 4o6aBuTb nocre co3aaHus QoS, Ucnonb3ys kKoMaHay set ¢ ykazaHueM MMeHU
cneundukaunm QoS. [ns 3agaHusi HOBOTO 3HAYEHUS YXKe CYLLECTBYHOLLEN ONUMM AOCTaTOYHO
NMOBTOPHO MPYMEHUTb KOMaHAy set ¢ HoBbIM 3HayeHneM. Cnncok Bcex cneundukaumii QoS
MOXXHO Y3HaTb B BblBoAe komaHab! list.
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$ openstack volume gos list

0a86a985-e781-40a9-9£71-4201d14ca%99% | my gos2 front-end
read iops sec='100"', write iops sec='100" |
98b4abal-b545-4524-a8d5-£150577b16b5 | my gos | front-end |

$ openstack volume gos set --property write iops sec=100 my gos

$ openstack volume gos list

0a86a985-e781-40a9-9£71-4201d14ca%9% | my gos2 front-end
read iops sec='100', write iops sec='100"' |
98b4abal0-b545-4524-a8d5-£f150577b16b5 | my gos | front-end |
read iops sec='100', write iops sec='100" |

$ openstack volume gos set --property write iops sec=150 my gos
$ openstack volume gos list

0286a985-e781-40a9-9f71-4201d14ca%9% | my gos2 | front-end
read iops sec='100', write iops sec='100" |
98b4abal0-b545-4524-a8d5-£150577b16b5 | my qgos | front-end |
read iops sec='100', write iops sec='150" |

Onumsa yganseTca KOMaHgon unset :
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$ openstack volume gos unset --property write iops sec my gos

$ openstack volume gos list

0a86a985-e781-40a9-9£71-4201d14ca%% | my gos2 front-end
read iops sec='100', write iops sec='100" |
98b4abal-b545-4524-a8d5-£150577b16b5 | my gos | front-end
read iops sec='100"

QoS moxeT ObITb NpMBSA3aHa K CyLEeCTBYHOLEMY TUMY AMCKA, TMOO C ee UCMOSb30BaHNEM
MOXeT ObITb CO3a4aH HOBbIM TUN Aucka. MNpegnovtTuTenbHee NCNOsb30BaHWE BTOPOro BapmaHTa.
Co3gagum HOBbIM TUM OUCKA:

openstack volume type create gos iopsl00

None
id £16b20a0-6786-420b-ba5c-8eaf20bd60d2
is public True

gos_iopsl00

CasikeM co3faHHbIN TN gucka qos_iops100 ¢ 6akeHaom. Nmsa 63keHaa AOCTYMHO K NPOCMOTPY
B chbarne /etc/cinder/cinder.conf (ecnu 63keHO0B HECKOMBLKO, TO crieayeT BblOpaTb OANH U3 HUX).

$ grep enabled backends /etc/cinder/cinder.conf

volume backend name = nfs

$ openstack volume type set --property volume backend name=nfs gos iopsl00
$ openstack volume type list --long

£16b20a0-6786-420b-ba5c-8eaf20bd60d2
volume backend name='nfs'
0c548032-f19d-4928-85a8-5c94bef%abbel | glance nfs

multiattach='<is> True', volume backend name='nfs'
fe86726d-dede-43£f5-a1d4-2d188a91773d | nfs

volume backend name='nfs'
a93daa57-2b72-4bed-9b5b-b58421498b6c |  DEFAULT

3atem HeobOX0AMMO CBSi3aTb TWM AMcKa co cneumndukaumen QoS, ncnonb3ys
KOMaHAy associate. B kayecTBe nepBoro napametpa 3agaercs nvsa cneumndukauum QoS, a
BTOPOro — MaA Tuna ancka:
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$ openstack volume gos list

0a86a985-e781-40a9-9£71-4201d14ca%99% | my gos2 front-end
read iops sec='100"', write iops sec='100" |
98b4abal-b545-4524-a8d5-£150577b16b5 | my gos | front-end

6b20a0-6786-420b-babc-8eaf20bd60d2 gos_iops100
69b89c-celd-4d2d-bd17-828£93feldec nfs2
548032-£19d-4928-85a8-5c94be%abbel glance nfs
86726d-dede-43f5-a1d4-2d188a91773d

$ openstack volume gos associate my gos gos iopsl00

Onuua 1ist No3BONSiET NPOCMOTPETL TUMbI AMCKa, NpuUBsi3aHHbIe k QoS (cTonbely,
Associations):

$ openstack volume gos list

Name Consumer

0a86a985-e781-40a9-9f71-4201d14ca%9% | my qos2 | front-end

read iops sec='100', write iops sec='100" |
98b4abal0-b545-4524-a8d5-£150577b16b5 | my gos front-end | gos iopsl00
read iops sec='100"

OT1kntounTb QOS NSt KOHKPETHOro TUNa AMCcKa MOXHO KOMaHOoW disassociate:

$ openstack volume gos disassociate --volume-type gos iopsl00 my gos

Ecnn QoS npuBsizaH K HECKONBbKMM TvNam AMCKOB, TO C MOMOLLBIO KMtova ——all MOXHO
OTKMIOYNTb BCE TUMbI AUCKOB, MCNONb3yHoLWmMe AaHHbIN QOS:

$ openstack volume gos disassociate --all my gos

5.4.4 YpaneHue

Ons yoanenus cneundukaumm QoS HeobxoanMo cHayana oTKMYNTL €€ 0TO BCEX TUMOB
A1CKa, U Nocrne 3Toro BbIMOMHUTL KOMaHAy delete:
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$ openstack volume gos disassociate --all my gos

$ openstack volume gos delete my gos

5.5 Onepauuu c guckamm

5.5.1 KoHBepTauusa TMna gucka n Mmurpaums QUCKOB MeXay
6akeHaamMu

KoHBepTauus n murpauus He paboTatoT Afs AUcka, MOAKITIIOYEHHOIO K BbIKIOYEHHOM
BMPTYaribHOW MaLlVHe.

Ecnu k Tviny aucka npmedasaHa cneumndukaums QoS, To KOHBEPTUPOBATL B 3TOT TUM
JucKa unm u3 aToro Tuna AMcKa MOXHO TOMNbKO Toraa, Koraa UCXOAHbIN ANCK UMEEeT
cratyc [JocmyneH. NlosToMy ecnu oH noakntoyeH k BM, cHadyana ero Heobxoammo
oTKNo4UMTb. OTKIMIOYEHNE 3arpy304HOro Aucka npmeeneHo B pasgene "OTknoveHme u
NOAKITHOYEHME OCHOBHOIO 3arpy304HoOro gmucka BM".

5.5.1.1 KoHBepTauus 6e3 murpaumm n ¢ Murpaumnen
Bo3moxHbl ABa BapuaHTa KOHBepTaLun B 3aBUCUMOCTM OT NPUBA3KM TUNOB AnMcka K 6akeHaaMm.

Ecnu Tunbl ancka npuBssaHsl K ogHOMY 63KeHAy, TO NPU KOHBEpTaUMWM Mexay 3TUMn Tunamm
cam hann gncka man4eckm ocTaHeTCs pacrnonoXeH Ha npexxHem 6akeHae. B cnegytowem
npumepe Tunbl Nfs n qos_iops100 npuBs3aHbl k ogHOMy 63keHay - nfs:

Tunbl Ancka NpuBA3aHbl K ogHOMY 63KkeHAay

$ openstack volume type list --long

ced2c227-1b31-4££9-b16d-8d99d8aldefl
volume backend name='nfs'
01£7403c-cc00-4271-ad12-c50043663936 | glance nfs

multiattach='<is> True', volume backend name='nfs'
€80579d1-9eb2-4c0f-8375-95£200448e66 | nfs None
volume backend name='nfs'

a93daab57-2b72-4bed-9b5b-b58421498b6c | _ DEFAULT Default

Ecnu Tvnbl grucka npuBa3aHbl K pasHbiM 63keHgam, TO NPy KOHBEPTaLMn AUCK MUTPUpPYyeT Ha
apyron 6akeHa. B cnegyowem npumepe tTunbl nfs 1 nfs_extra npmBsisaHbl K pasHbiM 63keHaam
- nfs n nfs2 cooTBETCTBEHHO:
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Tunbl gucka npuBA3aHbl K pa3HbIM 63KeH,an

$ openstack volume type list --long

4c27a9b9-8a0e-491e-bbb6-39%9e5683aae2a nfs_extra
volume backend name='nfs2'

01£7403c-cc00-4271-adl12-c50043663936 | glance nfs None
multiattach='<is> True', volume backend name='nfs'
e80579d1-9eb2-4c0£f-8375-95f200448e66 | nfs r None
volume backend name='nfs'

a93daab57-2b72-4bed-9b5b-b58421498b6c |  DEFAULT Default

MexaHn3m KoHBepTaumMmM U MUrpaLmm anst 3TMX BapMaHToB oAMHakoB. TpebytoTca umsa unu ID
AMncKa, KOTOPbIN HY>XXHO KOHBEPTUPOBAaTb.

$ openstack volume list --long

29c14074-03c5-4313-8b07-4168£f9dec3b3 | Disk for testl | in-use |
Attached to testl on /dev/vda attached mode='rw'

Ons KOHBepTaunn mexay pasHbiMn TunamMmm OUCKOB UCNONb3yeTCcA crneayrlada KomaHaa:

$ openstack volume set --retype-policy on-demand --type nfs extra "Disk
for testl"

Onumen type 3agaé€tca TMN AUCKA, B KOTOPbIN KOHBEPTUpYeTcs anck. lNocnegHee 3aHadeHne
©e3 onuumn — 3TO NMSA NCXOAHOro Aucka. BMecTo nMeHn BO3MOXHO ncnons3osaHue |D gucka.

CI'IyCTH HEeKOTOpoe BpeMA, B 3aBUCUMMOCTU OT pa3Mepa ANCKa, npoBepdaeTCAa yCnewHOCTb
Murpauumn n KoHesepTauum anucka B HOBbI TUM:

$ openstack volume show "Disk for testl" -c migration status -c type

| migration status

!

Cnepyet yuntbiBaTbh, YTO Nocne koHBepTauum ID gucka B UMeHU dainna Ha XxpaHunuile
nameHuTCs. [Inst ero npocmMoTpa Ucnosnb3yeTcsa komaHaa:
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$ openstack volume show "Disk for testl" -c os-vol-mig-status-attr:name id

5.5.1.2 Mwvrpauusi 6e3 koHBepTaLmm
Murpaumsa 6e3 koHBepTaumm Mmexay 63akeHgamMv BO3MOXHa TONbKO B TOM Cryyae, Korga K
OOHOMY TVNY AMCKa NPUBSA3AHO HECKOMbKO 63KeHA0B.

MpocmoTp nmenun nnm ID gucka onpegenseTcs KOMaHOoMN:

| 1fc383bf-a5a5-4fd3-b250-931£3c0a9385 Disk for testl in-use
Attached to testl on /dev/vda

$ openstack volume show "Disk for testl" -c os-vol-host-attr:host

Ouck pacnonoxeH Ha 6akeHae node01@nfs2 (CMMBOMbI, HAYMHASA C PELLETKN, HE
yuuTbiBatoTcs). Ms BToporo 6akeHaa, Ha KOTOPbIN MOXET BbINOSIHATLCA MUrpauus gucka,
ykasaHo B cTtonbue Host - 3To node01l@nfs:

openstack volume service list --service cinder-volume -c Binary -c Host

cinder-volume node0l@nfs2
cinder-volume node01l@nfs

CnepytoLien KOMaHAOW BbINOMHAETCS MUrpauus:

$ openstack volume migrate --host nodeOl@nfs "Disk for testl"

Onumsa host 3a0aéT umsa 6akeHaa, Ha KOTOPbLIV NaHupyeTcs MurpupoBatb Auck. lNocnegHee
3Ha4yeHne 6e3 onuum — 3To NMS UCXOQHOro Aucka. Bmecto nmeHn MoxHo ncnonb3osaTts 1D
avcka.
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CnycTa HeKOTOpoOe BpeMsl, B 3aBUCMMOCTM OT pa3mMepa aucka, Heob6xoaMmMo NPoBEpPUTL
YCMNELHOCTb Murpaumm amcka Ha 6akeH node0l@nfs:

$ openstack volume show "Disk for testl" -c migration status -c os-vol-

host-attr:host

| migration status success
| os-vol-host-attr:host node0l@nfs#nfs

CrnegayeT y4nTbiBaThb, YTO nocre murpauun ID aucka, ykasbiBaemoe B UMeHu daiina Ha
XpaHunuiie, nameHnTcst. OHO JOCTYMHO K MPOCMOTPY MOCHe BbINOSTHEHWs KOMaHAbI:

5.5.2 MNMoakno4veHue kK BM 6no4yHoro yctpouctea ns OC
rmnepBusopa

MopkntoyeHne Hanpsamyto 6noyHoro yctporictea n3 OC runepsusopa B HAaCTOSILLMA MOMEHT
pocTtynHo yepes CLI. [1na Hayana HeobXoAMMO YCTaHOBUTL: HA KAKOM BbIYUCIIUTENBHOM y3re
3anyLeHa 1 kakoe cnyxebHoe ums (id) B runepsmsope npuceoeHo BM. 3T ceegeHuns
nponucaxbl B napameTpax OS-EXT-SRV-ATTR:hypervisor_hostname un id gnsa kaxgon BM.
Takke MOXHO pykoBoACTBOBaTbCS kKorloHkaMu ID n BelumcnuteneHbin y3en B Web-nopTtane.

O o Umn Koipurypauus VCPU  RAM,TB HDD,TE  BbiuvcnuTenshbia yaen P Cratyc
ohost1.nade.rustack.example.com (1)

2bdfofchb-7966-4e7c-b437-d3246ecc3f79 test-server 2 2 025 1 ohost1.node.rustack.example.com 192.168.0.46

Tpebyemble cTONGLbLI MOTYT ObITb CKPbIThI B WWeb-nopTane.

Hanee HeobGxoanMo noakntounTees K CLI Ha BblYMCAWTENBHBIV y3€s1, Ha KOTOPOM 3anyLueHa
BM, 1 nogknioumTb nokanbHoe 6novHoe yctponcteo kK BM. Ecnv 6novHoe ycTponcTeo
Haxo4uTCsa Ha Apyrom xXocTe runepsusopa, To BM npegsaputenbHO HYXHO CMUTPUPOBaTb.

[nckn, nogkntoyeHHbIE cnocobamu Hbke, aBTOMATUYECKU OTKIOYalTCS nNpuy
BbIkntoveHn BM. Takke HeBo3MOXxHa Mmurpaums BM ¢ nogktoMeHHbIMU NoKanbHbIMU
JncKamu.

5.5.2.1 Tpumep noagkntoveHnsa PCI ycTtpoincTsa

Ons npumepa Bocnonb3yemcsi CL. Onpeaenvm, Ha KakoM BblYUCNIUTENBLHOM y3ne pabotaet BM
N KaKoe UMS Ha rmnepBm3ope oHa MMeeT. [1nsa 3Toro BbINOMHUM Ha No6oM U3 XOCTOB
nnaTgopmbl KOMaHAY:
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ohost24 # openstack --os-cloud rustack system server show test-server -c
OS-EXT-SRV-ATTR:hypervisor hostname -c id

| OS-EXT-SRV-ATTR:hypervisor hostname ohostl.node.rustack.example.com
l

| id 2bdf9fcb-7966-4e7c-b437-
d3246ecc3£f79

Janee nogkntoymmcs no ssh Ha xocT ¢ nmeHem ohostl.node.rustack.example.com u
NMOCMOTPUM Ha OOCTYMHble B610YHbIE YCTPONCTBA:

ohostl ~ # 1lsblk

NAME :MIN RM SIZE RO MOUNTPOINT
sda : 0 1.8T O

F-sda1 : 2M

-sda2 : 512M

Lsda3 : 1.8T

[fele) : 1.8T

Moagkntounm anck /dev/sdb ¢ xocta runepsusopa k BM c id 2bdf9fcb-7966-4e7c-b437-
d3246ecc3f79 c umeHem vda:

ohostl ~ # virsh attach-disk 2bdf9fcb-7966-4e7c-b437-d3246ecc3f79 /dev/sdb
vda
Disk attached successfully

[ns oTkntoveHna ancka ot BM MOXHO BOCMNONb30BaTLCS KOMaHOOW:

ohostl ~ # virsh detach-disk 2bdf9fcb-7966-4e7c-b437-d3246ecc3£t79 /dev/sdb

Disk detached successfully

[ns npo3pay4yHoro obHapyxeHns amcka onepaumoHHon cuctemon Linux BHyTpu BM B
napameTpax obpasa, n3 koToporo 3anyLieHa BM HyxHO BbIGpaTb [MCKOBLIN KOHTpONep
virtio-scsi.

5.5.2.2 Tpumep nogkntodeHns USB-ycTponcTtea

Cneaylowm npuMmep AEMOHCTPUpPYET, Kak nogkntovate K BM USB-ycTporictBa, Hanpumep,
USB-Flash-Hakonutenu. YcTponcTBo 4OMKHO ObITb NpeasapuUTesnibHO NOLKITHOYEHO K
dun3nyeckon MalumHe XocTa BupTyanusaumu.

Haigem USB-ycTpoicTBO, KOTOPOE HEOOXOAMMO NMOOKITHOUNTL:
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ohostl ~ # lsusb -v | egrep -i 'idvendor|idproduct'

idvendor 0x04ca Lite-On Technology Corp.
idProduct 0x706d

Coszpagum XML-cpann my_usb.xml co cneaytoLuen CTpyKTypo:

<hostdev mode='subsystem' type='usb' managed='yes'>
<source>
<vendor id='0Ox04ca'/>
<product id='0x706d'/>
</source>
</hostdev>

roe napameTpbl vendor id u product id Hy>XHO 3aMEHUTb Ha 3HaYeHNs1 U3 BbIBOA4A KOMaHb!
Isusb.

Mogkntounm yctporcTteo kK BM, ncnonbayst KOHUrypaunoHHsin dann my_usb.xmi:

ohostl ~ # virsh attach-device 2bdf9fcb-7966-4e7c-b437-d3246ecc3f79 --file
my usb.xml

Ecnun npu nogcoeanHeHn yCcTporcTBa BbIBOOUTCS OwwmnbKa, Hanogobue:

error: Failed to attach device from my usb.xml
error: internal error: unable to execute QEMU command 'device add':
failed to open /dev/bus/usb/001/002: Permission denied

Heo6xoOMMO AaTb NpaBa Ha YCTPOMCTBO MOMb30BaTENo Nova U NOBTOPUTL KOMaHay
noaKnioYeHns

ohostl ~ # chown nova /dev/bus/usb/001/002
ohostl ~ # virsh attach-device 2bdf9fcb-7966-4e7c-b437-d3246ecc3f79 —--

file my usb.xml

5.5.3 OTknro4YeHue n NoAKNYeHMe OCHOBHOIO 3arpy304HoOro Aucka
BM

Cnep,yeT MMEeTb BBUAY, YTO HE peKOMeHOYyeTCA BHOCUTb UISMEHEHUA B 6a3y OaHHbIX.

B03MOXXHO BO3HUKHOBEHNE HEOOXOAUMOCTM OTKIMIOYEHUS OCHOBHOIO Aucka ot BM (/dev/hda,
/dev/vda/, /dev/sda - B 3aBMCMMOCTU OT TUNa KOHTponnepa). Hanpumep, ecnu k Tuny
ancka npuesasaHa cneymdukaums QoS, To KOHBEPTUPOBATL B 3TOT TUM AUCKA UMK U3 3TOrO
TMNa gMcka MOXHO TONbKO Torga, Koraa UCXoaHbl Anck nmeet crtatyc JocmymneH. [Noatomy
ecnn oH nogkniodeH kK BM, cHavana Hy>XXHO OTKNIOYUTb €ro.

Ecnu npu cosganHun BM 6bin ycTaHOBMNEH dniaxok B Yekbokce YaanaTte Bmecte ¢ BM, 1
nocne aToro Gbiy OTKMYEH U CHOBA MOAKIIOYEH OCHOBHOW 3arpy304HbI ONCK, STOT
4YekDOKC CTaHeT HeaKTyarneH, To ecTb nocne yaaneHus BM 3arpy3ouHbiii guck He 6ygeT
yOanéH.
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Hanpumep, B kayecTBe ANCKOBOro KoOHTponnepa ncnonssyetca VirtlO, noaTtomy auckoBbie
YyCTPOWCTBa MMEIOT MMeHa B cpopmarte /dev/vdX.

[na ycnewHoro oTknoyeHusa aucka ot BM B 6a3ax gaHHbix Cinder u Nova Hy>XHO U3MeHNTb
MMS1 YCTPOWCTBA Ha OTNnn4yHoe oT /dev/vda, a Takke B 6a3e gaHHbIx Nova namenntb boot_index
Ha 1.

CHa4vana Heo6xoaumMo BbIkMo4MTL BM B KOHCOMM komaHaon sudo poweroff. KomaHgon
volume list onpegensetcs ID OCHOBHOMO 3arpy304HOro Ancka, KOTopbIn HYXXHO OTKMOYNUTL
(3HayeHwue B cTonbue Bootable gnsa Takoro gucka — true).

$ openstack volume list --long

£43428f0-ac0d-48c9-b276-2ef077c0£f£51 | volume?2 | in-use |
nfs | false | Attached to testl on /dev/vdb | independent='true'

2c4d44b4-4886-4426-96ba-45e203e3e218 | Disk for testl | in-use |
Attached to testl on /dev/vda attached mode='rw'

Hanee cnepyeTt BHeCTU n3ameHeHust B 6ase aaHHbIx Cinder, noactaBnss nonydeHHsin 1D n3
npeablayliero BbiBoaa komaHnapl. MNMoaknoyaTbes k 6a3e gaHHbIX HEO6X0AMMO ¢ HOoAbl, ANns
KOTOpoW ycTaHoBNeHa porb "basa gaHHbIX", 1 KOTopada aBnseTca primary Hooou
(onpepensieTca KOMaHOOM su postgres -c "repmgrl3 cluster show").

$ sudo -u postgres psgl cinder

cinder=# SELECT * FROM volume attachment WHERE volume id = '2c4d44b4-4886-
4426-96ba-45e203e3e218"';

cinder=# UPDATE volume attachment SET mountpoint = '/dev/vdx' WHERE
volume id = '2c4d44b4-4886-4426-96ba-45e203e3e218"';

UPDATE 1

[anee BHOCATCA nameHeHna B 6a3e aaHHbix Nova. [MNogkniountbes K 6a3e gaHHbIX HE06X04MMO
C HOAbl, ANs KOTOPOW ycTaHoBeHa ponb "basa gaHHbIX", U KOTopas saBnseTcs primary HOAoW.

$ sudo -u postgres psgl nova
nova=# SELECT * FROM block device mapping WHERE volume id = '2c4d44b4-
4886-4426-96ba-45e203e3e218"';

nova=# UPDATE block device mapping SET device name = '/dev/vdx',
boot index = 'l' WHERE volume id = '2c4d44b4-4886-4426-96ba-45e203e3e218"
UPDATE 1

3artem oTkntovaeTcs aguck ot BM komaHOon server remove volume U NPOBEpPSAETCS
YCMELHOCTb OTKMYeHMs ancka ot BM.
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openstack server remove volume testl "Disk for testl"

openstack volume show "Disk for testl" -c attachments

Mocne 3Toro BO3MOXHO OCYLLECTBUTL TpebGyeMble onepaummn ¢ AUCKOM (Hanpumep,
KOHBEPTMPOBaHWE TUNa aucka).

Mocne aToro anck noakntoyaetca kK BM komaHaon server add volume U NpoBepsieTcs
YCMEeLWHOCTb NOAKMYeHMs aucka k BM.

$ openstack server add volume testl "Disk for testl"
$ openstack volume show "Disk for testl" -c attachments

| attachments | [{'id': '2c4d44b4-4886-4426-96ba-45e203e3e218",
'attachment id': 'fef68145-349a-45a6-ad93-6b254982d54a', 'volume id':
'2c4d44b4-4886-4426-96ba-45e203e3e218', 'server id': 'c9fdeaeb-2e35-46e2-
9913-e4ab01424041", \

| | 'host name': 'node03', 'device': '/dev/vdc',

'attached at': '2021-02-17T23:21:13.354792"}]

BbinonHeHue obpaTtHbIX M3MeHeHUn B 6a3e aaHHbIx Cinder:

$ sudo -u postgres psgl cinder

cinder=# UPDATE volume attachment SET mountpoint = '/dev/vda' WHERE
volume id = '2c4d44b4-4886-4426-96ba-45e203e3e218' and deleted = 'f';
UPDATE 1

BbinonHeHue obpaTtHbix M3meHeHun B 6a3e gaHHbIX Nova:

$ sudo -u postgres psgl nova
nova=# UPDATE block device mapping SET device name = '/dev/vda',
boot index = 'O' WHERE volume id = '2c4d44b4-4886-4426-96ba-45e203e3e218"

AND deleted = '0';
UPDATE 1

3anyck BM BbINOMNHsI€TCS cnegyroLen KoMmaHgom:

-50



Penus 2021.2.4

$ openstack server reboot --hard testl

lMnamgpopma supmyanusayuu PYCTIK

MpoBepka ycnelwHocTu 3anycka BM:

$ openstack server show testl -c status
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6 Cetb

6.1 KoMnoHeHTbl ceTeBOM NOACUCTEMbI

KomnoHeHTbI ceTeBo nogcnctembl PYCTIK (OpenStack Neutron) HacTpamBatoTcs
KOHMrypaTopoM npwv pa3BepTbiBaHUU NnaTtdopMbl. [nsi ycTaHOBKM OCHOBHOIO KOMMOHEHTA B
napameTpax XocTa JoSkHa OblTb BKIHOYEHa ponb «YNpaBneHne CeT MMy OHa BKIKOYaeTcs
aBTOMaTM4yeckun npu Bbibope wabnoHos Primary, Secondary u All-in-One npu gobaeneHnn
y3na. JononHMTenbHbIE KOMMOHEHTBI YCTaHaBNMBAKOTCS NPU BKITHOYEHUN POSN
«BbluncnuteneHbIN y3en» — aTa porb BKAOYaeTcs npy ncnonb3oBaHum wabnoHos All-in-One
n Compute.

KomnoHeHT(cnyx6a) OnucaHue Ponb xocTa npwm
KOHdumrypaumm
ovsdb-server CepBep 6a3bl AaHHbIX, OCYLLECTBSOLWMNNA Ynpasnexuve
XpaHeHue KoHdurypauum n Hactpoek Open ceTamm
vSwitch. .
BblumcnutenbHbIn
ysen
ovs-vswitchd [eMOoH, ocyLLeCTBRSALWMNA HACTPOWKY M KOHTPOMb  YnpasneHune
kommyTtaTopos Open vSwitch B OC yana. ceTamu

BblumncnutenbHbln
y3en

neutron-openvswitch- AreHT, OCyLLEeCTBNSAOLWNA HACTPOVKY ceTen Ans Ynpasnexuve
agent BMPTYanbHbIX MaLUVH. ceTamm

BbluncnutenbHbln
y3en

neutron-dhcp-agent  AreHT, npegocTaBnstowmn cnyx6sl DHCP gns YnpaeneHue
noaceTen nonb3oBartenen. [Ina kaxxgon nogceTun, B ceTamMm
koTopon HasHayeH DHCP-cepBep, areHT co3gaet
npocTtpaHcTBO MMEH Buaa: qdhcp-<NET-UUID>, B
KOTOPOM OTAerbHbIV npouecc dnsmasq BblaenseT

IP-agpeca.
neutron-I3-agent AreHT, peanuaylowun mappytmnsaumio n NAT YnpasneHve
nocpeacTsom iptables n ceteBoro cteka ceTamu

onepaumoHHon cuctemsl. M3onaums

. BbluncnmtenbHbin
MapLLpYTU3NPYyeMbIX CETEN OCYLLLECTBNAETCS C

. y3en
MOMOLLbIO MEXaHU3Ma ip hamespaces.
neutron-metadata- AreHT, NnpegoCcTaBNALINN MeTadaHHble YnpasneHue
agent (hostname, ssh-knto4y 1 T.4.) BUPTyanbHbIM ceTamm

MalmMHaMm ¢ agpeca http://169.254.169.254 npwu

- BbluncnntensHbln
NMoMOLLM NPOCTpaHcTBa MMEH poyTtepa unm DHCP-

ysen
cepsepa.
neutron-bgp-dragent  AreHT guHamuyeckon mapwpytusauun BGP, YnpasneHve
No3BONSAOLWNIA 06BABNATL ceTamm

npeduKcbl BUPTYarbHbIX CETeN
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KomnoHeHT(cnyx6a) OnucaHue Ponb xocTa npwm
KOHdumrypaumm

nonb3oBartenen uan4eckum ceTeBbiM
YCTPOWNCTBaM, KOTOpPbIe NOAAEPKMBAIOT MPOTOKONMbI
ONHAMUYECKON MapLLIpyTU3aLnK.

neutron-server [emoH, ynpaBnsitoLun nonb3osBaTensCKMMum YnpaBneHue
3anpocamu u npegoctasnaowmn APl-uHtepgenc. cetamm

neutron-ovs-cleanup Cnyx0a, yganstowias noptel BM u gpyrmx YnpaBneHue
cywiHocTel 13 6asbl Open vSwitch. 3anyckaetca  cetamu

Mnpw 3arpyske onepaLmoHHON CUCTEMbI y3na. y
P Py pau y BbluncnuTenbHbiii
y3en

Kak n ana 6onblumnHcTBa cepaucos PYCTOK, ansa yHkumoHmpoBaHusa ceTesbix cryx6 Neutron
TpebytoTcs:

e [oCTyn K ak3emnnspy b, koTopbiin paboTaeT nnv Ha o4HOM, UK Ha HECKONbKMX (B
pexvume HA) yanax;

e [OCTyn Kk paboTatoLlen cnyxode coobleHnn — cepepy Rabbitmg;
e [O0OCTYyN K cepBepy kewmnpoaHua Redis;

e [gocTyn k cnyx6e ngeHTudpmkauun — Keystone, a Takke COOTBETCTBYIOLLME 3aMUCK:
user, role, n endpoint.

6.2 lMoToku Tpaduka

B pasgene onucbiBaeTcst NOTOK CETEBOro Tpaduka A camoro NpocToro Tuna cerMeHTaumm —
VLAN, B TpéX pacnpoCTpaHEHHbIX CLEHapusaX:

» «CeBep-tOr» — mexay BupTyanbHbIMM MallnHamu u cetamu B PYCTOIK 1 ceTamu
BHELLHEro Mmpa;

* «BocTok-3anag»-1 — mexay BMpTyarnbHbIMWM MalMHaMM Ha pasHbIX y3riax B OQHOWN CeTy;

* «BocTok-3anag»-2 — mexay BMpTyarnbHbIMWM MallMHaMMU HA OHOM Y3rie B pa3HbIX CETSX.
MprMepbl UICNONbL3YT CrieAYLLYI0 KOHPUIypaLnio:

* BUpTYyanbHas mawwmuHa VM1;

* BUpTYyanbHas mawwuHa VM2;

 BHyTpeHHsasa ceTb Net1 (VLANID 101);

* BHyTpeHHAa ceTb Net2 (VLANID 102);

* (pusmyeckas cetb (trunk VLANIDs 101-102).

6.2.1 CueHapuu «CeBep-tOr»

BuptyansHaa mawwnHa VM1 otnpaBnseT naket B IHTepHerT.
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/ BblUMCIUTENBHbIA y3en \
\

VM1 MOCT Linux
gbr

_m__n.:

' A
qmausggy?o coTh WMHTErpaLMOHHBIA MOCT
br-phys br-int

UN Smuul
N J
S~—}_

VLAMN 101
—
/ du3mMuecKasn ceTb \

)
PoyTep [ \

& -&-

= =

® dusznyeckas cetb @ Netl

ArperdposaHdas VLAN 101

KommyTarop

I1y1'|= nakKeTa Ha BbIMUCITUTEJIbHOM Yy3Je:

1.

uHtepdenc VM1 (1) nepecbinaet nakeT Ha nopT mocTa Linux (2) yepes BupTyarnbHble
ceTeBble UHTepdenchl veth;

nakeT NPOXOAMUT ounbTpaumio NpaBun rpynnel 6esonacHocTy (3) B MocTe Linux;

nopt OVS mocTta Linux (4) nepeHanpaBnseT nakeT Ha NOPT UHTErpaLMoHHOro MocTa
OVS (5) uepes veth;

MocT nHTerpaumm OVS gobaenseTt k nakeTy BHyTpeHHUI Ter VLAN;

nopT int-br-phys MocTa uHterpaumm OVS (6) nepeHanpaBnsieT nakeT Ha NopT phy-
br-phys mocta OVS B cmaundeckyto cetb (7);

mMocT OVS B dusnyeckyto cetb MeHsieT BHyTpeHHUn Ter VLAN Ha dpakTudeckui Ter
VLAN 101;

ceTeBOW NOPT MocTa B chmaundeckyto cetb OVS (8) nepeHanpaBnseT nakeT Ha
du3ndecknin ceTeBon MHTepdeic (9).
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MyTb nakeTa B ¢huanyeckom ceTeBom MHPpPaCcTpyKType:

1.
2.

4,
5.

dusnyecknmn cetTeBom MHTepdenc nepecbinaeT naket Ha kommyTtaTop (10);

kommyTtatop ygansiet Ter VLAN 101 u3 nakeTa v nepecbinaeT ero Ha MapLupyTmM3aTop
(11);

MapLIpyTU3aTop nepeHanpaBnseT nakeT u3 usmyeckon cetu (12) Bo BHELLHIOW CEeTb
(13) n oTnpaenseT naket Ha kommyTaTtop (14);

KOMMYTaTOp NepecbiiaeT NakeT B BbiLecTosiwyto ceTb (15);

nakeT yxoauT B MIHTepHeT (16) .

OTBETHLIN TPaduK NPOXoAUT B 06paTHOM NOCnenoBaTENbHOCTY.

6.2.2 CueHapuun «BocTok-3anaa»-1: BM B ogHou ceTtu

BupTtyanbHas mawwnHa VM1 otnpaenseT nakeT mawmHe VM2,
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/ BbluncnutencHsit y3en 1
p

~

VM1 mMocT Linux )
gbr
' ™
41“3“:'22;‘;0 T uu'rerpaum::_HHuﬁ MocT
br-phys br-int
L 8-

TOT NYIA

4 dunsnyeckas cetb )

KoMmMyTaTtop

BeluncnutencHsi y3en 2 \
N

-

VM2

N\,

MOCT Linux
gbr

"@"ﬂj

TOT NvA

. MOCT B
DUIHUECKYH CETh
br-phys

a
N

WHTErpaLMOHHBIA MoCT
br-int

=
/

® Ousnyeckas ceto ® Netl

ArpervpoBadHas

"yTb nakKeTa Ha BblYUCITUTEINIbHOM Yy3Iie 1:

VLAN 101

1. wuHtepdenc VM1 (1) nepecbinaet nakeT Ha nopt mocTa Linux (2) yepes BupTyanbHble

ceTeBble UHTepdeNchl veth;
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2. nakeT npoxoauT unbTpaumio npaesmn rpynnel 6e3onacHoctu (3) B MocTe Linux;

3. nopt OVS mocrTa Linux (4) nepeHanpaBnsieT nakeT Ha NOpT MHTErpaLnoHHOro MocTa
OVS (5) yepes veth;

4. wmocT uHTerpaumm OVS pgobasnseT k nakeTy BHyTpeHHuU Ter VLAN;

5. nopT int-br-phys MocTa nHTerpaumm OVS (6) nepeHanpaBnsieT NakeT Ha NOpPT phy-
br-phys Mmocta OVS B douanyeckyto cetb (7);

6. MmocTt OVS B chmaundeckyto ceTb MeHsieT BHyTpeHHuI Ter VLAN Ha dhakTudeckuii ter
VLAN 101;

7. ceTeBow NOPT MOcTa B pmsnyeckyto cetb OVS (8) nepeHanpaBngaeT nakeTt Ha
dusnyeckummn cetesomn nHtepadeinc (9).

MyTb nakeTa B husnyeckom ceteBon UH(pacTpyKrype:
1. dwmsnyeckunin ceteBomn UHTepdenc nepecoinaeT nakeT Ha kommyTaTop (10);

2. KOMMYyTaTOp MepecbinaeT NakeT ¢ BbIYMCIUTENBHOIO y3na 1 Ha BbIMUCIUTENbHbIN y3en
2 (11).

MyTb nakeTa Ha BbIYMUCNUTEINILHOM y3nie 2:

1. dusnyeckmin ceTeBon nHTepdenc (12) nepecbinaeT NnakeT Ha CETEBOW NOPT MOCTa B
dmsmdeckyto ceTb OVS (13);

2. nopT phy-br-phys mocTta nposanigepa OVS (14) nepeHanpaBnseT nakeT Ha nopT
int-br-phys mocTta uHterpaumm OVS (15);

3. ™mocT uHterpaumm OVS meHsieT daktudeckuin Ter VLAN 101 Ha BHyTpeHHUn Ter VLAN;

4. nopt rpynnbl 6e3onacHocTn MmocTa uHTerpaunm OVS (16) nepeHanpaBnseT naket Ha
nopt OVS mocTta nHTerpauum rpynmnsl 6esonacHocTtu (17);

5. nakeT npoxoauT cunbTpaumio npasun rpynnsl 6e3onacHocty B mocTe Linux (18);
6. nopT BM mocTa Linux (19) nepecbinaet naket Ha nHtepdenc VM2 (20) yepes veth.

OTBeTHLIN Tpadurk NpoxoauT B 0OpaTHON NocnegoBaTenbHOCTU.

6.2.3 CueHapumn «Boctok-3anag»-2: BM B pa3HbIx ceTax

BupTyansHasa mawnHa VM1 otnpaensaeT naket mawwnHe VM2 yepes mapLipyTmusaTop B
dmamnyeckomn ceTu.

" B npumepe obe BM HaxoasaTca Ha OAHOM M TOM e BbIYUCTIUTENLHOM yane. Mpu aTom

nokasaHo, kak TernpoeaHue VLAN no3BonsieT HECKOMbKMM MOrMYECKUM CETSIM UCMOMNb30BaTh
OZHY U Ty e (hU3NYECKYIO CETb YPOBHS 2.
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/ BbIYMCAUTENbHbINA Y3en \

/

o

MocT Linux VM2
qbr

VM1 MocT Linux
qt:lr

MOCT B
UzMUECKYHO CET
br-phys

WHTerpauMoHHLIR MoCT
br-int

dusmnyeckasd CETb\ \

Poytep ) < KoMmmyTatop

@
J /
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~
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-
-

® dusmyeckasa cetb @ Netl @ Net2

ArperuposaHHas VLAN 101 VLAN 102

nyTb nakeTa Ha BbIYUCINUTEJNIbHOM y3ne:

uHtepdenc VM1 (1) nepecbinaet naket Ha nopT mocTa Linux (2) yepes BupTyarnbHble
ceTeBble MHTepdenchl veth;

nakeT npoxoauT cunbTpaumio npasun rpynnel 6esonacHoctu (3) B mocTe Linux;

nopt OVS mocTa Linux (4) nepeHanpaBnseT nakeT Ha NOPT UHTErpaLMoHHOro MocTa
OVS (5) uepes veth;

MocT nHTerpaummn OVS gobasnseTt k nakeTy BHyTpeHHUI Ter VLAN;

nopT int-br-phys MocTa uHterpaunm OVS (6) nepeHanpaBnseT NnakeT Ha NopT phy-
br-phys MocTta OVS B cusndeckyto ceTb (7);

mMocT OVS B chmamdeckyto ceTb MeHsieT BHYyTpeHHun Ter VLAN Ha dhaktudeckui Ter
VLAN 101,

ceTeBoW NOPT MocTa B dmsnyeckyto cetb OVS (8) nepeHanpaBnsaeT nakeT Ha
dusnyeckumm ceteBom nHTepdenc (9).

MyTb nakeTa B huanyeckoi ceTeBo MH(pPaACTPYKTYype:

1.
2.

PU3NYECKMIN CETEBOM MHTEPMENC NepeckinaeT nakeT Ha kommyTtaTop (10);

kommyTtatop yaanset Ter VLAN 101 u3 nakeTta v nepecbinaeT ero MapLupytTunsatopy
(11);

MapLupyTusatop HanpasnseT nakeT us cetn Net1 (12) B cetb Net2 (13);

MapLIpyTU3aTop nepecbinaeTt naket kommyTtaTopy (14);
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5. kommyTtatop gobaenset k nakeTy Ter VLAN 102 n nepecbinaet ero Ha
BbluMCnMTENbHbIN y3en (15).

HYTb nakeTa Ha BblYUCIIUTEJIbHOM Yy3ne:

1. dmsnuecknn ceteBor uHTepdelic (16) nepecbinaeTt naket Ha ceTeBon NopT mocta OVS
B cbmaundeckyto ceTb (17);

2. nopt phy-br-phys mMocTta npoangepa OVS (18) nepeHanpaBnsdeT nakeT Ha nopT
ucnpasneHns phy-br-phys MocTa nHterpauumn OVS (19);

3. mocT uHterpaumm OVS meHseT daktmndeckuii Ter VLAN 102 Ha BHyTpeHHUI Ter VLAN;

4. nopt mocTta uHTerpaunm OVS (20) yoanset BHyTpeHHun Ter VLAN n nepeHanpasnset
nakeT Ha nopT OVS mocrTa Linux (21);

5. nakeT npoxoauT ounbTpaumio npasun rpynnsl 6e3onacHoctn (22) B mocTe Linux;

6. nopt BM mocTa Linux (23) nepecbinaet naket Ha uHtepdenc VM2 (24) yepes veth.

6.3 CermeHTauus

CermeHTtaumsi — 910 pasgeneHne ogHoOM PU3NYECKON CETU HA MHOXECTBO CErMEHTOB. B
PYCTOK nog aTum TEpMMHOM MOHUMAETCS B NEPBYIO Ovepeb CO3aaHne BUPTyarnbHbIX CETEN
Ha ypoBHe nnatopmbl, B KOTOPbIE NOAKMIOYAOTCA CeTeBbIE YCTPONCTBA, HanpuMmep, NopThbl
cepepoB 1 poyTepoB. PYCT3K nogaepxvBaeT gBa Tvna cermeHTauun: ¢ UCNosib30BaHNEM
VLAN 1 Yepe3 OBepriefHbIE CETH.

6.3.1 VLAN (Virtual Local Area Network)

VLAN — 3T0 npocTeiilas TEXHONOrNs cermeHTaLmm, Kotopasi NO3BONSET pasaensaTb
dm3mdeckyto L2-ceTb Ha HECKONBbKO BUPTYarbHbIX CETEN, kaxaast U3 KOTOpbIX paboTaeT B
oTaenbHom broadcast-gnomeHe. CeTeBble MHTEPGENCHI, HACTPOEHHbIE HA UCMOMNb30BaHNE
VLAN, nobaenstoT B 3aronoBok Ethernet-coperima gononHuTeneHyo MHopmauuio,
cogepxawyto Ter VLAN — Homep B gmnanasoHe 1-4096, kOTopbIi UCNONb3yeTcsa AN
onpeferneHns rpaHuL, LUMPOKOBeLLaTeNbLHOro fJIOMeHa 1 paspeLuaeT unu sanpeLaeT Npoxos
dpenma 4Yepes UHTepdenchl.

Ovana3soH no ymonyaHuto: 100:200.

MakcumanbHbIM guanasoH: 1:4094.

[ns ncnonb3oBaHMs 3TOrO TUNa CermeHTaunm Becb yKa3aHHbII7I Anana3oH VLAN OOJKeH
NpUCyTCTBOBaTb B (*)I/I3VNeCKOl7I ceTn. npOKOHCYJ'IbTI/IpyVITer O OOCTYMNHbIX A4
MCNoJyib30BaHUA 3Ha4eHUAX C ceTeBbiM aMUHNCTPATOPOM.

6.3.2 OBepnenHble ceTu

OBeprienHble ceTn, B OTNMYME OT VLAN, MCNOSb3YHT MHKANCYNALUMIO N TEXHONOMMK
BMPTYarbHbIX CeTeBbIX MHTepdencoB (VNI) Ana co3gaHus NOrMyeckux CerMmeHToB noBepx
dumsmdeckon cetn. ATo Honee COBPEMEHHbIE TUMbI CErMEHTaLMK, KOTOpble MO3BONAIOT
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cosfaBaTb ropasfo 6onbllee KoNMYeCcTBO BUPTYarbHbIX CETEBLIX CEerMeHToB 6e3
Heo6Xxo4MMOCTY NOAAEPXKKN U HACTPOWKM CO CTOPOHbI (hmanyeckorn cetu. M3 HepgocTaTkos
ceTen Takoro Tvna MOXHO OTMETUTb AONOMNHUTENbHYI0 Harpy3ky Ha CPU u ymeHblieHne MTU
Npu MHKaNcynaumu.

6.3.2.1 VxLAN (Virtual eXtensible Local Area Network)

TexHonorna VXLAN 6bina co3gaHa kak 6onee rmbkasi anbtepHatmea VLAN. OHa no3sonsieT
co3gaBaTb BUpTyaribHble CETU C 6onee BbICOKMMU MacLLTabnpyeMoCTbio 1
Npon3BOAMTENBHOCTLIO: VxLAN nogaepusaet 4o 16 MUNNMOHOB BUPTYanbHbIX CETEN, B
otnuumne ot 4096 y VLAN. OTO TEXHOMNOMMA TYHHENNPOBaHMS, KoTopasd paboTaeT NnoBepx
TPeTbero ypoBHS CyLLECTBYHOLLEN (PMU3MYEeCKor ceTu 1 ncnonb3yeT eé B kadyectse UDP-
TpaHcnopTa ANs CBOMX NAKeTOB.

Owvana3oH no yMonyaHui: 1:65000.

MakcManbHbIM guanasoH: 1:224.

6.3.2.2 GRE (Generic Routing Encapsulation)

GRE — 3T0 NpOTOKON CO30aHUS TYHHENMPOBaHHbLIX coeguHeHnn. OBbIYHO GRE MCMONb3yeTcst
Ansi co3gaHusa BupTyanbHblx YacTHbeix ceTert (VPN), Ho B PYCTOK Ha ero 6a3e ocHoBaH oavH
13 cnocoboB co3aaHnsl BUpTyarbHbIX CETEN ANS UCMONb30BaHMSA cepBepamMu.

Owana3oH no ymMmonyaHuro: 1:65000.

MakcumManbHbIV AManasoH: 1:224.

6.3.2.3 GENEVE (Generic Network Virtualization Encapsulation)

Geneve — 3TO COBPEMEHHbIV NPOTOKON CEerMmeHTaLmmn, KOTopbln bbin paspabotaH onsd 3aMeHbl
VxLAN 1 GRE. OTnnyaeTcs 6onbluen MaclTabupyemMocTbio, TMOKOCTLI0O U NoAAEePKKOM
fonbLuero KonuyecTsa ceTeBblX PYHKUMNA.

Owana3oH no ymMmonyaHuro: 1:65000.

MakcuManbHbIN guanasoH: 1:224.

6.3.3 CermeHTauus B PYCT3K

Twun cermeHTaumm no YMOJYaHNK — Geneve.

[rana3oHbl CErMEHTOB, AOCTYMHbIX A9 CO34aHUs CeTel, HacTpaMBalTCsa Yepes
PYCTOK.KoHdurypaTop npu ycTaHOBKe, a TUMN CErMeHTaLmM BblbupaeTcsa ANs KaXaou HOBOK
ceTu npu co3gaHmn. CeTn ¢ pa3HbIM TUMOM CErMEHTaLMN MOXHO CBsi3aTb Mexay coboi Ha
ceTteBoM ypoBHe mogenu OS| yepes poyTep.

Mpu co3gaHmm ceTn MOXHO yka3aTb TOSbKO €€ UMS, a OCTanbHble NapaMeTpbl NOACTaBATCS
aBTOMaTU4YeCKn 1 ByoyT NCNOMNb30BaTh 3HAYEHUS MO YMOSYaHMIO: HanNpumep, B Ka4ecTBe Tuna
cermeHTaumm 6yaet BbibpaH nepsbii TUN CO CBOBOAHBIMM NyNaMn U3 NepPeYnCreHHbIX B
napameTpe tenant network types KOHQUrypalnoHHoro caina
/etc/neutron/plugin.ini.

KOHKpeTHbIV CErMeHT Takke aBTOMaTUYECKM BbIOGMPaeTCa 13 nyna, ykasaHHOro B napameTpe
<segmentation type> ranges B KOHUrypaumoHHOM dairne
/etc/neutron/plugin.ini Ang BblGpaHHOro TMNa cermeHTaumm. Hanpumep, ana VLAN:
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[ml2 type vlan]

network vlan ranges = default:

OyneT BbiOpaH nepBbli CBOOOAHLIN VLANID M3 gManasoHa 2352 :2360.

AOMUHUCTPATOP NPY CO34aHUM CETU MOXKET MCMONb30BaTh VLANID, HE OTHOCSLLMIACS K
nyny no ymonyaxuto. Hanpyumep, B MHCTannsuum ns nprmMepa Bbille agMUHUCTPaTop
MOXET CO34aThb CETb C VLANID 1000, KOTOPbIA HE BXOAMUT B Ny 2352 :2360.

6.4 Cetun

Cetn B PYCTOK — aT0 peanusaumsa coegmHeHun BToporo yposHs mogenu OSI, Ho ¢
AOMNONHUTENbHOM NOAAEePKKON DHCP n cnyx6 meTtagaHHbIX. B cnydae ncnons3oBaHus VLAN-
CermMeHTaumm, CETU COMOCTaBNSATCH C CYLLECTBYLWMMM Ha puanyeckom obopyaoBaHum
ceTamu gataueHTpa. [pun ncnonbL3oBaHMKM OBeprerHbIX CETEN CETU BTOPOro YPOBHSA CO34al0TCs
B TYHHEnNsIX, NOCTPOEHHbIX NOBEPX TPETLErO YPOBHS hnsmyeckon cetu. locne cosgaHns cetn B
HeWn MOXHO co34aTb MHOXECTBO NoACeTEN, peanuayloLLmnx NoAKMIOYEHUS TPETLErO YPOBHS.

3a cosgaHue n ynpaeneHue cetammn B PYCT3K otBeyaet Open vSwitch.

6.4.1 Open vSwitch

Open vSwitch (OVS) — aT1o ocHoBa ceTeBon apxutektypbl PYCTOK. OH npeacTtaBnsieT cobon
nporpamMmmHo-onpegensemMblin KOMMYTaTop, aHanoOrM4HbIN NPOrpaMMHOMY CETEBOMY MOCTY
Linux. OVS obecneuynBaet kKOMMyTaLuo BUPTyarnbHbIX CETEN U MOXET MHTErpMpoBaTbCS C
hr3nYecKUMMmN KOMMyTaToOpamm C UCMOMb30BaHNEM (DYHKLMIA YPOBHSA 2, TaKMX Kak Tern STP,
LACP 1 802.1Q VLAN. Open vSwitch Takke nogaepxmBaeTt TyHHENMpoBaHue VxLAN, Geneve
N GRE.

6.4.1.1 BHyTpeHHee yCTPONCTBO
Open vSwitch cocTouT 13 TPEX OCHOBHbBIX KOMMOHEHTOB:

e openvswitch — mMoOynb Agpa 3KBUBANEHTEH ASTIC Ha annapaTtHOM KOMMYTaTope:
3TO NMOCKOCTb AaHHbIX (data plane) kommyTaTopa, roe nponcxoaut Bes obpaboTka
nakeToB;

e ovs-vswitchd — AEMOH , KOTOpPbI/ BbINOMHSETCS B NOSb30BaTENIbCKOM
NPOCTPaHCTBE Ha KaXaA0M (PU3NYECKOM XOCTE C PONsiMU «YNpaBreHne ceTammu» 1
«BbluncnutenbHbI y3en» n onpeaensieT, kak 6yaeTt 3anporpaMMmMpoBaH Moayrb S4pa;

e Open vSwitch Database Server (OVSDB) — fnokanbHas 6a3a gaHHbIX Ha
KaXxgoM hn3nM4ecKkom cepBepe, KoTopas XpaHUT KOHUIypaLmio BUPTyanbHbIX
KOMMYTaTOpPOB Ha XOCTe.

HarnsgHo:
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MpocTpaHcTBO
nonb3oBaresna
ovs-vsctl ovs-dpctl ovs—appctl ovs-ofctl
MpuMeHAET KOHDUIypauumio
ovs-vswitchd
ovsdb-server Vi
~ CoxpaHAeT KOHhUrypauuio
________________________________________________________________________________________________ MpocTpaHcTBO
Appa OC
Mooynb AQpa
openvwswitch
CeteBoe
YCTPOMCTBO

BHELWHAA CeTb

CeTeBble ycTponcTsa B KoHuenumm Open vSwitch, genatcsa Ha naTe TMNOB:
e tap-yCTpowcTBa;
e MocTbl Linux;
e BuMpTyanbHble kabenu (veth);
e MocTbl OVS;
e BMpPTyanbHble natykopgbl kK OVS-noptam.

Tap-uHTepdencbl co30a0TCA U UCMONb3YIOTCA FMNEPBM30POM AN MOAKTIOYEHNS rOCTeBbIX
OnepaunoHHbIX CUCTEM K BblYUCUTENBHOMY Y3ry. OTU BUPTYarnbHble MHTepdeNchbl
COOTBETCTBYIOT ceTeBbIM MHTepdericam BHyTpy BM. Kagp Ethernet, otnpaBneHHbIn Ha tap-
YCTPOMCTBO Ha BblYMCNUTESNBHOM y3rie, NpMHMMaeTCcs rocTeBOM onepaunoHHon cuctemom BM,
a Kagpbl, NPUHATLIE U3 FTOCTEBOM onepaunoHHon cuctembl BM, BBOAATCS B ceTeBOM CTEK
BbIYUCIUTENBLHOIO y3na.

MocT Linux — 3T0 BMpTyarbHbI UHTEpdenc (CBMTY), KOTOPLI COEANHAET HECKOSbKO CEeTEBbIX
nHTepdericor. B PYCTOK mMocT 06bI4HO BKMOYaeT B cebs onanyeckmin MHTepdenc n oanH unm
HECKONbKO BUPTYarbHbIX UNu tap-nHTepdencos.

BupTtyanbHbie kabenu Virtual Ethernet (veth) npegcrasnsiot cobon BupTyanbHble
UHTEepdencol, UMUTUPYIOLLME ceTeBble coeanHuTenbHble kabenu. PYCT3K ucnonb3yet veth-
xabesu NPY NOOKMIOYEHMN MEXAY CEeTEBbIMWN NPOCTPaHCTBaMM UMEH U MocTamu Linux, a Takke
npw NOAKIMYEHN MOCTOB Linux k kommyTaTtopam Open vSwitch.

MocTbl OVS — 370 BMpTYyanbHble MHTepderickl, aHanor MocToB Linux, HO NpegocTaBnsiowmne
onee WNPOKUIA PYHKLMOHAr, HanpuMep, BO3MOXHOCTb MOAKMIOYEHUS TYHHENUPOBAHHbIX
cocegueHunn.

BupTtyanbHbie natykopabl OVS — 370 BCTPOEHHbIN TN NOPTOB, KOTOPbIN UMUTUPYET
noBefeHve BUpTyanbHoro kabens veth, HO ONTUMMU3NPOBAH AN UCMOMb30BaHUS C MOCTaMM
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OVS. lNpu nopgkntoyeHnn ayx moctoB OVS, NopT Ha KaXxX4oM KOMMYyTaTope 3ape3epBMpoBaH
Kak patch-nopr. Patch-nopTer CO34aKOTCA C UMEHEM NMAPHOrO KOMMYyTaTopa, KOTopoe
COOTBETCTBYET patch-nopTy Ha APYroMm KOMMyTaTope.

6.4.1.2 Open vSwitch Ha BblMUCIUTENbHbIX Y3rax
TunnyHag kKoHUrypaumsi B ynpoLLEHHOM BUAe BbIrnmaguT Tak:

cf28506f-8ale-48c4-87d4-469pb0c7e8ff
Manager "ptcp:6640:127.0.0.1"
Bridge br-int
fail mode: secure
Port br-int
Interface br-int
type: internal
Port "qvc
tag:
Interface "qv
Port int-br-phys
Interface int-br-phys
type: patch
options: {peer=phy-br-phys}
Bridge br-phys
Port phy-br-phys
Interface phy-br-phys
type: patch
options: {peer=int-br-phys}
Port br-phys
Interface br-phys
type: internal
Port "bondO"

Interface "bond0O"
3.1"

ovs_version: "2.

B 0VS cosgaHo gBa MocTa: br-int U br-phys. B br-phys nogknto4yeH ceTeBon arperat
onepaumoHHOn cucTemMbl bond0 ¥ BUPTYanbHbIN NaTYkopd phy—-br-phys B MOCT br-int.

br-int — WHTErpauMOHHbIN MOCT, NpeAHa3HayYeHHbIN A5 NOAKMIOYEHUS BUPTYanbHbIX
MalUuvH. B npnBeaéHHON KOHUrypaLmm K HEMY NOAKMOYEHbI TPX nopTa:

e Dbr-int COOTBETCTBYeT CaAMOMY MOCTY,

e int-br-phys - COEAMHEHNE C MOCTOM br-phys, MPUXOASLLEE B HEFO MHTEPKENCOM
phy-br-phys,

e qgvo9cbefcae—-6e — NMHTepdENC NOAKNIOYEHNA BUPTYaNbHON MaLLUHbI.
PaccmoTpuM nogkntodeHue cepeepa nogpobHee.

B nopT gvo9c6efcae-6e NOAKMOYEH UHTEPDENC gvo9chbefcae—6e, KOTOPbIN BTOPbLIM
KOHUOM gvb9cb6efcae—6e NOAKMOYEH B MOCT Linux gbr9c6efcae-6e. B 3TOT e MoCT
noAkntoYeH uHTepdenc tap9cbefcae-6e, NpMHagnexawun sanyieHHon BM c ID
0cbd7ald-1e75-4660-8152-90£09697b904:
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# ip 1 | grep g e

40: gvo9cbefcae-6elqgvbicbefcae-6e:

<BROADCAST,MULTICAST, PROMISC,UP, LOWER UP> mtu 1500 gdisc noqueue master
ovs-system state UP mode DEFAULT glen 1000

41: gvb9cbefcae-6elgvo9cbefcae-be:

<BROADCAST,MULTICAST, PROMISC,UP, LOWER UP> mtu 1500 gdisc noqueue master
gbr9c6efcae-6e state UP mode DEFAULT glen 1000

[root@compute ~]# brctl st | grep -Al
gbr9ctefcae-6e 8000.4e25fe7b33a7
gvb9cbefcae-6e
tap9coefcae-6e
| grep -Al t >

tap9cbefcae-6e: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc
pfifo fast master gbr9c6efcae-6e state UNKNOWN glen 1000

link/ether fe:16:3e:78:3a:c6 brd ff:ff:ff:ff:ff:ff

CootBeTcTBME NHTEpPdENCa KOHKpeTHOM BM onpenenserca no ngeHtudumkatopy nopra,
noakmntoYeHHoro k BM:

Name | MAC Address Fixed
IP Addresses \
Status |
| 9co6efcae-6eld-4fba-9e71-3076802£9758 | | fa:16:3e:78:3a:c6
ip address='192.168.88.124"', subnet id='a443bc05-b8b9-4771-al2b-
0638bef401f5"'" | ACTIVE |

CxemMaTU4HO 3TO BbIMSANT Tak:

Linux bridge Open vSwitch
gbricbefcae-Ge Bridge br-int
ovbocGelc ae-Ge * Port "gvoScGelc ae-Ge

ethl ———m» tapOchefcaefie —»| Interface “qvo9cbefcae-be

6.4.1.3 Open vSwitch Ha y3nax c ponbto «YnpaBrneHue ceTaMm»
Open vSwitch Ha Takunx y3nax nmeet 6onee CNOXHYH KOHUrypaumo, 4em Ha
BbIYMCMUTENbHbIX Y3Nax:
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i 1 s
723el18de-a9d0-4ae5-9d93-ded702a93158
Manager "ptcp:6640:127.0.0.1"

Bridge br-phys
Port phy-br-phys
Interface phy-br-phys
type: patch
options: {peer=int-br-phys}
Port br-phys
Interface br-phys
type: internal
Port "bondO"
Interface "bondO"

Bridge br-int
fail mode: secure

Port int-br-phys
Interface int-br-phys
type: patch
options: {peer=phy-br-phys}
Port "gg-2abb5c9cf-05"
tag: 3
Interface "gg-2ab5c9cf-05"
type: internal
Port "gr-abbb4c29-7b"
tag: 2
Interface "gr-ab5b4c29-7b"
type: internal
Port "ha-493f39%a8-a6"
tag: 4
Interface "ha-493£39
type: internal
Port br-int
Interface br-int
type: internal
Port "tap83171bc3
tag: 2
Interface "tap8317]
type: internal

ovs_version: "2.3.1"

30ecb Mbl BUAMM T€ e MOCTbl br-int M br-phys, Kak U Ha BbIYUCTIUTENBHOM Y3rie, NpU4émM
KOHGMrypaumsa br-phys NOMHOCTBIO AEeHTUYHA. PaccmoTpum nogpobHee KoHduUrypaum br-

int.

WuTepdenc tap83171bc3-22 NpUHAANexXuT dnsmasqg-cepsepy, paboTawLemy B
COOTBETCTBYIOLLIEM NpOCTpaHCTBe UMeH. C aToro nHtepderica obenyxmnsatotcst BM,
npuHagnexawue ceTn n3 NpocTpaHcTBa UMeH. [lnga kaxxgon noaceTun, B KOTOPOW OTMEeYeHa
cnyx6a DHCP, 3anyckaeTcsa oTAenbHbIN dnsmasg-cepeep.

Mo MMeHM 3Toro MHTepdenca MOXHO HaNTU 3K3eMNsAp npouecca dnsmasq B CUCTEME U
NPOCMOTPETb €ro KOHUrypaumio, BbidaHHble agpeca apeHabl U Apyrie napameTpbi:
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# ps aux | grep tapé8 C
nobody 20916 0.0 0.0 15676 2004 2 S Janll 0:02 dnsmasqg
--no-hosts --no-resolv --strict-order --bind-interfaces --

interface=tap83171bc3-22 --except-interface=lo --pid-
file=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-a12b-0638bef401f5/pid --
dhcp-hostsfile=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-al2b~-
0638befd01f5/host --addn-hosts=/var/lib/neutron/dhcp/a443bc05-b8b9-4771~

al2b-0638bef401f5/addn_hosts --dhcp-
optsfile=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-al2b-0638befd01£f5/opts
--dhcp-leasefile=/var/lib/neutron/dhcp/a443bc05-b8b9-4771-al2b-
0638befd01f5/1leases --dhcp-range=set:tag0,192.168.88.0,static,86400s --
dhcp-lease-max=256 —--conf-file=/etc/neutron/dnsmasqg.conf —--
domain=openstacklocal

Ona BM yepes aT0T nHTEpPdENC NPeoCTaBnNsalTCA MeTadaHHble U cnyxbbl DHCP, DNS.

tap83171bc3-22: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc
noqueue state UNKNOWN glen 1000
link/ether fa:16:3e:f0:bl:7a brd ff:ff:ff:ff:ff:£ff
inet 192.168.88.3/24 brd 192.168.88.255 scope global tap83171bc3-22
valid 1ft forever preferred 1ft forever
inet 169.254.169.254/16 brd 169.254.255.255 scope global tap83171bc3-

valid 1ft forever preferred 1ft forever
[root@controller ~]# ip
401f£5 -41np |
UNCONN 0 0 192.168.88.3:
users: ( ("dnsmasqg",20916,8))
UNCONN 0 0 169.254.169.254:
users: ( ("dnsmasqg",20916,6))
UNCONN 0 0
users: (("dnsmasqg",20916,4))
LISTEN 0 128
users: ( ("neutron-ns-meta",2970,5))
LISTEN 0 5 192.168.88.3:
users: ( ("dnsmasqg",20916,9))
LISTEN 0 5 169.254.169.254:
users: (("dnsmasg",20916,7))

MopT n nHtepdenc ha-493£39a8-a6 NnpuHagnexaTt HA-poyTepy 1 y4acTByoT B NpoLieccax
OopraHun3aumm BbICOKOW AOCTYMHOCTM.

Mo nMeHun 3Toro HTepderica MOXHO HanUTK Xennep, ynpasnsoLwuin NpoLLeccom

keepalived B cuCTEME, U MPOCMOTPETb €70 pid, BblAaHHbIE aapeca apeHabl U apyrue
napameTpbl:

neutron 3074 0.0 0.3 302208 49092 2 S 2018 0:04

/usr/bin/python3.7 /usr/lib/python-exec/python3.7/neutron-keepalived-
state-change --router i1d=fbbc09f0-0673-49e8-8c5f-770798202239 --
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namespace=qrouter-fbbc09f0-0673-49e8-8c5£-770798202239 --
conf dir=/var/lib/neutron/ha confs/fbbc09f0-0673-49e8-8c5£f-770798202239 -
-monitor interface=ha-493f39%9a8-a6 --monitor cidr=169.254.0.1/24 --

pid file=/var/lib/neutron/external/pids/fbbc09f0-0673-49e8-8c5f-
770798202239 .monitor.pid --state path=/var/lib/neutron --user=9003 --
group=9003

A Takke cTaTyc Tekyllero nHctaHca keepalived no OTHOLLEHMIO K APYTUM KOHTpOsiepam,
nor dpansnbl U Apyryto nHopmaumio.

MopT u nHTepdenc gr-absSb4c29-7b NpMHAANEXaT MapLLPyTM3aTopy, CMOTPSILLEMY B
BMpTyanbHYylo NoaceTb 1 Aepxallemy IP-agpec, ABNAOWMIACS LWIIO30M U3 3TON BUPTYyanbHOW
ceTu.

MopT n nHTepdenc gqg-2ab5c9cf-05 NpMHaAgNexXaT MapLpyTM3aTopy, CMOTPSILLEMY B
peanbHyto noaceTb U aepxawemy IP-agpec, aBnsowuncs Wwnio3omM Ana mapLlipyTtnsaTtopa.

6.5 MNMoacetn

MopceTn — aTO NpeacTaBneHne B paMkax nnatdopmMbl ceTeBoro yposHs mogenu OSI (L3).
dakTnyeckmn ato 6noku IP-agpecos u conyTcTBytoLLan KoHdurypaums, kotopas byget
nepegaHa BUpTyarnbHbIM MallMHaM Npu NoAakntyeHun k aton nogcetun: DHCP, DNS,
cTaTMyeckne mMapLupyThbl.

Mpwn co3gaHum noaceTn, NOMUMO CTaHAAPTHLIX CETEBLIX HACTPOEK: MMEHUW, agpecaummn n Tomy
nogobHoro, MOXxHO BblbpaTb Bepcuto npoTokona IP. MNpwu Beibope IPV6 cTaHOBATCHA AOCTYNHbI
onumn «Pexum agpecaumm» n «Pexum RA», KOTopble OTBEYAIOT 3a TO, OTKyAa U Kakum
obpa3om NoaknoYeHHbIN K NOACeTH cepBep nonyyaeT IP-agpec n 4ONONHUTENBbHYIO
MHdopMaLnto.

Bo3MOXHble KOMBMHaLMM 3TUX OMNLMIA:

Pexum  Pexum PesynbTtaTt

RA agpecauum

He slaac BM nony4yaet IPv6-agpec oT BHELLHero mapLupyrtumsatopa (He

3apaHo ynpasnsemoro PYCTOK) ¢ ncnonbsoaHmem SLAAC.

He dhcpv6- BM nony4aet IPv6-agpec n 4ononHuUTensHyo nHdopmaumio ot

3agaHo  stateful PYCTOK (dnsmasq) ¢ ucnonb3oBaHnem DHCPv6 C OTCNeXuBaHueMm
COCTOSIHUSL.

He dhcpv6- BM nony4yaet IPv6-agpec OT BHELLHEero mapLupyTtumsaTtopa ¢

3afjaHo  stateless Ucnonb3oBaHMeM SLAAC U AOMNOSIHUTENBHYIO MHAOPMaLMIO OT
PYCTO3K (dnsmasqg) ¢ ucnonb3oBaHnem DHCPv6 6€3 coxpaHeHus
COCTOSIHUA.
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Pexum Pexum Pe3ynbtat

RA agpecauuu

slaac He 3agaHo  BM ncnonb3yeT SLAAC ans nonydeHus IPv6-agpeca ot PYCTOK
(radvd).

dhcpv6- He 3agaHo  BM nonyyaet agpec IPv6 1 gononHMTensHy0 nHopMaumio ot
stateful BHELLHero cepepa DHCPv6 C OTCNeXUBaHWeM COCTOSIHUS.

dhcpv6- He sagaHo  BM nony4daet agpec IPv6 ot PYCTOK (radvd) ¢ nomoLbo SLAAC U
stateless OOMONHUTENbHYO MHCpOPMaLUo OT BHELLHEro cepBepa DHCPv6 6e3
COXpaHEeHUA COCTOSIHUA.

slaac slaac BM nony4aert IPv6-agpec ot PYCTO3K (radvd) ¢ ucnonbsoBaHuem
SLAAC.

dhcpv6-  dhcpv6- BM nony4aet IPv6-agpec 1 4ONONMHUTENBHYO MHGOPMaLMIO OT

stateful  stateful PYCTO3K (dnsmasq) € ucnonb3oBaHnem DHCPv6 C OTCNEXuBaHUEM
COCTOSHMS.

dhcpv6-  dhcpv6- BM nony4aet IPv6-agpec ot PYCT3K (radvd) ¢ ncnonb3oBaHuem

stateless stateless SLAAC 1 JONONHUTENBHY MHpopMauuio oT PycTak (dnsmasq) €

ncnonb3oBaHMeM DHCPv6 be3 COXpaHeHUsA COCTOAHUA.

6.6 MopTbl

6.6.1 CeTeBble NOPThbI

MopT B PYCT3K — 370 norMyeckoe nogkoyeHne BUpTyanbHOro CETEBOro MHTepderica K
noacetu. MopTel MOryT BbITh CBSA3aHbI ¢ cepBepamu, DHCP-cepBepamu, MapLipyTmM3aTtopamu,
MeXCceTeBbIMW 3KpaHaMu, 6anaHCUpPOoBLUMKaMK Harpy3ku 1 T.4. MoxHO aaxe co3gatb NopThl,
4yTOObI MPOCTO 3ape3epBupoBaTh IP-agpeca U3 nogceTn. Neutron XpaHUT B3aMMOCBA3M
nopToB B cBoel 6ase gaHHbIX, Y UCNONb3yeT 3Ty MHpopMaLUo ANst CO34aHNUS KOMMYTUPYHOLLNX
COeINHEHWI Ha YPOBHE BUPTYanbHOro KOMMyTaTopa Yepes3 CeTeBOW MnarvH U areHT. Beakun
pas, Korga 4YTto-To MOAKMYaEeTCs K NOACETH, 3TO COeANHEHME Ha3biBaeTcsa nopToM. [opT Takke
ONUCbIBaET COOTBETCTBYIOLLYIO CETEBYIO KOHUrypauumto, Takyto kak MAC- n IP-agpec, koTopble
OyayT ucnonb30BaTbCA Ha 3TOM MOPTY.

Y nopToB ecTb aTpnbyT Device Owner, KOTOPbIA ONpedenseT, K KakoMy TUMy OTHOCUTCS
KOHKPETHbI NopT:
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node0l ~ $ openstack port list --long

MAC Address | Fixed IP Addresses
Security Groups Device Owner

07c0bade-134d-4fe4-9bf6-c6cl6906e66c |
| fa:16:3e:ad:03:2d | ip address="'10.11.15.108"', subnet id='027f967b-4cla-
4d07-a688-b8bb8cccbd22’ | ACTIVE | None |
network:floatingip agent gateway \
| 0aa48fd9-3be2-4d10-95f2-fb357887£816
| fa:16:3e:48:d7:48 | ip address='10.10.10.96"', subnet id='559bd6a5-70e4-
4bfc-b262-9b7151c£9247" | ACTIVE | None \
network:router centralized snat \
| Obaeac50-faeb5-4202-8a92-b0866667cf51
| fa:16:3e:bb:49:40 | ip address='10.11.15.150", subnet id='027£967b-4cla-
4d07-a688-b8bb8ccchbd22’ | N/A | None | network:floatingip
[ \
| 0f19a2b3-ac69-4cl11-b03c-d59e3c7386e5 |
| fa:16:3e:a7:f7:bc | ip address='10.11.15.107', subnet id='027£967b-4cla-
4d07-a688-b8bb8ccchd22’ | ACTIVE | None |
network:floatingip agent gateway |
| 2a9823c9-a05f-423c-8096-8a0e2a834e3c |
| fa:16:3e:90:5a:4e | ip address='10.10.10.51", subnet id='559%bd6a5-70ed-
4dbfc-b262-907151c£9247" | ACTIVE | None | compute:nova
| \
| 2d177e68-9b06-494c-b5ab-d6362£78ca29
| fa:16:3e:3a:c8:b8 | ip address='10.10.10.11", subnet id='559bd6a5-70e4-
4bfc-b262-907151c£9247" | ACTIVE | None | network:dhcp
| \
| 2e862f22-6dcl-448e-b263-e85390eldaff | HA port tenant
3519e4fa44dedf1986e273a2a84b0207 | fa:16:3e:10:0a:25 |
ip_address='169.254.195.102"', subnet id='28d3dab0-4b76-41lcc-94c6-
857e0elabbfd' | ACTIVE | None | network:router ha interface
| \
| 80107a8b-e34a-4217-8308-5cdc39ab9%c68 | HA port tenant
3519e4fa44dedf1986e273a2a84b0207 | fa:16:3e:03:c2:cl |
ip address='169.254.193.88"', subnet id='28d3dab0-4b76-41cc-94c6-
857e0elabbfd’ | ACTIVE | None | network:router ha interface
| \
| 87b4cT7a7-2275-41fc-8£52-4e07ec063297 |
| fa:16:3e:d3:25:80 | ip address='10.10.10.10", subnet id='559bd6a5-70e4-
4bfc-b262-907151c£9247" | ACTIVE | None | network:dhcp
| \
| af142409-d942-450e-8c75-4789a3£5c335 |
| fa:16:3e:4b:90:80 | ip address="'10.11.15.127"', subnet id='027£967b-4cla-
4d07-a688-b8bb8cccbd22’ | ACTIVE | None |
network:router gateway |
| bc8f2868-0d66-4ccf-ad4d5-daeba8d63156
| fa:16:3e:be:ed:08 | ip address='10.11.15.115"', subnet id='027f967b-4cla-
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4d07-a688 8bb8 bd22"! | ACTIVE | None
network:floatingip agent gateway \
| £307£935-1d4e-485a-bfdl-£f£f036cbeabb7 |
fa:16:3e:13:a1:93 | ip address='10.10.10.1"', subnet id='559bd6a5-70e4-
9p7151cf9247" | ACTIVE | None

network:router interface distributed |

6.6.2 OCHOBHbI€ TUMNbI NOPTOB

compute:nova — nopT NoAKknioyYeHns cepeepa. AT NOpTbl 06LIMHO co3aatoTcs
aBTOMaTMYECKU B NPOLIECCe CO34aHusl BUPTyanbHOM MaluuHbl. YacTb «compute» ykasbiBaeT,
YTO NOPT CO3[aH Ha BbIYUCIUTESIBHOM Y3rie.

network:dhcp — nopT, cBszaHHbIN ¢ cepBepom DHCP. YacTb «network» nogpasymeBaeT, 4To
3TOT MOPT CO3AaH Ha y3ne C Ponblo «ynpaeneHve cetaMmuy». B cnyvae, korga ata pornb
HaCTPOEeHa Ha HECKONbKNX y3nax, ANns KaXaon CeTu co3faeTcsl HECKOMNbKO Taknx NopToB, Mo
OQHOMY Ha Kaxdbln y3en.

network:router_interface — LwnM03 BO BHELLHIOW CeTb AN NOACETU U ee BUPTYarbHbIX
MaLlWH. Takne nopTbl CO3aat0TCs MW NMOAKMIYEHNN poyTepa K NMOACETU, U, KaK U B
npeablayLiem criyyae, co3aaéTtcsl No 0AHOMY MOPTY Ha KaXdOM y3rie C poriblo «yrnpaerieHue
ceTaAMm».

router_gateway — LLUMIO3 NOAKITIOYEHUA poyTepa BO BHELLHIO CETb.

network:floatingip — nopt nnaeatowero IP. ®akTnyecku NnopT He co3gaeTca — obpaTtute
BHMMaHWe Ha nose Status B IMCTMHre NOPTOB Bbilwe. Ho B Henmmcnence poytepa Ha y3ne ¢
BM, koTopow npuHagnexut aToT IP, cosgaeTca npaBuno iptables, obecneynsaioLlee
TpaHcnsuumio nnasatolero IP Bo BHyTpeHHUI IP-agpec cepeepa:

node03 ~ $ ip netns grouter-86£5ce20-1926-4d58-b7a7-5£3£d49e897¢e
iptables-save|grep "10.11.15.150"
-A neutron-13-agent-PREROUTING -d 10.11.15.150/32 -i rfp-86f5ce20-1 -7

DNAT --to-destination 10.10.10.80
-A neutron-13-agent-float-snat -s 10.10.10.80/32 -j SNAT --to-source
10.11.15.150 --random-fully

network:floatingip_agent_gateway — nopTbl 4151 BbiX04a BO BHELLHIOW CETb CEPBEPOB C
nnasatowmmm IP. Co3gaoTca aBTomMaTMyecku, Ha BCex y3nax ¢ pofiiMu «yrnpasneHve ceTaMmm»
N «BbIYUCTIUTENbHBIN Y3en».

network:router_ha_interface — nopTel 4na obecrne4yeHnss 0TKa3oyCTONYMBOCTU poyTepa.
Co3spgaloTcst Ha BCex y3nax C posnblo «yrnpasneHve ceTammny». IP-agpeca, KoTopble Ha3HavarTcs
Ha Takue NopTbl, OTHOCATCA K KaTeropum link-local n ncnonb3yroTcs TONbKO AN oOMeHa
cnyxebHbiM Tpadmkom mexaHmnama HA.

network:router_centralized_snat — nopt DVR-poyTepa Ans NOAKMOYEHNS K BHELLHEWN CETU.
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6.7 PoyTtepbl

BupTtyansHble maplipytusatopsl (poytepbl) B PYCTOK cyliecTByloT kKak ceTeBble
NpoCTpaHCTBa MMEH B onepaLmoHHon cucteme (network namespaces) Ha y3nax ¢ ponsamu
«BbluncnutenbHbi y3en» 1 «YnpaeneHue ceTammuy. [ns ygobcTea y3nbl C posibio
«YnpaBneHune ceTssMn» Mbl Oyaem HasbiBaTb «CETEBOW y3en».

WNTak, poyTep 06bIYHO NOAKMYAETCA K OOHOW MITN HECKOSIbKUM BHYTPEHHUM CETSM U OOHOW
BHeLUHen ceTu. Ero nHrepencsl MOXHO ngeHTuduumpoBath No npedunkcam:

e (g — vHTepdenc Wwnw3a, CMOTPALLMI B pearnbHY0 NOACETD;

e (r — vHTepdenc BUpTYyanbHOro MapLupyTmM3aTopa, CMOTPSLLMA B BUPTYanbHYO
noaceThb.

PoyTtepbl PYCT3K 0TBETCTBEHHbI 32 OpraHn3aumio BXOASLWMNX M UCXOOALWMX MOAKITHYEHUI K
BUPTYyarnbHbIM CETAM M U3 HUX NOCPEACTBOM MapLUpyTU3aumMm Unn TpaHCnsiLMmM CEeTEBbIX
agpecos.

Tpaduk 13 BUpTyanbHbIX ceTen oTnpaBnsaeTcs Yepes gr-UHTepdENChl N BbIXOAUT BO BHELLHIOW
ceTb Yepes gg-uHTepdenc. Tabnuubl MapLIpyTU3aumMm BHYTPU NPOCTPAHCTBA MMEH
OnpeaensioT, Kak MapLpyTusmpyeTcs Tpaduk, a npasuna iptables onpegenstoT Kak OH
unbTpyeTCa nnm TpaHCNMpyeTcs, ecrm 3T0 Heo6XxoaNMO.

6.7.1 PacnpepeneHHbIn BUpTyanbHbIn poyTep (DVR-router)

B PYCTOK ucnonbayetcs ceaska DVR-SNAT-poyTepoB Ha ceTeBbix y3nax u DVR-poyTepoB Ha
BbIYMCMUTENbHbIX Y3Nax: 3T0O MUHUMU3NPYET Harpy3Ky Ha ceTeBble Y3rbl 3a CYET TOro, YTO
Tpaduk mexagy BM nnu ot BM ¢ nnasarowumu IP-agpecamn mapLupytmanpyetcs
HenocpeaCTBEHHO Ha BblYUCIUTENbHbIX y3nax.

PaccmoTtpum cutyauuto, korga DVR-mappyTtnsaTtop ¢ nMeHem Routerl NOAKMIOYEH K OBYM
noaceTsaM nonb3oBaTternei: GREEN NET M BLUE NET. BupTyanbHble MallvHbl B Kaxaon
NoAceTM UCMOMb3YI0T COOTBETCTBYOLLME LLUNKO3bI MO YMOMYaHUIO A8 MapLlpyTM3auun Tpaduka
B APYryto noAceTb Yepes maplipytusatop Routert.

PaCCMOTpI/IM AeTtanbHO npoxoxXxaneHue TpachKa OT GREEN_ VM K BLUE VM:
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BbluncnutensHeiii yen 1 BblyucnutencHel ysen 2
eimcneric Router1 : l ] erimcneric Router1
grouter-<id> : — grouter-<id>

GREEN_VM — § : " BLUE_VM
{ pr-int ! ] : [ br-int ]
{ br-phys E } [ E br-phys }

WNTak, oBe nogceT coegMHeHbl OAHMM MapLUpPYyTU3aTOPOM Routerl, MMEHOLMM NO O4HOMY
uHTepdency Routerl interface 0 M Routerl interface 1 BKaxgow U3 aTux
noaceten.
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| Name
Distributed

| ca269272-7fe0-4b84-aec6l-fbob2al806fb Routerl | ACTIVE
6aba365ced4cf4578810752488d2d60a8 | True

MAC Address Fixed IP Addresses
Status

020d686f-£fc09-4822-ad97-0ec3483fd5ae | Routerl interface 0

fa:16:3e:92:c9:9%9a | ip address='192.168.0.1",

ACTIVE |

\
| subnet id='BLUE NET' \

91c4ell13-73%a-4c2b-992e-0689750fad4de | HA port tenant
6aba365cedcf4578810752488d2d60a8 | fa:16:3e:00:aa:3e |
ip address='169.254.194.7", | ACTIVE |

\
| subnet id='3d42e445-e3f3-463d-83bl-1dd3e78f3bad’

\
c8dad3c3-37dd-439p-8a06-ab72b28b0%f | Routerl interface 1
fa:16:3e:0b:0e:8b | ip address='172.16.0.1",
ACTIVE |

Mcnonb3ys koMaHdy ip netns exec, Mbl BAAUM, YTO gr-UHTEPEENCHI BHYTPU NPOCTPAHCTBA
MMEH poyTepa Ha KaXXJOM BbIYUCITUTENBHOM U CETEBOM Y351e UCNOMb3YT OOUH U TOT Xe
uHTepgenc, IP- n MAC-agpeca:
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host201 ~ # ip net exec grouter-c ) -ae6l-fl fb ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group
default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
23: qr-020d686f-fc: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc
noqueue state UNKNOWN group default glen 1000
link/ether fa:16:3e:92:c9:9a brd ff:ff:ff:ff:ff:£ff
inet 192.168.0.1/24 brd 192.168.0.255 scope global gr-020d686f-fc
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe92:c99%9a/64 scope link
valid 1ft forever preferred 1ft forever
24: gr-c8dad3c3-37: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc
noqueue state UNKNOWN group default glen 1000
link/ether fa:16:3e:0b:0e:8b brd ff:ff:ff:ff:ff:ff
inet 172.16.0.1/24 brd 172.16.0.255 scope global gr-c8dad3c3-37
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:felb:e8b/64 scope link
valid 1ft forever preferred 1ft forever

hostl99 ~ # ip net e grouter-c f aebl-fI >fb ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group
default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
25: gqr-020d686f-fc: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc
noqueue state UNKNOWN group default glen 1000
link/ether fa:16:3e:92:¢c9:9a brd ff:ff:ff:ff:ff:ff
inet 192.168.0.1/24 brd 192.168.0.255 scope global gr-020d686f-fc
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe92:c99%9a/64 scope link
valid 1ft forever preferred 1ft forever
28: gr-c8dad3c3-37: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc
noqueue state UNKNOWN group default glen 1000
link/ether fa:16:3e:0b:0e:8b brd ff:ff:ff:ff:ff:ff
inet 172.16.0.1/24 brd 172.16.0.255 scope global gr-c8dad3c3-37
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:felb:e8b/64 scope link

valid 1ft forever preferred 1ft forever

B BbIBOAE BUOHO, YTO HEMMCMNENCHI grouter—, KOTOPbIE OTHOCATCH K MapLupyTM3aTopy
Routerl, cogepxart nitepdeincsl ¢ IP-agpecammn n3 GREEN NET # BLUE NET.
Wcnonb3oBaHue Tabnuy MmaplpyTtusauum 1 npasun notokos Open vSwitch nossonseT Tpaduky
mexay BM 3a ogHum n Tem e DVR-poyTepom MapLUpyTM3MpoBaTbCa MEXAY
BbIYUCTIUTENbHBIMY Y3NamMu HanpsMyto.

Korga DVR-poyTep nogkntovaeTcs K NoAceTH, OH CO3AaETCs Ha BCEX BbIYMCITUTENbHbBIX 1
ceTeBbIX y3nax. AreHTbl L3 (neutron-13-agent) HacTpanBaloT COOTBETCTBYIOLUA grouter—
HeriMmcnenc, a areHTbl Open vSwitch (neutron-openvswitch-agent) nogkmoyaT
UHTEepencb MapLpyTmM3aTopa K CeTeBbIM MOCTaM M HacTpavMBalT COOTBETCTBYHOLLMNE
npasuna B Open vSwitch.
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6.7.1.1 PacnpefeneHHble NopTbl MapLLPyTM3aTOPOB

Be3 fomkHbIX Mep NPeaoCTOPOXHOCTM Co34aHme NopToB ¢ oanHakosbiMu IP- 1 MAC-agpecamun
Ha HEeCKOMbKNX BbIYUCIIMTENbHBIX y3nax OyaeTt co3aaBaTb CepbE3Hble NPobnemMbl B ceTu.
MpencTtaBbTe cebe hranyeckyto TONoMorni, NOXOXKYH Ha CNeayoLLYH CXEMY:

A
Who is 172.16.0.1? -

[—

T —
A
OO
CBuTY

Port1 Port2 Port3 Port4

Router1 Router2 Router3 Router4

IP:172.16.0.1 IP:172.16.0.1 IP:172.16.0.1 IP:172.16.0.1
MAC: AA:AAAAAAAAAA MAC: AAAAAAAAAAAA MAC: AAAAAAAAAAAA MAC: AA:AAAAAAAAAA
=

<=

[—

172.16.0.1 is at
AAAAAAAAAAAA

172.16.0.1 is at 172.16.0.1 is at 172.16.0.1 is at
AAAAAAAAAAAA AAAAAAAAAAAA AAAAAAAAAAAA

B GonbLUMHCTBE CETEBLIX CPEL OKPY)KEHUE, COCTOSILLIEE U3 HECKOSBbKMX MapLUpyTM3aToOpOB C
oauHakoBbiMu IP- 1 MAC-agpecamu, NOOKNIOYEHHbIX K KOMMYTaTOpy, NpuBedeT K TOMY, YTO
KoMMmyTaTop 6yaeT nocTosHHO nepesanucbiBate ARP-Tabnuuy 13-3a NOBTOPHOIO U3y4eHus
mecTtononoxeHusa MAC-agpecoB Ha pasHbix noptax. Takoe nosefeHne HasbiBaoT MAC-
flapping, n oHO NpuBOANT K HECTabUNbLHOCTU B paboTe ceTu. BupTyanbHble KOMMyTaTOpbl MOTYT
OEMOHCTPUPOBATL Takoe e NoBefeHne He3aBUCKMMO OT TUMNa CermeHTauum: korga
BUPTYyanbHbIn KOMMyTaTOp 06HapyxuT, 4To MAC-agpec CyLecTBYET Kak NTOKanbHO Ha
BbIYMCIIUTENBHOM Y3rie, Tak U yaaneHHo, a1o npusegeT kK MAC-flapping TouHO Tak e, Kak 1 Ha
06bI4MHOM (PU3NYECKOM KOMMYyTaTOpe.

YTtobbl n3bexatb MAC-flapping B ceTn, Neutron BeligensieT yHukanbHbein MAC-agpec aons
KaXkgoro y3na, KOTopbI UCNONb3yeTcs BCAKUIA pas, koraa Tpaduk ot DVR-mapLipytusaTopa
nokuaaet ysen. [Anga nsmeHeHusa ncxogHoro MAC-agpeca naketa Ha BblAENEHHbINA YHUKANbHbINA
MAC-agpec, 3aKpensieHHbI 3a COOTBETCTBYIOLLUM Y3IIOM, UCMOSb3YHOTCA NpaBuia NoTOKOB
Open vSwitch.

B cnepytolem BbIBOAE NokasdaHbl NpasBuria NoTOKOB Ha MOCTY br-phys XocTa host201,
KOTOpble 4EMOHCTPUPYIOT nepenucbiBaHne HeyHukansHoro MAC-agpeca gr-uHTepdenca Ha
yHukanbHbii MAC-agpec, 3akpenneHHbin 3a y3noM host201:
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AHanornyHeiMm 06pasom, ecnu Tpadurk, NOCTyNaLWMIA Ha BbIYUCTIUTENBHBIN Y3er,
cooteetcTByeT MAC-agpecy u ID cermeHTauum cepeepa, MAC-agpec NCTOYHMKA MEHSIETCS C
yHukanbHoro MAC-agpeca ncxogHoro yana Ha MAC-agpec nokanbHOro Lwi3a npu
NPOXOXAEHUN NakeToOM MOCTa br-int:

,in_port="int-br-phys
rity=4,in_port="int-br-phys",c

rity=4,in_port="int-br-phy

CTtpoka 3: korga nakeT npuxoauT U3 MocTa br-phys Yepes uHTepdeinc int-br-phys ¢
HasHayeHneM yHukanbHoro MAC-agpeca yana fa:16:3f:cc:36:33 — nepecnaTtb NakeT B
Tabnuuy table 4.

Ctpoku 13-14: 3ameHunTb yHUKanbHbli MAC-agpec yana Ha BHyTpeHHun MAC-agpec
WHTepderca poytepa, MpuHaanexallero COoTBETCTBYIOLLEN NoAceTn, 3aTeM yopaTb
nokanbHbI Ter VLAN M OTNpaBuUTb NakeT Yepes3 uHTepdenc gr-.

MockonbKy nepesannchb 3aronoBka openMoB NpoMcxoauT OO UMK Nocre Toro, kak Tpaduk
nokngaeT unm noctynaet B BM, BupTyanbHas MallnHa HMYero "He 3HaeT" 0 BHECEHUN
n3MeHeHu B e€ B bpenmbl 1 paboTaeT B 0ObIYHOM pexunme 6e3 cboes.

PaccmoTtpum nyTe Tpadumka 6onee geTansHo.

Tpaduk oT GREEN VM, Haxoaswuinca Ha BelumcnutensHom yane 1 4o BLUE VM, HaxodsLmMncs
Ha BbluucnutenbHom y3ne 2, cHadana 6ygeT nepeHanpaBneH K CBOEMY FIOKarilbHOMY LUITHO3Y
noaceTn Yepes MOCT br-int 1 Janee B NPOCTPaAHCTBO MMEH MapLUpyTM3aTopa grouter—:

source MAC destination MAC source IP  destination IP
GREEN VM green router interface (gateway) GREEN_ VM BLUE VM

MapLupyTtusaTtop Ha BeluncnmTtensHom y3ne 1 nepeHanpasut Tpaduk oT GREEN VM K
BLUE VM, 3ameHuB ucxogHoini MAC-agpec BM agpecom winto3a u3 BLUE NET, a MAC-agpec
Ha3Ha4yeHns — Ha agpec BLUE VM:

source MAC destination MAC source IP destination IP
blue router interface (gateway) BLUE VM GREEN VM BLUE VM

3aTem MapLipyTM3aTOp OTNpaBuUT NakeT o6paTHO B MOCT br-int, KOTOPbIN NepeHanpasuT
nakeT Aanblue, Ha MOCT br-phys:
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BeluucnuTensHeIn ysen 1 e BbluncnuTenbHelA y3en 2
eimcnenc Router1 l erimcnenc Routert
(grouter-) (grouter-)
GREEN_VM BLUE_VM

Korga nakeT nocTynut Ha MOCT br-phys Ha BelumcnutensHom y3ne 1, naket npongéT no
uenoykam npaeun notokoB Open vSwitch, B pedynbTaTte Yero ncxogHoin MAC-agpec
M3MEHUTCHA C blue router interface Ha yHukaneHbin MAC-agpec y3na:

source MAC destination MAC source IP destination IP
Source host (FA-16-3F-CC-36-33) BLUE VM GREEN VM BLUE VM

[lanee nakeT nepecbinaeTcsi B OU3MYECKY0 CETb M MNOCTYNaeT Ha BbluncnnTenbHbli y3en 2 u
nepecolinaeTcsi Yepes MocT br-phys. 3aTteM npaeuno notoka Open vSwitch goGaenseT B
3arosfioBOK Ter MoKarnbHOro VLAN, KOTOPbI/ NO3BONUT UAEHTUMDULMPOBATL NakeT Npu
nepecobinike Ha MOCT br-int.

B mocTy br-int npasuno notoka Open vSwitch yaanaeT nokanbHbIn Ter VLAN U U3MeHsAeT
MAC-agpec nctodHunka obpatHo Ha MAC-agpec nHtepdeiica n3 poytepa cetm BLUE NET,
rocrie 4ero nakeT rnepeHanpasnseTcs Ha BLUE VM:

source MAC destination MAC source IP destination IP
blue router interface BLUE VM GREEN_ VM BLUE VM

O6patHbIi Tpacuk oT BLUE VM K GREEN VM NPOXOAUT aHanormyHyo MapLupyTusawumio Yepes
COOTBETCTBYOLLME MAPLLUPYTU3ATOPbl M MOCTbl Ha KaXXOo0M BbIHUCITUTEITIbHOM Yy351e, HO B
obpaTHOM nocnegoBaTenbHOCTHU.

6.8 Bbe3onacHocTb

6.8.1 Mpodunu 6esonacHocTn

Mpodpmnm 6e3zonacHoCcTM NpeacTaBnaAlT cobow KOHTENHep Ans npaewun bpaHgmayapa B
CETEBOM HEMMCcIence, KOTopble KOHTPOIMPYOT BXOAALLMA K BM 1 ncxogswmm ot Heé ceTeBon
Tpaduk Ha ypoBHe nopTa.

OcHoBHble acnekTbl npodunen 6e3onacHOCTU:
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e npodunu 6e30MacHOCTM UCNOMb3YIOT MNOMNUTUKY «YTO HE pa3peLleHo, TO 3anpeLLeHoy, 1
cofepxxaT TONMbKO Npasuna, paspeLlatoLye onpeaeneHHbli Tpaduk;

. KaKkabl NOpPT MOXET CCbINaTbCA Ha OOHY UM HECKOJBbKO rpynmn ©e3onacHocTy;

e Bce npasuna npodunen 6e3onacHocTM NpeacTaBnAT cobon KoHUrypaLuo
iptables B COOTBETCTBYIOLLEM CETEBOM HENMCHENCE.

Kaxxgbln npoeKT cogepXuTt npodunb 6€30MacHOCTU MO YMOSTYaHUIo, KOTOPbIV pa3peLuaeT BeCb
nexogawmm Tpaduk n Tpaduk BHYTpU ceTu. MNMpasuna B 4edonTHOM Npodunie MoXKHO
N3MEHUTb, HO BaXXHO NOMHUTb, YTO M3MEHEHMWS 3aTPOHYT Ntobon cepBep 1 NOpT, AN KOTOPbIX
SIBHO He yka3aH npodurb 6e30nacHOCTU, NOCKONbKY AN HUX NPUMeHseTca Npounb
Be3onacHOCTM N0 yMONYaHuIo.

ByabTe BHUMaTENbHbI, MPY UCMOSBL30BaHNK B CETU CYXObl MeTaaaHHbIX yaaneHue
npaBuna «paspeLunTb BECb UCXOAALLMIA TPadUK» 3anpeTuT JOCTYN Takke 1 K aapecy
169.254.169.254, C KOTOPOro CepBepPbI NOMNy4YatoT MeTagaHHbIe.

6.8.2 MpocmoTp npaBun 6paHamayapa ana BM

CHayvana HeobxoaMmo Y3HaTb ID nopTa, BbINOJIHAB Ha BbIYNCITUTENIbHOM Yy3J1€, Ha KOTOPOM
3anylieHa BmpTtyarnbHada MmallnHa, KoMaHay:

Y3HaB ID nopTa, MOXXHO NpOoCMOTpeTbL NpaBuna iptables, koTopble Ang Hero gerncTByoT. [Ans
3TOrO HYXHO BbINOMHUTBL KOMaHAy iptables-save N OTPUNLTPOBATL €€ BbIBOA NO NEPBOM
rpynne yYncen B ID:

OGpaTtuTte BHMMaH1e Ha CTPOKy 23: MO YMOYaHMIO BCEM CepBepam 3anpeLLeHo
paboTtaTtb B kadyectBe DHCP-cepBepoB Bo nsbexaHue KoOH(INKTOB, MOSTOMY Takon
Tpadumk 6nokupyetcs.
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6.8.3 port-security

PaclunpeHue port-security aBTomatuyecku 4oGaBnseT npasuna 3alnTbl OT CnyduHra
(Anti-spoofing) BUpTyanbHbIX MalUWH, NTpeaoTBpaLlatoLLmMe NPOXOXKAEHE CTOPOHHErO Tpadmka
Yyepes BUPTYyanbHY0 MalMHYy. TOT MEXaHU3M MOXHO OTKITHOUYUTL, ECNn TpebyeTcs
ucnonb3oBaTtb BM, HanpuMep, B kKayecTBe poyTepa.

3a BKIMOYEHMNE UMK OTKITIOYEHNE port—security ANS CeTM oTBeYaeT Yekbokc BesonacHocTb
nopTOB B Anarore co3gaHnsa ceTu. Mo yMON4aHUo 3TOT NapaMeTp BKITKOYEH N Hacnegyetca

BCEMW CepBepamMM, NOAKIIOYEHHbIMU B TaKyto ceTb. OTKMNOYEHEe 3TON ONLUMUN AN KOHKPETHOMO
cepBepa unu Ansi BCcevi CETU LIENMKOM BO3MOXHO TONbKO Yepe3 NHTepdenc KoMmaHaHOM CTPOKK.

6.8.3.1 Ortknto4eHmne port-security

6.8.3.1.1 [lnsa cepsepa
C nomouwbto CLI Haxoamm nopT HyxxHOro cepBepa. B Hawem npumepe ID — a149b3ed-32f1-
422b-a’ba-4bf6fc834705:

[root@computel ~]$ openstack port list -f value -c ID --server al49b3ed-
32f1-422b-a7ba-4bf6£c834705

1d818f7c-fea3-40cf-9543-0762eda8e3ec

OTkntovaem gnsa 9Toro NopTa MexaHu3M port-security:

[root@computel ~]$ openstack port t --no-allowed-address --disable-port-

security —--no-security-group 1d818f7c-fea3-40cf-9543-0762eda8e3ec

OTkntoveHmne port-security Ha nopty BM BneveT 3a cobon oTKoueHne Bcex npodunen
©e3onacHOCTN U MexaHu3ma allowed address pairs.

6.8.3.1.2 [Onsa cetn
OTKnoYeHe MexaHM3ma B NapamMeTpax CeTu ANs BblKMOYEHUS HacnegoBaHna Ha noptel BM
TakKke BO3MOXHO ¢ nomolubto CLI:

[root@computel ~]$ openstack net s --disable-port-security <network>

6.8.4 allowed address pairs

Pacwunpenne allowed-address-pairs No3BonseT Ha nHtepdencax BM HazHauaTb IP- 1
MAC-agpeca, OTnu4Hble OT Ha3Ha4YeHHbIX aBToMaTu4ecku. Mo ymonyaHuio Becb Tpaduk
uHTepdeirica BM, o koTopom «He 3HaeT» PYCT3K, 6rnokupyeTcsa: Hanpumep, ecnu
nonb3oBaTtesib pewnt cMeHnTtb IP- nnn MAC-agpec B rocteBon onepaunoHHON cucteme.
OpHako, nHorga Takue M3MeHeHust HeobxoauMbIl, HaNpUMep, NPU UCMONbL30BaHUM BUPTYanbHON
MallnHbl B kayecTBe poyTepa unu VPN-cepsepa, unv npu ncnonb3oBaHUM TEXHOMNOMMN
©anaHCMpPOBKM 1 BbICOKOW AOCTYMHOCTU, TakUX KaK haproxy WK keepalived/pacemaker.
[ns aToro B nopTane cneayet obasuTb HoBble napkl IP- 1 MAC-agpecoB yepes guanor
pefakTupoBaHus nopra:
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PYCM3H O6nacTb BuaWMOCTM: [JIATOOPMA ~ & @ ADMIN ~
=]
&  Pecypcn s
- 2
= Cepsepbl PEAaKTMPOEaHMe nopra X =
=
— fs IR | Q, {subnet.ext_ipve} b4 E
o W farnezedad i X s
Wma nop TBO Pone MNpoexT
S KonuuuoGpasel v PaapaleHHbie aapeca
=5 Cers A fmi63ed e fa:16:3e:4e:el:e5 P 8.8.8.8 = network:.dhep admin
Cetn [OBABHTH
Mogcetn
COXPAHWTBE OTMEHA
I MopTel
P
oyTepbi )

MakcnmanbsHoe KonuM4ecTBO AOCTYMHbIX Nap agpecoB perynupyeTcsa onumen
max_allowed address pair B KOHUrypalmoHHOM danrne
/etc/neutron/neutron.conf Y3NoB C ponblo «YnpasneHue cetamuy». Ecrnv oHo He
onpegerneHo, To B «Pa3peluéHHble agpeca» MOXHO yka3atb Ao 10 nap IP/MAC-agpecos
Ons O4HOro nopra.

6.8.4.1 port-security n allowed address pairs HarnsagHo
BepHeMcs Kk Halwemy npumepy 1 paccMoTpuM OYHKLMOHaN AeTanbHo. BbiBoA ¢ BKNHOYEHHLIMU
MexaHu3aMaMu port-security Mallowed address pairs BbIMAAUT Tak:
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nt "Dr

--comment "Dr

~omment -

neutron-op

--comment "Dr

appear rel

EPT
NFLC
neutron- v E allback -m comment

dyHKUMOHanN allowed address pairs perynupyetcs npasunom ctpok 49-50, koTopble

paspewatoT Tpaduk 3 BM nopta 7799d60d ¢ IP agpecoB 192.168.88.127,8.8.8.8/32 1
MAC FA:16:3E:5B:8E:3D.

BbikniounB mexaHnam Ha nopTy BM, Bugmm, 4to BbIBOA M3MEHMWMCS:

-81



Penu3s 2021.2.4 lMnamgpopma supmyanusayuu PYCTIK

[root@computel ~]$ openstack port list --server 0Ocbd7ald-1e75-4660-8152-
90£09697b904

Name | MAC Address
IP Addresses
Status |

| 7799d60d-fea3-40cf-9543-0762edaBe3ec | | fa:16:3e:5b:8e:3d
ip address='192.168.88.127"', subnet id='a443bc05-b8b9-4771-al2b-
0638bef401£f5" | ACTIVE |

[root@compute ~]$ iptables -S
-P INPUT ACCEPT
-P FORWARD ACCEPT
-P OUTPUT ACCEPT
-N neutron-filter-top
-N neutron-openvswi-FORWARD
-N neutron-openvswi-INPUT
-N neutron-openvswi-OQUTPUT
-N neutron-openvswi-i7799d60d-3
-N neutron-openvswi-local
-N neutron-openvswi-o07799d60d-3
-N neutron-openvswi-s7799d60d-3
-N neutron-openvswi-sg-chain
neutron-openvswi-sg-fallback
INPUT -3j neutron-openvswi-INPUT
FORWARD -j neutron-filter-top
FORWARD -j neutron-openvswi-FORWARD
OUTPUT -3j neutron-filter-top
OUTPUT -3j neutron-openvswi-OUTPUT
neutron-filter-top -j neutron-openvswi-local
neutron-openvswi-FORWARD -m physdev --physdev-out tap7799d60d-3d --
physdev-is-bridged -m comment --comment "Accept all packets when port
rity is disabled." -j ACCEPT
-A neutron-openvswi-FORWARD -m physdev --physdev-in tap7799d60d-3d --
physdev-is-bridged -m comment --comment "Accept all packets when port
security 1is disabled." -3j ACCEPT
-A neutron-openvswi-INPUT -m physdev --physdev-in tap7799d60d-3d --

physdev-is-bridged -m comment --comment "Accept all packets when port
rity is disabled." -j ACCEPT
-A neutron-openvswi-sg-chain -j ACCEPT

-A neutron-openvswi-sg-fallback -m comment --comment "Default drop rule
for unmatched traffic." -3j DROP

6.9 PAT: floating IP

6.9.1 lMNMepeagpecauuns nopToB c nnasawuiero IP-agpeca
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Mepeagpecauusa noptos (Port address translation, PAT) — pacnpocTtpaHeHHas yHKLmMS,
Nno3BOonsAKLLAsa UCMOMNBb30BaTh OOANH U TOT xe IP-agpec ons npegoctaBneHnst 4OCTyna U3BHE K
pasHbIM BUPTYaribHbIM MalUMHaM No pasHbiM nopTam. OTO 0COBEHHO akTyanbHO Ans
WHCTanmnsuuin, B KOTOPbIX He Tak MHOro IP-agpecoB, 4OCTYMHbLIX KOHEYHBIM KITUEHTaM.
Hanpumep, PAT MOXeT MCNONb30BaTbLCS B TaKOM CLEHapUMK:

clientl -> 1.1.1.1:22 TCP => nepecnyiaercsa Ha 192.168.0.100 mopt 22
TCP (VM1)

client2 -> 1.1.1.1:2022 TCP => mnepecuysaercsa Ha 192.168.0.101 nopt 22
TCP (VM2)

client3 -> 1.1.1.2:2022 TCP => nepecreyiaercsa Ha 192.168.0.102 nopt 22
TCP (VM3)

3neck ABa nnasatoLmx IP-agpeca ncnonb3yoTes ans opraHnsaumm goctyna no ssh k Tpém
pasHbIM BUPTYanbHbIM MaLlLUHaM.

MexaHu3m nepeagpecauum BO3MOXHO UCMOMb30BaTh TOMbKO Ha Tex |IP-agpecax,
KOTOpble He Ha3HadeHbl BM unn poytepam.

Ecnv nopt BM nnu floating IP yoaneH, 3anncu nepeagpecaumn, COOTBETCTBYHOLLINE
3TOMY MOPTY, TAKKE YAANATCA.

Mpun ncnonb3oBaHuun nepeagpecaumm nopta c floating IP Heobxoanmo paspewnTs B
rpynne 6esonacHoct BM npoxoxaeHne nakeToB Ha COOTBETCTBYHOLLMIA NOPT
Ha3HayeHus, Hanpumep, Npy TpaHCAALMK:

client -> 1.1.1.2:2022 TCP => nepecsuiaercsg Ha 192.168.0.101 nopr
22 TCP BM

HeobxoamMo oTkpbITb 22 nopT TCP Ha BM npasunamu 6e3onacHocTtu.

6.9.2 Hactpouka nepeagpecauum yepes uHTepcgenc KomaHaHou
CTPOKM

Peanusyem Takyto cxemy: client -> 10.11.7.4:2222 TCP => mnepechUlaeTcsa Ha

192.168.2.79 mopt 22 TCP VM1l. [ns gemoHcTpauuu B kayectse floating-agpecos

Oynem mcnonb3oBaTh «cepblex» IP-agpeca. NpeanonaraeTcs, 4To BHyTpy VM1 3anyuieH SSH-
cepBep Ha CTaHOgapTHOM MopTy 22.

Beigenum floating IP, ¢ koToporo 6yaem npobpacbiBaTb BHELLUHWE NOPTbI HA BHYTPEHHUE MOpThI
VM1:
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(openstack) floating ip create --floating-ip-address 10.11.7.4 --tag
port forwarding VMl ext-net

(openstack) floating ip list --long --any-tags 'port forwarding VML'

| Floating IP Address | Fixed IP Address | Port |
Floating Network Project | Router | Status | Description
| DNS Name DNS Domain

| 4£2d57c4-bb79-42e3 | 10.11.7.4
b3a3eba3-ecal0-42bf | 21e81fode6cb8488fac | None
['port forwarding VM1 | None | None
| -b992-3c96£1653531 |
9872-c355ffbefb74 | 9a95c35el6¢cf82

\

| Name | MAC Address
IP Addresses Status Security Groups
Device Owner

| 9b68ch4c-2d19-4ad4-a2al-30574c83647¢c | | fa:16:3e:¢c4:37:£0 |

ip address='192.168.2.79"', subnet id='055 | ACTIVE | b354e63b-1c67-435e-
8aee-81059b5f8fdd | compute:nova |

|

0a3b-44c8-b4fb-b6237accblfd’

Cos3pagum npaemno npobpoca BHeLWHero nopta TCP 2222 c floating IP Ha BHyTpeHHWI nopT
TCP 22 VMI1:
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(openstack) floating ip port forwarding create --internal-ip-address
192.168.2.79 —--port 9b68cb4c-2d19-4ad4-a2al-30574c83647¢c —--protocol tcp --
internal-protocol-port 22 --external-protocol-port 2222 10.11.7.4

(openstack) floating ip port forwarding list 4£f2d57c4-bb79-42e3-b992-
3c96£1653531

Internal Port ID
Internal IP Address Internal Port External Port Protocol

| 0011665d-774f-4al16-82e2-2£f£f0 | 9b68c54c-2d19-4add-a2al-
30574c83647c | 192.168.2.79 2222

Cos3pagum npaeuno B rpynne 6esonacHocTu nopta BM:
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(openstack) security group rule create --ingress --protocol tcp --dst-port
22 b354e63b-1c67-435e-8aece-81059b5£8fdd

created at 2021-03-09T12:39:082
description
direction ingress
ether type IPv4
id 60118ee5-6876-4e24-92a0-3d43£69a25d3
location | Munch ({'project': Munch ({'domain id': 'default',
'21e81lf6debb8488fac9a95c35el6cf82', 'name': 'admin', 'domain name':
), 'cloud': 'rustack', 'zone': None, |
| 'region name': 'RegionOne'})
| None
port range max 22
port range min 22
project id 21e81f6debb8488fac9a95c35el6cf82
protocol tcp
remote group id None
remote ip prefix 0.0.0.0/0
revision number
security group id p354e63b-1c67-435e-8aee-81059p5£f8fdd
tags []

updated at 2021-03-09T12:39:082

Ha aTom HacTponka okoH4YeHa. [poBepum paboty mexaHumama floating IP port forwarding:
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[test@host]$ ssh -p2222 10.11.7.4

The authenticity of host '[10.11.7.47]:

established.

ECDSA key fingerprint is

SHA256 : w52nVVzVgK+ujX7VqwLbi 9f TKCmEdhDxnPsYChbeY7g.

Are you sure you want to continue connecting (yes/no/[fingerprint])? ~C

SIIH = ITHEHME

[test@host]$ ssh -p22 10.11.7.4

ssh: connec 10.11.7.4 port 22: Connection refused # coemuHenue

6.9.3 BHyTpeHHee ycTpoucteo PAT

Mpwn co3paHmm npaBuna dopeapavHra ans floating IP Ha y3nax, roe 3anyweH neutron-server,
BWOHO, YTO B CETEBOM HeMmcnence snat-<ID poyTepa>, KOTOPbIN obecnevmBaeT
CBSA3aHHOCTb MEXAY BHELUHEWN N BUPTYarnbHOW CETSIMU, B iptables aBTOMaATUYECKU
€O34al0TCs COOTBETCTBYIOLLME LIEMOYKM C NpaBmunamu hopBapamHra nopToB:
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(openstack) router list --name Router --long

| Name | Status | State
| Distributed | HA | Routes External gateway info
Availability zones Tags |

| e3266d21-9761-4fcb-8560-eal6bl | Router | ACTIVE
21e81lfodeocb8488fac9a95c35eloc True | True
{"enable snat": true, nova

| 8057£48 | \

"external fixed

I \
[{"subnet id": "85fc9296-eac8

[ \ [
-476b-blfl-bde2e9£3b788",

! [
"10.11.7.3"}1,

! !

"network id": "b3a3eba3-ecal-

[ \ !
42bf-9872-c355ffbefb74"}

neutron-13-agent-fip-pf

neutron-13-agent-pf-0011665d

neutron-13-agent-PREROUTING -7j neutron-l13-agent-fip-pf
neutron-13-agent-fip-pf -j neutron-13-agent-pf-0011665d
neutron-13-agent-pf-0011665d -d 10.11.7.4/32 -p tcp -m tcp --dport 2222
DNAT --to-destination 192.168.2.79:22

6.9.4 SR-IOV

6.9.5 HasHauyeHue SR-IOV

MexaHuam SR-IOV moxeT BupTyanusmposaTb oguH Ethernet-kontponnep PCle ans
oTobpaxkeHns B BuAe Heckonbkux BupTyanbHbix PCle-ycTponcTs. Kaxgoe BupTyansHoe
YCTPONCTBO MOXET BbITb HANPSAMY Ha3Ha4YeHO BUPTYyanbHON MaLUUHE, MUHYS YPOBEHb
rmnepsM3opa n BUPTyanbHOro KOMMYyTaTopa, YTO MO3BOSIUT AOCTUYb HU3KOW 3a[EPXKKU 1
MaKcMMarnbHOW CKOPOCTU NnepeaaYn.

YcnoBHble 0603Ha4YeHUs:

* PF (Physical Function) — dusnyeckun Ethernet-koHtponnep ¢ nogaepxkon SR-I0V;

- 88



Penus 2021.2.4 lMnamgpopma supmyanusayuu PYCTIK

* VF (Virtual Function) — BupTtyanesHoe PCle-ycTpoicTBo, co3gaHHoe n3 ousndeckoro
Ethernet-koHTponnepa.

Cepsepbl MoOryT ucnonb3oBaTb nopTel SR-IOV unu o6bivHbIe nopTel Open vSwitch B kauecTBe
ceTeBbIX UHTEPdENCOB:

* ecnu ucnonb3yeTtcs cermeHTaums VLAN, nopTel SR-IOV 1 06biyHble nopTel Open vSwitch
MOTyT B3aMOAENCTBOBaTb APYr C APYrOM MO CETU C PasHbIX Y3NoB Unun n3 pasHoix PF Ha
OOHOM BbIYUCITMTENBHOM Y3ne€;

* ecnn oba cepBepa HaxoAaTCst HA OOHOM BbIYUCIIUTENBHOM Y351e U COBMECTHO UCMOSIb3YOT
PF Ha ceTeBOM afanTtepe, OHWM MOryT 0OMeHMBaTbCst AaHHBbIMU TONbKO, koraa oba
MCMONb3YIOT OAMH U TOT e Tun nopTa: 06a ucnonbayoT SR-IOV nnu oba ncnonbaytoTt
00bI4HBLIN Open vSwitch.

6.9.5.1 HacTpoiika BblMMCNIUTENBHOrO y3na

6.9.5.1.1 AnnapaTHas nogaepxka IOMMU
Ona ncnonesosaHns SR-IOV Heobxoauma nogaepkka co CTOpoHbl annapatHon Yactu: IOMMU
(Input/Output Memory Management Unit).

MpoBepbTe, UTo B BIOS chusnueckoro cepeepa, ¢ KOTOPOro Bbl NnaHupyeTe npobpacbiBaTtb
YCTPOWCTBO BKIHOYEHA MOAAEPXKKA CrEeaYOLNX TEXHOIOMIA:

. Intel VT-d wunu AMD Vi B 3aBUCUMMOCTU OT NnpoussoanTend CPU;

. SR-IO0OV, Ha HEKOTOPbIX MOAENAX MaTepPUHCKUX nnaTt eé HY>XHO aKTUBUPOBATb
OTAENIbHO.

6.9.5.1.2 TlporpammHaga nogaepxka IOMMU

B PYCT3K no ymonyaHuio BKNoYeHa nopgaepxka intel iommu, NPOBEPUTL 3TO MOXHO B
dhaiine /proc/cmdline: onums intel iommu [AOMKHA UMETb 3HAYeHMe on.

Ecnu no kakon-nnbo npuymHe noaaepxka otknoveHa, AobasbTe napameTp intel iommu=on
B NMepemMeHHyto GRUB_CMDLINE LINUX DEFAULT cpavna /etc/default/grub, nocne 4yero
nepecosfante KOHPUr grub KOMaHOOW:

lNepesaepy3ume y3en dnsi NpUHAMUS USMEHeHUU.

6.9.5.1.3 Hactpowuka VF

[MepBbIM OENOM HYXXHO BbICHWUTb, kakoe konnmyectso VF nogaepxvsaeT BolbpaHHbIN aganTep.
B Hawem npumepe Mbl Bygem ncnonb3oBaTtb ycTporctso Emulex OneConnect ¢
obo3HayeHnem B cucteme ens15£1.

BbISICHUTL KONYECTBO noanepXxmBaemMblx VF MOXHO TpemMda NnyTaMmmn n3 JOKyMeHTauunun

npon3BoaMTENS YCTPOMCTBA, Yepes Ispci n yepes ncegodPC no MMeHM yCTPOWCTBA B CUCTEME.

6.9.5.1.3.1 Wcnonb3oBaHue Ispci
YT06bI Y3HaTL konuyecTBo VF Ha KOHTponnepe 3TUM cnocobom, Ham noTpedyeTcst BbIACHUTb
ero BDF (bus/device/function) — aTo uncno gopmara xx: yy: z B Ha4arne CTpoku BbiBOAA:
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grep -1 emulex

03:00.0 Ethernet controller: Emulex Corporation OneConnect NIC (Skyhawk)
(rev 11)

M3 BbiBOAa Hac MHTepecyeT napamMeTp Number of VEs: 63.

6.9.5.1.3.2 Vcnonb3oBaHune ncesgodC
Mbl 3Haem, 4YTO MMs1 YCTPOMUCTBA B cucTeMe — ens15f1. HyXHbI napameTp xpaHUTcS B
danne sriov totalvfs:

6.9.5.1.3.3 AxtuBauusa VF
AkTuBmnpoBaTb nogaepxky VF MoxHO, Job6aBMB KONnM4ecTBO ucnonb3yemblx VF B dhann
sriov_numvfs W nepesanyctns nHTepdenc:

6.9.5.1.3.4 HacTponka aBTo3arpy3ku napameTpoB
Ansi Toro, 4To6bI NOCNE KaX4oW nepes3arpysku yana He NpUxoannock aktnemposatb VF
BPYYHyt0, A0DaBbTe akTnBauuo yHKUMM B KOHAUT 3arpy3kn uHTepdenca:

# In -fs /etc/init.d/net.lo /etc/init.d/net.ensl5f1l
# cat << EOF >> /etc/conf.d/net
config ensl5fl="null"
postup () {
if [[ ${IFACE} == "ensl5fl" ]];then
echo 63 > /sys/class/net/${IFACE}/device/sriov_numvfs
fi
return 0O

}
EOF
# rc-update add net.ensl5fl

6.9.5.2 HacTtpoiika npobpoca

[nga Hayana paspelnm Nnpobpoc yCTPOMCTB BUPTYarnbHble MalUvHbL. [Ans aToro fob6asum
HOBYIO CEKUMIO B /etc/nova/nova.conf — KOHMUIypaunoHHbIN hann crnyxObl ynpaBneHus
BUpTYyanbHbIMU MalwmHamn OpenStack Nova:
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[pci]
passthrough whitelist = { "devname": "ensl5fl", "physical network":

"srnet"}

YT06bl U3MEHEHNSI BCTYNWUMX B CUIY, Nepe3anycTum criyxoy:

rc-config restart nova-compute

Co3gagum JononHUTENbHbBIN KOHAWT /etc/neutron/sriov-agent.ini Ana cnyxobl
ynpasneHus cetammn OpenStack Neutron:

[securitygroup]
firewall driver = neutron.agent.firewall.NoopFirewallDriver

[sriov_nic]
physical device mappings = srnet:ensl5fl
exclude devices =

[agent]
root helper = sudo neutron-rootwrap /etc/neutron/rootwrap.conf

OGpaTtnTe BHUMaHWe: ¢ TeroM U3MYECKO CETU srnet accoUMMpyeTcs agantep
ensl15fl.

3anycTtum areHT, oTBevarowmin 3a SR-I0V:

[lo6aBnm B KOHUTr /etc/neutron/plugin.ini Ha BCeEX y3nax ¢ ponsmu
«BblumMcnuTenbHbIV y3en» n «YnpaBneHme ceTaMm» HacTponkn npobpoca:

[ml2]

mechanism drivers = <CVYIECTBYKIVE [NAPAMETPH>, sriovnicswitch
[ml2 type vlan]

network vlan ranges = <CVYHECTBYIIME I[APAMETPH>, srnet:3180:3189
[ml2 sriov]

supported pci vendor devs = 10df:0720

[ovs]

bridge mappings = <CVIECTBYIONIME TAPAMETPH>, srnet:srnet
[agent]

extensions = <CVIECTBYIIVE [TAPAMETPH>, fdb

[FDB]

shared physical device mappings = srnet:ensl5fl

3HaveHnsa supported pci vendor devs ANS KOHKPETHON MHCTANIALMN MOXHO NOMYy4UTb
13 BbiBOAA:
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# cat

0x10df

0x0720

6.9.5.2.1 YacTtHble cnyyau

6.9.5.2.1.1 Hewuncnonb3oBaHHbIN Ethernet-koHTponnep

Mpun ncnonb3oBaHuu otaensHoro Ethernet-koHTponnepa, He MCNONB30OBaAHHOIO NPU YCTaHOBKE
PYCTOK, notpebyetcs co3gatb ceteBomn MmocT B Open vSwitch ¢ gononHuTensHbIM
KOHTPONepoM:

neutron-

6.9.5.2.1.2 ®unbTp nnaHuposLumka Nova

YT106bI NNAHMPOBLUMK, OTBEYAIOLLMIA 3a pa3MeLleHne BUPTYarbHbIX MallMH Ha y3nax, y4uTblBan
MaLwmHbl ¢ agantepamn SR-IOV, B kOH(ure /etc/nova/nova.conf AOMKEH y4UTbIBATLCA
PUNbTp PciPassthroughFilter B ceKUMM NNaHMpoBLUMKa filter—-scheduler Ha y3nax ¢
ponbto «YnpaeneHme BMx:

[filter scheduler]
enabled filters = <CVIECTBYIIVE TAPAMETPH>, PciPassthroughFilter

anIMeHl/IM N3MEHEHUA:

rc-config restart nova-api nova-scheduler

6.9.5.3 T[logknto4yeHune

6.9.5.3.1 Co3sgaHue cetn
Cosgagum oTaenbHyto ceTb ans yctponcts SR-I0V:

ack net rk create --provider-network-type=vlan --provider-

al-network=srnet sriovnetl

roe provider-physical-network CCblflaeTCs Ha Ter srnet U3 KOHUra

/etc/neutron/sriov-agent.ini.

[na nogkntoyeHns BMUPTYyalbHbIX MallnH n0Tpe6yeTcs1 nogceTtb B ceTu sriovnet1: cosganTte eé
C KOPPEeKTHbIMN nHOonBnayanbHbIMU HaCTpOIZKaMVI ceTn.

6.9.5.3.2 T[logkntoyeHne cepBepa

YT106bI NOAKMIOYUTL CepBep € ucnonb3oBaHnem SR-IOV B HOBYIO NOACETb, B HEM HYXHO
€03a4aTb NopT € TUMOM VNIC «Hanpsamyto» — 3TOT TN BbiIOMpaeTcs Npu co3gaHum noprta B
noacetu. Ecnu Bbl He yka3biBaeTe KOHKpeTHbIN IP-agpec, 3anomHute agpec, koTopbin OyaeT
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NPUCBOEH NOPTY aBTOMAaTU4YECKN — MO HEMY Bbl CMOXETE onpenenntb Hy)KHbIl71 nopT npu
NnoAKn4YeHnn cyecTByroLero cepeepa K HOBOW NOACETU: U3 UanoroBoro okHa co3aaHus
cepBepa 3Toro caenatb HEBO3MOXHO, TONTIbKO U3 NOAKITHOHEHUA.

YT06bI co3aaTh cepBep, KOTOpbIi cpa3y GyaeT ncnonb3oeats SR-IOV-nopT:

6.9.5.4 OrpaHnyeHus SR-I0V
Wcnonb3oBaHue TexHonornm SR-I0V HaknagbiBaeT onpefenéHHble orpaHnyeHmns Ha cepBepbl
C nopTamu Takoro Tuna:

e npu ncrnonb3oBaHun Quality of Service (QoS), onums max_burst kbps He
noadepxmBaeTcs, a max_kbps okpyrnseTcs ao Mbps;

e He noaaepxuBarTcs rpynnbsl 6e3onacHoOCTy;

. HEeBO3MOXHa XXnBaa Murpaumna.

Takke CylLeCTByeT BaXKHOe OrpaHuYeHve nnaTtdopMbl: MpK 3anycke nepekoHuUrypaumm
PYCTOK napameTpbl B /etc/nova/nova.conf U /etc/neutron/plugin.ini
npuaérca obaBnsaTb 3aHOBO.

6.10Q0S

QoS (Quality of Service) — 310 Habop NONUTKK 1 MX NPaBWUI, rAPaHTMPYIOLLMX CTabunsHoe
Ka4yeCcTBO HEKOTOPbIX CETEBbLIX MApaMeTpoB, TakUX, Kak NPOMNyckHasi CoCOBHOCTb UMK
Benu4MHa 3agepxku B ceTu. MapkupoBka Tpaduka onpefnenéHHbIM B pamkax ctaHgapta QoS
cnocobom no3BonsieT ceTeBbIM yCTpocTBam obpabaTeiBaTh ero ¢ 6onee BbICOKUM
NpUopuUTETOM, YEM HEMAPKNPOBaHHbLIA Tpaduk. B cutyauusix, korga Becb Tpaduk He
MapKMpoBaH, CETEBbIE YCTPONCTBa 06pabaTtbiBaloT BeCb Tpaduk OQUHAKOBO, YTO NPUBOAMT K
KONNMn3nam npu BbICOKNX Harpyskax.

6.10.1 Tunbl npaBun QoS

Tunbl ceTeBbIX YCTpOVICTB, nogaepXXmnBaemblie npasuiia n HanpaBieHua TpachKa C TOYKM
3peHNA BVIpTyaJ'IbHOIZ MallUUHbI:

MpaBuno \ Open SR- ceTeBOM OnucaHue
YcTponcteo vSwitch IOV mocT Linux
bandwidth limit egress| egress egress| orpaHu4eHue NpPornyckHomn
ingress ingress  cnNocobHOCTU ceTein, MOPTOB U

nnasatowux IP

minimum bandwidth N/A egress N/A MUHUMarbHOE orpaHn4eHne
MPONYcKHON CnocobHOCTM Ans
onpefenéHHbIX TUNoB Tpadumka

dscp marking egress N/A egress  MapkupoBka Tpaduka Teramu DSCP
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6.10.2 Co3pgaHue nonutukm QoS

rlepBbIM geriom, co3gaanm nonnTuky U npaBuiio anda orpaHn4eHund I'IpOI'IyCKHOVI cnocobHoCTH:;

description

id d681lfdd9-abee-40ea-bcf4-1d95a34a2187
is default False

name bw-limiter

project id 6112b477a55£413901d53feb071cl69c
rules

dth-1limit --max-kb

direction

id 09d72cf4-36al-40eb-ae0l1-e38e2b53d602
max_ burst kbps 2400

max_kbps 3000

name

project id

Mpwn HacTpowike NpaBw, perynupyoLmMx Nosiocy NponyckaHus, kak B Npumepe BbiLUe,
0coboe BHYMaHNE HYXHO YAenuTb ONuMN max burst — 3TO BaXHbIN napameTp,
oTBeYalLui 3a KoppekTHyto paboty numutepos B Open vSwitch n ceteBom mocte
Linux. PekomeHayeTcsa yctaHaBnuBaTb 3HaYeHne atoro napametpa B 80% OT LUMPUHBI
3aaHHOW MONIOChI MPOMYCKaHMsI.

6.10.3 HasHauyeHune QoS Ha nopt BM

B Hawem npumepe Mbl 6ygem ncnons3osatb cepsep ¢ IP-agpecom 10.10.10.65.
Onpe,qenMM €ro nopT N Ha3Ha4YnM NOJINTUKY:
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Fixed IP Addresses

| 26615f9c-bd7c-4b01-988b-9b055f13627d
subnet id='efc4bf56-b72

| 3a574685-dd97-47a0-b308-97bclfcfelbf

subnet id='efc4bf56-b720-4a40-9fc6-d2472
| 474dcl47-5bab-4289-bf75-a677c5343382 |
subnet id='efc4bf56-b720-4a40-9fc6-d2472

6.10.4 HasHauyeHue QOS Ha BMpTyanbHYIo CeTb

HasHauum co3gaHHyto NOMMTUKY Ha ceTb private:

Koraa Bbl HazHavyaeTe QOS-NONMTUKM Ha CETb, €€ ByayT ucnonb3oBaTb BCE CO3OAHHbIE U
NOAKITHOYEHHbIE MOPThI CEPBEPOB B 3TOW CeTU. [Npun 3TOM ANS KaX4oro KOHKPETHOro nopTa
cepBepa NoNMUTUKY MOXHO nepeonpenenuTb. [Nonutrka He pacnpocTpaHAeTCsl Ha Cry»xebHble
nopThl B 3TON CEeTK, Takme Kak nopTebl poyTepa unn DHCP.

6.10.5 MonuTUKM NO yMOn4yaHuo

[nsa kaxgoro npoeKkTa MOXXHO co3aaTb O4HY QOS-I’IOJ’II/ITI/IKy Nno yMOJIT4aHUIO: OHa 6yp,eT
aBTOMaTUYECKN NPUMEHATBCA K nobow cozgaHHoOM ceTn B paMKax npoeKkTa, 3a NCKINH4YEeHNEM
Ccny4aesB, Korga gpyrasa noJimnTuka HasHa4eHa KOHKPETHO Ha CeTb.

Co3gagum NonMTUKY MO YMONM4YaHUio ¢ UMeHeM default-limiter:
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-—-default default-limiter

description

el 3e0d67b6-9b0f-473e-89bd-77fef048addl
is default True

name default-limiter

project id 6112b477a55£413901d53feb071cl69c
rules

shared

default-limiter

3e0d67b6-9b0f-473e-89bd-77fef048addl
6112b477a55f413901d53feb071cl69c |
| 87613a59-4fcb-47b5-aefc-37e62dd4ella | bandwidth-control
False | 6112b477a55£f4139p1d53feb071cl69c

| do68lfdd9-abee-40ea-bcfd4d-1d95a34a2187 | bw-limiter
| 6112b477a55f413901d53feb071cl69c

| 3e0d67b6-9b0£f-473e-89bd-77fef048addl | default-limiter
False | 6112b477a55f413901d53feb071cl69c |
| 87613a59-4fcb-47b5-aefc-37e62dd4ella | bandwidth-control
False | 6112b477a55f413901d53feb071cl69c |
d681fdd9-abee-40ea-bcfd4-1d95a34a2187 | bw-limiter
6112b477a55f413901d53feb071cl69c

Cnenaemnonmwmybw—limiter INOJIMTUKOM IO YMOJIUAHMUIO :

- 96



Penu3s 2021.2.4 lMnamgpopma supmyanusayuu PYCTIK

| 3e0d67b6-9b0£f-473e-89bd-77fef048addl | default-limiter False

False | 6112b477a55f413901d53feb071cl69c |

| 87613a59-4fcb-47b5-aefc-37e62dd4ella | bandwidth-control False

False | 6112b477a55f413901d53feb071cl69c |

| do68lfdd9-abee-40ea-bcfd4d-1d95a34a2187 | bw-limiter False
6112b477a55£413901d53feb071cl69c

6.10.6 HasHauyeHue QoS Ha Floating IP

HasHaumm nonutuky Ha nnasatowmn IP 172.16.100.18. Onpegenum ID:

$ openstack floating ip list

Floating IP Address

1163d127-6d£3-44bb-b69c-c0e916303eb3 | 172
None | ... |
d0ed7491-3eb7-4c4f-a0f0-df04£10a067c | 172
None | ... |

f5a9%ed48-2e9f-411c-8787-2b6ecd640090 | 172

MpaBuna orpaHNUYeHNs NPONYCKHOM CNOCOBHOCTU HAaYHYT paboTaTb TONMbKO NOCcne TOro, Kak
nnasatowmn IP 6yaeTt npussaH Kk BHyTpeHHeMy |IP cepBepa. NpuBsA3aHHas k Takomy IP
nonuTuka He 6yaeT BUAHa Ha COOTBETCTBYIOLLIEM NOPTY CeEpBepa, TOMbKO B aTpubytax
nnasatowero IP.

6.10.7 HasHa4yeHue QoS poyTtepy

B cny4yae c poytepom nonutukn QoS npuMeHsoTes K ero nHtepdency external gateway.
MonuTUKy MOXHO Ha3Ha4MTb NO UMEHN poyTepa:
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(openstack) router show Router -f yaml
...SKIP...
external gateway info:

"subnet id":

'{"external fixed ips":

6.10.8 DSCP-mapkupoBKa nakeToB

able snat":

[{"ip address":

true,

n}l

DSCP (Differentiated Services CodePoint, DSCP) — 310 uncrno B gnanasoHe ot 0 go 63,
KOTOpOe NoMeLlaeTcs B 3arofnoBok |IP-naketa u onpegensieT, kK Kakomy Krnaccy Tpaduka

OTHOCUTCA NakKerT.

HocTynHble ans ucnons3oBaHms DSCP: 0, 8, 10, 12, 14,
26, 28, 30, 32, 34,

46, 48 u 56.

18, 20, 22, 24,

Yacte DSCP CTaHOapTmn3oBaHa 1 3aKpeniieHa 3a HEKOTOPbIMU KiacCaMn CepBUCOB:

Service class
Network control
Telephony

Signaling

Multimedia conferencing
Real-time interactive
Multimedia streaming
Broadcast video
Low-latency data
OAM
High-throughput data
Standard

Low-priority data

DSCP Name

CS6

EF

CS5

AF41, AF42, AF43
Cs4

AF31, AF32, AF33
CS3

AF21, AF22, AF23
CS2

AF11, AF12, AF13
DF

Cs1

DSCP He paboTaeT Ha nnaBatowmx |[P-agpecax.

DSCP Value
48

46

40

34, 36, 38
32

26, 28, 30
24

18, 20, 22
16

10, 12,14
0

8

Mpwn co3gaHmm nonuTukK, ncnonbaytowen DSCP, HYXXHO yka3aTb TUMN M KOHKPETHOE 3HaYeHne

DSCP:
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(openstack) network gos rule create --type dscp-marking --dscp-mark 22 bw-

limiter

6.10.8.1 DSCP-mapknpoBka B o0BepPIenHbIX CEeTAX

Mpu ncnonb3oBaHUKU oBepneriHbIX ceTen, Takmx, kak VXLAN, metkamu DSCP mapkupyroTcs
TONbKO BHYTPEHHWE 3aronoBKM NakeToB, U NPW MHKaMNCynsLmMmM asTomaTnyeckoro JobasneHus
METOK BO BHELLHWE 3arofioBK1 He NPOUCXOANT. BpyyHyo 3TO MOXHO caenaTb ABYMS MyTAMMU:
yCTaHOBMB KOHKpeTHoe 3HadYeHne DSCP ans nakeToB unm Ucnonb3ys MexaHn3mM
HacrefoBaHus.

6.10.8.1.1 KoHkpeTHOe 3HayeHue
UToObl YCTAHOBUTL KOHKPETHOE 3HaYeHWe sl BHELLHUX 3arofioBKOB, AobaBbTe onumio dscp B
CeKuMo [agent] KOHGUra /etc/neutron/plugin.ini:

6.10.8.1.2 HacnepoBaHue

YT106bI 3Ha4eHne DSCP konupoBanocb U3 BHYTPEHHErO 3arofoBka NakeTa BO BHELLUHWIM,
nobasBbTe oNuMio dscp_inherit = true B cekumwo [agent] xoHOUIa
/etc/neutron/plugin.ini.

Mpwn BKNOYEHHOM HacnegoBaHUM onumsa dscp 6yoeT npourHopupoBaHa.

6.10.9 YnpaBneHune npaBunamu

npaBl/IJ'Ia B nonutukax QoS MOXXHO MeHSTb B N0O0M MOMEHT «Ha NneTy». USMEeHeHUA cpasy XKe
NMPUMEHATCA KO BCeEM nopTam, accolunmnpoBaHHbIM C NOSIUTUKOMN:

$ openstack network gos rule set --max-kbps 2000 --max-burst-kbits 1600 \
--ingress bw-limiter 09d72cf4-36al-40eb-ae01-e38e2b53d602

openstack network gos rule show \
bw-limiter 09d72cf4-36al-40eb-ae0l1-e38e2b53d602

direction ingress

id 09d72cf4-36al-40eb-ae0l1-e38e2b53d602
max burst kbps 1600

max_kbps 2000

name

project id

6.10.9.1 MHOXeCTBeHHble Npasuna
Kaxxgas nonvtuka MoxeT coBmeLLaTb B cebe HeCKomnbKo NpaBui Npu ycroBuu, YTo npasuna
OAHOrO TMMa HACTPOEHbI Ha pa3Hble HanpaBreHus Tpaduka.
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openstack network gos policy create bandwidth-control

description

id 87613a59-4fcb-47b5-aefc-37e62dd4ella
is default False

name bandwidth-control

project id 6112b477a55£4139p1d53feb071cl69¢c
rules

shared

openstack network gos rule create --type bandwidth-limit \
--max-kbps 50000 --max-burst-kbits 50000 --egress bandwidth-control

direction egress

id bd24df9e-6e48-4733-afe0-5b89c7bd79da
max burst kbps 50000

max_ kbps 50000

name

project id

openstack network gos rule create --type bandwidth-limit \
--max-kbps 10000 --max-burst-kbits 10000 --ingress bandwidth-control

direction ingress

id 57eedfel-6e23-494a-9f64-7fc7142153b9
max burst kbps 10000

max_kbps 10000

name

project id

openstack network gos rule create --type minimum-bandwidth \
--min-kbps 1000 --egress bandwidth-control

egress
24df2ad7-48df-49ca-983a-ce6d4105e86a
1000
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description
id 87613a59-4fcb-47b5-aefc-37e62dd4ella
is default False
bandwidth-control
project id 6112b477a55£4139b1d53feb071cl69c

[{'max kbps': 50000, 'max burst kbps': 50000,

bandwidth limit'},
| {'max kbps': 10000, 'max burst kbps': 10000,
id': |
| '57eedfel-6e23-494a-9f64-7£fc7142153b9",

ndwidth limit'},
| {'min kbps': 1000, 'direction': ' ress'

ca-983a-ce6d4105e ,

| '87613a59-4fcb-47b5-aefc-37e62dd4ella’, '
[

| 'gos policy id':
'minimum bandwidth'}]

shared | False

6.10.10 YpaneHue nonutukm QoS

YTto6bl yaanuTb NOAUTUKY C MOPTA, HY>KHO 3HaTb TONbko ero ID:

limiter

c-37e62dd4ella', 'type
|

'direction':

L

'direction':

6.11 [JononHuTenbHble HACTPOMKU NPU UCNOSIb30OBaAHUN

KoHdmrypaTtopa

HekoTopble crneumdunyHbie HACTPOMKN He BHECEHbI B rpadnyvecknin uHtepdenc KoHdurypatopa

W UCNONB3YITCA ANA TOHKOW HACTPOMKN nNnaTgopmbl.
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darnnbl HacTpoek KoHgurypaTtopa B doopmaTe yaml Haxoasitcst no nytu /var/lib/rustack-
ansible/group_vars/all/user_vars/

[N M3MeHeHWs1 aHHbIX HAacTpoek HeobxoanMo BhINTK U3 KoHgurypaTopa ¢ coxpaHeHnem
TEKYLLMX HACTPOEK U OTpedaKkTUpoBaTh hain KOHUIrypaumum Bpy4YHYH C MOMOLLbIO TEKCTOBOIO
penakTopa.

3arem Heobxoanmo cHoBa BonTU B KoHduMrypaTop n npUMMeHUTb KOHUrypawuto ¢
OOMNOMHUTENbHBIMU HAaCTPOMKaMu.

TOHKMEe HaCTPOWKM ceTeBoOn noacucTemsl - dhann network.ymil:
e WpeHtncpukatopel VNI oBepneriHbix ceTen:
vxlan_from_to: 1:6500

Mo3BonsAT 3a4aTb KONUMYECTBO OBepJ'IeVIHbIX ceTen B UHCTaNnNAUuN.

Mpu 6onbLIOM KONMMYecTBe OBEpPIEiHbIX ceTen (bonee 1 MnH. WT) BBUAY Harpy3ku Ha B[
MOXET 3aMefnnTbCs 3anyck cryxbbl neutron-server, NO3TOMy HEO6XOOUMO BPYUYHYHO
yBenmuntb 3HavyeHne HEALTHCHECK TIMEOUT B koHpUrypaunoHHOM

danne /etc/conf.d/neutron-server Ha KakgoM XOCTe C posibio "YnpaBneHue cetamun”.

o Wpentndukatopsl VRID cepsepos keepalived ansa cepsucos PYCTOK:

cinder_volume_vr_id: 4
interceptor_vr_id: 3
keystone_vr_id: 2
vr_id: 1

B cnyyae ucnonb3oBaHns HECKOMBbKUX pa3nnyHbIX nHctannauum PYCTOIK ¢
uHTEepdpericamm ynpaeneHs B ogHoM |2 cermeHTe, Heobxoanmo namennTtb VRID B channe
Ivarllib/rustack-ansible/group_vars/all/luser_vars/network.yml|

Tak, 4ToObl OHU He nepecekanuck mexay cobon. VRID yctaHaBnvBaeTcsa B guana3oHe oT 1
Jo 255.
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7 OObpasbl

7.1 CBoucTBa

Mpu co3gaHum obpasa ykasbiBalOTCs CBOWCTBA, KOTOPbIE MOTYT NOME3HbIMM 4118 Co3AaBaeMblX
cepBepoB. 3aaaTh 3TV CBOMCTBA MOXHO B oopme Co3agaHue obpasa. [Mpy HaxxaTum Ha KHOMKY
[JononHuTenbHbIe HACTPOMKU B (hOopMe NOSABATCH AOMONHUTENbHbIE HACTPOWKMW.

OnucaHue ceowcTs B chopme CospgaHue obpasa AN 3anOnHEHUs NpeacTaBneHo B
«PykoBoacTBe nonb3oBatensa» pasgen «Konum n obpasbi»/ «Obpasbiy. Hke npeacrasneHo
OOMOMHUTENbHOE ONUCaHNe HEKOTOPbIX CBOWCTB:

Mma OC — HaumeHoBaHWE onepaumnoHHOM cucTembl obpasa. Vicnonbsyetcs ans
npuBA3KK kK 06pasy MHNT-CKpuNTa, oTpabaTbiBalOLLEro Npu co3gaHum cepsepa. [Ang
nob6aBneHnst MHUT-CKpMNTa AaHHOE CBOWNCTBO AOMKHO ObiTb 06513aTENBbHO 3anofHEHO.
Mocne pobaBneHus K kakomy-nmbo obpasy MHUT-CKpMNTa BCe 00pasbl, UMeKLLNe Takoe
e 3HadeHune coricTBa Mma OC kak B aTom obpase, 6yayT UCNonb3oBaTb TOT XK€ UHUT-
ckpunt. Npu yaaneHun Bcex 00pa3oB ¢ oguHaKoBbIM cBoicTBOM UmMa OC, nHuT-ckpunT
OCTaéTcs NPUBA3aHHLIM K MMEHM U nocre 4ob6aBneHns HOBOro obpasa ¢ 3TUM UMEHEM,
OH ByaeT cpasy MeTb MHUT-CKPUNT;

RAM (MB) — MMH1ManbeHbIN pasMmep onepaTtMBHOM NamsaTn B Merabavtax, KOTopbin
AOITKEH BblAENATbCHA cepBepy, co3aaBaemMomy 13 obpasa c Takum CBOMCTBOM. [laHHOe
CBOWCTBO Y4MTbIBAETCA NpU CO30aHMN CepBepa: B OKHE co3gaHus cepeepa byayT
AOCTYMHbI TOMbKO KOHUIypaumm, KOTopble MMEeIT pa3Mep onepaTMBHOW NaMaTu
paBHbIV unu 6onblue 3agaHHOro cBonCTBa. [1py ocTaBneHnn HyneBbiM 3HaYeHEM
orpaHuyeHne pasmepa He 3adaétcs u Ana co3gaHusa cepsepa 6yayT AOCTYMNHLI BCe
KOHdurypauuu;

Pa3mep aucka (F'B) — MMHMManbHbIM pasmep gucka B rurabaritax, cosagaBaemMomy u3
obpasa c Takum CBOMCTBOM. [laHHOE CBONCTBO Y4YUTLIBAETCA NMPU CO34aHMM OMCKA UMK
cepsepa: npu BoIbope B OKHE CO34aHuNs AMcka unm cepeepa obpasa ¢ Takum
cBOWCTBOM NapameTp Pasmep aucka 6yget aBToMaTtU4eckn yCTaHOBIEH 3TUM
3Ha4yeHueM. [1pu ocTaBneHUn HyNeBbIM 3HA4YEHNEM OrpaHNYeHne pasmepa He
3agaéTcsa u pa3mep aucka MoxeT ObiTb 3aaaH NobbiM;

CeTteBoM agantep — BbIGOP U3 CMCka CETEBOro aganTtepa, MCNonb3yemMoro npu
co3faHun cepBepa. [ina Bbibopa AOCTYMNHbI CreayoLue ceTeBble aganTepsbl:

o Virtio — napaBupTyanuanpoBaHHbI ceTeBon agantep. OH ncnonb3yeTtcs Ans
OOCTMKEHNST MaKCUMarbHOW AOCTYNMHOW NPOMYCKHOW CMOCOGHOCTY.
PekomeHayemblln ons ncnonb3oBaHus. Bce onepaunoHHble cUcTeMbI Ha
ocHoBe Linux noctasnstoTca ¢ gparisepamu VirtlO. ns Windows VirtlO
Apansep MoxeT ObITb 3arpyxxeH ¢ Beb-cavitos http://www.linux-
kvm.org/page/WindowsGuestDrivers/Download Driverss unm
https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/=, gnsa Mac OS
— ¢ Beb-canTa https://github.com/pmij/virtio-net-osx=. B HekoTopbIx 06nayHbIX
obpaszax Windows gpansep VirtlO yxe BCTpoeH, Hanpumep, B 06pase, KOTOpbIN
MOXHO ckadaTtb oTctoga https://cloudbase.it/windows-cloud-images/s.
Ncnonb3ayeTcsa No yMonyaHuio;

o e1000 — ceTteBon rmrabutHeiv agantep Intel 82545EM. OH aBnseTcs
ApanBepom sapa Linux, npumeHsieMbIM AN BUpTyanu3auny BUPTYyarnbHbIX
ceTeBbIX MHTepdencoB Ha ocHoBe apxuTekTyphl Intel. MNogaepxueaeTtcs Bcemu
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OCHOBHbIMW OnepauMOHHLIMU cUCTEMaMM, Taknmm kak Linux, Windows n Mac
OS X 6e3 Heo6Xx0AMMOCTN YCTAaHOBKM JOMNOSNHUTENbBHBLIX ApanBepoB;

o rtl8139 — ceteBon 100-merabutHbii agantep Realtek RTL8139;

e [luckoBbIN KOHTpONNep — BbIGOP 13 CNMCKa AMCKOBOro KOHTponnepa, NCnons3yemoro
npw cosgaHunn cepeepa. [ocTynHbl AN BeiGopa crneayoLLme AMCKOBbIE KOHTpONnepsbl:

o Virtio — napaBupTyanu3npoBaHHbI ANCKOBbIN KOHTponnep. OH bonee
npounssoguTenbHbIN, Yem ide n sata. [inck virtio BHyTpu cepBepa BUAEH Kak
ycTtponcTteo PCI Express. [ncku B Linux npu ncnonb3oBaHUW JAHHOMO
KOHTpornnepa nMeHytoTca kak /dev/vda, /dev/vdb un 1. a. Ncnonb3yeTcsa no
YMOIYaHWIO;

o Virtio-scsi — napaBupTyanM3mMpoBaHHbIN UCKoBbIA KOHTponnep SCSI. OH
npegocraenseT agantep WuHbl SCSI ana cepeepa. SCSI npeanaraet 6onee
foraTbIi HABoOp KOMaHA, YeMm virtio, 1 nogaep>kuBaeT BonMbLLEe BapuaHTOB
ucnonb3oBaHug. Virtio-SCSI pa3pabotaH ang 3ameHb! virtio, no3sonsiet
Hanpsamyto nogknounteca kK SCSI LUNam 1 3HaunTensHO yny4ywaet
MacLTabupyeMocTb No cpaBHEHUMIO ¢ virtio. Tak, virtio-scsi nogaepxusaet
COTHM YCTPOWCTB, B TO BpeMs Kak virtio nogaepxvnsaeT He 6onee 28 yCTpOWCTB.
KnacTepHble gMUCKN MOXHO co3aaBaTth TOMbKO C AaHHbIM KOHTPONEPOM, TaK
Kak virtio He nogaepxmMBaeT KOMaH4bl NOCTOSIHHOrO pe3epaupoBaHns SCSI-3.
MmeeT nonHyto NoaaepKKy ropsayero NogknoyYeHns AUCKOB, Toraa Kak ans
ONCKOB virtio 3To He Bcerga BO3MOXHO, MOTOMY YTO ANS HUX AOMKHa BbIThb
nogaepxka ropsidero nogknioveHmns yctponcts PCl Express co cTOpPOHbI
roctesov OC. [Inckm B Linux npy ncnonb3oBaHUM AaHHOrO KOHTponnepa
UMeHYyIoTCS Kak /dev/sda, /dev/sdb n 1. a.;

o ide — guckoBbli koHTpornnep IDE. OH HaMMeHee NPON3BOAUTENbHbIN U3 BCEX
[OCTYMNHbIX. [INsi KOPPEKTHOrO NOAKMYEHUSA AMCKaA, CO3AaHHOro u3 obpasa c
AaHHbIM KOHTPOJIIEPOM, K cepBepy, Heobxoaumo B MeHI0 obpasa
[JononHuTenbHbIe HAaCTPOMKM B criucke Tun cepBepa BbibpaTb pc-i440fx-
5.2. Auncku B Linux npu ncnonb3oBaHUM 4aHHOTO KOHTPOSiepa MMEHYITCS Kak
/dev/sda, /dev/isdb u T. O.;

o sata— guckosblv KoHTponnep SATA. 3ameHa koHTponnepy ide Anga cepeepos
€ ynnceTom 35, Ucnonb3dyembiM Nno ymonyaHuo. OH MeHee
NpPOn3BOAMNTENbHBIN, YeM Virtio 1 virtio-scsi, HO 6onee NPoON3BOANTENbHbLIN, YEM
ide. lucku B Linux npu ncnonb3oBaHMu AaHHOIO KOHTPOSIepa UMEHYTCS Kak
/dev/sda, /dev/sdb u T. 4.;

e [y6nu4HbLIN — BKNIOYEHNE CBOWCTBA AenaeT o6pas AOCTYNHbIM AN UCNOMNb30BaHUS
nonb3oBaTeNnsaMmn BCeX NPOekToB. Ecnun cBOWCTBO BbIKMOYEHO, TO 06pa3 6yaet
[AOCTYNEH TONbKO B NPOEKTE, B KOTOPOM OH ObiN co3aaH, a Takke agMUHUCTpaTopam
NtoBbIX NPOEKTOB;

e YnyuyweHusa Windows — nocne Bkno4yeHns B cBocTBa obpasa gobasnsaercs
napameTp 0S_type paBHbIi windows. [Ina co3gaBaeMbix CEPBEPOB C
MCrnonb30BaHNEM Takoro obpasa B KOHUrypauuoHHbii cpan XML 6yayT BHeCeHbI
N3MeHEHUs1, CNOCOBCTBYIOLLME YNYHLLIEHUIO UX PabOThl HA 3arpyXeHHbIX rMNepBU3opax,
yTo Gonee Bcero aktyansHo anst Windows 7 n Windows Server 2008 R2:
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features>
<acpi/>
<apic/>
<hyperv>
<relaxed state='on'/>
<vapic state='on'/>
<spinlocks state='on' retries='8191"'/>
</hyperv>
</features>

<clock offset='localtime'>

<timer name='pit' tickpolicy='delay

<timer name='rtc' tickpolicy='c

<timer name='hpet' present='no'/>

<timer name='hypervclock' present='
</clock>

Takke OyneT co3naH pasgen nogkadkm Ha 6ase FAT32 BmecTo pasgena nogkadku Linux, a
nms xocta byaeTt orpaHudeHo 15 cumBonamu;

e 3almLeHHbIN — BKIIOYEHME CBONCTBA AeNnaeT HEBO3MOXHbIM yaaneHve obpasa, o
TEeX Mop, Noka OHO He ByAeT BbIKMYEHO;

e 3arpy3uuk UEFI — cBONCTBO BKMtOYaeTCs Npu HEOBXOAMMOCTHN CO3AaHus cepeepa C
ucnonb3oBaHneM obpasa, nogaepxusatoLlero 3arpysky no UEFI;

e QEMU areHT — BkntoveHne nogaepxky roctesoro areHta QEMU. OH oGecneuunBaeT
[OCTYN MexXay BblMUCIUTENBbHBIMU y3riamu u rocteBbiMM OC 4yepes CoKeT, UCMOoNb3ys
npotokon QMP. Hanpumep, MOXeT NCNofb30BaTbCA ANs CO34aHNSA KOHCUCTEHTHbIX
pe3epBHbIX kKonuii cepBepa. bes BkNYeHUss 4aHHOro CBOMCTBA areHT He MOXeET ObITb
3anyuieH B rocteson OC;

e [encTBua npm 3aBucaHum rocteBom OC — BbIOOp M3 cnucka noBegeHus
CTOPOXXEBOro Tanmepa Ans cepBepa Linux, co3gaHHoro n3 obpasa (3agaétcsa yepes
napameTp hw_watchdog_action):

o Het - cBolicTBO He 3agaéTtca (napameTp hw_watchdog_action otcytcteyerT).
Mcnone3yeTcs No yMonyaHuio;

o OTKMIOYEHO — CTOPOXKeBOW TaiMep He amynupyeTcsl. Mo3BonAeT oTKMHUUTL
Talimep Ans cepBepa, Co3naHHOro M3 Takoro obpasa, Aaxe ecrim OHO 6bIno
BKIMIOYEHO B KOHGUrypauum;

o Mepesarpyska — NnpuHyauTenbHas nepesarpyska cepBepa;
o BbIKknoYeHUe — NpUHYAUTENBHOE BLIKIOYEHNE CepBepa;
o MpuocTaHoBKa — NpMoCcTaHOBKa CeEpBEpa;

o Hwuuero He genaTb — ASMyNMpPOBaHNE CTOPOXKEBOrO TalMepa 1 HUYEro He
AenaTb, ecnn cepBep 3aBUC;

e Twun cepBepa — BLIGOP M3 CNMCKa YMnceTa, UCNOoSb3yeMOro Npu Co3aaHnmn cepeepa:

o pc-i440fx-5.2 — amynupoBaHue ymnceta i440FX. VimeeT nogaepxKy WUHbI
Legacy PCI;

o (35— amynupoBaHue bonee coBpeMeHHoro ymnceta Q35 (ICH9). Mmeet
nogaepxky wuHel PCl Express. Micnonb3yeTcd No yMon4aHuto.
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7.2 WUcnonb3oBaHue rotoBbiXx o6pa3oB

BonbLIMHCTBO nonynspHbIX onepaumoHHbix cuctem (OC) nmetoT rotoBble obpasbl,
npegHasHayeHHble Ans CO34aHus cepBepoB, paboTaloLLmx No4 ynpaBneHnem runepsusopa
KVM:

e Arch Linux — https://geo.mirror.pkgbuild.com/images/ (normH no ymon4yaxuto arch)

e Astra Linux — https://vault.astralinux.ru/images/ (norMH no ymonyanuio astra)

e CentOS - https://cloud.centos.org/centos/ (norvH No ymon4yaHuto centos)

e Cirros — http://download.cirros-cloud.net/ (nOrMH NO yMon4aHuio cirros)

e Debian — http://cdimage.debian.org/cdimage/openstack/ (noruH no ymon4yaxuto debian)

e Fedora — https://alt.fedoraproject.org/cloud/ (noruH no ymonyanuto fedora)

e FreeBSD, OpenBSD un NetBSD - https://bsd-cloud-image.org/ (norMHbl N0 yMON4YaHuio:
freebsd gnsa FreeBSD, openbsd ana OpenBSD wn netbsd ans NetBSD)

e OpenSUSE - https://get.opensuse.org/leap#jeos _images (norvH no yMomn4aHuto
opensuse)

e SLES - https://www.suse.com/download/sles/ (norvH no ymon4yaHuto opensuse)

e Ubuntu — https://cloud-images.ubuntu.com/ (nornH no ymonyaHuto ubuntu)

e Windows - https://cloudbase.it/windows-cloud-images/ (orvH no ymonyaHuo
Administrator)

3710 06pasbl ¢ HacTpoeHHow konnen OC. N3 rotoBoro obpasa MoXXHO ObICTPO CO34aTb CEPBEP C
TMNOBOW KOHUrypauven. PekomeHgyeTtcsi ucnonb3oBaTb 64-6uTHble obpasbl B (hopmaTte
gcow?2 (cbann obpasa MOXeT UMETb pacLUMPEHNs qcow2, qCow2c¢, img), NOAroTOBMNEHHbIE AN
nnatcpopmbl OpenStack. Hanpumep, ons OC CentOS B Ha3BaHun obpasa JOMKHO ObiTh
GenericCloud, a ana OC Debian — openstack. Takne obpasbl cogepxaT MHCTPYMeHT cloud-
init, C MOMOLLbIO KOTOPOro BO BPEMS 3arpy3ku cepBep nonyvaeT napameTpbl KOHduUrypaumm m3
MeTaZAaHHbIX U 3anyckaeT MHUT-CKPUNT. MIHUT-cKpuUNT, NpuBa3aHHbIA kK 0Opa3dy, Ansa cepeepa
JocTyneH no agpecy http://169.254.169.254/latest/user-data nnn HaxoauTcsa Ha cneunansHOM
Avcke ¢ MmeTagaHHbiMK (MogpobHee unTaTth B pasaene 7.4 Kactomusaums).

Onsa 6onblMHCTBaA rOTOBbIX 06pa30oB Naporb He ycTaHOBIEH. [10aToMy, YTOObI
ayTeHTMdmumpoBaTbest B OC, Hy)KHO Mcnonb3oBaTb SSH-kMoY, KOTOPbIN JOJMKEH ObIThb YKasaH
npu cosgaHuun cepeepa.

Kak HacTpouTb ayTeHTUdmkaumio B8 OC ¢ NOMOLLBIO NTIOrMHa U Napons Ans rotosbix ob6pasos
Linux ystanTte B pasgene 7.4 Kactomusauus.

7.3 Co3paHue

CospgaHne obpasoB pasHbix onepauunoHHbix cuctem (OC) Ha nnaTdopme BMpTyanusauum
PYCTOK BbInonHsieTCA OAHOM U TOW e nocrneaoBaTenibHOCTb0 AENCTBUA, OQHAKO MMeeT
HebonbLUMe pas3nuyus.

7.3.1 Windows

B naHHOM pasfgene onucbiBaeTCsl NocnefoBaTenbHOCTbL AENCTBUIA HA NPYMEpPEe CO3aaHus
obpasa OC Windows 10.
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7.3.1.1 CospaHue obpasa ansa yctaHosku Windows
[na co3gaHns obpasa Hy>XHO:

e nepewTn B nogpasgen Obpasbl pasgena Konvum n obpasbl;
e HaxaTb KHONKy Co3paTb + Ha nanenu WHCTPYMEHTOB;
e 3anonHuTb Nnonga dopmel CosaaHue obpasa criegyroLm obpasom:
o Wma - seectn uma Windows 10 I1SO;
o TMpoeKT — BbiGpaTb NpoekT admin;
o Wma OC - eeectn nvsa windows10_iso;
o KoHTenHep — BbiOpaTh bare;
o ®opmaTt Aucka — iso;
o RAM-0;
o Pasmep aucka - 0;

o CeTteBoun agantep — virtio;

[nsa obpasos Windows B none [IMCKOBbIA KOHTpoOiep
pekomeHayeTCs BblopaTh Virtio-SCsi M yCTaHOBUTb (praxkok B Yekbokce
Yny4yweHuna Windows.
o TMy6nuyHbIN — yCTAaHOBUTL (hraxok;
o MeTtop 3arpy3ku — Bbibpate Pann;
e HaxaTb kHOnKy CospnaThb.
CospaHHbIn 0bpas oTobpasutcs B pasgene meHio Konum n o6pasbl — Obpasbl.
7.3.1.2 3arpyska obpasa ISO gna yctaHosku Windows
Ons 3arpysku obpasa ISO HyXHo:
e nepewntn B nogpasgen O6pasbi pasgena Konum u obpasbi;

e BbIGpaThb co3aaHHbIi 06pa3s 13 Npeaplayllero pasaena;

e HaxaTb KHOMKy 3arpy3uTb obpa3 o Ha naHenu MHCTPYMEHTOB;
e B OTKpbIBLENCA hopme 3arpy3ka o6pasa fobasuTtb cann obpasa ISO Windows 10);
e nocne 3arpy3ku kHonka 3AFPY3UTb cTaHeT akTuBHA, HaXxxaTb Ha HEE.

7.3.1.3 Co3paHue obpasa onsi aucka gpanBepoB

O6pas ISO ¢ gparisepamu VirtlO gocTtyneH anga ckaunBaHus no

ccbinke https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/stable-virtio/virtio-
win.iso.

[na cospanms o6pasa HYXHO:
e nepentn B nogpasgen O6pasbl pasgena Konum u obpasbi;
o HaXaTb KHOMKY CO3AaTb + Ha naHesnn NMHCTPYMEHTOB;
e 3anonHuTb nonga dopmel Co3paHue obpasa criegyowmm obpasom:

o Wm=a - eeectn uma VirtlO ISO;
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o [MpoeKT — BbiGpaTh NpoekT admin;

o Wma OC - BeecTu nms virtio_iso;

o KoHTenHep — BbiOpaTh bare;

o ®opmart gucka — iso;

o RAM-0;

o Pa3smep gucka - 0;

o CeTeBoM aganTep — Virtio;

o [uckoBbIN KOHTpoORnep — Virtio-scsi;
o My6nuyHbIN — YCTAHOBUTbL (braxok;
o YnyuyweHus Windows — yOpaTb chnaxok;
o Metop 3arpy3ku — Bbibpatb URL;

o URL - BBectu https://fedorapeople.org/groups/virt/virtio-win/direct-
downloads/stable-virtio/virtio-win.iso;

e HaxaTb kHOnKy Co3pnaThb.
CosgaHHbIn 0bpas oTobpasutcs B pasgene meHio Konun n o6pasbl — O6pasbl.
7.3.1.4 CospgaHue aTtanoHHoro cepsepa Windows
[nsa co3gaHusa atanoHHoro cepeepa Windows Hy>XHO:
e nepewnTtu B pasgen CepBepbl;
e HaxaTb kHonky Co3pgaTtb + na nanenu WHCTPYMEHTOB;
e 3anonHuTb nonga copmbl CozgaHue cepBepa crnefyrowmnm obpasom:
o Wma - sBectn nma Windows install;
o MpoekTt — BbIGpaTh NpoekT admin;
o OC - BbIGpaTth Windows 10 ISO;

o KoHdwmrypauus — Buibpath koHUrypaumio (Hanpumep, medium (2 CPU/4 T6
RAM));

o Pasmep aucka — 40;

o Twvn gucka — BbIOpaTthb TN (Hanpumep, nfs);

o Cetu — BbIOpaThb ceTb (Hanpumep, int-net);

o Mpodwmnu 6e3onacHocTn — BeIOpaTh Npodunu (Hanpumep, default);
o IS0 obpas — BbiGpaTb 06pa3 VirtlO ISO;

o un KoHTponnepa ana CD — BbiGpaTb SATA;

HyxHo obsi3aTenbHO CHATE hraxok B Yekbokce YaanATb AUCK BMecCTe
C cepBepoM.
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YkasblBaemblii pa3mep gucka Ha JaHHOM 3Tane OyaeT ABNATLCS
MUHMMarbHO BO3MOXHbIM ANns OyayLimx cepeepoB. Ecnv nnaHupyeTcs
ncrnorb3oBaTbh CKPUNTbI aBTOMATU3aLUN (UIHAT-CKPUNTI), TO
pPEKOMEHYETCS YKa3blBaTb MUHUMMANbHO HEOGXOAUMBIV pa3mep Ans
ycTaHoBkn OC 1 TpebGyeMoro AOMNONIHUTENbLHOIO NPOrpaMMHOroO
obecneyeHus.

® HaXaTb KHOMKY Cozparthb.

CospaHHbIN cepBep 0TOOGpa3uTcsa B pasgene meHio CepBepbl co ctatycom CobupaeTcs.
Mocne 3aBepLUEeHMS ero NOArOTOBKM CTATyC M3MEHUTCA Ha 3anyLeH, ganee Hy)XKHO OTKPbITb
KOHCONb cepBepa Ansa yctaHoBku rocteson OC.

7.3.1.5 VYcraHoska Windows B KOHCOMM
Mocne OTKPLITUA KOHCONWM MOXHO BbINONHUTL ycTaHoBky OC Windows 10.

"4 Yeranoska Windows

o Windows®

- -
BopMaT BpEMEHW N AEHEXHBIX EANHNLL Pycckmii (Poccua) &
Merog seoaa (packnagka knaematypel): ,ﬁ‘

BriBepHTe HyKHBIN A3BIK W ADYTWE NAPaMETPEI, 3 33TEM HaxXMKTE KHonky "Janee”.

[MNCKOBLIN KOHTPONIEP HE pacrno3HaeTcs No yMonyaHuo, NOSTOMY OIS HEro
Heobxoammo yctaHoBuTb gpavisep VirtlO.
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@ Yecranoeka Windows

I'e Bbl XOTWTE YCTaHOoBMTE Windows?

OBuwmit pas... Ceofogro  Twun

25 Yaanuts # Gopmatnposats Co3gate

I PaclumpuTs
=

I, Ham He yaanoce HaiiTw gpaiieepel. YToel noayunTe ApafiBep 3aN0MWHAIOLLEND YCTPORCTES,
HaxMuTE kHonky "3arpysuTs gpaiteep”.

@ @ ¥cranoeka Windows

BoibepuTe Apaiisepsl, KOTOPbIE HYKHO YCTaHOBWTh

3arpysuTb gpaiisep l-i-J

[na yctaHoBku Apaiisepa ANA AMCKE BCTABRTE YCTAHOBOYHBIR HOCUTENE, COAEpKALLMIA
haiine gpaiisepa, n wenknute "OK"

Mpumedanne. ¥ cTaHOBOUHBIM HOCUTENEM MOKET ObiTe KOMNaKT-auck, DVD-guck nan
USB-ycTpoiicTeo din3wi-namati

_—’ | Ofzop | l OK I | OTmena

CKpbITE ApanEEpEl, RECOEMECTAMENE T UOUPYAUEaHNEM KUMITERITED.

| Of3op ‘ |HDETEFMTbI’mﬂCK
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3aeck HyxHo BbibpaTe CD-anckoBog ¢ aparBepamu virtio-win, Janee oUpeKTopuio vioscsi —

w10 — amd64 n HaxaTb kHonky OK.

@ él ¥cranoeka Windows

BribepwTe ApaiiBepbl, KOTOPbIE HY>KHO YCTaHOBWTL

[+ Ckpobirs apaiisep

OBzop nanok

BoibepuTe apaisep W HamMUTE KHOMKY TOK",

2k12

2k12R2

2k16

2k19

2k22

2B

2kBR2

wli
amda4 ‘—
ARMa4
%36

Coson ) [

TTUBTUOHTE TTOALK J

,El,paVIBep OT06pa3I/|TCFI B CMUCKe, Nocre 4ero Hy>KHO HaXaTb KHOIMKY Danee.

=)
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@ ﬁ] ¥cranoeka Windows ﬁq

BribepuTe ApaliBepbl, KOTOPLIE HYXHO YCTaHOBWTD

Red Hat VirtIO SCSI pass-through contreller (EX\vioscsiowlhamdbd\vioscsi.inf)

CkpbITe gpaliBephl, HECOBMECTHMBIE C 0BOPYA0EIHNEM KOMMBHOTEDA.

[ OBaop ] [Flc-a'rupwrbnuﬂcx] _'

Mocne yctaHoBkM ApaiiBepa 6yaeT AOCTYNEH K BbIOOPY AUCK Y MOXHO NPOAOIIKUTE YCTaHOBKY
roctesov OC, HaxaB kHonky Janee.

@ éj Yeranoeka Windows
Ae Bbl XOTWTe ycTaHoBKMTe Windows?
Paiin QEwmiA pas... CeoBogHo  Tun
;_:i;, HesanaToe npocTpadcTen Ha gucke () 400TE 400TE h
*4 OBHOBNTE ?(, ¥aanute Jgopmamposam 3¢ Cosgars
&4 3arpyzute 3& Paclwuinpute
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[anee BbinonHseTcs ycraHoBka rocteson OC. o 3aBepLUeHn0 HEOOXOAUMO YCTaHOBUTb
OONonHUTENbHbIE ApariBepbl AN ceTeBomn KapTol 1 ycTponcts PCI.

[parisepbl ceTeBow kapTbl HaxoaaTcs B aupektopun NetKVM, a yctpoicts PCl — B
aunpektopun Balloon.

[ns yctaHoBKM gpaiiBepoB HeOGXoAMMO OTKpLIThL [iucneTyep yCTPOUCTB, BbiGpaThb Balu
KOMMbtoTep, HaxaTb [leiicTBue — YCTaHOBUTL CTapoe YCTPOWUCTBO.

Maiin | [eiicteme  Bwa  Cnpaeka
OBHoBNTs KoHurypauuio oBopyaosaHna

¥cTaHOBWTL CTapoe yCTPORCTED h

YcTpoiicTea n npuHTEpEI

> i Cnpaeka
v 7 Npyrie ycTpotictea
§i Ethemnet-kontponnep

E&' PCl-yctpoiicteo
ﬂ&' PCl-yetpoficteo
> Knaenatypbi
> [ Komnerorep
» =@ KowTponnepe! IDE ATA/ATAPI
i Kontponnepe USE
Gai KoHTponnepe! 3anomnHaroLLI yCTpoiicTs
[ Monutopel
) Moiwn n urbie ykasbisatowyme yeTpoiictaa
» = Quepegm nevatn
> & NopTal (COMuLPT)
» B Mporpammusie ycrpeiictsa
> ﬁ Mpougccopst
> 158 Cetestie aganTepel
» E@ Cucremubie yerpoiictsa
¥ ﬁ Yerpoitcrea HID (Human Interface Devices)

>
>
>
>

JlobGaewnte crapoe (Bes noggepsxin Plug-and-Play) ycrpoiictee Ha 3ot komnetoTep.

/O YTobbl HauaTb MOWCK, BEEAWTE 3AECh

Mocne 3anycka MacTepa ycTaHOBKM 0GopyaoBaHus HaxaTb [lanee — YcTaHoBKa
ob6opyaoBaHusl, BbIGPaHHOro U3 crucka Bpy4Hylo — [anee.
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Daiin | [Jeiictene  Bug  Cnpaeka
e F Bz 2
v % DESKTOP-HOUNE54

¥cTaHoBka oBopyacBaHUA

3TOT MacTep NOMOraeT YyCTAHOBMTL HOBOE oGopynoBaHwe

MEL—I'EFI MOMET EBINOAHNUTE NOWCK HOEOTD DGDFI)"ADEEHMR W Yy CTAHOBEWTE EMD
aBToMaTYeCKN. Ecam »e Bl TOYHO 3HAETE M3rOTOBWMTENA 1 MOAENE DﬁDp)‘ﬂDEEHMH,
KOTOPOE HY?KHO YCTAHOBMWTL, Bbl MOXETE BEIBPaTe Ero N3 CrINCKa BpYYHYHD,

Uro gonsen caenate mactep?

() Mowck n aBTOMATHYECKA YCTaHOBKA 0BOpYA0B3HNA (PEKOMEHAYETCR)

(®) Ycranoeka oBopyg0EaHIng, EBIBPaHHOND U3 CIMCKA BPYUHYHO ‘_'

< Hasan Omena

Mocne yero BeiGpaTh Moka3saTb Bce ycTponcTBa — [lanee — YcTaHOBUTL C AUCKa —
0630p 1 ykasaTb NyTb 40 ApavBepa CeTeBON KapTbl (pacnonaraeTcs B QUPEKTOpUK
E:\NetKVM\w10\amd64\netkvm.inf Ha CD c gpariBepamum virtio-win) n HaxaTtb kHonky OK .

Oaiin | [eicteme  Bug Cnpaska
=% @ H=E =
v 8 DESKTOP-HOUME54

Besbepure gpaiBeep gna 3Toro yoTpokcTea.

? [=]® B A DOMCTEA b 3 K K Anee
L Y9 Yeranoeka c aucka \ ¥ e

| BcTaBeTe yCTEHOBOUHEIA MMCK WSMOTOBMTENA 0K
[ - YCTPOACTEE M 38A3ATE COOTEETCTEYHOLUWA OMCKOBO.

Omena
(Monyuen

KomwposaTe daline ¢ mcka:

EANStKVM i 10vamd6d < afm— v| [ Ogaop... |

YCTaHOBWTE C AWCKA...

< Hazan Manee > Ommena
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[parBep oTobpasnTcsi B CNUCKe roTOBbIX K ycTaHoBKe. HyxxHO HaxaTtb [anee — [anee.

Dain | [felicteme  Bwg  Cnpaexa
% T Hm =
v B DESKTOP-HOUNE54

YcTanoeka oGopyaceaHns

BriGepuTe npaiBep aAnA 3Toro yoTpofcTea.

? BriBepnTe M3roToBWTENA YCTPOCTBa, EM0 MOAENE W HaXMWUTE kHonky "Jlanee”, Ecnu nmeetca
L YCTAHOBOHHBIA AUCK ¢ ApafiBEPOM, HAXMUTE KHONKY "Bbl xoTuTe ycTanoenTs © gucka'.

Mogene
[EJ]Red Hat VirtlQ Ethernet Adapter

| [paiieep nmeeT g poEyr NoANUCE,

CEBELEHNA O NOANKCLIEAHNN ApaiiBepoE YeTaHoBNTE C gucka..

< Hasan Omera

lMocne 3aBepLUeHMs YCTaHOBKM HEOOXOAMMO HaxaTb KHOMNKY MoToBoO.

lMocne 3aBepLueHns ycTaHOBKM ApanBepa OyaeT BolBeAeHO npeaynpexageHne: 9mo
ycmpoticmeo pabomaem HernpasusibHo, m.K. Windows He ydaemcs 3agpy3umsb 015l He2o
Hy>xHble Opatieepbl. (Kod 31). 3To He ABNsieTCA OLIMOKON — ApanBep UHMLManuaMpyeTcs
nocne nepesarpysku CUCTEMbI.

AHanorunyHo cetesomMy gpansepy NetKVM BbInonHUTL yCTaHOBKY ApanBepa Ansg yCTPoucTs
PCI — Balloon (pacnonaraeTtcs B anpektopun E:\Balloon\w10\amd64\balloon.inf Ha CD ¢
Apavisepamum virtio-win).

Mocne aToro MOXHO BbIMNOMHUTE HEOOXOAMMbIE HACTPOVKK ANns 6yayLLero atanoHHoro obpasa.
Hanpumep, oTkniounTs 6paHamayap Windows v ynpaBnsiTb MEXCETEBbLIM 9KPaHOM TObKO
Yyepes naHenb ynpaeneHns PYCT3K, HacTpouTb yaanéHHbIn 4OCTYN, a Takke 0OHOBUTL
CUCTEMY M YCTAHOBUTbL HeoOxoammbin codT. Ecnun ans yctaHoBku oOHOBNEHUN TpebyeTcs
Hannyne CETU U BbIXOA B UHTEPHET, TO NepesarpysvTe cepeep, YToObl ceTeBOV ApanBep
MHULManNn3npoBarcs.

Mocne BbINOMHEHNs1 BCeX HEOOXO0AMMbIX HACTPOEK pekoMeHayeTCcs yopaTe NpMBA3KY cepBepa K
000pPYAOBAHUIO U BLIMOSTHUTL OYUCTKY, 3aMyCTUB YTUINUTY Sysprep (HaxoanTcsa B AMPEKTOpUM
C:\Windows\System32\Sysprep\sysprep.exe) unu ncnonb3oBatb NporpamMmmHoe obecnevyeHmne
Cloudbase-Init (https://www.cloudbase.it/downloads/CloudbaselnitSetup x64.msi), a nocne
3TOro BbIKMIOYUTL cepBep. Bonee nogpo6Ho 06 3ToM M Apyrux Buaax kactommsauum obpasoB
MOXXHO MpounTaTh B pasgene 7.4 Kactomusauus.
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7.3.1.6 YpaneHue atanoHHoro cepsepa Windows
Mocne BbikNtoveHns aTanoHHoro cepeepa Windows install, ero Heobxoaumo yaanute. CmeHa
cTaTtyca cepBepa Ha BbikntoueH otobpasutcsa B none CtaTyc naHenu ynpaenieHus B

pasgene CepBepbl. [Ins yaaneHus cnenyeT BolOpaTh CepBEp U HaXaTb KHOMKY YAaanuTb N
Ha NaHenu MHCTPYMEHTOB, NOCIe 3TOro cepBep nepectaHeT oTobpaxaTbCs B CNNCKE.
7.3.1.7 CospaHue obpasa Ha ocHOBe aucka aTanoHHoro cepsepa Windows
[nsi co3gaHnsa obpasa HyXXHO:
e nepewnTtu B pasgen Auckm;

e Bblbpatb Disk for Windows install pasamepom 40 I'b (OH 4omKeH HaxoauTbCs B
ctaTtyce [locTyneH);

e HaxaTb KHOMKy 3arpy3uTb Kak o6pas £ va nanenn WHCTPYMEHTOB;
e B ¢popme Co3gaHue obpa3a U3 gucka seectu nvs, Hanpumep, Windows 10 cloud;
e HaxaTb kHonky MOATBEPAUTD.

CraTtyc aucka usameHnTcs Ha 3arpyxaetcs. [ocne 3aBepLueHnst onepauum cTaTyc Aucka CHoBa
Oynet oTobGpaxaTbes kak [locTyneH, a co3gaHHbIi 06pa3 MOXHO yBuaeTh B pasgerne Konuum n
o6pa3sbl — O6pasbl.

7.3.1.8 PepakTtupoBaHue cosgaHHoro obpasa Windows
Co3gaHHbIN 0bpa3 HeobXoANMO OTpeaakTMpoBaTh. [N 3TOro HY»KHO:
e nepewntn B nogpasgen O6pasbi pasgena Konum u obpasbi;

e BblbpaTtb 06pa3 Windows 10 cloud;

e HaxaTb KHONKy PegakTupoBaTb E‘Ha naHenn UHCTPYMEHTOB;
e 3anonHuTb Nonga copmel PeaakTupoBaHue obpasa crneayoLmm obpasom:
o Wma - eeectn uma Windows 10 cloud;
o Wma OC - Beectn umsa windows10;
o RAM-0;
o Pa3smep aucka — 40;
o CeTteBoWM aganTep — virtio;

o JMCKOBbIN KOHTponnep — virtio-scsi;

Mpun pegakTnpoBaHumn obpasa HeoOXo0ANMO yKa3biBaTb TOT XKe AUCKOBLIN
KOHTpOINep, KOTOPLIN UCnonb3oBaricst Npu co3gaHumn obpasa 1SO.

o MNy6nuyHbIN — yCTaHOBUTL (PRaxok;
o Yny4uweHua Windows — yCTaHOBUTb (PNaxok;

®  HaXaTb KHOMKY COXpaHMTb.

7.3.1.9 CospgaHue cepBepa Ha OCHOBE CO3[laHHOro obpasa
Mocre 3Toro MOXHO CO3J4aTh CepBep Ha OCHOBE roToBOro o6pasa. [ns aToro HyXHo:

e nepentn B pasgen CepBepbil;
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e HaxaTb KHONKy Co3paTb + Ha nanenu WHCTPYMEHTOB;

e 3anonHuTb Nnond dopmbl CoszaaHue cepBepa crneayowmm obpasom:
o Wma - seectn uma windows10-test;
o TMpoeKT — BbiGpaTb NpoekT admin;
o OC - BbibpaTtb Windows 10 cloud;

o KoHdwmrypaumsa — BoiOpaTb koHUrypauuto (Hanpumep, medium (2 CPU/4 T6
RAM));

o Pa3smep gucka — 40;

o Twun gucka — BbibpaTb TUN (Hanpumep, nfs);

o YcTaHoBUTb (bnaxok YpanaTb OUCK BMeCTe C CepBEPOM;

o CeTtu — BbIbpaTb ceTb (Hanpumep, int-net);

o Mpodunu 6eszonacHocTn — BbibpaTh Npodhunu (Hanpumep, default);
e HaxaTb KHONKy Co3paThb.

lMocne usmeHeHns ctaTtyca cepsepa ¢ CobupaeTtcs Ha 3anyLweH, MOXHO NPOBEPUTb
rOTOBHOCTb CepBepa k paboTe ¢ NOMOLLIO KOHCOMM.

7.3.2 Linux

B naHHOM pasfene onucbiBaeTcsl NocrneoBaTenbHOCTbL AENCTBUIA HA NPUMEpPEe CO3aaHus
obpasa OC CentOS 9.

7.3.2.1 CospgaHue obpasa ans yctaHoBku Linux
[ns co3gaHna obpasa HyXHO:
e nepewnTtn B nogpasgen O6pasbl pasgena Konum n obpasbl;
e HaxaTb KHONKy Co3paTb + ha nanenu WHCTPYMEHTOB;
e 3anonHuTb nonga dopmbl CosaaHue obpasa criegyroLym obpasom:
o Wmsa —Beectn nma CentOS 9 ISO;
o MpoekTt — BbIGpaTh NpoekT admin;
o Wma OC - BBecTn ums centos9_iso;
o KoHTeWHep — BbibOpaTh bare;
o ®dopmat gucka — iso;
o RAM-0;
o Pa3smep aucka - 0;
o CeTteBou aganTep — virtio;

o [McCKOBBbIN KOHTpoOMNep — Vvirtio-scsi;

[ns o6pas3os Linux pekomeHayeTcs BbibpaTe [IMCKOBBLINA KOHTpOMNep
virtio-scsi.

o [y6nunyHbIN — yCTaHOBUTL (HIAXKOK;
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o YnyuyweHus Windows — yOpaTb hraxok;
o Metop 3arpy3ku — BblOpaTtb dann;
e HaxaTb kHonky Co3gaThb.
CosgaHHbIn obpas oTobpasuTcs B pasgene meHio Konum n o6pasbl — O6pasbl.
7.3.2.2 3arpyska obpasa ISO gnsa yctaHoBku Linux
Ina 3arpysku obpasa ISO HyxHO:
e nepewnTtu B pasgen meHio Konun n o6pasbl — O6pasbil;

e BbiGpaTh CO3AaHHLIN 06pa3 13 NpeablayLLero pasaena;

e HaxaTb KHOMKy 3arpy3uTb o6pa3 L Ha naHenu MHCTPYMEHTOB;
e B OTKpbiBWecsa popme 3arpy3ka obpasa gobaeutb gainn obpasa ISO CentOS 9;
e nocne atoro kHonka 3AFPY3UTb cTaHeT akTBHa, HaxaTb Ha Heé.
7.3.2.3 CospgaHue aTanoHHoro cepsepa Linux
[na co3gaHns atanoHHOro cepeepa Linux Hy>XHO:
e nepewnTtn B pa3gen CepBepsbl;
e HaxaTb KHONKy Co3paTb + Ha nanenu WHCTPYMEHTOB;
e 3anonHuTb Nnonga dopmel CoszaaHue cepBepa crneayowmm obpasom:
o Wmsa - BBectn numsa CentOS install;
o [MpoeKT — BbiGpaTb NpoekT admin;
o OC - BbIbpaTb CentOS 9 ISO;

o KoHdwmrypauusa — BbibpaTb koHbUrypaumto (Hanpumep, medium (2 CPU/4 T6
RAM));

o Pa3smep aucka — 10;
o Twn gucka — BbiGpaTb TUN (Hanpumep, nfs);
o CeTtu — BbIOpaTb ceTb (Hanpumep, int-net);

o Mpodunu 6eszonacHocTn — BbiGpaTh Npodhunu (Hanpumep, default);

HyxHO ob6s13aTenbHO CHATL hnaXok B Yekbokce YaanaTb AUCK BMecCTe
C cepBepom.

YkasblBaeMbI pasMmep Ancka Ha JaHHOM 3Tane byaeT AaBNATbCS
MUHMMarnbHO BO3MOXHbIM Ansi 6yayuimx cepepoB. Ecnv nnaHmpyetcs
NCMNonb30BaTb CKPUMNTLI aBTOMaTM3aunn (MHUT-CKPUMThLI), TO
peEKOMEHAYETCS yKasblBaTb MUHUMANbHO HEOOXOAUMbIV pa3mep Ans
yctaHoBku OC 1 TpebyeMoro AONONHUTENBHOIO MPOrPaMMHOro
obecneyeHus.
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e HaxaTb kHoMky Co3gaTh.

CospaHHbIn cepBep 0TOOGpasuTcs B pasaere MmeHto CepBepbl co ctatycom CobupaeTcs.
Mocne 3aBepLueHns ero NoAroTOBKM CTaTyC M3MEHUTCS Ha 3anyLleH, Janee HY>KHO OTKPbITb
KOHCONb cepBepa Ansa yctaHoBku rocteson OC.

7.3.2.4 YctaHoBKa Linux B koHCONKX
[Mocne OTKPLITUSE KOHCONN MOXHO BbINONHUTL ycTaHoBKy OC CentOS 9.

Mocne 3aBeplieHns yctaHoBkn OC MOXHO 3arpy3nTbCs C fI0KanbHOro AnckKa (npum 3arpyske
BblbpaTb Troubleshooting — Boot from local drive) n BbINONHUTL AONONHUTENbHbIE
HaCTPOMKM UNn yCTaHOBUTb Heobxoanmoe nporpaMmmMmHoe obecneveHve ana Gyayuiero
3TanoHHoro obpasa, a nocrne 3T0ro BbIKMOYUTL cepBep. Takke MOXHO NpoYnTaTh O
KkacTomusauum obpasos B pasgene 7.4 Kactomusauus.

7.3.2.5 YpaneHue aTtanoHHoro cepsepa Linux

Mocne BbikNtoveHus atanoHHoro cepeepa CentOS install, ero Heobxoaumo yaanute. CmeHa
cTaTtyca cepBepa Ha BblkntoueH otobpasutcs B none CtaTyc naHenu ynpasnieHus B
pasgene CepBepbl. [Ns yaaneHus crnegyeT BoibpaTb cepBep U HaxaTb KHOMKY YAanuTb

. Ha naHenn MHCTPYMEHTOB. Mocne aToro cepBep nepecraHeT 0T06pa)|(aTbCF| B CMUCKe.

7.3.2.6 Co3paHue obGpasa Ha OCHOBe [MCcKa 3TanoHHOro cepsepa Linux
[na co3gaHns obpasa Hy>KHO:

e nepewnTtu B pasgen Auckm;

e BbIbpaThk Disk for CentOS install pasmepom 10 ['b (OH AOMKEH HaxoAMUTLCS B
cratyce [locTtyneH);

e HaXaTb KHOMKy 3arpy3uTb Kak obpas <L Ha naHenm WHCTPYMEHTOB;
e B (hopme Co3zgaHume obpasa U3 gucka BBectn nvs, Hanpumep, CentOS 9 cloud;

e HaxaTb kHonky MOATBEPOUTD.

CraTyc aucka noMeHsieTcs Ha 3arpyaeTtca. [locne 3aBepLueHust onepaummn ctaTyc aucka
cHoBa byaeT oTobpaxaTbes kak JlocTyneH, a co3aHHbIN 06pa3 MOXHO YBUAETL B
pasgene Konuu n obpasbl — O6pasbl.

7.3.2.7 PepaktupoBaHue co3gaHHoro obpasa Linux
Co3pgaHHbIn 06pa3 HeobxoaumMo oTpeaakTUpoBaTh. [Anst 3TOro HyXXHO:
e nepewntn B nogpasgen O6pasbi pasgena Konum u obpasbi;

e BblbpaTtb 0bpas CentOS 9 cloud;

e HaxaTb KHONKy PegakTupoBaTb E-"‘Ha naHenn UHCTPYMEHTOB;
e 3anonHuTb nond dopmel PeaaktuposaHue obpasa cneayowum obpasom:
o Wma — Beectn uma CentOS 9 cloud;
o Wmsa OC — Beectu nms centos9;
o RAM-0;
o Pa3smep gucka — 40;
o CeTeBoM aganTep — Virtio;

o [uckoBbIN KOHTpoORnep — virtio-scsi;
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Mpu pepakTnpoBaHumn obpasa HeobXoANMO yKkasbiBaTb TOT XKe AUCKOBbLIN
KOHTpOMnep, KOTOpbIN Ucnonb3oBarncs npu cosgaHum obpasa I1SO.

o [lMybnunyHbIN — yCTAHOBUTL (Praxok;
o Yny4yweHus Windows — ybpaTb hnaxok;
e HaxaTb kHOMKY CoxpaHuTb.
7.3.2.8 Co3pgaHuve cepBepa Ha OCHOBe co3aHHOro obpasa
Mocne aToro MOXHO co3aaTb CepBep Ha OCHOBE roTOBOro obpasa. [1nsd 3aToro HyxHo:
e nepentn B pasgen CepBepbil;
e HaxaTb kHonky Co3paTtb + nHa naverm WHCTPYMEHTOB;
e 3anonHuTb nonga copmbl CozgaHue cepBepa cnefyroLwmnm obpasom:
o Wma — BeecTn umsa centos9-test;
o MpoekTt — BbIGpaTh NpoekT admin;
o OC -BbIGpaTh CentOS 9 cloud;

o KoHdwmrypauums — BeibpaTb koHuUrypauuto (Hanpumep, medium (2 CPU/4 T6
RAM));

o Pa3smep aucka — 10;

o Twvn gucka — BbIbpathb TN (Hanpumep, nfs);

o YcTaHoBUTH (hrnaxok YaansaTb AUCK BMecTe C CepBepoM;

o Cetu — BbIOpaThb ceTb (Hanpumep, int-net);

o Mpodunun 6eszonacHocTn — BbibpaTh Npodunu (Hanpumep, default);
e HaxaTb kHONKy Co3pnaTb.

lMocne nameHeHus ctaTtyca cepepa ¢ CobupaeTcs Ha 3anyueH. [poBepuTb rOTOBHOCTb
cepBepa k paboTe MOXHO C NMOMOLLbIO KOHCOJIN.

7.4 Kactomusauus

Kactomusaumsa obpasos npeacraBnsieT cobow MCNonb3oBaHWe AONOMHUTENBHOro
nporpammHoro obecnedenus (MO) onsa pacwmpernst yHKLMOHaNa u yny4deHuns
Npon3BOANTENBHOCTY CEPBEPOB.

7.4.1 Cloud-init

Cloud-init — 3TO MOLUHBIN MHCTPYMEHT KAaCTOMU3aLMN CEPBEPOB, CO31aBaeMbIX M3 0Opa3os.,
KOTOpbIN SBNsSieTcst 06LLEeNpUHATLIM CTaHAapToM. B 6onblUnMHCTBE AUCTPMOYTMBOB cCEMENCTBaA
onepauuoHHbIx cuctem (OC) Linux cloud-init Haxogutca B peno3uTtopusx. B obnayHeix cbopkax
Linux yctaHoBneH no ymonyanuto. Cloudbase-init — ato Windows-akBmBaneHT npoekTa cloud-
init.

Mocne co3paHus cepeepa npomcxoauT obpalleHre K cepBepy MeTagaHHbIX Un K
cneumanbHOMY ANCKY C METagaHHbIMU U BbIMOMHSETCS HAacTpolka cepBepa. Bo3amoxHO
paclmpeHune gucka u dannoBor cuctemel, yctaHoBka MO, co3gaHmne nonb3oBaTenen,
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HacTponka AocTyna v naporen n mHoroe gpyroe. [Inck ¢ MetTagaHHbIMW UCMONb3YETCA, eCnn B
cetu ans cepsepa otcytcTeyeT DHCP-cepBep nnu ectb HEO6X0AMMOCTb CO34aTb YHUKANbHbIV
MHUT-CKPUNT On§a cepsepa.

O6 ncnonb3oBaHuu cloud-init yntaTtb 3geck: https://cloudinit.readthedocs.io/en/latest/index.html

O6 ncnonb3oBaHuu cloudbase-init untaTtb 3geck: https://cloudbase-
init.readthedocs.io/en/latest/index.html

7.4.1.1 [ocTyn K UHUT-CKPUNTY

Mo ymonuanuio B PYCTO3K ans gocrtyna K MHUT-CKPUNTY, NPUBSA3aHHOMY K CBOMCTBY 06pasa
Mma OC, ncnonb3yeTcs cepBep MeTagaHHbIX, AOCTYMNHbIN No agpecy 169.254.169.254 ons
IPv4 nnu fe80::a9fe:a9fe ansa IPv6. MoxHO ncnonb3oBatb OANH UHUT-CKPUNT A9 pasHbIX
obpasoB ¢ ognHakoBbiM cBoicTBoM Umsa OC (nogpobHee unTtalite B pasgene 2.4 _4.6.1
CsowicTtBa). IHUT-CKpUNT AN cepBepa AocTyneH no agpecy http://169.254.169.254/latest/user-
data. [JaHHbI cnocob paboTaeT TONbKO B TOM Criyyae, ecnuv y cetu cepepa ectb DHCP-
cepeep. Npu otcytcTBun DHCP-cepBepa npu co3gaHum cepeepa B AONOMHUTENBHbIX
HaCTPOWMKax HY>XHO YCTAaHOBUTbL (hnaxok B Yekbokce Co3pgaTb AUCK C MeTaAaHHbIMU 1
BbIOpaTh 4TO OyAeT MCNoNnb30BaThCA B KAYECTBE UCTOYHUKA: 0bpa3 nunu dann.

Mpu BbIGOpe 06pa3sa B kayecTBe NCTOYHUKA ByAeT co3aaH ANCK C UHUT-CKPUNTOM, KOTOPLIN
npuBs3aH k obpasy yepes ceorncteo Umsa OC.

Mpun BbIOOPE hanna B ka4eCTBE MCTOYHMKA TaKKe HYXXHO BblibpaTh dhais ¢ MHUT-CKPUMNTOM, C
KOTOpbIM OyaeT co3aaH AnCK.

7.4.1.2 HanucaHne cobCcTBEHHbLIX NHUT-CKPUMNTOB

Cnmncok Bcex AoCTynHbIX Moaynen cloud-init, KOTOpble MOXHO MCNOMNBL30BaTh A5 HAaNUcaHusi
COBCTBEHHbIX MHUT-CKPUNTOB, HAXOAMUTCS 30€ECh:
https://cloudinit.readthedocs.io/en/latest/reference/modules.html

Cnmcok Bcex AoCTynHbIX onumi cloudbase-init, koTopble MOXHO MCNOMbL30BaTL AJ1S1 HANUCAHWUS
CoBCTBEHHbBIX MHNT-CKPUMNTOB, HaxoauTcsa 3aechk: https://cloudbase-
init.readthedocs.io/en/latest/config.html

MHUT-cKpmNT MOXeET ObITb Kak B opmaTte YAML, Tak n B Buge ckpuntor shell n PowerShell
(goctyneH B cloudbase-init). 3T0 OCHOBHbIE, HO HE €4MHCTBEHHbIE (hopmaThl. [MONHbBIN CANCOK
ans cloud-init HaxoguTca 3aeco:
https://cloudinit.readthedocs.io/en/latest/explanation/format.html, a ana cloudbase-init — 3gece:
https://cloudbase-init.readthedocs.io/en/latest/userdata.html.

Mpu ncnonb3oBaHun MHUT-ckpunTa B hopmate YAML nepsasi cTpoka JOImKHA Ha4YMHATLCH C
#cloud-config.

Mpu ncnonb3oBaHMU UHUT-CKpUNTa B BuAe ckpunta shell nepeas cTpoka [omMKHA HAa4YMHATLCS C
#! (B cnyvae ucnonb3oBanus cloud-init) unu #!/bin/bash (B cnyvae ncnonb3osaHus cloudbase-
init).

Mpn ncnonb3oBaHUM MHUT-CKpUNTa B BUAe ckpunta PowerShell nepeas cTpoka gosmkHa

HaumHaTbCcA ¢ #psl (ana Windows x64) unu #ps1_sysnative (ana Windows x64) nnm
#psl x86 (ona Windows x32).

7.4.1.2.1 Makpocsl
B PYCTO3K ecTb HECKONbKO MakpoOCOB, KOTOpPbIE MOXHO MCMOMb30BaTh NPU HaNUCaHU1
COBCTBEHHbIX MHUT-CKPUMTOB:

(] [USGI‘] — COOEepPXUT nM4A Nonb3oBaTesid, co3gaBLUEero cepBep;

e [host] — cogepXuT MMs co3gaBaemMoro cepBepa;
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e [password] — cooepxXuT creHepMpoBaHHbI Naposib B OTKPLITOM BUAE;

e [crypto_pass] — coaepXuT creHepMpoBaHHbIN Naporb B 3alMdpOBaHHOM BUAe,
coBmecTMom ¢ dpannom naponen OC Linux.

7.4.1.2.2 AsTomaTtuyeckas reHepaums naponsa B OC Linux
Ona ayteHTudpukaumm B OC ¢ noMOLLbIO NorMHa U napons Angd rotoBbix 06pa3os Linux HyXHO:

e nepeiTun B nogpasaen O6pasbl pasgena Konumn n o6pasbl;

e BblbpaTb 06pas;

e HaxaTb Ha KHomnky UHUT-ckpunTt ¢f> Ha NaHenu MHCTPYMEHTOB (NpeaBapuTensHO
3apaB csoncTeo Umsa OC ons o6pasa);

e 1ICNOMb30BaThb CreayrLWmnin MHUT-CKPUNT, NpeacTaBneHHbIn B Buae ckpunta shell:

usr/sbin/useradd -d /home/[user] -s /bin/bash -G adm -p
o pass]' [user]
dm ALL=(ALL)ALL" > /etc/sudoers.d/firstboot
hmod 440 /etc/sudoers.d/firstboot
hown [user] /var/log/inithooks.log

- default
- name: [user]
primary group: adm
groups: users
lock passwd: false
home: /home/[user]
shell: /bin/bash
sudo: ALL=(ALL) NOPASSWD:ALL
passwd: '[crypto pass

(] HaXaTb Ha KHOMKY COXpaHMTb.

Tenepb Npyv co3aaHun cepsepa 6yaeT oTobpaxaTbesi coobLUeHMe, coepXallee naposb Ans

OC, koTopbllt criegyeT coxpaHuTtb. iMst normHa ans ayteHTudukaummn 6yaet MAeHTUYHO UMEHN
nonb3oBaTens, KOTopbIM ObIN co3aaH cepsep.

7.4.1.2.3 Tlprmepbl HEKOTOPLIX onepauumn
Copepxumoe nHUT-ckpunTa B opmaTte YAML:

-122



Penus 2021.2.4 lMnamgpopma supmyanusayuu PYCTIK

#cloud-config
disable root: false

mounts:
- [ sdc, /opt/data ]
packages:
- pwgen
- pastebinit
packages update: true
runcmd:
- systemctl restart cloud-init-local
- [ 1s, -1, /1
ssh pwauth: true
timezone: Europe/Moscow

disable_root paspewlaeT nonb3oBartens root.

mounts nogkntoyaeT AOMNOMHUTENBHbIA OUCK.

packages yctaHaBnueaeT Heobxogumoe 0.

packages_update o6HoBnseT yctaHoBneHHoe [M0.

runcmd BbINOMHAET NPOM3BOSbHBIE KOMaHAPbI.

ssh_pwauth paspewaet goctyn no SSH ¢ ncnonb3oBaHMeM naponen.

timezone HacTpaMBaeT BPEMEHHYIO 30HY.

7.4.2 Sysprep (Windows)

[o co3paHuns atanoHHoro obpasa B atanoHHon OC Windows pekomeHayeTcsi UCNonb3oBaTb
yTunuty Sysprep, kotopas nogrotasnueaeT OC Windows ans cosgaHus obpasos. 910
3amennuT co3gaHne HOBOro cepBepa Ha OCHOBE 3TanoHHOro obpasa, Ho ByaeT co3gaHa
ynctas OC Windows. [1ns co3gaHus obpasa HyXHO:

e BbinonHutb komaHay %WINDIR%\system32\sysprep\sysprep.exe;

e B oTtkpbiBEMCSH OKkHe BbiOpaTh "lNepexod B okHo npuBeTcTBus cuctemsl (OOBE)";
e YcTaHoBUTb hnaxok B Yekbokce "lNofarotoBka K MCNONb30BaHMIO",

¢ B napameTpax 3aBepLueHusi paboTbl yka3aTb "3aBeplueHne paboTbl” n HaxaTtb OK.

Wnn moxHo ncnone3oBatb MHCTPYMeEHT cloudbase-init us npegbigyero pasgena. Ha
nocregHeMm Liare BbINOMHeHUs ByaeT npeanoxeH 3anyck ytunutel Sysprep. HykHO oTMeTUTb
donaxkom oba 4yekbokca u HaxaTtb Finish.
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) Cloudbase-Init 0.9.9 Setup - X

Completed the Cloudbase-Init 0.9.9
Setup Wizard

Click the Finish button to exit the Setup Wizard.

D Run Sysprep to create a generalized image. This is
necessary if you plan to duplicate this instance, for
example by creating a Glance image.

Shutdown when Sysprep terminates.

7.4.3 Windows OS Optimization Tool for VMware Horizon

Windows OS Optimization Tool for VMware Horizon — nonesHbIi MHCTPYMEHT AN
ontumm3auum obpasos ¢ OC Windows. OH onTMMU3NpyeT aTanoHHble 0bpasbl NyTéM
aBTOMAaTUYECKOrO YAaneHUs HEHY>XHbIX HACTPOEK M OTKIIOYEHNS HEHYXHbIX (YHKLIMIA, 0ObIYHO
NPUCYTCTBYIOLUX Ha dusnyeckon mawmHe Windows. B pesynbTaTe nosbillaercs
NPON3BOANTENBHOCTb BUPTYyanbHoro paboyero crona.

7.5 YTunurtol
CyLueCTByeT HECKOJIbKO MOJIe3HbIX YTUIINT, o6nerqarou.w|x pa60Ty C 06pa3aMM.

naKeTbI, BKno4vawLe npeacrtaBiieHHble YTUIMUTbI, He BXOOAT B NAKETHYO 6asy
onepaunoHHou cuctembl PYCTOIK.

7.5.1 libguestfs

libguestfs — 310 Habop MHCTPYMEHTOB ANS AOCTyNa N N3mMeHeHus 06pa3oB ANCKOB. Ero MoxHo
ncnonb3oBaThb AN NPOCMOTPa U pefakTupoBaHnsa annoB BHYTPY ANCKOB, KOHBepTauum P2V n
V2V, cbopMaTmpoBaH1s OUCKOB, U3BMEHEHMS pa3mepa OUCKOB Y MHOIMOro Apyroro.

06 n3meHeHMn ob6pa3oB C MOMOLLBIO AAHHOIO MHCTPYMEHTA YNTaTh 34ECh:
https://docs.openstack.org/image-guide/modify-images.html
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7.5.2 Diskimage-builder

Diskimage-builder — 3To MHCTPYMEHT aBTOMaTM4YECKOro co3aaHns 06pa3oB ANCKOB,
nogaepXxuBaroLwmin pasnuyHbie auctpnbytussl Linux (Fedora, Red Hat Enterprise Linux,
Ubuntu, Debian, CentOS n openSUSE) n apxutekTypsbl.

O6 ucnonb3oBaHWM AHHOIO MHCTPYMEHTa YnTaTh 3aechk: https://docs.openstack.org/diskimage-
builder/latest/

7.5.3 Windows Imaging Tools

Windows Imaging Tools — 3T0 MIHCTPYMEHT aBTOMaTU4ECKOro co3gaHms obpasoB ANCKOB,
nogaepxusaroLmm pasnuiHble sepcum Windows n apxutekTypsbl.

06 ncnonb3oBaHMKM aHHOMO MHCTPYMEHTa YMTaTh
3aechb: https://github.com/cloudbase/windows-imaging-tools
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8 HA cepBepoB (BM)

VAHA — 3T0 dyHKUMOHaN BbICOKOW AOCTYNHOCTU AN BbluMCnMTeNbHbIX y3ros PYCT3K.
Mcnonb3yeT ABa Tna NpoBEpPOK:
e ceTeBoW: paboTaeT Bcerga, NMHrysi BCe U3BECTHbIE HOAbI;

e  [aTaACTOPHbIN: MOXHO BKIHOYATL UMK OTKIOYATb MO XEeNaHuI, UCNOoNb3yeT Ans
npoBepok channbl B 06LEM XpaHUNLLE.

Ecnu y3en npusHaH ynasLimm, NpUHyAUTENbHO BblKNto4aeT ero Yepes IPMI u aBakympyeT
BMpTyalbHble MaLUVHBbI.

8.1 Hactpowuka

Hactpolika obblvHas, Yyepes koHdur. VAHA He siBnsieTcst CEpBUCOM B NMPUBbLIYHOM CMbICIE
CrnoBa, NO3TOMY 151 aBTOMaTM4eCKon paboTbl Npy MHCTaNNSALMKn KoHdurypatop gobaenset
3anuce B cron.d:
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/etc/cron.d/vaha* * * * * root /usr/bin/vaha

8.2 Mpumepbl KOHDUrypaumnoHHbIX channos

8.2.1 [Onsa KoHTponnepa
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DEFAULT]

AL

# KoHTpoOJIbHEM y3es1 VAHA

control = True

# BxyueHa JIM POJIb BEUUCIMTEJIEHOTO y3Jja. Eciu datastore heartbeat = True,
BHIUMCJIMTEJILHEM y3eJl OyIeT NMCaThb XapTOMTHE Ha obllee XpaHWJuie

compute = False

# UMma ysia

# hostname =
# Cexuusa C HacTpoMkammu ayTeHTubuxaumm B OpenStack
i _section = keystone authtoken

[checks]

# Vcroonb30BaTh JM Oflmee XPaHWUIMIE IJIS [NPOBEPKM COCTOSHMUSA yY3JIOB
datastore heartbeat = False

# IlyThp K OMPEKTOPMM IJIA XapTOMTOB

datastore heartbeat path = /mnt/heartbeat

# IpoBOOMTE MNPOBEPKM TOJIBKO IO "BKJIOUeHHM" B nova-compute Hozmam
enabled only = True

# KosmuecTBO NMHI'OB IOJI4 ornpeneljyieHrnMAd OOCTYIIHOCTM Yy3Jla IIO CeTur
ping count = 2

Eid BDSMQ OXMIOaHMAa OTBeTa Ha IIMHI' B CeKyHIax

ping wait sec = False

KosmmuecTBO MONBITOK INOOKJIOUMTHECHS kK IPMI y3ia
connect attempts = 4
# IlpemesibHOE BpeMs OTBeTa IJIS ONHOM IIONBTKN
connect timeout sec = 10
# [lpoBepAThL JIM paHee HeOOCTYIIHEE Y3JIEL

recheck on error = False

[stonith]

# BHIKJIIOUATBL JIM HEIOOCTYIIHBEIM Yy3eJ uepes IPMI

enabled = False

# BpeMsa HeIOCTYNHOCTM OO NPMHATUSA pelleHMs 00 OTKJIIUEeHUMU
threshold minutes = 5

# KosmuecTBO MIONBITOK BEIKJIIOUEHMS HOIEL

attempts = 3

# Bpemsa MexIy IMONBTKaMM B CeKyHIax

attempts interval sec = 10

# BHIIOJIHATE JIM 3BakKyalMi, €CJM HeT BO3MOXHOCTM BHKJIOUUTL uYepes IPMI
MexaHm3M STONITH oOTKJIIOUEeH

evacuate without ipmi = False

# 3anpemwaTs JM y3eJ IIOoCJie 3BakKyaluu

disable on evacuate = True

[database]

# IlapaMeTpsl OocTylla K Oase IOaHHEX
host = localhost

port = 5432

user = portal

password = portal

dbname = portal

8.2.2 [ns BblYNCNUTENbHOroO y3na
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[DEFAULT]
compute = True
#hostname =

[checks]

datastore heartbeat = False
datastore heartbeat path = /mnt/heartbeat
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9 OnTUMM3auUA Harpy3ku nnaTtcgopmbl

Ha MOMeHT HanvcaHusi JOKyMeHTaumu, MHTepdenc HaxoauTtcs B paspaboTke. MoryT
ObITb 3HAYUTENbHbIE U3MEHEHMS].

9.1 OCHOBHbIE TePMUHBLI

AyauTt — 3anpoc Ha onTumusauuio nnatgopmel. PesynbtaTtom ayaurta SBngeTcs nnaH
OENCTBUN.

MnaH gencTBUM — Habop MUrpaumin, HeobXoaUMbIX OIS NepepacnpeaeneHns Harpy3Kku.

C nomoLLbio ayaMTOB MOXXHO KOHTPONMPOBAaTb HArpy3ky BbluMcrmTenbHblX y3nos (BY) no CPU.
lMpumeHeHue nnaHa AencTBUA ONycKaeT Harpysky kaxkaoro BY Huxke ykaszaHHoro nopora. [ns
nepepacnpegeneHus Harpy3ku ocyllecTasnseTcs murpaums BM ¢ neperpyxeHHbix BY Ha
cBoOOAHbIE.

Oxunagaemoe nosegerHne: BM murpmpytoT ¢ neperpyxeHHoro BY Tonbko B ToM cnyyae, ecnm
nocrie Murpauumn Harpyska cBobogHbix BY He cTaHeT npeBbiwath nopor. B cnyyae, ecnu
HEBO3MOXXHO OMYCTUTb Harpy3Ky BCEX Y3/10B 40 MOPOroBoro 3HaveHusi, byget cMmurpmpoBaHa
TOnbKo YacTb BM.

YTtob6bl onycTuTh Harpy3ky BY Hwke 3agaHHOro nopora, Hago:
e CcoO34aTb aygur;
e  3anyCTUTb ayauT, NOMNy4uTb NfaH AENCTBUN;

e  BbIMOSHUTb MNaH, ecnm 3To HeobXxoANMO.

9.2 Cos3pgaHue ayauTa

9.2.1 Tunbl ayauToB

Pa30BbIii: BbINOMHAETCS OAHOKPATHO NPY CO3aHNM.

MoCTOAHHbIN: BLINOIHAETCH C 3a4aHHbIM MHTEepBasioM BpeMeHU B CeKyHaax. MoxHo
HaCTpOuUTb BpeMd Ha4ara un 3aBepLueHnd.

9.2.2 Ob6nacTb ayauTa

|-|pl/l co3faHnn ayouta unn wabnoHa ayonTa MOXHO BKIMKOYUTb UIMTN UCKITKOYNUTL CYLLUHOCTU!
o arperarbl;
o obnacTtu BNWOWNMOCTMH;
e BY;

e MeTafaHHble CepBepoB.
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9.2.3 lMapameTpbl

e [lopor — 3HayeHne B NpPoLEeHTax, 4O KOTOPOro 6yAeT CHMKEHA Harpy3ka Kaaoro yana,
€CInKn 3TO BO3MOXHO. PekomeHayemble 3HadeHus: 70-85.

. |_|0I'peLIJHOCTb — AQonyCTMbI€ OTKITOHEeHUA OT 3adaHHOro nopora. Mocne NPpUMEHeHUA
Murpadmnmn cBoboaHbIE y3nbl 6WJ,YT 3arpyxetHbl Ha 3Ha4yeHue Hxe, 4em nopor +
NOrpeLwHoCTb. PeKomer,yeMble 3HayeHus: 1-3.

9.2.4 Co3paHue 6e3 wadbnoHa

Obsi3aTenbHoOe none: TMn ayaura.

Ecnn He HanucaTb UMs, OHO 3aMNOfNIHUTCS aBTOMaTUYECKN Ha OCHOBE Bbl6paHHOI7I cTparermm n
TEKYLUNX OaTbl N BpEMEHMN.

YekboKcbl:

. NPpUHYONTENbHO — ayauT 3anyCTUTCA, AaXe eCln NnpumMmeHeHne npeabiayulero nnaHa
HE 3aBepLUnNIIOCh;

. aBT03anyCcK — NMPpUMeHATb N ninaH OEencTBMIA aBTOMaTUYECKN.

9.2.5 Co3aaHue 13 WabnoHa

9.2.5.1 Co3spgaHue wabnoHa
LLlabnoH ayanTa — cnocob coxpaHuTb 0b6ractn ayauTta Ansd co3gaHus HOBbIX ayanToB.

Co3spaHue WwabnoHa ayguTa X

MAPAMETPbl » OBJIACTb AYJWUTA
Mmn my-new-audit-template X

Onucanune

CO3[0ATH OTMEHA

9.2.5.2 Tllpumep cosgaHusa ayauta
PaccmoTpuM npymMep co3gaHus MOCTOSIHHOMO ayauTa C UCMoNb30BaHMeEM LabnoHa:
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Cos3paHue ayauTa X
MAPAMETPbl » OBJIACTb AYOAUTA NAPAMETPbI CTPATEr MW
Mms
LWa6noH my-new-audit-template X -
Tun ayg, (O Pa3ost
(® MocTonArH

WHTepsan 600 X
Hauano 22/9/2022 X M 1400 ©
<omell 23/9/2022 X M 1700 ©
MPUHYOUTENBHO O
AbTosanyck nnaxa aeficteni [

CO30ATb OTMEHA

Ha PUCYHKE BbllLE Bbl6paHHbIe napameTpbl 03Ha4aroT, 4YTO:

e o0bOnactb ayaunTa 6yp,eT COOTBETCTBOBATb YKGSaHHOﬂ B LWabnoHe, nepen co3gaHnem
ayauTta €€ MOXHO U3MEHUTD;

e ayaut Oydet 3anyckaTbcs Kaxable 5 MMHYT, ¢ 22.09.2022 14:00 go 23.09.2022 17:00;

e  ayauT He 3anyCTuUTCcA NOBTOPHO, NOKa HE 3aKOHYNTCA BbiNOJIHEHUE NpeablayLiero
nnaHa;

e [NaH OEWCTBUN He 6yp,eT npuMeHeH aBToOMaTU4eCKn, ero MoXXHo 6yp,eT NPUMEHUTb B
OKHE ayaunTOB.

9.3 HroaHcbl paboThl

AyouT He obecneyrBaeT paBHOMEPHOEe pacripefeneHne Harpy3ku no BCeM y3nam, a
TONBbKO OMYyCKaeT Harpysky 40 yKasaHHOro MoporoBoro 3HaYeHus.

Mpu BKNIOYEHHOM OBEPKOMMMUTE €Crnn XoTs 6bl 0anH BY 6bin 3arpykeH 6nmsko k 100%,
nocne NPUMEHEHUsI MUrpaLMM MOXET BO3HMKHYTb CUTyauUus, korga cBoboaHein BY cran
neperpyXeHHbIM. PeKoMeHAyeTCst MOBTOPHO 3anyCTUTb ayauT NOCHE BbINOMHEHUS]
MUrpaumm, 4tobbl 6611 chopMUPOBaH NilaH Ha OCHOBE "4NCTbIX" AaHHbIX. [0 yMonyaHuio
[aHHble 0GHOBMAOTCA pa3 B 5 MUHYT.
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10 Normn

10.1BBegeHue

Jlorun, oHM Xxe «KypHanbl COObITUIA» — BaXXHbI 3IEMEHT ynpaerneHus nnartgopmoin. C nx
MOMOLLbI0 MOXHO AMarHOCTMPOBaTh OWMOKN B paboTe CUCTEMBI, HAXOAUTb UX MPUYUHBI U
NpocnexmBaTh Lienoykn cobbiTnin. B pasgene mbl 6yaem rosoputb 0 TMnax norMpoBaHus,
NMOBEPXHOCTHO PaCCMOTPUM OCHOBHbIE HACTPONKM 1 pa3bepémcs B YTEHUM U aHanmM3e fioroB C
NMOMOLLIbIO KOMaHOHOW CTPOKM nMtoboro 13 yanoe nnatgopmel PYCTOK. Vcnonb3oats B
kauyecTtBe npumepa dyaem komnoHeHT OpenStack Cinder u ero cepBuchl.

10.2 O6bwan nHcpopmauma

B PYCTOK npaktuyecku kaxgplii CepBMC MCNONb3yeT ABa Tuna NorMpoBaHus cobbiTui: dannsl
XXYPHanoB 1 3anvcb fnoros B 6a3y AaHHbIX Yepes cepBuC syslog. PaccmoTpum mx nogpobHee.

10.2.1 ®Paunbl noros

dannbl MCNonb3yrTCcA Anst ObICTPON UArHOCTUKM U MOHUTOPUHIa cocTtosiHus. Kaxapin cepsumc
NCnosnb3yeT CBOK MMEHHYIO ANPEKTOPUIO B CUCTEMHOW ANPEKTOPUN /var/logs. B Hawem
npumepe cinder 6ygeT XxpaHUTb CBOM XXypHanbl B AMpeKTopun /var/log/cinder. OBbIMHO
Ghann nora TaKke Ha3bIBaeTCA NO MMEHN CEPBMCA, HO BbIBAIOT Cryvaun, korga KOMMOHEHT
COCTOUT U3 MHOXECTBa CEPBUCOB: TOrAda A1 KaX4oro cepsrca MCnonb3yeTcs CBON
cobcTBEHHbIN (hbann, Hanpumep, cinder-api.log, cinder-volume. log, U Tak ganee.

BaxHO MOMHUTb, YTO NOMYYUTb MOMHYK KapTUHY COBbLITUI U3 NOrOB Ha OOHOM (PU3NYECKOM
cepBepe MOXeT ObITb 3aTPYAHUTENBHO M JaXe He Bcerga BO3MOXHO, MOTOMY YTO B cpansibl Ha
y3ne nonagaet nHdopmaums TONbKO OT TOro IK3eMNnsipa cepBuca, KOTOpbIv 3anyLLieH MMeHHO
Ha HEM.

10.2.2 3anucb B 6a3y 4yepes syslog

XpaHeHue BCcex NIOroB Co BCEX XOCTOB B €AMHON 6a3e AaHHbIX MO3BONAET NosyyYaTb NOSHbIN
cpe3 nHopmaLmm n 06bIYHO UCMoNb3yeTcs Ans AeTanbHOro U KOMMMEKCHOro aHanmnsa
cocTosiHMA nnatdopMel. Jlorn Bcex cepBmncoB NULLYTCA B Tabnuuy 1ogs 6a3sbl JaHHbIX syslog
B CYB[ PostgreSQL. Tabnuua nmeeT Takyto CTPYKTYpYy:

Ctonbey 3HayeHue

id naeHTudukaTop 3anucu

datetime TanmMmcTamn cobbiTus

host UMS y3na, Ha KOTOPOM MPOM30LLITO cobbITUE

program Ha3BaHMe NporpamMmebl, KOTopasi oTnpaBuna coodLeHne
data cogepxnmoe cooblieHus B popmate JSON

severity YPOBEHb CObBITHSA
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[na 6onee ygobHOro npocmoTpa 1 aHanuaa noroB B 6a3e 6bin HanucaH cepBuc getlog, O
KOTOPOM peyb NONAET HUMXKeE.

10.3 HacTtpouka norupoBaHus

10.3.1 oslo-log.conf

Bce cepsucol OpenStack n mHorne cepeucbl PYCT3K 1Mcnonb3yloT B KaYeCcTBe CUCTEMBI
normposaHusa 6ubnuoteky oslo log, KOTOpas ocHoBaHa Ha 6ubnuoTteke logging,
nocraensemMon sBmecte ¢ Python. 3T1o obecneunBaeT BO3MOXHOCTb MCNONb30BaTh rnobanbHble
HacTpovikv noruposanus. B PYCTOK oHu xpaHaTtca B dhanne oslo log.conf B obLien
avpektopumn /etc/openstack/.

[DEFAULT]

log dir = /var/log/$service name

debug = false

logging context format string % (asctime)s % (process)d % (levelname)s

% (name)s [%(request id)s % (global request id)s % (user identity)s]
instance) message) s

logging default format string (asctime) s process)d % (levelname)s
$(name)s [-] % (instance)s$% (message)s

logging exception prefix (asctime)s % (process)d ERROR % (name)s

% (instance) s

logging user identity format = % (user)s %(tenant)s

Code Block 3 oslo-log.conf
Haunbonee BaxHble napameTpbl B 3TOM dhanne:
log_dir — oTBeYaeT 3a NyTb K NIOKanbHOW OUPEKTOPUMN C Noramu;

* format_string — wabnoHbl CTPOK coobLLeHms:

Mone 3HauyeHue

asctime AaTa v Bpemsi cobblTis 4O MUKPOCEKYHAbI

process PID, naeHTncpumkatop npowecca B cucteme

levelname ypoBeHb coobuenus: DEBUG, INFO, WARNING, ERROR, CRITICAL
name nms norrepa

request_id (koHTeKCT) ugeHTudurkaTop 3anpoca BHyTpn OpenStack

global_request_is (koHTeKCT) rmobanbHbIi MAEHTUdMKATOP 3anpoca, UCNonb3yeTcs Ans
06beanHeHNs MHOXECTBA 3anpoCoB B €4MHYHO LLEEMOYKY

user_identity (kOHTEKCT) MHpopMaLms 0 nonb3oBaTene

instance (onumoHaneHoe none) ID cepBepa (BUpTyanbHOM MaLUUHbI), K KOTOPOMY
OTHOCUTCS coobLLEeHNe

message HeMnoCpeACTBEHHO TEKCT COOBLLEHNS
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MomMMMOo 3TOro, MHAMBUAYanbHbIE HACTPOWMKN NOrMPOBaHNS CEPBUCOB XpaHATCA B daline
logging.conf B cnyeGHbIX AUpEKTOpusX: /etc/<service name>/logging.conf Ha
KaXkoM yare.

10.3.2 logging.conf

HacTtpoliku B 3TOM harine — 3TO cTaHAapTHbIE ONuMK forMpoBaHms 6mubnmoTekn logging.
MoapobHO 0 HUX MOXHO MoYMTaTh B OPMLMANbHON OKYMEHTaLWN:
https://docs.python.org/3.7/library/logging.config.html#configuration-file-format. 3aecb Mbl
OCTaHOBMMCS TOMBbKO Ha CaMbIX BaXXHbIX CEKLMSAX M NapaMeTpax.

OCHOBHOW HacTPOWKON, KOTOpas UCMonb3yeTcsa B TpabnwyTuHre, cumtaeTcs napametp level y
norrepoB 1 xeHAnepoB. VMIMeHHO OH oTBeYaeT 3a YPOBEHb, HAYMHas C KOTOPOro coobLLeHNst
OyayT nonagathb B noru. YpoBHen coobLLeHns NsThb:

YpoBeHb HasHauyeHue
DEBUG HeTtanbHasa otnagoyHas MHopmaums Ans QMarHocTrkn npobnem
INFO Coob6LeHns o0 Tom, 4To BCE paboTaeT B LUTATHOM pexvme

WARNING [loka3blBaeT, YTO NMPOVCXOAMUT YTO-TO HEOXMOAHHOE UNn YTO B ByayLiem nosiBATcs
npobnewmsl, Hanpumep «disk space low»

ERROR MokasbiBaeT, 4TO 1M3-3a c6oS Nporpamma He MOXET BbIMONHATbL HEKOTOPbLIE CBOU
PyHKUMUN

CRITICAL CurHanusmpyet O CEpbE3HbIX OLIMOKax, U3-3a KOTOPbIX MporpaMmMa He MOXET
npogosrkaTe paboty

10.3.2.1 Loggers

Jlorrepbl — UHCTPYMEHTBI, KOTOPbIE HEMOCPEACTBEHHO BbIMOSHAT OTNPaBKy COOOLLEHNI U3
nporpamMmebl. B HazBaHWM cekUMmM yKasaHo UX UMs Nocne «_», OHO ByaeT Mcnonb3oBaHo B
dopmaTe CTpoku, onpeaenéHHoM B oslo log.conf. PasHble MMeHa Norrepos HyXHbl AN
pas3aeneHnst CoobLLIEHNI OT pa3HbIX KOMMOHEHTOB NPOrpaMmbl BHYTPU OAHOro channa xypHana.
Hanpumep, Bce 3anucm oT odepean coobLleHni rabbitmg, KOTOPbIE rEHEPUPYIOTCS B
npouecce paboTbl, OyayT NOMeYeHbl MMEHEM amgp, @ 3anucy OT OCHOBHOIO cepBMca —
MMeHeM cinder.

logging.conf
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[logger root]
level = INFO
handlers = syslog, file

[logger cinder]
level = INFO
handlers =
qualname = cinder

[logger amgp]
level = INFO
handlers =

qualname = amgp

[logger sglalchemy]

level = WARNING

handlers =

qualname = sqglalchemy
INFO"

CamMbIMUN BaXKHbIMW HACTPOMKaMu ANs NOrrepoB ABMAAKTCS:
level — ypoBeHb oMKCUpyeMbIX COOOLLEHUN;
handlers — xeHanepbl, oTCnexuBawLme n obpabartbiBatoLme coobLLeHNst 3TOro fnorrepa.

I'IyCToe 3Ha4YeHne o3HavaeT Ucnosib3oBaHue onunm pyToBoro forrepa.

10.3.2.2 Handlers
XeHanepbl — 06paboTunkm coobLLeHMI, KOTOpble OTBEYAIOT 3a TO, KyAa UMEHHO coobLleHne
Ooyget otnpaeneHo. OnpeaeneHo Tpu TUNa XeHANepos:

stderr — oTnpaenseT coobLleHnsi B CTaH4APTHBIN KOHCOMbHbIN CTPUM stderr (OObIYHO He
ncnonb3yeTcs);

syslog — oTnpaBnsieT coobLeHnst B syslog, KOTOPLIA, B CBOK o4epenpb, 3anuchiBaeT UX B
0a3y AaHHbIX syslog B Tabnuuyy logs;

file — 3anucbiBaeT coobLeHns B daiin, ykazaHHbIN B apryMeHTax XxeHanepa.
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[handler stderr]
class = StreamHandler
level = DEBUG

args = (sys.stderr,)
formatter = context

[handler syslog]

class = oslo log.handlers.OSSysLogHandler
level = INFO

args = ()

formatter = json

[handler file]

class = handlers.WatchedFileHandler
level = INFO

args =

('/var/log/cinder/{}.log'.format (os.getenv ('SER E NAME', os.path.basename
(sys.argv[0]))),)
formatter = context

CambIiMy BaXXHbIMM HaCTp0I7IKaMI/I Ona XeHOnepos ABNAKTCA:

level — ypoBeHb hUKCUPYEMbIX COOBLLEHNIA: ECITM YPOBEHb XEHAS1Eepa BbiLLE, YEM YPOBEHb
norrepa, KOTopbI ero NCNofb3yeT, BCE COOBLLEHUST HMKE 3TOro YPOBHA OyayT
NPOVrHOPUPOBAHBI;

formatter — cnoco6 dhopmaTnpoBaHus coobLLeHnn.
Kak npaBuno, ucnonsayetcsa Asa dopmaTrepa:

context — ncnonb3yeT rnobanbHble HACTPOMKN hopMaTMpOBaHUS CTPOK, OMUCAHHLIE B
¢anne oslo-log.conf;

json — nogrotaBnmBaeT coobuieHne B popmate JSON agnsa 3anucu ero B 6a3y gaHHbIX.

10.4 getlog

getlog — 3TO cepBUC Ansa yA0oBHOro NpocMoTpa KOHCONUAMPOBAHHBIX 3anuncen noros B 6ase
AaHHbIX. OTO KNNMEHT-CEPBEPHOE MPUNOXEHNE, ero cepaepsbl 3anyLeHbl Ha KaXaoMm yane ¢
ponbio http 1 OTBEYAET TOSMbKO TOT 9K3EMNIAP, KOTOPLIA PACMONOXeH Ha y3re ¢
BUpTyanbHbIM IP-agpecom. B aMpektopun /var/logs/getlog XpaHATCA anrbl XXypHaros:

getlogserver.log — ocHoBHON thain XypHana cepBuca;
getlogserver-uwsgi.log — xypHan uwsgi-cepsepa;
access.log — xypHan goctyna Beb-cepBepa nginx;
error.log — xypHan owunbok Beb-cepBepa nginx.

Kak n B cny4yae C gpyrumum paCHpeﬂeﬂéHHblMM cucrtemMamu, B JfioKarbHble (*)al7|ﬂb| XypHanos
nonagaeTt I/IH(*)OpMaLI,MFI TOJIbKO OT TOIo 3K3emMnnapa, KOTOprI7I 3anyuleH Ha 3TOM y3ne.
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10.5 KnwueHTbl getlog

Y getlog ecTb ABa KIIMEHTA: B NaHeNnu yrnpasrneHus nnatopmMor n B koMaHaHom ctpoke. O
TOM, Kak YMTaTb M UnNbLTPOBaTh NOrM B NaHenu ynpaeneHusa cMm. B «PykoBoacTtse
nonb3oBartensy, pasgen «Jlormy.

KoHconbHbIN KNMEHT peanv3oBaH B kKavyecTBe nnarvHa k openstackclient n BeisbiBaeTca
KOMaHAom openstack logs <subcommand> <options>.[loroBopumM 0 AOCTYMHbIX
cybkomaHgax.

10.5.1 openstack logs list

KomaHpa openstack logs 1ist nokaxeT AOCTYMNHble B 6a3e cylHoCcTu: XocThl (hosts),
ctonbubl Tabnuubl noroe (fields), nporpammel (program) 1 ypoBHU coobLeHnn (severity):

—————————— +
severity |

datetime
data
host

program

severity

anacron
ansible-authorized_key emerg
ansible-blockinfile err
ansible-command info
ansible-copy notice
ansible-cron warning
ansible-file
ansible-find
ansible-gluster_peer
ansible-gluster_volume
ansible-hostname
ansible-ini_file
ansible-lineinfile
ansible-mount
ansible-openssl_certificate
ansible-openssl_csr
ansible-openssl_privatekey
ansible-openvswitch_bridge
ansible-openvswitch_port
ansible-os_keystone_domain
ansible-os_keystone_domain_info
ansible-os_keystone_endpoint
ansible-os_keystone_role
ansible-os_keystone_service

+
[
+
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Moppo6Hasa cnpaeka AOCTyNHa Mo KOMaHAe:
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$ openstack logs list -h

usage: openstack logs list [-h] [-f {csv,]Json,table,value,yaml}] [-c
COLUMN] [--quote {all,minimal,none,nonnumeric}] [--noindent] [--max-width
<integer>] [--fit-width] [--print-empty] [--sort-column SORT COLUMN]

[--sort-ascending | --sort-descending] [-s
SELECT [SELECT ...]]

List database entities

optional arguments:
-h, --help show this help message and exit

output formatters:
output formatter options

-f {csv,json,table,value,yaml}, --format {csv,json,table,value,yaml}
the output format, defaults to table
-c COLUMN, --column COLUMN
specify the column(s) to include, can be repeated
to show multiple columns
--sort-column SORT COLUMN
specify the column(s) to sort the data (columns
specified first have a priority, non-existing columns are ignored), can be
repeated
--sort-ascending sort the column(s) in ascending order
--sort-descending sort the column(s) in descending order

CSV Formatter:
-—-quote {all,minimal,none,nonnumeric}
when to include quotes, defaults to nonnumeric

json formatter:
--noindent whether to disable indenting the JSON

table formatter:
--max-width <integer>
Maximum display width, <1 to disable. You can also
use the CLIFF MAX TERM WIDTH environment variable, but the parameter takes
precedence.

--fit-width Fit the table to the display width. Implied if --
max-width greater than 0. Set the environment variable CLIFF FIT WIDTH=I1
to always enable

--print-empty Print empty table if there is no data to show.

This command is provided by the getlog plugin.

10.5.2 openstack logs stat

KomaHpa openstack logs stat nokaxeT obLLyt0 CTAaTUCTMKY Mo 3anvcsiM B 6ase:
KONMUYECTBO 3anucei KaXaoro YpoBHs ANs K40 NporpamMmbl:
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[MocmoTpeTb cnpasky:

ntpd
pdns
pdns
sshd
sshd
sshd
sshd
sudo
sudo
vaha
CROND
crond
httpd
httpd
nginx
nginx
nginx
nginx
redis
redis
kernel
kernel
kernel

lMnamgpopma supmyanusayuu PYCTIK

info
info
err
warning
err
crit
info
notice
info
notice
crit
info
info
err
info
err
info
alert
emerg
notice
warning
info
notice
warning

10191
85
109779
69
28

24
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$ openstack logs stat -h

usage: openstack logs stat [-h] [-f {csv,]Json,table,value,yaml}] [-c
COLUMN] [--quote {all,minimal,none,nonnumeric}] [--noindent] [--max-width
<integer>] [--fit-width] [--print-empty] [--sort-column SORT COLUMN]

[--sort-ascending | --sort-descending] [-s
SELECT [SELECT ...]]

Show database statistics

optional arguments:
-h, --help show this help message and exit

output formatters:
output formatter options

-f {csv,json,table,value,yaml}, --format {csv,json,table,value,yaml}
the output format, defaults to table
-c COLUMN, --column COLUMN
specify the column(s) to include, can be repeated
to show multiple columns
--sort-column SORT COLUMN
specify the column(s) to sort the data (columns
specified first have a priority, non-existing columns are ignored), can be
repeated
--sort-ascending sort the column(s) in ascending order
--sort-descending sort the column(s) in descending order

CSV Formatter:
-—-quote {all,minimal,none,nonnumeric}
when to include quotes, defaults to nonnumeric

json formatter:
--noindent whether to disable indenting the JSON

table formatter:
--max-width <integer>
Maximum display width, <1 to disable. You can also
use the CLIFF MAX TERM WIDTH environment variable, but the parameter takes
precedence.

--fit-width Fit the table to the display width. Implied if --
max-width greater than 0. Set the environment variable CLIFF FIT WIDTH=1
to always enable

--print-empty Print empty table if there is no data to show.

This command is provided by the getlog plugin.

10.5.3 openstack logs show: ob6wasa nHcgpopmaums

KomaHga openstack logs show — 9TO OCHOBHas paboyas komaHga. IMeHHO oHa nokaxeTt
norun n3 6asel No 3anpocy nonb3osartens. o ymonyaHuto getlog dUNLTPYET 3anncu Ha
OCHOBaHUWM user id nomnb3oBaTens, NO3TOMY AN NONY4EeHUs MOMHON MHAOPMAaLNN HY>XHO
onpeaennTb CUCTEMHBIN KOHTEKCT, BblIBpaBs HYXHbI os_cloud. CuctemHbin knaya 8 PYCTOK
HasblBaeTcs rustack system W onpegensetcs Tpems nyTaMu:

1. akcnopTom nepemeHHoPl OKpY>XeHusa OS CLOUD CO 3Ha4YeHneM rustack system:
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export OS CLOUD=rustack system

2. nobaBneHnem nepemMeHHON OKPY>KEHUS K KOMaHAe:

OS CLOUD=rustack system openstack logs show <...>

3. ucnonb3oBaHWEM aprymeHTa —--os-cloud:

openstack logs show <...> --os-cloud rustack system

Cnpagka:
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$ openstack logs show -h

usage: openstack logs show [-h] [-f {csv,]Json,table,value,yaml}] [-c
COLUMN] [--quote {all,minimal,none,nonnumeric}] [--noindent] [--max-width
<integer>] [--fit-width] [--print-empty] [--sort-column SORT COLUMN]
[--sort-ascending | --sort-descending] [-d] [-n
NUMBER] [-o {id,datetime,host,program, severity}
[{id,datetime, host,program, severity} ...]] [-r] [-t] [-s SELECT [SELECT
.11
[query

Show logs by parameters

positional arguments:
query query to get log records from database

optional arguments:
-h, --help show this help message and exit
-d, --data full output for data field
-n NUMBER, --number NUMBER
limitation output by line numbers
-o {id,datetime,host,program, severity}
[{id,datetime, host, program, severity} ...], —--order
{id,datetime, host, program, severity} [{id,datetime,host,program,severity}
-]
output lines order by columns, default: datetime
-r, —-reverse reversed output lines order by columns
-t, -—-follow tail -f functionality

output formatters:
output formatter options

-f {csv,json,table,value,yaml}, --format {csv,json,table,value,yaml}
the output format, defaults to table
-c COLUMN, --column COLUMN
specify the column(s) to include, can be repeated
to show multiple columns
--sort-column SORT COLUMN
specify the column(s) to sort the data (columns
specified first have a priority, non-existing columns are ignored), can be
repeated
--sort-ascending sort the column(s) in ascending order
--sort-descending sort the column(s) in descending order

CSV Formatter:
--quote {all,minimal,none,nonnumeric}
when to include quotes, defaults to nonnumeric

json formatter:
--noindent whether to disable indenting the JSON

table formatter:
--max-width <integer>
Maximum display width, <1 to disable. You can also
use the CLIFF MAX TERM WIDTH environment variable, but the parameter takes
precedence.
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--fit-width Fit the table to the display width. Implied if --
max-width greater than 0. Set the environment variable CLIFF FIT WIDTH=1

to always enable
--print-empty Print empty table if there is no data to show.

This command is provided by the getlog plugin.

10.5.4 openstack logs show: ocHOBbI

Korga Ham Hy)XHO Nony4mTb YTO-TO M3 6a3bl AaHHbIX, Mbl UCMOMb3YyeM SA3bIK SQT, 3anpochl B
KOTOPOM CTPOSITCSA MO TAKOW YNPOLLUEHHON CXEME:

<UTO> <OTKYIA> <KPUTEPUM BHBOPKM> <IIOPSIOK COPTMPOBKM> <KOJIMUECTRO
SAIUCE> .

Hanpumep:

SELECT program, id FROM logs WHERE program = 'nginx' ORDER BY id LIMIT 3

B getlog peanusoBaH cBoMl, 6onee NpoCToi NO CUHTaKCUCy, Yem SQL, s3blk — SLQL, Simple
Log Query Language, a fononHuTernbHble YCNOBUS, BPOA4E COPTUPOBKU 1 KONMYECTBa 3anucen,
HacTpamBaloTCs napameTpamu. Tak, aHanornyHel 3anpoc Yepes getlog bygeT BoIrmMaAgeTb
Tak:

getlog show program = 'nginx' -o id -n3

CpaBHum:
SQL openstack 3Ha4yeHune KOMMeHTapumn
logs
SELECT -c program, YTO cTtonbupl program u id
program, id id
FROM logs - OTKYOA 13 Tabnuubl logs
WHERE program program = KPUTEPUU 3anucu, y KoTopbix ctondel, program
= 'nginx’ 'nginx' BbIBOPKU COOEepPXUT 3HaveHue 'nginx'
ORDER BY id -o id NOPAOOK copTupoBatb no cronbuy id,
COPTNPOBKA aedonTtHas copTupoBka — Mo
yObIBaHUIO
LIMIT 3 -n3 KOJINYECTBO OrpaHnYmnTb BbIBOA TPEMS CTPOKaMU
3AMUCEN

OT1aenbHO cTouT 06paTUTb BHUMaHME Ha KpUTEepUM BbIOOPKN: MIMEHHO 3Ty YacTb NpeacTaBnsaeT
SLQL B getlog. Kak npaBunbHO Ha HéM nucaTtb, cM. B pasgene "Simple Log Query Language".

He 3abbiBaliTe orpaHnynBaTth BeIOOPKY NapameTpamu, nHade 3anpoc oyget
BbIMOSTHATBLCS A0S0, a BbiBOA, OyAeT 3aHMMaTb O4E€Hb MHOIO CTPOK.

- 144



Penus 2021.2.4 lMnamgpopma supmyanusayuu PYCTIK

10.5.4.1 Crtonbubl 1 nogpobHOCTK

OTob6pakaeMble nNonst Tabnuubl HAaCTpanBaloTCsl NapameTpom -c, --columns. [1o
yMon4aHuio oTobpaxatoTcsa nonsi ¢ TauMcTamrnom, UMeHeM NporpaMmel 1 coobLieHnem ob
owmnbke, HO OOCTYMHO ANsi OTOBpaKeHUs HeCKONbKo BonbLue:

nmsa crtonobua 3Ha4YeHue

id MAEHTUUKALNOHHBIN HOMEP 3anucu
datetime TanmcTamn

program MMS1 NporpamMmbl

host MMSs XOCTa, C KOTOPOro NpuLLNo coobLieHne
severity YPOBEHb CO00LLEHUS

data HernocpeacTBEHHOE coAepXXaHme 3anucu

Bcé aTto — nons opurnHanbHol Tabnuubl B 6ase AaHHbIX, O4HAKO, 3TO HE EAMHCTBEHHOE, YTO
MOXHO oTobpasnTb. MNone data cogepxut B cebe gaHHble B hopmarte JSON, n no ymonyaHuio
13 3TOro CoAePXKNMOro oTobpaxaeTcst TOMbKO json-none message. [POCMOTPETbL NOMHbIN
Habop AaHHbIX B cTonb6ue data MoxHO, BKMOYMB onar -v, --verbose.

MomMumo opurmHanbHbIx cTonbuoB 3 B[] get1og Nno3BonsieT otobpaxaTb U COAEPKUMOE
KOHKPETHbIX json-noneu u3 data. Hanpumep, no 3anpocy:

openstack logs show program ~ “nova*

B none data mbl yBugum cnegyrownm JSON:

When
Ffault wi
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JSON — 370 ApeBOBUAHAA CTPYKTYpa, NO3ITOMY AN 4OCTYNa K BNOXEHHbIM 00beKkTam
(cTpokam, cnoBapsiM UK CNMCKaM) HYXXHO yKa3aTb TOYHbIN NyTb. [MyTb HAYMHAETCS OT KOPHS,
KOTOpbIi 0603Ha4YaeTCss TOUKOW, M TOYKA XXe pasdenseT Bce nocnegyowmne yposHU. Hanpumep,
oTobpasum B Tabnuue KOHKpeTHbIN request_id, K KoTopoMy oTHOCUTCS 3anuch. Kak Mbl BUAMM
Ha puUCYyHKe BblLLIE, OH HAXOAWUTCH Ha BTOPOM YpOBHE, BHYTPW obbekTa context, Tak 4To
UTOroBbIN NMyTb ByaeT BbIrMA4eTb TaK: . context.request id

Beeném komanay:

openstack logs show program ~ “nova* -v -c .context.request id

1 NOMYyYMM crieaytoLmin pesynbTar:

Takum xe obpasom oTobpaxkaroTcsa nobble gpyrue json-nons ns cronbua data.

10.5.4.2 CopTupoBKa 1 NOpsiAoK

TyT BCE NPOCTO: MOXXHO COPTUPOBATL Mo NOOLIM NOMsiM, cylecTByowum B 6a3e. CopTmpoBka
no jSon-nongm HeBo3MOXHa. 1o ymonyaHuio 3anucm OTCOPTUPOBAaHbLI MO MO0 datetime OT
MEHbLLEro K 60mbLUEMY, TO €CTb, CaMble CBEXME 3anncKu NosBnsTCA BHU3Y Tabnuubl. [Npu
HeobXxo4MMOCTM MOXHO pa3BepHYTb NOPSAOK BbIBOA4A, UCNONb3yA onar —-r, --reverse.

10.5.4.3 OrpaHuyeHune BbiBOAA

10.5.4.3.1 Jlumut
3anwuceii noroe B Tabnuue 4OCTaTOYHO MHOIO, MO3TOMY MMEET CMbICH MOKa3biBaTb TONbKO
nocrnegHue HeCKONbKO pe3ynbTaToB. [1ns 9Toro UCnonb3yeTcs apryMeHT —-n, —-number.

BakHO MOMHMUTb, YTO STOT NapamMeTp paboTaeT TOYHO TakK ke, kak LIMIT B SQL: OH
AenaeT NoHYH BbIGOPKY U NMoKa3biBaeT TOMbKO YacTb CTPOK, OrpaHUYEHHYI0 3HaYeHMEM
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napameTpa. MNoaToMy, 3anNpocuB BCe AaHHbIE NO onpeaenéHHoMY 3anpocy, HO OrpaHuyMB
BbIBOA, Mbl UMEEM LLUAHCbI MOMY4YNTb He camMble MocrieHne AaHHble.

10.5.4.3.2 besnumunt

[pyron pacnpocTpaHEHHbIN cnyyYam — HeobXxoaAMMOCTb HabnaaTth 3a CobbITUSMU B pearibHOM
BpemeHu. Bcem usBectHa komaHga tail -f /path/to/logfile, kOTOpasi oTobGpaxaeT
3anncu B KOHKpPETHOM chanrne fora no Mepe ero 3anofHeHus. getlog B TaKOM pexume
NnoKasbIBaeT BCe CTPOKN, COOTBETCTBYIOLLIME KOHKPETHOMY 3anpocy. [1na aToro ncnons3yeTtca
aprymeHT -t, —--follow. [pn BbI30BE OH NOKaXeT nocnegHme AecaTb CTPOK, Nocre Yyero
Oynet nobaBnsTb HOBLIE 3anucy B Tabnuuy no mepe nossneHus B 6ase noaxoasiux nog,
KpuTepumn BolBOPKN COOBLLLEHNIA.

10.6 Simple Log Query Language

SLQL — 3TO 53bIK 3aMpOCOB, NO3BONSALINA UCKaTb 1 (PUNBTPOBaTb COOBLLEHUS, XpaHALWMNeCs
B B1. B obLiem cniyyae 3anpoc COCTOUT U3 YCINOBUSI CPaBHEHWS], B KOTOPOM Yy4acTBYHOT rnone,
onepartop CpaBHeHWs U 3HadeHne. Cambli MPOCTON NpUMEP Takoro 3anpoca:

program = nova-conductor

OTOT 3anpoc BEPHET BCe 3anncu, OTHocsILMecs K nporpamme nova-conductor: coobueHunst
BCEX YPOBHEW CO BCEX XOCTOB MHCTamNmMAUnMn, To ecTb, BCE, YTO XpaHUTCA B 6a3e AaHHbIX No
3TON NporpamMmme.

10.6.1 Ctonb6ubl

Habop ctonbuoB 1 npuHUMN paboTbl C HUMK ke 3HAaKOM Ham no pasgeny "Ctonoubl 1
noapo6HocTn": TOT e Habop nonew, cyllecTByLMX B 6a3e, Nioc BO3MOXHOCTb
1cnosb3oBaTh json-nons U3 nonsi data. ATo NonesHo, HanpuMep, B cryyae, Koraa Hy»Ho
OTCNeAnTb LIeNoYKy CODbITUI C OOHUM U TeM Xe global request id:

.context.global request id = reg-bf57cal6-638a-4b9%91-ad09-e828146d13a8

10.6.2 CpaBHeHuA

,D,OCTyI'IHbIe ONna ncnonb3oBaHuA onepaTtopbl CpaBHEHUA!

3HaYeHune ncnonb3oBaHue CTPOKOBbIN onepaTop
paBHO == unu = eq
He paBHO 1= wnnn <> ne
fonbLue > gt
MEHbLUE < It
fonblue nnm paBHoO >= ge
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3HauYeHue ucnonb3oBaHue CTPOKOBbIW onepaTop
MEHbLLE UM PaBHO <= le

TakKke MOXXHO NCMONb30BaTb onepaTtopbl CpaBHEHUA C perynAapHbIMA BblpaXXeHNAMNU, NPUHATbIE
B PostgreSQL:

3HauyeHue Mcrnonb30BaHMEe CTPOKOBbLIN onepaTop
coBnageHune c perynspkoun, ¢ y4ETom perucrpa ~ re
coBnageHue ¢ perynsipkon, 6es yuéra permuctpa ~* ri
HecoBMaZeHWe C Perynsipkon, ¢ y4éToM permctpa I~ nre
HecoBnageHue ¢ perynspkon, 6e3 yuérta perncrpa I~* nri

W, pasymeeTcs, camu perynsipHble BolpaxxeHus. Hanpumep, 3anpoc ans novcka sanucen no
BCceM cepBucam komnoHeHTa OpenStack Nova 6ygeT BbirnsigeTb Tak:

program ~* “novax*

34eck Mbl MCMONb3yeM OnepaTop CpaBHEHUS ~*, YTOGbl HANTK BCe COOTBETCTBUS B MMEHAX
nporpamm, 6e3 yu4éta perucrpa.

ToT e camblii 3aMpoc C MCMOMb30BaHMEM CTPOKOBOIO onepaTtopa ByaeT BhirnaaeTh Tak:

program ri “nova*

10.6.3 Jlornyeckue BbipaxeHus

YcnoBuii cpaBHEHUsI MOXET OblTb HECKONbLKO. Toraa oHU 0bbeanHAKTCA Mexay cobon
nornyeckumn onepatopamm AND n OR, a nogmMHOXeCTBa YCNOBUA MOXHO rpynnnpoBaTh
Mexay cobon, ncnonb3ysi ckodbku. Hanpumep, 3anpoc 4nsa nomcka 3annucen BCeX CEPBNCOB
OpenStack Nova, kpome nova-api-wsgi M nova-conductor, bygeTt BbIrmageTb Tak:

program ~ 'nova' and (program != nova-api-wsgili and program != nova-

conductor)

[na cton6buos, B TOM 4Yncrie, Ans jSon-nonen, 4OCTyrnHa NpoBepka Ha CyLLeCTBOBaHNE U
dunbTpaums no 3TOMy Xe KpUTepuio:

.context.user id is not null

10.6.4 HroaHcbl UCNOMb30BaHUA B KOMaHOHOMW CTPOKe

OGpaTtuTe BHMMaHue, 4YTo npu paboTe 13 KOHCONK Jyylle NCMNOSb30BaTb CTPOKOBbLIE
onepartopbl CpaBHEHWS!, YTOObI HE 3KPAHMPOBaTb CMELICUMBOJIbI B 3anpoce 00paTHbIM Cr3LLIOM.

W3-3a aToro 3anpoc Buaa:
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program ~* nova

B CTaHAApTHOM 060504Ke OOMKEH BbIrMAAeTb Tak:

program \~* nova

NN Tak:

program ri nova
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