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1 TlMoaroroBkKa

1.1 O6bwme TpebGoBaHUA

Insa paseepTtbiBaHna PYCT3K Bam noHagobsATcs:

3 wnn OGonee U3MYECKUX CEPBEPOB, KOTOpble YAOBMNETBOPSIIOT  ClEAYoLWUM
TpeboBaHUsIM:

o Xx86-64 npoueccop Intel unu AMD ¢ nogaepxkon annapaTtHOM BUpTyanusauum
(Intel VT-x unu AMD-V). PekomeHayeTcs Ans ynpasnsioLwmx y3nos He MeHee 4
agep, a Ans BblYUCIUTENbHBIX — HE MeHee 2 agep B 3aBUCMMOCTU OT
NNaHMpyemMon Harpysku;

o 3216 RAM mnnu 6onee;
o noKarnbHbI AnUcKk He meHee 4006;

o 2 wnun 6onee NIC c nogaepxkon VLAN IEEE802.1Q u IEEE 802.3 MTU 9000
OanT;

o Hanuuve nHTepdeinca yganeHHoro ynpasnexus IPMI gns koppekTHon paboThl
cepBuca BbICOKOW JoCTynHocTn BM;

CX[ poctatoyHoro obvema, npegocrasnawowas xpanmnuwe no NFS, FC nnn ISCSI.
[na xpaHenuna guckos BM n ob6pasoB Heobxoanmo He meHee 1 pasgena v Ansi XpaHeHus
PK Heobxoaoum 1 oTAenbHbIV pasgern;

KommyTaTop ¢ nogaepxkon VLAN IEEE802.1Q, Takke xenaTtenbHa nogaepxka LACP,
Aansi obecrneveHns BbICOKOM JOCTYMNHOCTU U YBENMYEHMS NPOMYCKHOW CNOCOBHOCTM ceTw,
n IEEE 802.3 MTU 9000 6Gawr.

CX[, paboTtatowme no npotokonam NFS mnnun iSCSI, a Takke IPMI nHtepdencol
PU3NYECKNX CEPBEPOB AOIMKHBI ObITb AOCTYMHbLI N3 CETU YNPaBMEHUS.

1.11

1111

1112

PekomeHaauummu no Hactpouke PYCTIK B pexxume BbICOKOM
aoctynHoctn (HA)

O6opynoBaHue
HY>XHbI MUHUMYM 3 cbranyeckunx cepeepa;
Kaxxabln cepBep AomkeH nmetb 2+ NIC 1 uHTepdenc yaaneHHoro ynpasneHus (IPMI);
KOMMyTaTop gorpkeH nogaepxusatbe LACP;
CX[ c iSCSI unu FC nogkntoyeHem JosmkHa obecneynBaTb MHOTONyTEBOE

noaxkntoYeHne 610YHbIX YCTPOWCTB.

KoHdurypaumsa

Hy)KHO Ha3Ha4YnTb cneaywowme ponm HGO6XOLI,I/IMOMy KOJTIM4EeCTBY Y3J10B:

CepBuc obHapyxeHus: 3, 5, 7.

KnactepHoe xpaHunuie HacTpoek: 3+ (TONbKO HEYETHOE KOJNIMYECTBO).
Kaw: 3+ (TONbko HEYETHOE KONNYECTBO).

Ouepeab coobLeHn: 3+ (TONbKO HEYETHOE KOJTMYECTRBO).

Basa gaHHbIxX: 2-9 BkniwouyeHo + 1 Apbump.

BbluncnurenbHbIN y3en: 2+ .
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e Bce octanbHble ponu: 2+.

1.1.1.3 CeTtb

HacTpoliika ceTeBbIX arperaToB 1 NpMBA3Ka CETEN K HUM 3aBUCUT OT pexxunMa paboThbl
MOPTOB KOMMYTATOpa, B KOTOPbIE MOAKIYEHbI (U3NYECKME CeTeBbIe NHTepdENChI
yanoB. OnpegenvTe 3To 3apaHee, NPy NiIaHUPOBaHUN MHCTaNMSILUN.

Tunosble BapuaHTbl CETEBOW KOHGUrypauuu:
1.1.1.3.1 All-in-One
Ha ka)xgoMm y3ne Hy>XHO HaCTpOUTb:
e ArperaT no ymonyaHuio;
o Pexum noptoB kommyTaTopa: trunk;
e CeTb ynpaBneHus.

o Heobxoguwmo ykasatb VLAN ID ans CeTun ynpasnexus.
1.1.1.3.2 BblgeneHHas ceTb XpaHeHus
Ha kaxxgoM y3ne Hy>XHO HaCTpOUTb:

e ArperaT no ymosi4yaHuio;
o Pexum noptos kommyTaTopa: trunk;
e [ononHuTenbHbIN arperar #1;
o Pexum noptoB kommyTaTopa: trunk usiu access;
e CeTb ynpaBneHus;
o BeibpaTtb Arperat no ymonyanutio;
o Heobxogmnmo ykasatb VLAN ID gns CeTu ynpaBneHus;
e CeTb XpaHeHUs AaHHbIX;

o Bblbpatb JononHutenbHbIn arperaT #1;

o Ecnun arperat B pexume access — MOXHO He ykasbiBaTb VLAN ID.
1.1.1.3.3 BblgeneHHble ceT BUPTyarbHON MHAPACTPYKTYPbl U XPaHEHUS OAaHHbIX
Ha kaxqoM y3ne Hy>XXHO HaCTpOUTb:

e ArperaT no ymonyaHuo;
o Pexum nopTtoB koMmyTaTopa: trunk usiu access;
e [lononHuTenbHbIN arperar #1;
o Pexum noptoB kommyTaTopa: trunk;
e [lononHuUTenbHbLIN arperar #2;
o Pexum noptoB kommyTaTopa: trunk usu access;
e CeTb ynpaBneHusi;
o BblbpaTtb Arperart no ymonyaHuio;
o Ecnu arperat B pexxume access — MOXHO He yka3biBaTb VLAN ID.
e CeTb BUpTyanbHON MHPPACTPYKTYpPbI;

o Bbibpatb [JononHutenbHbIn arperat #1;
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e Cetb XpaHeHUA AaHHbIX;

o Bblbpatb JononHutenbHbIn arperaT #2;

o Ecnwu arperaTt B pexnme access — MOXHO He ykasbieatb VLAN ID

1.1.1.3.4 BblgeneHHble ceTn NOBEPX OQHOrO arperarta

e ArperaTt no ymMonuaHuio;
o Pexum noptos kommyTaTopa: trunk;

e CeTb ynpaBneHus;
o BbibpaTtb Arperat no ymonyaHuo;
o Ykasatb VLAN ID;

e CeTb BUpTyanbHoOW UHPaACTPYKTYPbI;
o BblbpaTtb Arperat no ymonyaHuio;
o VYkasatb VLAN ID;

e CeTb XpaHeHUs JaHHbIX;
o BeibpaTtb Arperat no ymonyanutio;
o YkasaTb VLAN ID.

1.1.2 Yek-nuct

Y6eauntech, 4YTO Bbl pacnonaraeTe BCEM HEOOXOOMMbIM:

Kateropus Pecypc HyXxHble
OaHHble

OuctpnbyTtue rustack-
[current_version].iso

CPUcmMm. 1.1
Y3en RAM 2 32T6

HDD =406

=2 NIC
Appec wnto3a

MeHeKMeHT-ceTb
VLAN ID
Agpec y3na
MTU
Cnuncok
CeTeBbIX
WHTepdencos
Virtual_IP

Ha kakom
3Tane HyXXHO

NopgrotoBka

MNopgrotoBka

YcTaHoBka
oC

YcTaHoBka
oC

YcTaHoBKa
oC

YcTaHoBka
oC

YcTaHoBka
oC

YcTaHoBKa
PYCTO3K

KommeHTapuu

co3ganTe 3arpy3oyHbii
DVD unu USB-drive,
€CINN HY>KHO

MOXHO yTOUHUTL Y
CeTeBbIX NHXEHepPOoB.



KaTteropus

Cetb

cxa

Pecypc

CeTb BUpTYyansHon
MHpacTPyKTypbI

Cetb CXA ?

BHellHss ceTb

HOwvanason VLAN ID
ANst BHYTPEHHUX
ceTen

CnyxebHble agpeca
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HyxHble
OaHHble

Appec wnto3a

VLAN ID

Appec yana

MTU

Cnuncok
ceTeBbIX
WHTepcencoB
Agpec wnto3a

VLAN ID

Agpec yana

MTU

Cnimcok
CeTeBbIX
MHTepgencoB

CIDR

Appec wnto3a
VLAN ID
VLAN ID

BHewHne NTP

BHewHnn DNS

2 pa3sHbIX

NFS, FC unu iSCS| 34 2APeca NFS
AOCTaToYHOro obbema unu

Ha kakom KommeHTapuu
3Tane Hy>XHo

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

YcTaHoBKa
oC

Pabota c Ecnu Bbl nnaHupyete

PYCT3K paspeLwwunTb goctyn BM
BO BHELLHME CEeTU UIn
WHTEPHET

YcTaHoBKa HyxeH xoTs 6bl 0anH
PYCT3K VLAN

YcTtaHoBKa Heobs3aTtenbHo, ecnu He

PYCT3K HY>KHO
CUHXPOHU3MPOBaTb
BpeMsi C BHELLHUMMU
cepBucamu

YcTaHoBka Ecnu y3ny HyxxeH goctyn

OC, B MHTEPHET NN BHELLHWE
YcTaHoBKa cetu
PYCT3K

nepBbIA - OCHOBHOE
YcTaHoBKa xpaHunuue anckos BM u
PYCT3K obpasos
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Kateropuss Pecypc HyXHble Ha kakom KommeHTapuu
AaHHble 3Tane HyXHo
2 pasHbix LUN BTOpOW - pasgen ans
WWID pe3epBHbIX KONUK

12 HeobsizamerbHO, MOXHO UCIMOb308amb 00HY cemb U 00UH Habop ¢busuveckux
uHmepagelcos.

8 Hacmpolka u paboma c iSCSI onuca+a e pa3dene «YcmaHoska OC» u 8 «Pykogodcmee
rnonb3oeamerisi» pasden «How-toy/«Paboma ¢ OCFS».

4 XpaHunuwe iISCSI| domkHo noddepxusame npomokosa Asymmetric Logical Units Access
(ALUA).

1.2 Ponu y3noB

Ponb - COBOKYNHOCTb CEPBUCOB M UX HACTPOEK, BbINOMHAIOLWMX ONPEeAEreHHYI0 3agaYy B
pamkax nnatdopmbl. Kaxabii dhunsmyeckuin ysen B COCTaBe UHCTaNNAaLUUnM NpuHMMaeT Ha cebs
Heckornbko ponen. Ponn genatca Ha cnyxebHble, obs3aTenbHble 1 gononHuTensHble. Kaxxaas
cnyxebHas n obasaTenoHasa ponb AOMMKHbI ObITb Ha3HaYeHbl XOTH Bbl OAHOMY (PN3NYECKOMY
y3ny. [JononHUTENbHbIE PONN - BKIKOYAIOT paclUMPEHHbIN PyHKUMOHan nnatgopmel, No
YMOMYaHUIO - OTKIMIOYEHDI.

MHorve cepBuChl ABMAIOTCA KNACTEPHbIMU, 3HAYEHUS POnern B KOHUrypaTope sSiBNSATCA
"HavanbHbIMM HacTponKamm Krnactepa" ans Takux cepsucoB. Hanpumep, Tekywun "mactep”
MOXeT nepeexaTb Ha nobon ysen c ponbio Kaw [JornonHumernbHsil B pe3ynbTaTe oTka3a ceTu
n/nn aNekTpPoNUTaHus.

1.2.1 CnyxeOHble ponu

e CepBuc oGHapyxeHus: npegocTaBnseT MyHKUMOHaN obHapyXeHnsi CepBUCOB Ha
ocHoBe DNS, npoBepku nx goctynHocTh n 6anaHcmposku. Mcnonbsyetcsa ponsamu Kaw,
Ouepenb coobweHni, basa gaHHbIX.

e KnacrtepHoe xpaHunuLie HacTpPoeK: peanuayeT obLiee xpaHunuile gannos,
ncnonb3yemoe pasnuyHeiMu kKoMmnoHeHTamu PYCTOK.

e CepBuC BpeMeHU: OTBEYAET 3a HACTpPOKKy nokanbHoro NTP, no3sonser HacTpouTb
CUHXPOHM3aLMNI0 C BHELUHUMU UCTOYHUKAMWN BPEMEHM.

o Kaw: knactepHas NoSQL B[]. Micnonb3yeTca npeumMyLLecTBeHHO porbto CepBuc
aBTOpM3aLmK, ONs KILUMPOBAHUA ayTEHTUMUKALMOHHBIX JaHHbIX.

e Ouepeab coobLleHun: Gpokep coobLleHn Ha ocHoBe cTaHaapTa AMQP, ons
KoopauHaummn onepauun n tHopmaumm 0 COCTOSHUM MeXay cepBucamu.

e Web-cnyx6bl: Be6-cepsep ans obpabotkn API 3anpocos, ¢ hyHKkumen 6anaHcnpoBku
Has3rpysku.

. Ba3sa gaHHbIX: OCHOBHOE XpaHunnuue AaHHbIX I'IJ'IaT(bOprI.

e XpaHunuiye noros: CepBUC ynpasneHus rnoramu. Vicnonesyetca ans
LeHTpanuaoBaHHoro cbopa noroe u 3anvcu nx 8 CYB[.

1.2.2 Ob6s3aTenbHbIe ponu

o CepBuc aBTOpM3auumn: obecneymsaeT aBTopusaLmio, ayTeHTuuKaLmo
none3oBaTenen n cnyxb cucTembl, peanuayet MynbTUTEHAHTHYIO MoAenb AOCTyna

e CepBuc DNS: obecneumBaeT ynpasneHne JOMeHaM1 U 3anMcaMm B HUX,
WHTErpupoBaH ¢ ponamu YnpasneHme BM v YnpaBneHue cetamu ons
aBTOMAaTUYeCKOro co3aaHunsi 3anncen Anst o6 bEKTOB BUPTYyanbHOW MHAPACTPYKTYPbI.
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e YnpaeneHue obpasamu: peanusyeT penosutopuin o6pasos, npeqocTasnsaeT
WHCTPYMEHTbI Ans paboTbl C HUM.

e CnyxeOHbIN KaTanor o6yayYyHbIX pecypcoB: peann3yeT CUCTEMHBIN KaTanor
pecypcoB (CPU, RAM u 1.4.). icnonb3yeTtca ponsmn YnpasneHue BM, YnpaBneHue
ceTsiMu 1 YnpaBneHue gucKamu.

e YnpaBneHue BM: npegocraBnseT MHCTPYMEHTbI AN CO30aHNS U B3auMogencTanst
BM.

e YnpaBneHue ceTsaAMU: obecneyvBaeT co3aHune 1 ynpasrneHue BUPTyanbHON ceTeBON
nHppacTpykTypoi. CeTeBasi nogcucTeMa npenocTaenseT abcTpakTHble CeTU, NOACETH,
nopTbl U poyTepbl.

e BbluncnutenbHbIN y3en: HeNocpeaCTBEHHO B3aUMOAENCTBYET C rmnepensopomM KVM,
co3paét/pepaktupyet/yganset/murpupyet BM.

. ynpaBneHMe Auckamu: obecneudnsaet ynpasneHne NoOCTOAHHbIM ©no4YHbLIM
XpaHunnumuwem anda supTyaribHbIX OUCKOB. lMo3BongeT nonb3oBaTento co3gasaTtb U
yoanAatb OnoyHble yCTpOVICTBa N ynpasnAaTb UX NOOKMKOYEHNEM K BUPTYalibHbIM
MalnHaMm. npeﬂ,OCTaBﬂﬂeT MexaHn3M OnAa co3gaHna n BOCCTaHOBIIEHUA pe3epPBHbIX
KOMWUA OUCKOB U CHUMKOB.

e CepBMUC ONTUMM3ALNM PECYPCOB: peanuayeT c6op U XpaHeHNEe METPUK PU3NYECKMX
y3noB u BM, npegocTaBnsieT UHCTPYMEHTbI A1 ONTUMU3aLMmM Harpy3ku nnaTgopmel B
COOTBECTBUM C 3aJaHHBIMU NPaBUIIaMUN U 3HAYEHUSIMU METPUK.

e CepBuC NOCTPOEHMUS 0GNavYHbIX NPOLECCOB: NPEAOCTABMAET UHCTPYMEHTbI ANSs
BbINOMHEHNS1 KOMMNIIEKCHbIX 3a4a4 aBToMaTU3aLuu.

e Web-unrepdenc: Beb-nHTepdeiic ansa pabotsl ¢ nnatdopmon PYCTIK.

1.2.3 JononHuTenbHbIe ponu

e CepBuc 6anaHCUPOBKMX Harpy3KW: NO3BOMSIeT Co3aBaTb ceTeBble 6anaHCUPOBLLMKM
Harpysku.

e CepBuC OpKecTpauum: NO3BOMSIET CO34aBaTb KOMMIEKCHbIE Cpeabl U YNpaBnsaTb UMW,
MCMOoNb3ys KOHLENUUIO MHAPACTPYKTYPbI Kak KOA.

e CepBuc ynpaBneHusi MH(PaACTPYKTYPON KOHTEMHEPOB: CEPBUC NO3BONSAET
co3gaBaTb M HacTpauBaTbk knactep Kubernetes, a nocne co3gaHus knacrepa
[obaBnsaTb HoBble HOAbl Kubernetes B py4HOM pexxume Unm B pexxmme
aBToMacLwTabupoBaHusa (autoscaling).

e Cnyx6a xpaHeHMs kniodei wndpoBaHus: obecneuynsaeT 6e3onacHoe XxpaHeHue,
npeaocTaBneHne 1 ynpasneHne CeKPeTHbIMU AaHHbIMM.

1.3 OrpaHuyeHusi nepekoHcUrypaumm nocrne pasBepTbiBaHUA

[ns nepeMeLLeHust Unu yaaneHusi HeKOTOPbIX POren CyLLEeCTBYIOT OrpaHUYeHus:
CepBuc o6HapyxeHus

e Henb3sa BbIKNOYMTL POrib HA BCEX AEUCTBYHOLLMX Y3nax U NnepeHasHauuTb ee Ha HoBble
y3nbl

e Henb3s koHGUrypnposaTtb NAaTOpPMy C YETHLIM KONIMYECTBOM Y3S10B C 3TON POibLO

B cny4yae Bbixoga mn3 ctpos (N/2) - 1 y3noB ¢ 3TOW poribio - HEO6X0AMMO KaK MOXHO cKopee
nepeHasHauuTb ee Ha Kakue-nmbo M3 OCTaBLUMXCS Y3MO0B, MHAYe BbIXOA U3 CTPOS CrieaytoLlero
y3na npueegeT k HepaboTocnocobHocTu knacTepa. Knactep nepectaHeT otBedaTb Ha DNS
3anpochl, kKak CrneacTBue ocTarnbHble cepBuUChl NnaTdopMbl NOTEPSIOT AOCTYN K Ba3se AaHHbIX,
Ouepeau coobueHnn, Kawy.
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[na koppekTHOM paboTbl cuctemsl fonyctumbl notepu 1/3, 2/5, 3/7 yanos ¢ ponbio CepBuca
obHapyxeHus. He pekomeHnayeTcs BknoyaTb ponb CepBuca obHapyxeHus 6onee yem Ha 7

y3nax.

I'Iepeaarpysky y350oB C aTON ponbio HeobxoanMmMo OCyLWEeCTBIIATb CTPOro nocriegosartesyibHO U
OOHOBPEMEHHO, AJ1d KOPPEKTHOIo CtapTa cepBuUca.

Kaw
[ )

1.3.1

1.3.2

Henb3sa koHdurypupoBaTb NNatdopmMy C YETHbIM KOMMYECTBOM Y3I10B C 3TON POJibiO

[nsi KOpPEeKTHOW PaboTbl CepBUCa KILLUMPOBAHUS B PEXKMME BbICOKOW JOCTYMHOCTM
HeobxoaunMbl Kak MUHUMYM:

o OpauH OcHoBHoM y3er, oguH [ONoONHUTENbHLIN N oanH ApOuTp - B 3TOM cryvae
BO3MOXHa notepst OCHOBHOrO y3na.

o OpuH OcHoBHOM 1 ABa [ONONHUTENbHbIX Y3Ma - B 3TOM Crydae B 3TOM criyyae
BO3MOXHa notepsi cHayana OCHOBHOro, 3aTeM [JONOMHUTENBHOIO Y3r10B
(koTopbii He cTan OCHOBHLIM).

Ouepeab coobLieHnn

Henb3sa koHdurypuposaTtb NnNatopMy ¢ YETHLIM KONMYECTBOM Y3M0B C 3TON POfbio.

Ba3a gaHHbIX

Henb3s cmeHuTb ponb bl BkrioyeHo — Apbump vnnn Apbump — BkioyeHo 3a ogHy
nepeKkoHMUrypauuio, Hy>KHO BbIKMYNTb POJib, MPUMEHNUTb KOHUrypaLmo, NoToM
BKITHOUMTb HY>KHBIA PEXUM Y NPUMEHUTB KOHUIypauuio eLle pas3

[nsa koppekTHOM paboTbl 0TkazoycTonumocTn bl - Heobxoaum xoTsa Gbl 0ANH y3en ¢
ponbto Bl - ApbuTtp. ObLiee ymcno y3noBs ¢ ponbto B[] orpaHuyeHo gecaTbio yanamu, 9
c ponbto B[ BkntodyeHo + 1 Apbump.

Mo ymonyaHuio oTKNoYEeH PyHKLMOHAN CUHXPOHHbBIX PENINK. TO MOXET NPUBECTU K
noTepe AaHHbIX Mexay nocriegHen 3anvcbio B B[ n nocnegHnm ceaHcom pennukaunm
B Clny4Yae aBapuHOTO OTKIMIOYEHMS TeKyLLero macrepa. BkmounTtb dyHKUMOHAN MOXHO
B KoHdourypaTtope, B pasgene O6Lue HaCTPOWNKN, MBMEHUB KONMYECTBO CUHXPOHHbIX
pennuk Ha oTnnyHoe oT 0. KonnyectBO CMHXPOHHLIX PensiMK A0MKHO BbiTb MEHbLUE
UNun paBHO (KONMYECTBO Y3roB ¢ pornbio B - BkntoyeHo) - 1. MNpu HegocTynHOCTU BCeX
CUMHXPOHHbLIX pennuk - knactep Bl nepectaeT obcnyxunsBaTb 3anpockl, Tak Kak He
MOXeT 3aKpbITb TpaH3akuuio. He pekomeHayeTcsa BkNoYaTb 3TOT (PyHKUMOHAN B
WHCTannauusax ¢ obwum konmyecTsom y3nos b < 4

BbluncnurenbHbIN y3en:

CnepyeT y6eanTbCsi, UTO Ha BbIKIMOYaeMbIX BbIYUCIIUTENBHbIX Y3nax OTCYTCTBYIOT
BMpTyanbHble MallvHbl B CrieayroLmx coctosHnax: Active, Paused, Suspended.
Takue BupTyanbHble MallWHbI CeayeT nepeBecTn B coctosHue Shutoff, ecnu:

O  POnb BbIKIKOYaeTCcA Ha BCeX ,D,eIZCTByIOLLI,I/IX y3nax 1 3Ta Xe pollib BKI4YaeTca
Ha HOBOM Yya3Jie unun

O O[HOBPEMEHHO M3MEHSETCA UMS JOMEHA U BbIKNOYaeTCA porb XoTa 6bl Ha
OZHOM y3rne

O B KnacTtepe ogHOBPEMEHHO U3MeHAETCA UMMA BCEX BbIYUCTTUTENbHbIX Y3J10B U
BbIKITHO4aEeTCA pOJib XOTA Obl Ha O[HOM Yy3ne

I'Ipm BbIKITIOMEHUN BbIHNUCIUTENIbHOIO y3a C BUpTyalibHbIMXA MallMHaMu, cnenyet
y6€LI,VITbC$|, YTO Ha OPYrnx BblHUCIINTENbHbLIX y3NaxX AOCTAaTO4YHO cBOBOAHbIX pecypcos
ana murpadmm Ha HMX 3TuxX BUpTyalibHbIX MALUUH, NPU 3TOM Hago y4YnTbiBaTb
OBEPKOMMMWT.

Henb3sa meHATb nmeHa y310B Mexay coboi BO BpemMA OOHOro 3arnycka KOH(*)VIrypaLI,MM.
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1.3.3 KnacrtepHoe xpaHunuuie AaHHbIX

e Henb3sa 3a ogHy nepekoHdurypauuio obasuTtb 1 yaanuTb (Mnv HaobopoT) ponb
KnactepHoe xpaHunuuie aaHHbIX. Heobxoammo caenatb nepsoe AencTeune,
NPUMEHUTb, 3aTeM BTOPOE AENCTBUE, MPUMEHUTD.

. Ecnn ncnonb3yeTcd 1 cepBep KnacTepHOro xpaHunuiia HacTtpoek, TO HEBO3MOXXHO
nepenMMeHoBaThb y3erl.

1.3.4 YpaneHue y3nos

e OCFS2: ans nonHoro ucknodeHms Hog u3 OCFS2 knactepa HeobxoagMma OCcTaHOBKa
BCero knacrepa. Ha momeHT Bepcum ocfs-tools 1.8.7 He peannsoBaHo «online
yaaneHue y3noB» uU3 krnacrepa.

1.4 PexkomMmeHAaLuu Mo pasmMeLLeHuIo ponemu

1.4.1 3 ¢pu3anyeckux ysna

MwuHuManbHas oTkasoycTonunBasa KoHuUrypauus

Ponb Y3en 1 Y3en 2 Y3en 3
CepBuc obHapyxeHus BkntoweHo BkntoveHo BkritoueHo
KnacrtepHoe xpaHunuiie HacTpoek BkritoyeHo BknoveHo BkntoveHo
CepBuCc BpeMeHuU BkntouyeHo BkntoveHo BkntoyeHo
Ouepeab coobLeHnn BkntouyeHo BkntoveHo BkntoyeHo
Web-cnyx6bl BkritoyeHo BknoveHo BblIknoyeHo
Bas3a gaHHbIX BkntoyeHo BknoveHo _
XpaHunuuwe noros BkntovyeHo BkntoveHo BbIkntoueHo
CepBuc aBTOpMU3aLHU BkritoyeHo BknoveHo BblIknoueHo
CepBuc DNS BkntovyeHo BkntoveHo BblkntoueHo
YnpaBneHue obpasamu BkrnitoyeHo BknoveHo BblIknoueHo
CnyxebHbIN KaTanor o6na4Hbix BknoyeHo BknitodeHo BbikntoveHo
pecypcoB
YnpasneHue BM BkntovyeHo BkntoveHo BblIkntoueHo
YnpaBneHue cetamu BkntoyeHo BkntoveHo BblIknoyeHo
BbluncnurenbHbIn y3en BknoyeHo BknitodeHo BknoyeHo
YnpaBneHue guckamu BknioyeHo  BkritodeHo Bblkno4eHo
Cnyx6a xpaHeHus Kntoyen wudpoBaHusa BbiknoyYeHo Bbiknio4eHo BblIknoyeHo
AreHT cobbITUI o4Yepeam BkritoyeHo BknoveHo BblIknoyeHo
CepBUC ONTUMU3ALMUN PECYPCOB BkntovyeHo BkntoveHo BbIkntoueHo
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Ponb
Web-uHTtepdpenc
CepBuC 6anaHCUPOBKM Harpysku
CepBuc opkecTtpauum

CepBUC NOCTPOEHUSI 06NaYHbIX
npoueccoB

CepBUC ynpaBneHus nHgpacTpykTypomn
KOHTENHepoB

1.4.2 5 ¢pusnyeckux ysnos

Y3en 1 Y3en 2
BkritoyeHo BknoveHo

BbikntoueHo BbikntoveHo
BbikntoyeHo BbiknovyeHo

BkntoyeHo BknoveHo

BbikntoyeHo BbiknoyeHo

Y3en 3
BblkntoyeHo
BbikntoueHo
BblkntoyeHo

BblikntoueHo

BbikntoueHo

B aTOM BapmnaHTe MMeEeT CMbICI BKITOUNTb CUHXPOHHYIO pennuvkauuto B Ha 1-2 y3na (cm. 2.3

YcraHoBka PycTak - "O6Lwme HacTponkn")

Ponb Y3en 1 Y3en 2
CepBuc BkntoyeHo BkntoveHo
obGHapyxeHus
KnactepHoe BkntoueHo BkntoueHo
XpaHunuuie
HacTpoek
CepBuc BkntoueHo BkntoveHo
BpeMeHU
Kaw OcHoBHOM
Ouepeab BkntoueHo BkntoueHo
Ccoo0LWeHun
Web-cnyx6bl BkntoyeHo BkntoyeHo

Ba3a gaHHbIX

BkntoyeHo BkntoveHo

XpaHunuuwe BkntoyeHo BkntoveHo
noros

CepBuc BkntoveHo BknioveHo
aBTOpM3aumm

CepBuc DNS BkntoueHo BkntoveHo
YnpaBneHue BkntoyeHo BkntoveHo
obpaszamum

CnyxebHbIn
KaTanor
obna4HbIx
pecypcoB

BkntoyeHo BkntoveHo

YnpasneHnue BM BknoyeHo BkntoueHo

YnpaBneHue
ceTaMu

BkrntoyeHo BkntoveHo

Y3en 3 Y3en 4
BkntoyeHo BkntoyeHo
BkntoueHo BkntoueHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoueHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoyeHo
BkntoueHo BbikntoueHo
BkntoueHo BbikntoyeHo

Y3en 5

BkntoyeHo

BkntoueHo

BbikntoyeHo

BbikntoyeHo

BblikntoyeHo
BkntoyeHo

BbikntoyeHo

BblikntoyeHo

BbikntoyeHo

BbikntoyeHo

BblikntoyeHo

BbikntoueHo

BbikntoyeHo
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Ponb

BbluncnurenbH

bl y3en

YnpaBneHue

AUNCKamMmu

AreHT coObITnMn

ovepenm

CepBuc

onTunMmunsauummn

pecypcoB

CepBuc

noCcTpoeHuA

obnayHbIX
npoueccos

Web-
nHTepdenc

CepBuc

6anaHcUpoBKMU

Harpysku

CepBuc

opKecTpauum

CepBuc

ynpaBneHusi
MH(pPaCTPYKTYp

on

KOHTEeMHepoB

Cnyx6a
XpaHeHusi
Knoyen

wudpoBaHuA

Y3en 1

PYCTOK lMNnamgopma — 2021.2.5. Pykogodcmeo o ycmaHoeke

Y3en 2

BkntoueHo BkntouyeHo

BkntoueHo BkntouyeHo

BkntoueHo BkntouyeHo

BkntoueHo BkntouyeHo

BkntoueHo BkntouyeHo

BkntoueHo BkntoyeHo

Bbikntoue
HO

Bbikntoue
HO

Bbikntoue
HO

Bbikntoye
HO

BbikntoyeHo

BbikntoyeHo

BbikntoyeHo

Bbiknto4yeHo

1.4.3 5+ chnanyeckux ysnos

Y3en 3

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

BbikntoyeHo

BbikntoyeHo

BbikntoyeHo

Bbiknto4yeHo

Y3en 4

BkntoueHo

BblikntoyeHo

BbikntoueHo

BbikntoueHo

BblikntoyeHo

BblikntoyeHo

BbikntoueHo

BbikntoueHo

BblikntoueHo

BbikntoyeHo

Y3en 5

BkntoueHo

BblikntoyeHo

BbikntoyeHo

BbikntoyeHo

BblikntoyeHo

BbikntoyeHo

BbikntoyeHo

BbikntoyeHo

BbikntoyeHo

BbikntovyeHo

Ecnu ecTb BO3MOXHOCTb BblAENWTL NOA YNpaBnsioLwme y3nbl OTAENbHbIe MU3NYECKUE CepBepbI

(CPU 4+ Core | 32+ ['6 RAM)

B aTom BapmaHTe MMeeT CMbICI BKIMIOYUTb CUHXPOHHYIO pennukauuio B Ha 1-2 y3na (cm. 2.3
YcTtaHoBka PycTak - "O6Lwume HacTpomnkn")

Ponb

CepBuc

obGHapyxeHus

KnactepHoe

XpaHunuiie
HaCcTpoeK

CepBuc
BpeMeHU

Y3en 1

Y3en 2

BkntoyeHo BkntoyeHo

BkntoyeHo BknitoyeHo

BkntoyeHo BknitoyeHo

Y3en 3

BkntoueHo

BkntoyeHo

BkrntoyeHo

Y3en 4 Y3en 5 Y3en N

BkntoyeHo BknoyeHo Bbikntoye
HO

Bbikntoye Bbiknoye Bebikntove
HO HO HO

Bbikntoye Bbiknoye Bebikntove
HO HO HO
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Ponb

Kaw

Ouepeab
coooLueHnn

Web-cnyx6bl

Ba3a paHHbIX

XpaHunuwe
noros

CepBuc
aBTOpM3aLUMN

CepBuc DNS

YnpaBneHue
ob6paszamum

CnyxeOHbIn
KaTtanor
obnayHbIX
pecypcoB

YnpaBneHue
BM

YnpaBneHue
ceTdaMu

BbluncnurenbH
b y3en

YnpaBneHue
AuUckKamm

AreHT coObITUMn
oyepeau

CepBuc
onTUMMU3auum
pecypcoB

CepBuc
nocTpoeHus
obnayHbIX
npoueccoB

Web-
MHTepdenc

CepBuc
6anaHcupoBKu
Harpysku
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Y3en 1 Y3en 2

Y3en 3

Y3en 4

OcHosHon dononHutensH [HononHuTenbH Bbikntode

bl

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BkntoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

Bbikntoye Bbiknto4eHo

HO

BkntoyeHo BknoyeHo

BkntoyeHo BknitoyeHo

BkntoyeHo BkntoyeHo

BkntoyeHo BknoyeHo

BkntoyeHo BknoyeHo

Bbikntoye Bbikno4YeHo

HO

bl

BkntoueHo

BkntoueHo

Apbutp

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

BkntoueHo

Bbiknto4yeHo

BkntoueHo

BkntoyeHo

BkntoyeHo

BkntoueHo

BkntoueHo

Bbiknto4yeHo

HO

Bbikntoue
HO

Bbiknitoue
HO

BkntoueHo

Bbikntoue
HO

Bbiknitoue
HO

Bbikntove
HO

Bbikntove
HO

Bbikntoue
HO

Bbikntove
HO

Bbikntoue
HO

BkntoyeHo

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Y3en 5

Bbikntoue
HO

Bbikntoue
HO

Bbikntoue
HO

BkntoyeHo

Bbikntoue
HO

Bbikntoue
HO

Bbikntoue
HO

Bbikntoye
HO

Bbikntoue
HO

Bbikntoue
HO

Bbikntoue
HO

BkntoyeHo

Bbikntoue
HO

Bbikntoue
HO

Bbikntoye
HO

Bbikntoue
HO

Bbikntoue
HO

Bbikntoue
HO

Y3sen N

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bblikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bknto4yeHo

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO

Bbikntove
HO
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Ponb

CepBuc
opKecTpauuu

CepBuc
ynpaBneHusi
MHcpacTpyKTyp
on
KOHTeMHepoB

Cnyx6a
XpaHeHusi
Knoyen
wudpoBaHunA
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Y3en 1 Y3en 2

Bbikntoye BbiknoyeHo
HO

Bbikntoye BbiknoyeHo
HO

Bbikntoye BbiknoyeHo
HO

Y3en 3

Bbiknto4eHo

BbikntouyeHo

BbikntouyeHo

Y3en 4

Bbiknitove
HO

Bbikntoue
HO

Bbikntoue
HO

Y3en 5

Bbikntoue
HO

Bbikntoue
HO

Bbikntoue
HO

Y3sen N

Bbikntove
HO

Bbikntove
HO

Bblikntove
HO
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2 YctaHoBka OC

Basoeasa OC gomkHa CTOSATb Ha KaXaoM yane.

lMepen ycTaHoBKoW NpoBepbTe, YTO B BIOS y3na BkntoyeHa BupTyanuaauus Intel VT-x
mnu AMD-V.
PacnonoxeHwne onumin 06bIYHO ONMcaHo B AOKYMeEHTaL MM Ha obopygoBaHue.

2.1 3arpy3ka

BapuaHTbl 3arpysku:
e  (puanuecknit Hocutens: DVD, USB-drive (cm.pa3sgen «logrotoBkay);

e 3arpy3ka ISO-o6pa3sa yepes IPMI-uHTepdeiic yana.

2.2 YctaHoOBKa

2.2.1 Bxop

Mocne 3arpy3ku BOMAWUTE B CUCTEMY C YY4ETHOW 3aMUCbIO root M Naponem rustack u
3anyctute PYCTOK.KoHdurypatop komaHoon rustack-os-install.

2.2.2 B3zanmopgencreue ¢ KOHpUrypatopom
e nepemeLLeHne Mexay nyHkTtamm meHo — (1|1 ]—|—)
e BbIGOp ONUMM UNK 3Ha4YeHus1 napameTpa — Enter
e yCTaHOBKa OTMETKM B Yekbokcax — Space
e nepexop K onuuam ynpaenenus Tlpumenuts', 'OTmeHa’, 'Hasag' — Tab

e  BbIXOJ Ha ypoBeHb Bbile — 'Haszaa' nnu Esc

2.2.3 KoHdurypauus

YTt0o6bl ycTaHoBUTE OC, HY)XHO 3anoNHUTL pa3gens:
e O6LUMe HaCTPONKM
e Hactponkn guckos
e Hactponkn cetun

2.2.3.1 OO6wme HacTpomKK

Onuwus Tun nona 3HayveHue no  [locTynHble KommeHTapumn
yMOn4aHuio 3HauYeHus

Maponb TekcToBoe rustack * [None ana cmeHbl napons
cynepnonb3oBaTens no ymosnyaHuio
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Onuusna

MwuTurauymm agpa
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Tun nona 3HaveHue no
yMoOn4aHuio

BeiGop BbIKIHOYEHbI
iTLB n TSX
Async Abort

2.2.3.2 HacTtpouku guckos

Onuusna

Tun 3HavyeHue no
nonsa ymonqal-wuo

Ownck gnsa yctaHoskm Beibop lMNepsoe

[ononHuTenbHbIN
AWCK A1 yCTaHOBKM

YCTPOMWCTBO 13
OOCTYMHbIX B
cucteme

Beibop [llepsoe

YCTPOWCTBO 13
AOCTYMHbIX B
cucteme

2.2.3.3  OuncTunTb BbIOpaHHbIE ONCKM
BbINONHUTE 3TOT NYHKT 4O NPUMEHEHNSA KOHUrypaLumm, eCniv Bbl HE YBEPEHbI B TOM, YTO
BblOpaHHble ANCKM He coaep)XaT pasMeTKn OT NpeablayLmnx ycraHoBok apyrix OC.

2.2.3.4 Hactpoliku cetn
B aTom pasgene Bbl MOXeTe HaCTPOUTb arperatbl (JIorMyeckme ceTeBble MHTEPENCHI) N CETH,
KoTopble ByagyT ux Ucnonb3oBarhb.

HdocTynHble
3Ha4eHus

BKITHOYEHbI
BbIKITIOYEHbI

BbIKITHOYEHbI
iTLB n TSX
Async Abort

KommeHTapumn

PexvMbl paboTbl sapa:

6e3onacHbIn —
BKIMOYEHbI

cbanaHcupoBaHHbI —
BbIKITOYeHbl TLB n TSX
Async Abort

NPoOn3BOAUTENbHbIN —
BbIKMOYEHbI

[DocTtynHbie 3HayeHuss KommeHTapumn

nokanbHble OUCKN 1NN
noakntoyeHHble LUN

nokanbHble AUCKN Unn  Bo3amoXHOCTb
noaknoyeHHsle LUN BblGpaTb OTAENbHbIN

JVCK Ang kaTanora
Ivar

PekomeHaauuun no HaCTpOVIKe arperatoB un ceTten CMOTpuUTE B pasaerne «lMogroToBkay.

2.2.3.4.1 Hactpouka ceTeBblX arperaton
lMo3BonseT HacTpouTb Ao Tpéx arperaToB — bond0,1,2. O6sa3aTensHO HAaCTPOUTL arperart no
YMOI4YaHuio, ocTarbHble — B 3aBMCMMOCTU OT 3adau.

Onuumsna

HacTtpouTb ceTeBon
arperat?!

dusnyeckne
NHTEepdencsl

MTU MeHegXMeHT-
cetn

Twvn arperaummn
MHTepdencos

JocTynHble 3HaYeHUA

BKMNtOYEHO - [X], BbIKIOYEHO - [ ]

Cnncok ceTeBbIX MHTEPdENCOB,

Tun nonsa 3HavyeHue no
yMoOn4yaHuio
Yekbokc BblkrtodeHo ([ 1)
MynbTuBbI60p —
TekcToBOE 1500
Bbi6op active-backup

OOCTYMNHbIX B CUCTEME

< 90002

LACP?
active-backup

round-robin

1 0nst onyuoHarnbHbIX azpe2amos

2 docmyniHoe 3HadyeHue MTU onpedensiemcst Hacmpolikamu eaweao cemegozo 0bopydosaHust
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8 domkeH noddepkueambcsi U 6bimb HACMPOEHHLIM Ha 8bILUECMOSIUEM CEMEBOM
obopynosaHum

2.2.3.4.2 Certb ynpasneHus, CeTb BUPTYanbHON MHMpacTpykTypbl, CeTb XpaHeHnsa AaHHbIX
Mo3BonsieT HacTpouTb oTAeNbHbIE L3 ceTu ANa pasHbIX TUNOB Tpaduka u NpuBasaTh UX K
CeTeBbIM arperatam.

Onuusa Tun nona 3HavyeHue No ymonyaHuwo [ocTynHble 3Ha4YeHUs
VMcnonb3oBaTtb Yekbokc BblkrtodeHo ([]) BKMOYEHO - [X], BbIKMOYEHO -
oTAENbHYO ceTb! [1
CeteBomn arperat Bbibop — HacTpoeHHbIe 1 BKINIOYEHHbIE

ceTeBble arperartbl

CIDR nHTepdoeiica TekctoBoe 192.192.192(1932,1943).2/24 IP/IMASK
LWnto3 © TekctoBoe 192.192.192(1932,194%).1 IP
BHewHuit DNS*  TekcTtoBoe 8.8.8.8 IP
VLAN meHepxkmeHT- TekcToBoe 4095 25- 4094
cetu

1 dnsi cemeli supmyarnbHOU UHGbpacmpykmypbl U XpaHeHuUs1 0aHHbIX
2 cemb suUpmMyarnbHOU UHgbpacmpykmypb!

8 cemb xpaHeHUs1 OaHHbIX

4 morbKo cemb yrnpasneHusi

5 He pekomeHAyemcsi ucrnionbzogamb VLAN ID 1, mromomy 4mo oH sierisemcsi
3ape3epsupo8aHHbIM Y HEKOMOPbIX 8eHOOPO8 cemegozo 0bopydoeaHus

6 He o6s13amernbHO O cemell 8UpmMyasnbHOU UHGbpacmpyKkmypbl U XpaHeHUs1 0aHHBbIX,
npedyrnpexoeHue 0 HEKOPPEKMHOU HacmpoUlike MOXHO U2HOpuUpo8ams

2.2.3.4.3 T1pyMEHUTb HAaCTPOKKK CETH

CKpbITbIV MYHKT, CTAHOBUTCS aKTMBHbLIM Mocre yctaHoBku 6asoon OC.

HacTtpoiiku ceTu y3na MOXHO M3MeHuTb nocne yctaHoku OC, Ho go yctaHoBku PYCTOIK.

N3ameHute nepBUYHYHO HaCTpOVIKy, nocne 4yero Bbl6epI/ITe OTOT MYHKT, 4YTObbI NPUMEHUTb
N3MEHEHUA.

2.2.3.5 [lpegynpexgeHus
Ecnu kakvne-To nonsi He 3anonHeHbl UK 3anoSiHEHbl HEKOPPEKTHO, Bbl yBUANTE
npegynpexaeHns B BepXHen YacTu akpaHa (CM. PUCYHOK 1 HUXeE).

OHu npoay6nupoBaHbl B pasgene MpeaynpexaeHUs 0CHOBHOMO MEH!HO.

2.2.3.6 [MpumeHeHne koHGUrypauuu
YcTtaHoBka OC 3anyckaeTcs nocne Bbibopa nyHkTa NMpumMeHnTb KoHdUrypauumio PYCTIK B
OCHOBHOM MeH!I0 KoHdurypaTopa.

Ecnun ectb npeaynpexaneHua, To NonbITka NPUMEHUTb KOH(le'ypaLIMPO 3anpocuT
OononHuTenbHOE NoaTBepXaeHue. Ha aTtom aTane mMoxHo BEPHYTbLCA K peaakKTupoBaHUIO Unu
NPOUrHOPUPOBATb UX U 3aMyCTUTb YCTAHOBKY.

B cny4yae OLLINGKK YCTaHOBKa MnpekpawiaeTcd 1 BbiIBOOUT COO6LLI,eHMe 00 aTOM. |_|O,£l,p06HOCTI/I
OLNBKM MOXXHO NOCMOTPETL B 3TOM XXe OkHe unu B danne /tmp/rustack-ansible-
os.log
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PYCT3K KoHdurypaTop
MpeaynpexaeHuA

Ouznyeckue uHTepdeiicsl: 3HadeHwe 'InterfacelistProperty' He moxeT
BbITE NyCThIM

Bl
Bl
E
B
E
B
B
B
E
E
B
B
Bl
E
E
a8
E
Bl
B

PucyHok 1. PYCT3K KoHdurypatop. MNMpegynpexaeHus

2.2.4 3aBeplueHne yCTaHOBKMU

Ecnn yCTaHOBOHHbIVI HOCUTENb CTOUT NepBbIM B CMNCKe yCTpOI7ICTB OnAa 3arpy3kn — OTKI4vnuTe
ero. NMocne ycnewHon yctaHoBkn OC y3en aBToMaTtuyecku nepesarpyxaeTcs.

Mocne nepesarpy3ku y3en AocTyneH no SSH, ¢ y4éTHLIMU AaHHbIMKU Cynepnosib3oBaTens.
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3 YcTtaHoBka PYCTOK

3.1 3anyck PYCT3K.KoHdurypaTtopa

Mocne yctaHoBkM 6a3oBon OC (cMm. pasgen "YctaHoBka OC") Ha Bcex cepBepax, KoTopble
OyayT ucnonb3oBaHbl Anga padotbl nnatdopmel PYCTOK, BbibepuTe 0anH cepBep B kKayecTBe
y3na pasBepTbiBaHus. MoAKMYMTECH K KOHCOMM 3TOrO CepBepa u 3anycTuTe
PYCTOK.KoHdurypaTtop komaHngowm rustackctl. PekomengyeTcs nogkntoyeHne no ssh, ¢
MCMNosb30BaHNEM MeHeQKepa TEPMUHANOB tmux .

3.1.1 B3anmopgencrBue ¢ KOHpUrypaTtopom
e fepemeLleHne Mexay nyHkTamm meHo — (1|1 ]—]—)
e BblGOp onuun unu 3HaveHnsa napametpa — Enter
e yCTaHOBKa OTMeTKM B Yekbokcax — Space
e nepexop K onuuam ynpaenenus Tlpumenuts', 'OTmeHa’, 'Hasag' — Tab
e BbIXOA Ha ypoBeHb Bbiwe — 'Hasag' nnu Esc
Ecnu Bbl nogkntounnunce no SSH, npu paboTe ¢ KOHPUIrypaTopoM MOXKHO:
e  1CMNOMb30BaTb Mblllb

e BCTaBNATb 3HAYEHMSA B TEKCTOBbLIE NOSA Npu nomowm Ctri+Shift+V

3.2 OCHOBHOE MEeHIo

PucyHok 1. MeHio PYCT3K. KoHdwurypaTtopa ang passépTtbiBaHUs NraTtdopMbl
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[obaBneHune dusnyeckux cepBepos Kak y3noB nHctannsaumm PYCTOK, ynpaeneHue ponsmu
Y3rO0B:

e [lo6asumb Hoeblli y3en
e Cnucok y3noe
3agaHue 06sa3aTenbHbIX NapameTpoB KOHUrypaumum nnatgopmel:
e Cemsb
e Jluckosasi nodcucmema
o Oeepkommum
e O6wue HacmpouUkKu
e Hacmpoliku ebicokoli docmynHocmu cepeepos
Onuun MHTErpaumm ¢ BHELLHMMMK cepBMCcaMm, Heobs3aTenbHbI:
e  Uumeepayus c Active Directory
e  UHmeepayus c Zabbix
e  Uumeepayus c eHewHum Syslog
MoaroToBKa 1 3anyck MHCTaNMALUN:
e [IpedynpexdeHus - NOMNHbIN CIMCOK NpeaynpexaeHnin 06 owmnbkax KoHPUrypaumm

e [Ilpoeepumb docmynHOCMb y3/108 - NPOBEPKa CETEBOW AOCTYMHOCTU yxXe
AoBaBneHHbIX y3rnos

e [IpumeHumb koHguaypauuro PYCTIK - 3anyck KoHdurypaumm
BcnomoraTtenbHble onuumu:

e CoxpaHumb umeHa uHuyuamopoe iSCSI e g¢halin - coxpaHeHne B pann UMEH
nHMumaTopoB iISCSI ons BCcex XOCTOB, y KOTOPbIX BKIOYeHa onuust "HactpaneaTtb
iISCSI"

e  M3mMeHUmMb noslUMUKU CJ1y6 - NO3BONSIET MEHSITb NOMUTUKN AOCTYNa K pecypcam
nnaTtcopmbl 6€3 NpUMeEHEHUs BCel KOHUrypaumm, nocre NepBUYHOro pa3BepTbiBaHNS

e Cobpamb mexHUYeCKyI0 UHHOPMaUUIO - YAKOBKa >XypHaroB UHCTaNMAUum, nor-
harinoB cepBUCOB 1 OPYrov Heobxoanmon MHpopmMaLuun B apxme, ANA OTNPaBKM B
TexHuyeckyto nogaepxky PYCTOK.

3.3 KoHdurypauusn

3.3.1 O6sa3aTtenbHble HacTponku

3.3.1.1 Cetb
Onuwusa Tun nonsa 3Ha4eHue no [JocTynHble 3HaYeHUs1
yMOM4aHuIo

BupTtyanbHbin IP TekcToBoe 10.0.0.254 Yek-nuct > Cetb > CeTb
ynpasneHus > Virtual_IP

Nmsa pomeHa TekcToBOE example.com ums.JoMeHa

BHelwHue cepBepa TekcToBOE, CNMCOK pool.ntp.org Yek-nuct > CeTb > CnyxebHble

BpemMeHu 3HaveHun Yyepes Appeca > BHewHue NTP

3ansaTyto
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Onuusna Twn nona 3HauveHue no
YMOJT4YaHUI0
OwanasoH VLAN TekcToBOE, 100:200
awana3soHsl OT [o,
yepes 3anATyto
Owana3oH Geneve TekcToBOE, 1:65000
awana3soHsl OT [o,
yepes 3anATyto
Owana3oH Gre TekcToBOE, 1:65000
avanasonsl OT [o,
Yyepes 3ansaTyto
MTU c¢maunyeckmux TekcToBOE 1500
nHTepdencon
MTU TyHHenen Yucrnosoe 0

DNS nnardopmbli

TekcToBOE, cnncok 127.0.0.1

3Ha4YeHunn Yyepes

3anATyro

DNS BuptyanbHoun

MH(PACTPYKTYpPbI
3ansaTyo

Pasmep kBopyma DNS Yucnosoe
Knacrtepa

3.3.1.2 [wnckoBas nogcucrtema

TekcToBoe, cnucok 127.0.0.1
3Ha4eHun Yyepes

33

[daHHbIN pasgen coaep>KMT HECKOMNbKO noapasaenos.

3.3.1.2.1 Hactpouku Multipath
Onuwusa

OTtob6paxatb Tonbko multipath-
ycTpoucTBa

3.3.1.2.2 Hactpouiku iSCSI xpaHnnuuia

Onuwusa

CeTteBOW NHTEphenc

IP xpaHunuwa

MopT xpaHunuwia

.U,OCTyngle 3Ha4vYeHus

Yek-nuct > CeTb > [JnanasoH
VLAN ID

XXX

XXX

Yek-nuct > Cetb > CeTb
ynpasneHus nnu Cetb
BMPTYanbHON MHPaCTPYKTYpbI
>MTU

<MTU dbunaunyeckmx
MHTepdencoB

Yek-nuct > CeTb > CnyxebHble
Apgpeca > DNS nnatdopmbl

nnn

nyCTOG 3Ha4yeHune

Yek-nuct > CeTb > CnyxebHble
Agpeca > DNS BupTyansHon

WHPaCTPYKTYpbI
L

nyCTOG 3Ha4YeHne

0-100

Tun 3HavyeHue no [JocTtynHble
nonsi yMOn4yaHuo 3HaYeHus
Bbibop pa ha, HeT
Tun nonsa 3HaveHue no HdocTtynHble
yMOMYaHuo 3HaYeHus
Bbibop lo Bce ceTteBble

TekctoBoe 10.0.0.11

TekcTtoBoe 3260

nHtepdencel OC

*
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Onuusna Twn nona 3HauveHue no HJocTynHble
yMOn4YaHuio 3Ha4YeHust
Bknountb ayteHTUpmnkaumo CHAP Yekbokc  Bebikn Bkn | Beikn

npu o6HapyxeHUu
Nma nonb3oBaTens TekcToBOE

Maponb TekcToBOE *

3.3.1.2.3 TMogkntountb iSCSI xpaHunuiie

MoakntoyeHne iISCSI xpaHnnuLLa, KOTOPOE HYXXHO AenaTth Nocre 3anofiHEHMS HAaCTPOeK U3
npeablaywiero nogpasgena. Ecnm Hy)kHO HacTPOUTb HECKOMNbKO iISCSI XpaHUnuLL, TO 3TO HYXXHO
genartb Noo4YepEéQHO: cHa4yana 3anofnHUTb HAaCTPOMKN AN OQHOro XpaHunuLlia, Npon3BecTu
noakntoveHue, 3ateM N3MeHNTb HACTPONKK AN CnegyoLwero XxpaHunuiia, CHoBa Npom3BecTu
noaKSitoyYeHne u T.4.

3.3.1.2.4 O6GHOBUTb MHPOPMALMIO O BNOYHBIX YCTPONCTBAX

O6HoBneHne nHpopmMaunm 0 4OCTYMNHBLIX BIIOYHBIX YCTPOMUCTBAX, NOAKMIOYEHHbIX N0 iISCSI unu
Fibre Channel. HyxHO 06a3aTenbHO BbINOMHUTL NOCME NOAKIYEHNs Bcex iISCSI xpaHunuw,
nnbo ecnu 6roYHbIE YCTPOWCTBA Npe3eHTytoTes no Fibre Channel.

3.3.1.2.5 HacTpoiku gnuckoBom NoaCUCTEMbI

Onuusa Tun nonsa 3HayveHue no HdocTynHble 3Ha4YeHUsA
yMOny4yaHuo
Twvn anckoBoro Bbibop NFS NFS, OCFS2
XpaHunuua 2
Twun guckoBoro Bbibop NFS NFS, OCFS2
XpaHunuwa ans
ob6pa3oB 2
Cnucok WWID ans Cnuncok 3HaYeHun Yek-nnct > CXO > LUN
OCFS2 3+ C Yyekbokcamu WWID Ne1
Makc. kon-Bo HoA B Yucnosoe 16 1-255, pekomeHayemoe
OCFS2 B knactepe * :KON-BO y3noB * 2
Appec pasgena NFS* TekcTtoBoe 10.0.0.5/mnt Yek-nuct > CX[ >
Appec NFS Ne1
Bepcus npotokona Bbi6op 3 3,4
NFS 3
Appec NFS unnu WWID TekctoBoe 10.0.0.6:/mnt/backup  Yek-nuct > CX[ >
AnsA pe3epBHbIX Konun * Appec NFS Ne2
4
unu
Yek-nuct > CX[ >
LUN WWID Ne2

2 He noddepxusaemcsi 0OHOBpeMeHHas Hacmpolika pa3HbIX murnog AUCKo8020 XpaHunuuwa,
ge30e QormkeH bbimb yka3aH 0OUH murl

3 BanonHsatime mosnbKo napamempbl, OMHOCAUUECS K 8bI6paHHOMY mury GUCKO8020
XpaHunuwa

4 Onyus "Crniucok WWID 0151 OCFS2" 3anonHsemcsi nymém ebibopa Heobxodumbix WWID &
omkpbiearowiemcs criucke, Ho WWID e onyuu "Adpec NFS unu WWID 0151 pe3epgHbix korul'"
3aronHAemcsi MoJsibKO 8PYYHYI0, MO3MOMY HY>XHO npogepsims, 4mo smom WW!ID He ebibpaH 8
onyuu "Criucok WWID 0niss OCFS2"
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3.3.1.3 OBepkomMMut

Onuusa Tun 3Ha4eHue no HdocTtynHble
nons yMOn4yaHuo 3Ha4YeHust
KoadcdmumeHT oBepkommuTa Yuncnosoe 1.0 *
NFS
KoaddumumeHT oBepkoMmmuTa Yucnosoe 8.0 *
CPU
KoaddumumeHT oBepkoMmmuTa Yucnosoe 1.0 *
RAM

3.3.1.4 OO6wme HacTpOoWKK

Onuwusna Tun 3HauveHue no HocTynHble 3HaYeHUA
nons yMOn4yaHu1o
BknioveHne KSM yekbokc BkntoveHo ([X]) BKMNto4eHo - [X],

BbIKMIOYEHO - [ ]

MpoueHT cBOGOAHOM RAM Ansa Yumcnosoe 20 0-100
BKIoYeHus KSM

KonnuecTBO CMHXPOHHLIX pennuk Yucnosoe 0 *
B4’

' - QyHKYUOHaI BKITOYaemcs ykasaHUeM Kosiudecmea CUHXPOHHbIX pernuk 60bwe Hyss.
Konuyecmeo 0ormkHO bbimb MeHbWE UnuU pasHo "(komudecmaso y3r108 ¢ posnbko Bl] - BknwoyeHo)
- 1". He pekomeHdyemcs eknodame 3mom QyHKUUOHaI 8 UHCMarisayusix ¢ obuwum
Konu4decmeom y3roe b/] < 4.

3.3.1.5 HacTpoliku BbICOKOW SOCTYMHOCTWN CEPBEPOB

Onuusa Tun nona 3Ha4veHue no HocTynHblie
yMoOnyaHuio 3Ha4YeHus
Bkntountb STONITH * Yekbokc  Beblkn Bkn | Bbikn
Mopor cpabaTtbiBaHMA B MUHYTax Yucrnoeoe 5 *
KonunyecTBO NnonbITOK Yucnosoe 3 *

BbIKITlO4YeHUsd y3na

MHTepBan mexpay nonbiTkamu B Yucnosoe 10 *
ceKyHAaax

3anpeuwatb y3en nocne Yekbokc  Bkn Bkn | Beikn
3IBaKyaumm

OBakyauus 6e3 IPMI 2 Yekbokc  Bbikn Bkn | Beikn
Bknrountb datastore heartbeat Yekbokc Bkn Bkn | Bbikn
Myt ana heartbeat-aupekropun  TekctoBoe /mnt/heartbeat *
MpoBepsATb TONbLKO pa3peléHHble Yekbokc Bbikn Bkn | Bbikn
y3nbl

" - Onumsa STONITH obecneunBaeT rapaHTUIO BbIKMOYEHNS COOMHOro y3na rno nuTaHui, HO
TpebyeT goctyna k IPMI yana 3 MeHeH)KMEHT-CETU U HACTPOWKM YYETHbIX AAHHbLIX ANs
pocrtyna B IPMI B nopTane nocrie nHctannayum.
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2 - PaspeluaeT cepBucy Bbicokon aocTynHocTn BM aBakynposaTb BM ¢ y3na 6e3 rapaHTum ero
OTKMYeHUs Yepes mexaHnam STONITH. He pekoMmeHayeTcs UCnonb3oBaTh B NPOAYKTUBHBLIX
cpepax.

3.3.2 UHTerpauusi c BHELWWHMMU cepBUCamMm

3.3.2.1 WHterpauus c Active Directory

Onuusa > Uumeepayus ¢ Active Directory HacTpamBaeTcs B cnydae ncnonb3oBaHus Active
Directory — cnyx06bl kaTanoros komnaHuu Microsoft. PekomeHayeTcs HaCTpOUTb 3Ty ONUMIO ANS
yNpoLLeHns B AanbHelLeM ynpaBneHns 4OCTynom nonb3osarenen k nnatgopme PYCTOIK.

[MonHoe onucaHne HacTPOWKN CooepXuTcs B JokymeHTe «MHTerpaums ¢ Active Directoryy.

Onuus Tun nona 3Ha4YyeHue MO yMONYaHUIO [ocTynHble 3Ha4YeHUs
Bknountb Yekbokc  Bobikn Bkn | Beikn

MonHoe uma gomeHa TekctoBoe rustack.local BanuaHoe uMms JoMeHa
AD (FQDN)

KopoTtkoe nms TekcToBoe rustack BanuaHoOE UMs AoOMeHa
AoMeHa 6e3 NnepBoro ypoBHs
Hostname unwu IP- Yucnosoe 10.0.0.10 P

appec cepBepa AD

Pasmep narmHaumm Yucnosoe 0 4ymcro

AD'

MonHoe CN TekcTtoBoe ch=0OpenStack Admin User, KoppekTHbI CN
cepBUCHOro cn=Users, dc=rustack, dc=local cepBucHoro
nonb3oBartens none3oBarensi
Maponb cepBucHoro TekctoBoe P@sswOrd *

nonb3oBartens

PunbTp TekctoBoe (memberOf=cn=openstack, KOPPEKTHbIN PUnbLTP
nonb3oBaTtenen B cn=Users, dc=rustack, dc=local) nonb3oBateneun AD,
AD KOTOpbIX Haao

obpabaTbiBaTh B PYCTOK

CN KoHTeMHepa ¢ TekcToBoe cn=Users, dc=rustack, dc=local xxx
nonb3oBaTenAMm

JloruH TekctoBoe Idap_admin *
agMuHUCTpaTopa
Maponb TekcToBoe Pa$$wOrd *
agMuHUCTpaTopa

' - o ymonyaHuto AD e odHom 3anpoce omdaém 0o 1 mbicayu 3anuced. Ecnu konudyecmeo
ob6bexkmoes 8 AD 6orblue 3moeo 3HaqyeHus, Heobxo0duUMO ycmaHo8UMb pasmMep na2uHayuu
bonbwul unu pasHsIl Koriudecmsy 06bekmos, okpyarnéHHoMy 00 mbicsyu 8 607bWyio
CMOPOHY

3.3.2.2 WHTerpaumsa c Zabbix

MapameTpbl nHTerpauum PYCTOK ¢ BHELWHM cepBUCOM MOHUTOpUWHra Zabbix. Mpwu BkrtoveHun
dyHKUMOHaNa Ha y3nax UHCTanmsauuMmn HacTpamBaroTcs areHTbl Zabbix ¢ nogknoyYeHnem K
yKkasaHHbIM cepBepaM. HacTpoika BO3MOXHa Kak Npu passepTbiBaHUN NNaTtgopMbl, Tak U Npu
nepekoHdurypaumun.
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Onuusna Twvn nona 3HaueHue no HJocTynHble
yMoOn4yaHuio 3Ha4YeHust

Bknouutb Yekbokc Bblkn Bkn | Beikn

CepBep(bl) Zabbix Yucnosoe 192.168.0.0/24, 192.168.0, IP, CIDR, hosthame
zabbixhost

CepBep(bl) Zabbix gna  Yucnoeoe zabbixhost: 10051, IP:PORT,

AKTUBHbIX NPOBEPOK (TekcToBoE) 192.168.0.1:10051 hostname:PORT

MeTaparta y3noB TekcToBOE Rustack *

3.3.2.3 WHterpauusa c BHewHnm Syslog

Mo3BonseT HacTpouTb Nepedady Bcex foros NnaTopMbl HA BHELLHUI cepBep/cepsepbl
Syslog. HacTtporika BO3MOXHa Kak npu pa3sepTbiBaHUM NNaTtdopmbl, TakK 1 Npu
nepekoHdurypauum.

Onuusa Tun nons 3HayveHue no HocTynHble

yMoOn4yaHuio 3Ha4YeHus
Bknountb Yekbokc Bbikn Bkn | Boikn
CepBep(bl) TekcToBOE, 127.0.0.1 Cnucok IP|Hostname
Syslog

CMNCOK 3Ha4YeHUN yepes
3anATyro

3.3.3 BcnomoraTtenbHble hyHKLUU

3.3.3.1 TlpegynpexaeHus

Ecnu kakne-To nonsi He 3anosiHEHbl UKW 3anoSTHEHbI HEKOPPEKTHO, Bbl yBUAUTE
npegynpexneHnst KpacHblM B BEpXHEN YacTu akpaHa. [NpegynpexneHns HakannmealoTca B
pasgene lpedynpexoeHus, rae NX MOXHO U3Y4nTb, NPU YCTPaHEHUN NnCYe3atoT.

3.3.3.2 [MpoBepnTb AOCTYMHOCTb XOCTOB
MpoBepka ceTeBON AOCTYMHOCTU A0OaBNEHHbBIX Y30B UHCTaNAALUN

3.3.3.3 CoxpaHuTb uMeHa nHnuymnatopos iISCSI B chann

3anyckaeT coxpaHeHune B hann MMEH nHmumnatopoB iISCSI ons Bcex XOCTOB, Y KOTOPbIX
BKItoveHa onuus "HactpamsaTte iISCSI". MimeHa 3anucbiBatoTcs B chann
/opt/iscsi_initiator_name_list. JaHHbIN CNUCOK MOXET NOHaAobUTLCSA cneunanucTam,
KoTopble 6yayT HacTpauBaTb CX[.

3.3.3.4 VI3MeHUTb NONUTUKK CNyx6

3anyckaeT NpYMeHEHNE N3MEHEHUI MONUTUK JOCTYNa K pecypcam nnatgopmbl 6e3
npuMeHeHust Bcen KoHdurypaumm. MexaHnsm HacTPOWKM NONUTUK onucaH B pasgene «ToHkas
HacTpownKa nnaTopmbI»

3.3.3.5 CobpaTb TEXHUYECKYO NHOpMaLMIO

3anyckaeT cbop nHdopmaumm ons AnarHocTMku HemcnpaesHocTu. CobpaHHas nHgopmaums
3anucbiBaeTcs B chann /mnt/gluster/debug _dump (vnn /tmp/debug_dump B cnyyae
npobnem c gluster), KOTOPLIN HY)KHO OTMPaBUTb B CNYX0Y TEXHNYECKO NOAOEPKKN.

3.3.4 [lo6aBneHue y3noB MHCTaNNALUN

Kaxxgomy 13 y3noB JomkHa ObiTb Ha3HadeHa onpegenérHHas ponb cnyxo nnatgopmbl. Kaxayto
ponb 06s13aTeNbHO AOMMKEH BbINOMHATL XOTsi Obl OAMH y3en. [Ina aToro y3en JOSKeH ObiTb
nobaeneH B koHgurypaTop. bonee nogpobHo cnyx6bl n TpeboBaHMS K UX pa3MeLLEHNIO
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onucaHbl B pasgene 2.1 Moarotoska. Tam xe npuBeaeHbl TUMOBbIE KOHUIypaLum

MHCTaNNAUMNA.

[na HacTponkn pornew ecTb NOArOTOBMEHHbIE WabroHbl - OHW 0ToBpaxalrTca nocne Bolbopa
nyHkTa flobaBuTb HOBbIN y3en. [locne Bbibopa wabnoHa otobpaxaetcs onuusa MapameTpsbl
y3na. 3anonHute obsasaTtencHble napameTpbl (Umsa y3na, IP agpec y3na) n ckoppekTupymTe
HaCTPOWNKM ponen cnyxo6, npn HeobxoaMmMocCTy.

3.34.1
Lla6noH

Manual

no ymon4aHuwo

Primary

Onucaxue WaboHoB y3na

OnucaHue

LWabnoH anga 3agaHus ponen B py4HOM pexume, B KOTOPOM BCE POSUN BbIKIHOYEHbI

LLla6noH cepBepa, Anst KOTOPOro Porsib ABMSETCS OCHOBHOIA

Secondary WWabnoH cepsepa, 4ns KOTOPOro ponb ABNAETCA AONOMHUTENBbHOWN

Compute LLUa6rnoH cepBepa, BbIMOMHSAOWENO POSib BbIYUCIIUTENBHOIO y3na

All-in-One LWa6noH ons pa3ssepTbiBaHMs NnatdopMbl HA OOHOM CcepBepe

3.3.4.2
Onuumsa

Umsa y3na

PacnonoxeHue
y3na®

IP-appec y3na

HactpauBaTtb
iSCSI

Uma mHnuymaTtopa
iSCSI

CepBuc
obGHapyxeHus

KnactepHoe
XpaHunuiie
HacTpoek

CepBuc BpeMeHuU

Kaw

Ouepeab
coooLleHnn

[MapameTpbl y3na

Twun nons

TekcToBoe

TekcToBOE

Yucnosoe

Yekbokc

TekcToBoe

TekcToBoeE,
BbIOOp 13
crnmcka

TekcToBoeE,
BbIOOp 13
crnmcka

TekcToBOE,
BbIOOp 13
cnucka

TekcToBOE,
BblOOp 13
cnucka

TekcToBoe,
BbIOOp 13
crmcka

3HaueHue no
yMOn4aHuio

rustack_dcl

Bbikn

leHepupyeTcs Npu
co3faHun yana

BKMNtOYeHo 1+ 2.4,
BbIKMOYEHO 3

BKMNtOYeHo 1+ 2.4,
BbIKMOYEHO 3

BKITtOYEeHO 1 2.4,
BbIKJTlOYEHO 3

OCHOBHOWM 1.4,
JOMOJTHUTENbHbIN 2,
BbIKMOYEHO 3

BKITtoYeHo 124,
BbIKITtoMEHO 3

ﬂOCTyHHbIe 3Ha4YeHuA

noboe nwvsa, yogoenetaopsitouiee RFC
2181 n cBA3aHHbLIM

nobas cTpoka, yaoBneTBopsitoLLas
TpeboBaHusim Al Python gns
UMEHOBaHMWS NEPEMEHHbIX

IP
Bkn | Beikn
ign.[YYYY-

MM].[domain].[hostname]:[initiator_name]

BKIMHOYEHO, BbIKITHO4YEHO

BKITHOYEHO, BbIKJTHO4YEHO

BKITHOYEHO, BbIKJTHO4YEHO

OCHOBHOW, AOMOJTHUTENbHbIN,

BbIKIIOYEHO, apouTp

BKITHOYEHO, BbIKITHO4YEHO
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Onuums Tun nonsa 3HayveHue no [ocTynHble 3HaYeHUs
YMOJYaHUIo
Web-cnyx6bl TekcToBOE, BKMIOYEHO 124, BKJTIOMEHO, BbIKIMOYEHO
BblGOp M3  BbIKMOYEHO 3
cnucka
Ba3a gaHHbIX TekcToBOE, BKIHOYEHO 1 24, BKIMIOYEHO, BbIKMIOYEHO, apoutp
BbIGOp N3 BbIKIOYEHO 3
cnucka
XpaHunuue noroB TekcTOBOE, BKMOYEHO 124, BKITHOYEHO, BbIKITHOYEHO
BblIGOp N3 BbIKIOYEHO 3
cnucka
CepBuc TekcToBOe, BKIHOYEHO 1 24, BKITHOYEHO, BbIKIHOYEHO
aBTOpU3aLUM BblIGOp N3 BbIKIOYEHO 3
cnucka
CepBuc DNS TekcToBoe, BKOYEHO 1 24, BKITHOYEHO, BbIKITHOYEHO
BblGOp M3  BbIKMOYEHO 3
cnucka
YnpaBneHue TekcToBoe, BKMOYEHO 124, BKJTIOMEHO, BbIKIMIOYEHO
ob6paszamum BblGOp M3  BLIKMOYEHO 3
cnucka
Cnyxe6HbIN TekcToBoe, BKMOYEHO 124, BKITHOYEHO, BbIKIMIOYEHO
KaTtanor BbIOOp M3 BbIKIOYEHO 3
obna4HbIx cnmcka
pecypcoB
YnpaBnenne BM  TekctoBoe, BKMO4YeHO 124, BKMIOYEHO, BbIKMOYEHO
BbIGOp U3 BbIKMHOYEHO 3
cnucka
YnpaBneHue TekcToBOE, BKIOYEHO 124 BKMNIOYEHO, BbIKMIOYEHO
ceTaMu BbIOOp U3 BLIKIOYEHO 3
cnucka
BbluncnurenbHbIn TekcToBOE, BbIKMHOYEHO 1 2, BKJTIOMEHO, BbIKIMOYEHO
y3en BbIGOp M3  BKIIOYEHO 3 4
cnucka
YnpaBneHue TekcToBoe, BKMOYEHO 124, BKJTIOMEHO, BbIKIMOYEHO
AnUcKkamu BbIOOp N3 BbIKIOYEHO 3
cnucka
Cnyx6a xpaHeHUs1 TeKCTOBOe, BKIOYEHO 1 24, BKITHOYEHO, BbIKITHOYEHO
Knroyen BbIOOp N3 BbIKIOYEHO 3
wucbpoBaHus cnmcka
AreHT cobbITUM TekcToBOe, BKIOYEHO 1 24, BKJTtOMEHO, BbIKIMOYEHO
oyepenm BbIGOp N3 BbIKIOYEHO 3
cnucka
CepBuc TekcToBOE, BKITOYEHO 124 BKMNIOYEHO, BbIKMIOYEHO
onTUMMU3auumn BbIGOp M3  BbIKMOYEHO 3
pecypcoB cnucka
Web-uHTtepdenc TekcToBoe, BKIHOYEHO 124, BKITHOUEHO, BbIKIIOYEHO
BbIOOp M3 BbIKITHOYEHO 2
cnucka
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Onuums Tvun nonsa 3HayveHue no [ocTynHble 3HaYeHUs
YMOJYaHUIo
CepBuc TekcToBOE, BKIMIOYEHO 4, BKJTIOMEHO, BbIKIMOYEHO
6anaHcuUpoBKMU BblGOp M3  BbIKMOYeHo 1 23
Harpysku cnucka
CepBuc TekcToBOE, BKIOYEHO 4, BKJTIOMEHO, BbIKIMIOYEHO
opKecTpauum BblGOp M3  BbIKMOYeHo 123
cnucka
CepBuc TekcToBoe, BKMOYEHO 124, BKITHOYEHO, BbIKITHOYEHO
nocTpoeHusA BblIGOp N3 BbIKIOYEHO 3
obna4HbIx cnucka
npoueccoB
CepBuc TekcToBOE, BKIOYEHO 4, BKJTIOMEHO, BbIKIMOYEHO
ynpaBneHusi BblGOp N3  BbIKMtOYEHO 12 3
MH(PaCTPYKTYPOM crmcka
KOHTeNHepoB

MuTturaumm sgpa TekcToBOe€, BblkMtoYeHbl iTLB 1 BKMtOYEHbI, BbIKITHOYEHbI, BbIKMOYEHbI
Bblbop M3  TSX Async Abort  iTLB n TSX Async Abort
cnucka

L [inss wabnoHa Primary

2 [ins wabnoHa Secondary
8 [ns wabnoHa Compute

4 [1ns wabnoHa All-in-one

5 Tekcmoeasi Memka Orisl pacmsiHymog2o Kracmepa, e paspabomke

3.3.5 N3meHeHMne KoHdurypaumm

N3meHuTe napameTpbl KOHMUrypaLumMm B COOTBETCTBYHOLLMX pa3genax MeHo n/mnm
nepepacnpegenvTe pony Mexzay yanamu npy nomoLum nyHkta CIMcok y3noB ¢ Nocrneayowmm
NpUMeHeHneM KOH(UrypaLmn.

CylLiecTBytoLIME OrpaHMYeHns onuncaHbl B pasaene «Moarotoekay.

3.3.6 UHcTannauusa

YcTtaHoBka PYCT3K 3anyckaetcst nocne Bbibopa nyHkTa MpuMeHUTb KOHuUrypaumio
PYCT3K B OCHOBHOM MeHI0 KOHurypaTopa.

Mpw aTOM TUNE yCTaHOBKM KOHpurypaTop 6yaet otobpaxatb NpeaynpexaeHusi, MX MOXHO
NPOUrHOPMPOBATL UMM YCTPAHUTb 3aMeYaHusl, U 3anyCTUTb YCTaHOBKY.

B cny4ae owmnbkm nogpoBbHOCTN MOXHO MOCMOTPETL B 3TOM XK€ OKHe unu B channe
/var/log/rustack-ansible.log.

3.4 locne ycTaHOBKMU

[ns Bxoaa B nopTan un Havana padoTbl ¢ PYCT3K HyXHO MMeTb y4eTHble AaHHbIE:
e VMsa nonb3oBaTenst N0 yMONYaHUo0: admin

e YTOGLI MONYYNTb NAPOnb, BLINOMHUTE KOMaHAY: cat /var/lib/rustack-
ansible/creds/keystone/admin pass

MopTan gocTtyneH no agpecy: https:// [BupTyasnbHeni IP]
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YTto6bl nony4ntb NpeacTtaBneHme o Bo3aMmoxHocTax PYCTOIK, nsyuute gokymeHT «PykoBoacTBo
agMuUHUCTpaTopay.
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4 YcTtaHoBKa All-in-One

4.1 All-in-One n 3a4eM OH HYXeH

AiO — 310 TMN MHcTannsAuMn PYCT3K 13 0HOro BbIYUCIIUTENBHOIO y3na, Ha KOTOpOM
pasmelleHbl Bce ynpaBnsolume cepBuUckl. PasymeeTcs, Takoi TUN MHCTanNnAUMn He
npegnonaraeT BbICOKOWN AOCTYMHOCTM.

BapwuaHTbl ucnonb3oeaHus AiO:
e  3HAKOMCTBO C MPOAYKTOM
e 00yyeHue
e TecTUpOBaHWe UHTerpauum ¢ Apyrmmu cepsmcamu

. MUHMMarnbHada yCTaHOBKa C BOSMOXHOCTbIO pacllnpeHunsa 1

B amom criyyae peKoMeHOyeM 03HaKoMumcsi ¢ Opyaumu pasodenamu OOKyMmeHma, 4mobsbi
KOppeKmHo criaHuposams 6yQyulyo UHCmManisyuto.

4.2 TpeboBaHUA K yCTaHOBKe

Y6eaunTech, 4TO Bbl pacnonaraeTe BCeM HeobxoaMMbIM;

KaTteropus Pecypc HyXxHble Ha kakom KommeHTapumn
OaHHble 3JTane HY>XHOo

OucTtpmnbyTuB rustack- MogroToBka co3pganitTe 3arpy3o4Hbii
[current_version].iso DVD wnu USB-drive, ecnn
HY>KHO

CPU Intel nnu AMD =
Y3en 8 apep

RAM = 32Gb MoarotoBka
HDD = 30Gb
=2 NIC
Agpec  YctaHoeka OC
wino3a
MeHeIKMEHT-CeThb VLANID YcraHoska OC MoxHo yTouHUTb y
Ampec  YctaHoska OC CETEBbIX NHXEHEPOB
yana
MTU  YctaHoska OC
Cetb
Virtual_IP  YcTaHoBKa
PYCTOK
CIDR Ecnu BbI nnaHnpyeTte
BHewwHAa ceTb Pabotac paspewunts goctyn BM Bo
Anpec PYCTOK  BHelwHue ceTu nnm
wntosa WHTEpPHET

VLAN ID
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KaTteropus Pecypc HyXxHble Ha kakom KommeHTapuu
OaHHble 3JTane HYXHOo

Owanason VLAN ID VLAN ID YctaHoBka  HyxeH xoTs1 Obl oguH

ONS BHYTPEHHUX ceTen PYCTOK VLAN
BHewHne  YcrtaHoBka HeobsasaTenbHo, ecnu He
NTP PYCTOK  HyXHO CUHXPOHU3NPOBaTb
CnyxebHble agpeca BPEMS C BHELUHUMU
cepBucamm

BHewHun  YctaHoBka Ecnu y3ny HyxeH gocTtyn B

DNS 0oC, WHTEPHET U BHELLHUEe
YcTaHoBKa ceTu
PYCT3K
2 pasHbIX nepBbIi - OCHOBHOE
cxa NFS, FC nnn iSCSI * agpeca YcTaHoBKa  xpaHunuue amckos BM n
pocTtaTto4yHoro obbema NFS PYCT3OK  o6pasos
nnm BTOpOMW - pa3gen ans
2 pasHbIX pe3epBHbIX KOMUN
LUN
WWID

" Hacmpolika nodknroveHus iISCSI onucaHa e pasdene «YcmaHoska PYCTOK»,
dononHuUmeribHble 803MOXHOCMU OrnucaHbl 8 Q0KymeHme « Pykogeodcmeo admuHuUcmpamopa»
8 pasdene «How-to»/ «Paboma ¢ OCFS».

4.3 YctaHoBKa OC

YcraHoBute 6a3oByto OC no MHCTpyKuum pasgena «YcraHoka OCy.

4.4 YctaHoBka PYCTO3K

4.4.1 Bxon

Mocne yctaHoBkM 6a3oBort OC nogknNiYUTECh K KOHCOMW y3na unun 3anante Ha Hero no SSH ¢
Y4€THbIMM OaHHBIMU Cynepnonb3oBaTens.

PekomeHayem ncnonb3oBaTtb KOMaHAy tmux Ang 3anycka MeHegkepa TepMUHanNoB, YTobbl
yctaHoBka PYCTOK He 3aBucerna oT TekyLlen ceccumn nonb3oBartens.

KomaHgon rustackctl 3anyctute PYCT3IK.KoHdurypaTop.
Ecnu Bbl nogkntounnucs no SSH, npu paboTte ¢ KOHUTypaTopoM MOXHO:
e  1CMONb30BaTb Mbillb

(] BCTaBMATb 3HaYE€HUA B TEKCTOBbIE NMOJiA Npu NoMowm Ctrl+Shift+V.

4.4.2 KoHdurypaums

4.4.2.1 O6wme HaCTporkn
B ocHoBHOM MeHI0 KOHdUrypaTopa 3anofnHuTe cnegyrowmne pasgens '

e Cetb
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Onuumsna Twn nona
BupTyanbHbin IP TekcToBoe
BHelwHue cepsepa TekcToBoe,
BpEMEHM .
CMUCOK 3HaYeHNI
yepes 3andATyo
Wma pomeHa TekcToBoe
MTU cunsmyeckmx TekcToBoe
UHTepdencos
[OwnanasoH VLAN TekcToBoOE,

Avanasonsl OT:[o,
Yyepes 3ansaTyio

BHewHne DNS TekcToBOE,

CIMUCOK 3HAYEeHUM
yepes 3andATyto

¢ [unckoBas nogcucrema

Twun guckosoro Bbibop
XpaHunuwia 2
Twn anckosoro Bbibop
XpaHunuiia ans
obpasos ?
Cnucok WWID TekcToBOE,
pnsa OCFS2 3
CNNCoK
3Ha4YeHnn

vyepes 3anAaTyro

Appec pasgena TekcToBoe
NFS 3
Bepcus Beibop
npotokona NFS 3
Anpec NFS nnu TekcToBoe

WWID gns
pe3epBHbIX KOMUN
3

3HaueHue no
yMoOn4aHuio

10.0.0.254

localhost

rustack.example.com

1500

100:200

127.0.0.1

NFS

NFS

10.0.0.5:/mnt

10.0.0.6:/mnt/backup

HOCTyﬂHbIe 3Ha4YeHuA

TpeboBaHus > CeTb >
MeHepKkMeHT-ceTb >
Virtual_IP

TpeboBaHusa > CeTb >
CnyxebHble Agpeca >
BHewHne NTP

MMs.JOMEeHa

TpeboBaHus > CeTb >
MenepxmeHT-ceTb > MTU

TpeboBaHusa > CeTb >
Ownana3soH VLAN ID

TpeboBaHusa > CeTb >
CnyxebHble Agpeca >
BHewHne DNS

NFS, OCFS

NFS, OCFS

360000000000000000e00000000020001 TpebGosaHusa >

CXA > LUN
WWID Ne1

TpeboBaHus >
CXO > Aapec
NFS Ne1

3,4

TpeboBaHus >
CXO > Agpec
NFS Ne2

nnn

TpeboBaHus >
CXO > LUN
WWID Ne2

" [MepeyucneHbl mosibko Heobxodumble napamMmempsl, MNosHbIU CrUCOK 8 pa3derie « YcmaHo8Ka

PYCTOK»

2 He noddep>kusaemcs 00HoBpeMeEHHasi Hacmpoulka pasHbIX murog OUCKOB8020 XpaHuUIuwa,

ge30e dormkeH b6bimb yKka3aH OOUH murl
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3 BanonHsalime mosnbKo napamempbl, OMHOCAUWUECS K 8bI6paHHOMY mury OUCKO8020
XpaHunuwa

4.4.2.2 [obaeneHue yana

Beibepute nyHkT [106aBUTL HOBbLIN y3€n 1 3aMnofHUTE Nons:
e MWmayana
e |P-agpec y3na

e Ecnu Bbl ucnonb3ayeTe iSCSI, oTMETbTE COOTBETCTBYHOLINI YEKOOKC 1 BBEAUTE
KOPPEKTHOE UMSA MHMULMaTopa.

Haxmute MNpumeHntsb 1 3atem Hasaa, 4toObl BEpPHYTLCS B OCHOBHOE MEHIO.
Bbibepute nyHKT MpoBepuUTbL AOCTYNHOCTL Y3510B
e YbBeguTech, UTO y3ern yCrneLLHO npoLlen NPOBEPKY U NepernanTe K CrieayoLwemy nyHKTy
e B cnyyae owmnbku:
o BbliANTE M3 KOHGUrypaTopa C COXpaHEHUEM OaHHbIX;
o NpoBepbTE HAaCTPOMKKU ceTu yana B pamnne /etc/conf.d/net, ucnpasbTe uXx;

o nepesanyctuTe CeTeByl CrnyXby KOMaHOON rc-service net.bond0
restart;

o 3anycTuTe KOHUrypaTop 1 NOBTOPUTE MPOBEPKY.

4.4.3 MpnmeHeHne KoHdUrypaumm

YcraHoBka PYCTOK 3anyckaetcs nocne Bbibopa nyHkTa NMpumeHnTb KOHdUrypaumo
PYCT3K B 0CHOBHOM MeHI0 KOHburypaTopa.

Mpun aTOM TUNE ycTaHOBKU KOHpurypaTop 6yaeT otobpaxaTtb NpeaynpexxaeHus, X MOXHO
NpOUrHOpMpoBaTh U 3anyCTUTb YCTAHOBKY.

B cny4ae owmnbkm nogpoBbHOCTN MOXHO MOCMOTPETL B 3TOM XK€ OKHE unu B hanne
/var/log/rustack-ansible.log

4.5 Tocne ycTaHOBKU

[ns Bxoga B nopTan v Havana padoTsl ¢ PYCT3K HyXHO MMeTb y4eTHblE AaHHbIE:
e VmMA nonb3oBaTens No yMON4YaHuo: admin

e YTOOBLI NONYYNTb NApOnb, BbINOMHMTE KOMaHAy: cat /var/lib/rustack-
ansible/creds/keystone/admin pass.

Moptan gocTtyneH no agpecy: https://[Virtual IP]

YTt06bl NONy4MTb NpeacTaBneHme o Bo3MoxHocTax PYCTOK, nsydnte gokymeHTt «PykoBoacTBo
agMuHUCTpaTopar.
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