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1 TnaHumpoBaHue MHCTaNNALUn 7 TpeboBaHusA K
obGopyaoBaHuio

1.1 lMnaHupoBaHue

MnaHmpoBaHne uHcTannsumm PYCTOK B nepByto oyepedb 3aBUCUT OT MMEHOLLErocs y Bac
obopynoBaHus. Mayunte Tabnuuy orpaHMyYeHnn No KONMYeCTBY Y3roB U BbibepnTe NOAXOAALINA BapyaHT.

PaseepTbiBaHne PYCT3K nogpasymeBaeT Hanunume BbigeneHHon CX[. [Insa TecToBbiX, 00y4aoLwmx
UNN AEMOHCTPALUMOHHBIX MHCTanNnaumn B kadectee CX[1 MoxHO pa3BepHyTb NFS-cepBep unu nporpaMMHbIN
iISCSI-TapreT Ha oTAenbHOM duanyeckom ysne unm BM. M13-3a HU3KOIM Npon3BOAUTENBHOCTU TaKMUX peLleHni
WHCTaNMsUumn ¢ HAMM He MOTYT paccMaTpmBaTbCA Kak NPoayKTuBHbIE. [porpammHoMy iISCSI ona KOppekTHOM
paboTbl HykHa nogaepxka npotokona ALUA (Asymmetric Logical Unit Access). Ei obnagatoT Takme peLueHust
kak LIO unun TrueNAS.

Bbicokas
KonuyectBo Mpod ano Bbicokas AOCTYNHOCTb BoamoxHocT,  [1POAYKTHBHasA
12017] J10B
y3rnoB P y poctynHoctb BM  ynpaBnswowmx macwtabupoBaHus UHCTannALMs
cepBUCOB
[ ]
1 o OCHOBHOIA y3en (] (] TonbKo npw o
MCMOoSib30BaHUK
(0941
e OcHoBHOW y3en
2 e BbluncnutenbHblIit
y3en
|
e OcHoBHOW y3en
3 TonbKo npu
* BbluMCIUTENbHbIN paboTtocnocobHoCTH ﬂ ﬂ ﬂ

g ysen "OcHoBHoro" yana

e BbluncnurtenbHbIn
y3en

e OcHoBHOW y3en

e [lononHUTENBHbLIN
y3en

e ApGuTp

e OcHOBHOW y3en

e [10MONHUTENBHbBIN o o [ ] V]

y3en
4 n6onee o ApbuTp

e BbluncnurenbHbIN
y3en
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1.1.1 Mpodunu y3nos

Mpoduns — Habop ponen ysnoB, pasnuuHbie KOMOWHAUMW KOTOPbIX MNO3BOMAKT obecneunTb
0OTKa30yCTONMYMBOCTb CEPBMCOB Nnatopmbl. Kaxaomy y3ny B MHCTaNMALMU HY>KHO BblGpaTb npodune npu
ero pobasneHuu.
1.1.1.1 lMpodounn

e OCHOBHOI:
O  BKIIOYEHBI BCe crnyXebHble 1 obs3aTenbHble ponu;
e [lononHUTenbHbIN:

O  BKMOYEHbl BCe cnyxebHble 1 obasatencHble ponu. ['oe Heob6xoamMMo — ponb BbiCTaBMneHa
KaK «JononHUTeneHasa»;

e Apbutp:

o AOnsa obecneyeHus KBOpyMa — BKIOYEHbl BCE 3IK3EMMMSAPbl KNacTepHbIX poren + ponb
«BbluncnnTenbHbIn y3eny;

e BbluncnurtenbHbIn y3en:
O BKIIOYEHa TONbKO POrib «BbluMcnuTenbHbIN y3eny.
Bo Bcex npodunsx no ymon4aHuio OTKMYEHbI BCE AOMNOMHUTENbHbIE POSN.
MogpobHee O ponsix WM CBSA3@HHBIX C HUMW OrpaHWYEHUsIX CMOTpUTE B [OKymeHTe Ponwu
y3noB_[lpunoxeHune k PykoBoacTtey YcTtaHoBke PYCTOIK.
1.1.1.2 KombuHaumm npocunen

TunoBble KOMOWHaLMK I'IpO(bVIJ'IQVI y3noB, MOKa3aHHbleé B Tabnuue Bbile, npaMo 3aBUCAT OT
Konn4yecTtBa (*)I/IBI/I‘-IeCKVIX Yy3n0B B MHCTannAauumn.

Mpu 6onbliom KonnyecTse (> 5) PU3NYECKMX Y30B PEKOMEHAYEM:

e Bbligenutb oTgenbHble du3nyeckue cepBepbl C HauMeHblwuMK pecypcamn CPU/RAM noa
ynpasnsawoLLme y3rbl. 3TO NO3BONUT OTAENUTL CNYXebHy0 Harpy3Ky OT nonb3oBaTenbckon. [Ang aToro
HY)KHO OTKMIOYUTb POfb «BbIMMCNNTENBHBIN y3eny» Ha KaXxaom u3 y3noB ¢ npodunsamm OCHOBHOWR,
HononHutenbHbIn u Apoutp npm nx gobasneHun yepes PYCTIK.KoHdurypatop;

e  Bkmountb cuHXpoHHyto pennukauuo B Ha 1-2 yana.

MogpobHee o peanusaumu 3TUX ONLUMIA Bbl y3HaeTe B pasgene 3.

1.2 ®Pusunyeckue y3nbil

1.2.1 MuHumanbHble TpeboBaHUA

MvHumaneHble TpeboBaHusi obecneyaT TONMbKO O3HAKOMSIEHVME C MpOLeAypov pas3BepTbiBaHUS
npoaykta n uitepgenicamu PYCTOK.KoHdurypatopa u NMaHenn ynpaBneHus.

e CPU: x86-64 npoueccop Intel nnu AMD ¢ nogaepxkon annapatHon Buptyanusauum (Intel VT-x unu
AMD-V), 4 agpa;

¢ RAM: 20 GB;
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e HDD: 20+ GB nnu FC LUN Takoro xe pasmepa;

e LAN: 1 x 1 Gbhps ceteBon agantep ¢ nogaepxkon VLAN IEEE802.1Q.

1.2.2 PekomeHayeMmble TpeboBaHUSA

e CPU: x86-64 npoueccop Intel nnn AMD ¢ nogaepxkon annapaTHon Buptyanusauum (Intel VT-x nnm
AMD-V);

o 24 qpep — 4ONs YNpaBnsoLLKMX Y3MoB;

o 4 + npegnonaraemas Harpyska — ang BY;
o RAM:

o 32 GB — gnsa ynpaBnsawLWwmx y3ros;

o 32 GB + npegnonaraemas Harpyska — O COBMeLLEHHbIX Y3I10B;

o 16 GB + npegnonaraemas Harpyska — Ons BblYUCIIUTESNbHbIX Y3I10B;
e HDD:

o 20+ GB unu FC LUN Takoro e pasmepa nog OC;

o [Ons ynpasnstoLiero yana — SONOMHUTENbHbLIN 06BEM Ha TOM xe unu otaensHom HDD/LUN
ans pasmellerdnss B, noroB n 3arpysku obpasoB. MuHnmym 50 GB + gBoriHon pasmep
camoro 6onbLIoro npegnonaraemoro obpasa BM;

e LAN: 2-6 x 10 Gbps, ¢ nogaepxkonn VLAN IEEE802.1Q u IEEE 802.3 MTU 9000 6awr;

o PekomeHaoyeTca BbigensaTb 2 u3MYECKMX afanTepa Ha Kaxayl U3 MCNonb3yembix
NHMPACTPYKTYPHBIX ceTen: YnpaBneHus, BupTyanbHOW WHGPACTPYKTypbl M XpaHeHus
OaHHBbIX;

e IPMI: Hanu4me nHTepdenca yganeHHoro ynpasnenus, Hanpumep iLO, IMM, iDRAC, iMANA nnu nHon
peanusauuu, Ansi KOppeKTHoW paboTbl cepBmCa BbICOKOW AOCTYMHOCTM BM.

1.3 Cetb

1.3.1 MuHumManbHble TpeboBaHUSA

B aTom cnyyae Becb Tpadmk NaTdopMbl: CAYKeBHbIV, MONb30BaTENbCKUA U XpaHEeHUst AaHHbIX byaeT
LIMPKyNupoBaTb B OAHOM CETU, MO OOHUM U TEM Xe (PU3NYECKUM U FIOTMYECKUM MHTEpdencam.

O6opyaoBaHue:
KommyTtaTtop ¢ nogaepxkon VLAN, IEEE 802.1Q.
OpraHusauuoHHble TpeboBaHuUs:

e CeTb ynpaBneHus:

o 1 mapupyTtusupyemas cetb ¢ n3BecTHboiM VLAN ID, gocTaToOyHOW agpecHOn eMKOCTU AN
BCeX y3noB uHcTannauum + CXO + 1 1P;

o pocTtyn u3 aton cetn kK CX[, ecnu Bbl cobupaeTecb NCMOMb30BaTb NFS MM 1SCST;

o [O0CTyn 13 3TOM CeTU K nHTepdencam yganeHHoro yrnpasnenns — IPMI;
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e BHewHue cetn (ecnu nnaHupyetca ceteson aoctyn kK BM nssHe):
o 21 mapLpyTmnsmpyemas cetb ¢ n3BectHoiM VLAN ID;
¢ KommyTaTtop:

o CeTeBble WHTepgeNchl y3na/y3noB AOMKHbI OblTb MOAKIOYEHbl B MOPTbI KOMMYyTaTopa,
paboTatome B pexumMe trunk;

O Ha 9Tux nopTax OOImKHbI 6bITh paspelteHsl VLAN ID:
= CeTu ynpasneHus;

. BHELLIHUX CeTen, ecnu NCNOJb3YyKTCA.

1.3.2 PekomeHayemble TpeboBaHUSA
O6opynoBaHue:
KommyTaTop ¢ nogaepKom:
e VLAN, IEEE 802.1Q;
e LACP, IEEE 802.1AX;

e Jumbo Frames, MTU 9000 6anT.

OpraHu3aunoHHble TpeboBaHus:
e ceTb yNpaBJieHuUA:

o 1 mapwpytmnsnpyemasa cetb ¢ n3pectHoiMm VLAN ID, goctaTouHOW agpecHOn eMKOCTU Ansi
BCEX Y3roB UHcTannsauum + 1 1P;

o [OCTyn U3 3TOM CeTu K HTepdencam yganeHHoro ynpasneHus — IPMI;
e ceTb BUpTyanbHOW UH(PACTPYKTYpbI:

o 1 ceTb [OCTaTOYHOW afpecHo eMKOCTM AN BCeX Y3MOoB MHCTannsuMM C WU3BECTHbIM
VLAN ID;

e ceTb XpaHeHUs faHHbIX (ecnu ucnonb3ytotca NFS unu iSCSI CX[):
o 1 ceTb AOCTATOMHOW aApeCcHON eMKOCTU ANng BCex y3nos nHctannsauuu + CXO;
e BHellHWe CeTHu:

o NPOU3BOISILHOE YNCITO MapLIPyTU3NPyemMbIX ceTen ¢ ndsectHoiMu VLAN ID.

1.3.3 TunoBble BapuaHTbl OpraHM3auum ceTeBou MH(PPACTPYKTYpPbI

Ob6beanHeHe U3NYECKMX CETEBbIX UHTEPEENCOB B NOrMyeckme (co3gaHme CeTeBbIX arperatoB) U
NpvBs3Ka K HUM ceTer NPOVCXOAUT UHAMBUOYANbHO ONIS KaXOoro ysna npw yctaHoBke 6asoson OC
PYCTO3K. NoapobHee B pa3gene 2.

Bce y3nbl 4OmkHbI 6bITb HACTPOEHBI MOEHTUYHO.

CeTu He pa3geneHbl:

e  MVHMMarbHbIA BapuaHT AN AeMOHCTpaLMK, TECTOB, 00y4eHus;
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1.3.4

1.34.1

BECb TpadhvK nepenaeTcs B CETU yrpaBreHusl.
BbigeneHHas cetb CXO:

NCnonb3yeTcs Ans NOBbILWEHWSI CTabUITbHOCTU CETU XpaHeHns AaHHbIX, Takke NFS/iISCSI CX[] yacto
pasmMeLLalTcsa B OTAEMbHbIX HEMaPLUPYTU3MPYEMbIX CETAX;

HacTpamnBatoTCs oTAerNbHbIE MHTepdEeNnchl U agpecauust 4ns ceTel ynpaBrneHus U XpaHeHnst AaHHbIX;

UCnomnb3yeTcs CeTb YMpaBneHuss Ans BCero Tpadgvka BuMpTyanbHOM WHGPACTPYKTYpbl Kak
Cny>eBHOro, Tak 1 NoMb30BaTeNbCKOro.

Jlornyeckoe pasgeneHue ceTen:

Yallle BCero Mcrnonb3oBaHne 3ToM cxembl 0OYCroBNEHO ManbiM YUCOM (PU3NYECKNX NHTEPEENCOB B
y3nax, Hanpumep — ncnonb3oBaHue blade-waccuy, B KOTOPLIX Y K&XA0ro «JNe3Busi» 00bIYHO He Bornee
2-X ceTeBbIX aganTepos;

HacTpauBaloTCsl OTAeNbHble WHTepdelcbl M agpecauus AN ceTeil ynpaeneHus, BUPTyarbHON
NHPPACTPYKTYPbl U XpaHEHUSI AaHHbIX;

ceTu pasgeneHsbl Ha ypoBHe VLAN u agpecauun, oHVM nepeparoT cBon Tpaduk Yepes BblaerneHHble
rniormyeckne nHTepdeicol, NoBepx OAHOro CETEBOro arperara.

®dusunyeckoe pasgeneHue ceTen:

nonHas n3onauusa ceTemn Apyr oT gpyra: Bce ceTu paboTtatoT noBepx COOCTBEHHbIX arperaToB, KaxXabln
N3 KOTOPbIX COCTOUT U3 OTAENBHOIro Habopa PU3N4eckMx MHTepPErcos;

cnyxebHbli Tpaduk nnaTdopmbl: BeCb Tpaduk BUpTYyanbHOW MHdpacTpykTypbl n CX[ nonHocTblo
oTAeneHbl 1 He nepecekatoTca — Hanbonee 6e3onacHas cxema;

TpebyeTcss MUHUMYM 6 (DM3NYECKMX CEeTEeBbIX MHTEPdENCOB Ha KaxKOOM y3re And peanusauuun
OTKa30yCTOMYNBOCTM.

CxemMbl nogknoyYeHus
CeTu He pa3geneHsbl
NCNoNb3yTCA MUHUManbHble TpeboBaHus;
BeCb Tpadhvk nepefaeTcs B CETU yNpaBneHus;
BCe MCMNoNb3yeMble NOPTbl KOMMYyTaTopa NepeBefeHbl B peXuM trunk;
Ha HUX pa3peLLeHbI:
o VLAN ID cetu ynpasneHus;
o Bce VLAN ID BHellHUX ceTewn;

Npy HacTPOKMKe CeTN Ha y3ne HY>XHO 3aroriHUTb Mone VLAN MeHeIXMeHT—CEeTH.
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¥3EN PYCT3K

/ KOMMYTATOP A

CETb YNPABNEHNA
Becs Tpachiik, BKnidan cyKebHBIA TpatiK
Cepeica yNPaBNeHUA CETAMM W BIanMogeRcTene ¢ CXJ]

bond0.300 Afpec yana
NOMMYECKUi 172.16.1.100/24

MHTEpGeiic ¢ KazHaueH HTepdeiicy bond0.300

3a7ARHEIN [
UPTYANbHEIE MALIHLI
I HOMEPOM VLAN prya

Trunk-noptel
WVLAN 300-400

Arperar
bond0

gel0 012}

eth2 I

ge10 0 }: eth3 I

MpOrpamMMHeIii KoMMyTaTOP
OpenVSwitch

CETH PYCT3K

Brewnue
VLAN 301:400

Brympeteiue N\
Geneve

1.3.4.2 Jlorndeckoe pasgeneHune ceten

e BCe CeTV UCMOMb3YT OJHM U TE Xe Pur3n4eckne nHTepdencsl y3nos, U OOUH U TOT XKe NTOTMYECKUN
nHTepdenc (ceTeBor arperart) Ha KaXxaom y3ne;

e CETM MMEIT pasHyo agpecauuio;

e Kaxpasi ceTb HaxoauTcsa B cobcTBeHHoM VLAN;

e  BCE MCnosib3yeMble NOPTbl KOMMYTaTopa NepeBefeHbl B pexum trunk;

e  Ha HWUX paspeLlUeHbl:
o VLAN ID ceTu ynpasneHusi, BUpTyarbHON MHAPACTPYKTYPbI, XPaHEHUS AaHHbIX;
o Bce VLAN ID BHellHUX ceTen;

® MpW HACTPOWKE CeTeNn Ha y3ne HY>XHO 3anofHUTbL none VLAN COOTBETCTBYIOLLEN CETU.



Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK

¥3EN PYCT3K

/ KOMMYTATOP \ bond0.300 CETb YNPABNEHWA

NOTHHECKAi
BC yana
172.16.1.100/24
HasHaueH uHTepdeficy bond0.300

uHTEpdhedc ¢
3agaHHLM
Homepom VLAN

CETE BH
bond0.301 (cnywebHbIi Tpachuk

NOrMYeckMin cepewca YnpaeneHna CeTamm)
uHTEpCpeic ¢ Agpecyana
HDiﬂZ’EZ‘:;“\:"MLAN 172.16.2.100/24

Trunk-noptel

Arperar
WVLAN 300-400

bondo HasHaUeH WHTEpCeficy bond0.301 BupTyansHsie MaWMHL!

‘gelOOﬂZ} | eth2 |

[ L CETb C.
e bondo.302 =
TOTHUECKAR

rTepdeic ©

Agpec yana
172 16.3. 100/24

33JaHHLIM HasHaueH nHTepdeiicy bond0.302

HomMepom VLAN

CETW PYCT3K

Brewnue
VLAN 303:400 ¢
TpOrpaMMHBITi KOMMYTATOP
QpenvSwitch Buymperiue )
Geneve 4
. GRE —

VXLAN

1.3.4.3 ®usmyeckoe pasgeneHue cetemn

e BCe CeTW MCNONb3ylT pasHble dusnyeckme nHTepdencol u normdyeckue MHTepdencobl (ceTeBble
arperaTbl) Ha KaXaoM y3ne;

. ceTn MMEeKOT pa3Hyto agpecaunto;
. NOopTbl KOMMYTaTOpa HaxXogATCA B pexnme, Bbl6paHHOM AN KaXKOon ceTu:
O CeTb ynpaBJieHUsA:

" access — AN HACTPOMKM CETU HYXKHO OCTaBUTb Nnone VLAN MeHeIXMEeHT CeTu
NyCTbIM;

= trunk— pa3pelwieH VLAN ID ceTu ynpaBrneHus, Hy>XHO yka3aTb VLAN MeHEeIXMEHT
ceTu ANA HACTPOWKN CETU Ha y3nax;

o CceTb BUPTyanbHON UH(PACTPYKTYPbI:

* trunk — Ha NopTax paspeLleHbl:

e VLAN ID ceTu BuUpTyanbHOW WHMPaCTPYKTYpbl, HYXHO YyKa3aTb VLAN
ceTyr BV AN HACTPOMKWM CETU Ha y3nax;

e Bce VLAN ID BHelUHUX ceTen;

O CeTb XpaHeHuA AaHHbIX:

" access — M5 HaCTPOWKN CETU HYXXHO OCTaBWUTb None VLAN ceTu xXpaHeHUd
MyCTbIM;

» trunk — paspeweH VLAN ID ceTn xpaHeHNsa gaHHbIX, HYXHO yKkasaTb VLAN ceTu
xpaHeHusa AN HACTPOMKM CEeTU Ha y3nax.
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Y3EN PYCT3K
/ KOMMYTATOP \
CETb YNPABNEHUA
Access-nopTsl & Arperar Appec yana
VLAN 100 bond0 172.16.1.100/24
. HasHaueH wkTepdeiicy bond0
ge10 0‘0} { eth0 ‘
CETb B/
| ( (cnyxeGHbii Tpaguk
ge10 001‘ | ethl ‘ cepsuca Ynpaenexus CeTamu)
_ Appec yana
bond1.300 172.16.2.100/24
nomt::cx}m HasHaueH uHTepgeiicy bond1.300
Trunk-nopTsl Arperar uHTEpCpeiic ¢
VLAN 300,400 bond1 | agaiem
Homepom VLAN
‘gelo orz} ‘ eth2 ‘
ge100r } TporpammHbIit KOMMYTATOp
OpenVSwitch ‘_X’ CETU PYCT3K
BHewnue
= VLAN 301:400
Access-Toj
~MOPTLI Arperar Brympe
Brympentue
VLAN 200 bond2 Genave
. GRE
ge10 014} { ethd ‘ 41_) VXLAN
— CETb CX
ge10 5 | ets ‘ C yana
J [ 172.16.3.100/24
\ \ J / HasHaueH uHTepdeiicy bond2

1.4 CXA

PYCTOK nogaepxueaeTt paboTty ¢ NFS-xpaHunuwamm n novtu nobbimm 6novHbimm CXI, koTopble
NnpeAaoCcTaBnsOT ANCKOBOE NPOCTPAHCTBO Mo npoTokonam iSCSI, FC ans pasmelenus guckoe BM, o6pasos

BM 1 pe3epBHbIX KONUHA.

Ona xpaHunuy;

e NFS — ncnonbayeTcs chainoBasi cucTemMa cepBepa, KOTopbI 3KCTIOPTUPYET KaTaror;

e OJIOYHbIX — Ha 3a4eNCTBOBaHHbIX pasgenax pas3BopadymBaeTcA KnactepHasa cbaﬁnosaﬂ cucremMa

OCFS2.

B PYCTOK.KoHurypaTtope MOXHO HacTpouTb ogHoBpeMeHHo ABa Tuna ancka: NFS n OCFS2. K tuny
NFS MOXHO MOAKMOUYUTL TOMBbKO OOHO XpaHunuile, kotopoe 3agaétca agpecom pasgena. K tuny OCFS2
MOXHO MOAKMIOYMTb HECKOIbKO XpaHumnuL, KOoTopble 3agatTtcs Bblibopom mn3 cnucka WWID nogknioueHHbIX
pasgenos. [pun ogHoBpeMeHHon HacTporike TunoB aucka NFS n OCFS2 — HyXHO BbIGpaTb, Ha KakOM U3 HUX
OyayT xpaHuTbca obpasbl BM. Tawke onuMoHanbHO MOXHO BKMOUMTb BCTpoeHHyw CPK u HacTpoutb
oTgensHoe xpanunuiie ansa Heé (NFS nnnm OCFS2).

MuHMManbHbIX TpeboBaHWI K pa3aMepy AWCKOBOro NMPOCTPAHCTBA HET — B 3aBUCMMOCTU OT BaLLMX
notpe6HocTel. OLueHUTb NOTPEBHOCTU MOXHO Ha OCHOBE MpezrnonaraeMoro konudectsa BM, koTopble Bbl
XOTWUTE pa3MecTuTb, pa3mepa ob6pasos nonynsipHeix OC 1 MUHUMANbHO BO3MOXHbIX AUCKOB AMs HUX:

e Debian 11: o6pa3s — 0.32 GB, MMHUManbHbIA anck — 2 GB;

CentOS 8 Stream: obpa3z — 1.56 GB, MuHMManbHbIn anck — 10 GB;
Ubuntu 22.04: o6pa3 — 0.65 GB, MMHUManbHbI anck — 3 GB;

Windows Server 2019: o6pa3 — 17 GB, MMHUManbHbI anck — 32 GB.
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Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK

1.4.1 Oco6eHHOCTN 1 orpaHu4YeHus

1.4.1.1 JloKkanbHble ANUCKN

[eMoHCTpaumnoHHOe pelleHve He MaclwTabupyeTcs, He pacwmpsieTcs, He obecnevvBaet
oTkasoycTonumsoctn BM unu ynpasnswowmx cepBucoB. [ns HACTPOMKM HYKHO OyaeT BpyYHYHO
pefakTMpoBaTh KOH(UrypaLumoHHble bannbl NnnaTgopMbl.

PYCTOK moxeT mcnonb3oBaTb NoKanbHble AUCKM y3ra Ansd MCnonb3oBaHus nx B kadectse CX.
Onckn ncnonb3yTcs LenMKOM Kak OTAeNbHOEe YCTPONCTBO, MO3TOMY HEBO3MOXHO MCMOMNb30BaTh JTIOMMYECKUN
pasgen(bl) Ha aucke, ncrnonbaylowemcs nog yctaHoeky OC.

MwuHuUManbHbIE Tpe6OBaHVIF| B 3TOM Clly4ae — 1 BblAeNEHHbIN SloKanbHbIN ANCK ANd XpaHeHunAa guckoB

BM 1 obpasos. OnuuoHanbHo — elle 1 oTaenbHbI AUCK ANA paboTbl BCTPOEHHOW CUCTEMbI pe3epBHOro
KOMMpOBaHUS.

1412 NFS

Pasgen Ha NFS-cepsepe, nog obpasbl w/unu guckm BM gomkeH yooBneTBopATb Creayowum
YCNOBUAM:

e npaBa 0755 Ha aKkcnopTMpyeMbli KaTanor;
e onuum akcnopTta no_subtree_check,no_root_squash’;

e C OTKMHYEHHOW Ha CTOPOHE cepBepa OMNuUMEN —g OHa Xe --manage-gids . Onuusa BKNOYEHa Mo
ymon4anuto Ha Debian-nogo06Hbix guctpmubyTtmBax, a oTknoveHa — B RHEL, CentOS, Gentoo;

L] pasgen He OoJKeH ObITb HUrOe NMPUMOHTUPOBAH.

I'Ip|/| ucnone3oBaHnun NFS He nogaepxmnBaeTca co3gaHue KON ANCKOB, pe3epBHOE KonmnpoBaHMe no

pacnucaHuio, a Takke pabota kHur npoueccoB: volume_full_backups, volume_incremental_backups,
clone_server.

1.4.1.3 FCI/iSCsSI
e pasgenbl (LUN) gomkHbl GbITh:
o MogaHbl Ha BCe y3nbl MHCTaNNAUmm;

O HepasmedeHbl — OYMUCTUTE UX OT pasMeTKn u/unm annoBbiX CUCTEM Ha cTopoHe CX[, nnn
BbIMOSHWTE KOMaHay wipefs -fa /dev/mapper/[LUN WWID], ANA KaX4oro pasgena;

e [ns oTkasoycTonumBocTu goctyna k CX[ pekomeHayeTca nogaepxka multipath.
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Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK

2 YctaHoBka OC

Basoas OC gormkHa CTOSATb Ha KaXKaoMm y3ne

lMepen ycTaHoBKOW NpoBepbTe, YTO B BIOS y3na BkntodeHa Buptyanusaums Intel VT-x nnmn AMD-V.
PacnonoxeHue onumin obbl4HO ONMCaHO B AOKyMEHTauun Ha obopyaoBaHue.

2.1 3arpy3ka

BapuaHTbl 3arpysku:
o dusnyeckum Hocutens: DVD, USB-HakonuTens;

e 3arpy3ka ISO-obpa3sa 4yepes IPMI-nHTepdenc yana.

2.2 YcTtaHOBKa

2.2.1 Bxop

Mocne 3arpy3kM BOMAUTE B CUCTEMY C YYETHOW 3aMMCbi0 root M MapofieM rustack W 3anyctute
PYCTOK.KoHdurypatop komaHgon rustack-os-install.

2.2.2 B3zaumopgencrteue ¢ PYCTIK.KoHcurypartopom
* rnepemeLlleHne Mexay nyHkTamm meHwo — (1]l |—|—);
e BbIOOP ONUUM UMK 3HaYeHWs napameTpa — Enter;
e yCTaHOBKa OTMeTKM B Yekbokcax — Space;
e nepexop K onumam ynpasneHus TlpumenuTs', 'OTmeHa’, 'Hasag' — Tab;

e BbIXO[ Ha ypoBeHb Bblle — 'Haszag' unu Esc.

2.2.3 KoHdurypauus

MonHoe onucaHve Bcex noner PYCTOK.KoHdurypatopa, ¢ [OONYyCTUMBbIMU 3HAYEHUSAMU WU
KOMMeHTapuamu, cmotpute B pokymeHte PYCTO3K.KoHdurypatop— onucanue. NpunoxeHune K
PykoBoAcTBY No ycTaHOBKe, penua 2.6

YTo6bl KOppeKkTHO ycTaHoBUTL OC, HY)XHO 3anoNHUTL pas3gensb:
e OOLUME HACTPONKY;
e HacTponku guckos;

e HacTpownku cetu.
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Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK
2.2.3.1 O6Lwme HaCTpOKKK
e  €CIlY HYXXHO — CMEHUTEe Naporsib cyrnepnosib3oBaTesisa No yMon4yaHuio;
O Naponb He OOIMKEH coaepXaTb OAUHAPHBIX U ABONHbLIX KaBblYeK;
e BblbepuTe Noaxoaawmn pexum pabotel sapa — Muturauum agpa:
o 6e30nacHbIN — BKITHOYEHBI;

o cbanaHcMpoBaHHbI (YCTaHOBIMEH MO YMONYaHMI0) — BbIKMoYeHbl TLB 1 TSX Async Abort;

o) I'IpOI/I3BO,EI,I/ITeJ'IbeIIZ — BbIKIMOY€EHbI.

2.2.3.2 HacTpoiikn guckos

Ecnu B cepBep ycTtaHoBneHo Gonblue OAHOro Amcka unu Bbl XoTuTe yctaHoBuTb OC Ha FC LUN,
noJaHHbIN Ha cepBep — MOXHO BblOpaThb:

e [Nuck gnsa yctaHoBKu — auck unv LUN, Ha koTopein 6yaeT yctaHoBneHa OC;
e [lononHWUTenbHbLIN AVUCK AN YCTaHOBKU — elle oauH amck unu LUN, koTopbii ByaeT CMOHTUPOBaH
B KaTanor /var ANs yBenuyeHns 4OCTYNHOro mecta nog dannsl xypHanos n b[.
2.2.3.3  Ounctutb BbIOpaHHbIE ONCKN

3aﬂy0TI/ITe O4YMNCTKY ANCKOB, KOTOPbIE Bbl Bbl6pa.l'll/l B npeabiaywem pasgene, ecrim Bbl HE YBEPEHbI B
TOM, 4YTO Ha HUX HET pa3MeTKN n/vnu d)aVIHOBbIX CUCTEM OT UHCTaNNAuun gpyrnx OC.

2.2.3.4 Hactpoliku ceTtn

B aTom pasgene onncaHo, kak MOXXHO HacTpouTb arperaTbl (forMyeckne ceTeBble UHTEPENCHI) U
CeTn, KoTopble ByAYT UX MCNONb30BaTb.

PekomeHaaumm no HacTpownke arperaTtoB U ceTen cMoTpuTe B pasgene 1.3.

2.2.3.4.1 Hactpolika ceTeBbIX arperaToB
MyHKT no3BonseT HacCTPOMTb A0 TPEX arperaTos:
e bondO: Arperat no ymMonyaHuio;
e bondl: JononHutensHbIn arperat #1 (onumMoHansHo);
e bond2: [JononHuTenbHbIN arperat #2 (onuMoHanbHO).
O6Gs3aTeNbHO HACTPOUTh «bond0: ATperaT MO YMOJIUAHUIO».

OcTanbHble arperatbl — B 3aBMCUMOCTM OT BblOpaHHOroO BapuaHTa oOpraHu3auuuM CeTeBOW
MHPPACTPYKTYPbI.

YTo6bl HACTPOUTL arperat, HY>KHO:
e BblIbepuTe KaK MMHUMYM OAVWH (bM3NYecKknii cCeTeBON NHTepeNnc;
e yKaXxuTe TWN arperauvuu:

o active-backup — (ycTaHOBMNEH NO YMOSMYaHWIO) MOOYEPELHbIN PexUM paboTbl: Npu
OTKa3e aKTMBHOMo UHTepdenca arperat nepeknio4aeTcs Ha cnegyoLwmin B CNUCKE;

o LACP — o0ObeguHeHue wHTEpdencoB B rpynny: obecneynmBaeT OTKA30yCTOMYMBOCTD,
CYMMWUpPYET  MpPOMYCKHYH  CMOCOOHOCTb  WHTepdpercoB, TpebyeT noadepxkm U
npenBapuTENbHOM HACTPOWKN Ha BhILLECTOSALLEM ceTeBOM 060pyaoBaHWY;
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Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK

o round-robin — aHanor active-backup: ¢ nocnegoBaTefnbHbIM NEPEKMOYEHNEM MeEXOY
BblOpaHHbIMN MHTEpdencamm ans 6anaHCMpPOBKY Harpy3ku;

e yKaxuTe pasmep MTU arperata — B 3aBUCUMOCTM OT HaCTPOEK BbILECTOSLLIEro CeTeBOro
obopynoBaHus.
2.2.3.4.2 CeTb ynpaBneHus
Obs3aTenbHas ceTb. O6bIYHO NPMBA3LIBAETCH K «bond0: ATperaT [0 yMOJIUAHUIO».

YT06bl HACTPOUTL CETb, HYXKHO:

Bbl6€pI/ITe OOMH U3 HACTPOEHHbIX arperatoB, K KOTOPOMY OHa 6y/:|,eT npunBA3aHa,

e yKaxuTe agpec y3na B popmate CIDR;

YKaXunte agpec Ln3a cetun ynpaBsrieHUA,

ykaxute agpec DNS-cepsepa, ecnu Heobxoanmo;

B 3aBMCMMOCTU OT peXxnma nopTtoB KOMMYyTaTopa, B KOTOprI7| nogKn4eH Bbl6paHHbIl7I arperart:
o trunk — ykaxmte VLAN ID CeTU ynpaBrieHUs;

O access — yganute 3HadeHue rno ymosi4aHuto, oCtaBbTe Mnosie nyCcrbiM.

2.2.3.4.3 CeTtb BMpTYyanbHon nHdpacTpykTypbl, CeTb XpaHEeHUs OaHHbIX

JdononHutenbHble ceTn. VICNonb3yoTes Npu XXenaHnm u/unm HeobxoAMMOCTU OTAENUTb CNYXeOHbIN
1 NOnb30BaTenbCckMn Tpaduk BUPTyanbHOW MHpacTpykTypbl u Tpadmk CX[ oT Tpadumka ceTn ynpasneHums.
HacTporka AononHUTENbHbIX CeTel MOBTOPSIET HACTPOWIKY CETU yrpaBrieHus.

2.2.3.4.4 T1pUMEHUTb HAaCTPOWKM CETU

CKpbITbIV MYHKT, CTAHOBUTCH aKTMBHbLIM Mocre yctaHoBku 6asoson OC

HacTtpoiiku ceTu yana MOXHO n3amMeHuTb nocne yctaHoBku OC, Ho go yctaHoBku PYCTOK.

N3meHuTe nepBUYHYHO HaCTDOVIKy, nocre 4yero Bbl6epl/ITe OTOT MYHKT, 4YTOObI NMPUMEHNTb NBMEHEHUA.

2.2.3.5 [TllpegynpexneHus

Ecnu kakne-To nonsa He 3anornHeHbl Uy 3anofiHeHbl HEKOPPEKTHO, Bbl YBUAUTE NpeaynpexneHus B
BEPXHEW YacTun aKpaHa.
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Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK

OHu npoay6nvpoBaHbl B pasaene MpeaynpexaeHNs 0CHOBHOMO MEH!HO.

2.2.3.6 T[NpumeHeHue koHdUrypauum

YcraHoBka OC 3anyckaetcsi nocrne Bblbopa nyHkTa lMpuMeHUTb KoHdwmrypauuw PYCTIK B
ocHoBHOM MeHto PYCTOK.KoHdurypatopa.

Ecnun ecTb npegynpexaeHnsi, TO NOMbITKA NPUMEHUTb KOHCMIypaumio 3anpocuT AOMOSHUTENIbHOE
noaTBepxaeHue. Ha aTom aTane MoXXHO BEPHYTbCS K peakTMpOBaHMWIO U MPOUrHOPMPOBaTb UX U 3aMyCTUTb
YCTaHOBKY.

B cnyyae owmnbku ycTaHOBKA NpekpaLlaeTcs U BbIBOOMT coobLueHne 06 3ToMm. [NogpoBGHOCTU oLwmnbKu
MOXXHO NMOCMOTPETL B 3TOM Xe OKHe unn B panne /var/log/rustack-ansible/install.os.log.

2.2.4 3aBepllieHMe yCTaHOBKMU

Ecnn YCTaHOBOHHbIIZ HOCUTENTb CTOUT NepBbIM B CIMUACKE yCTpOIZCTB ONA 3arpy3km — OTKITH4YUTE ero.
Mocne YCI'IeLUHOIZ YCTaHOBKMU oC y3el aBTOMaTU4eCKu nepe3arpyxaetca.

Mocne nepes3arpysku y3esn OoCTyneH no SSHc y‘-IéTHbIMl/I AaHHbIMK cynepnosib3oBaTend.
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Penu3 2.6 Pykosodcmeo no ycmaroske PYCTOK

3 YctaHoBka PYCT3K

3.1 Bxoa

Mocne yctaHosku 6a3oson OC (cMm. pasgen 2) Ha Bcex cepBepax, KoTopble 6yayT Cnonb30BaHbl Ans
paboTtel nnatcopmel PYCT3K, BoibepuTe 0anH cepBep B kadyecTBe y3na pa3BepTbiBaHus. [ogknounTecs K
KoHconu aTtoro cepsepa M 3anyctute PYCT3K.KoHdurypatop komaHgon rustackctl. PekomeHngyetcs
MOAKIKOYEHME MO ssh, C UCMONBb30BaHNEM MeHepKkepa TEPMUHANOB tmux .

3.2 B3aunmopeuncrteue ¢ PYCTIK.KoHcurypaTtopom

e fepemeLlleHne Mexay nyHkramm meHo — (1|1 ]—|—);
e BbIOOp ONUMKM N 3Ha4YeHUs napameTpa — Enter;
e yCTaHOBKa OTMETKU B Yekbokcax — Space;
e nepexopn k onuuam ynpaenenns «lMpumeHnTby, «OTmeHay, «Hasaag» — Tab;
e  BbIXOJ Ha ypoOBEHb Bbile — «Hasaa» nnm Esc;

Ecnu Bbl noakntounnuck no SSH, npu pabote ¢ PYCTOK.KoHdburypatopoM MOXHO:
®  UCMNOMb30BaTh MbILUb;

e BCTaBNATb 3HAYEHMS B TEKCTOBbIE NOSIA Npu nomoLum Ctrl+Shift+V.
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Penu3 2.6

3.3 OCHOBHOE MeHIo

PYCT3K.KoHurypartop

> |lpoaemTe HOBWII y3en

Pykosodcmeo no ycmaroske PYCTOK

HobaBneHve uanyeckmx cepBepoB Kak y3noB MHcTannsumn PYCTOIK, ynpaBneHve npounamm n ponsmm

Y3r0B:
o [ob6asumb HO8bIU y3en;
e Cnucok y3nos.
HacTpowika obsi3aTenbHbIX NapaMeTpoB KOHUrypauum nnaTopmsi:
e Cemsb;
o [Auckoeast nodcucmema.
HacTpowika JoMONHUTENbHBIX NapaMeTpoB KOHUrypauum nnatopmei:
o Osepkommum;
e O6wue HacmpolkKu;
e Hacmpoliku ebicokoli docmynHocmu BM.
Onuun nHTerpaunn ¢ BHELLHMMU cepBrucamu (HeobsA3aTenbHbI):
e UHnmeepayusi c cepgucomM Kamaisioza;
o  UHmeepayus c Zabbix;
e HNumeepayusi c sHeWHUM Syslog.

MogroToBka n 3anycK MHCTannAaumn:

e [Ipedynpex0eHuss — MOJHbIA CNNCOK NpeaynpexaeHnin o6 owmnbkax koHdUrypaumu;
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e [Ipoeepumb docmynHocmb y3/108 — NPOBEpPKa CETEBON AOCTYNHOCTU yxe A0OGaBMNeHHbIX Y3r0B;
e [IpumeHumb KoHguzaypauyuro PYCTIK — 3anyck kKoHurypaumm.
BcnomoraTenbHble onuuu:

o CoxpaHumb umeHa uHuyuamopoe iSCSI| e g¢halin — coxpaHeHve B hanin MMEH MHULMATOPOB
iISCSI ons BCcex XOCTOB, Y KOTOpbIX BKtoYeHa onuusa «Hactpamsate iSCSI»;

e  M3meHumMb nonumuku cayx6 — No3BONSIET MEHsITb MONMUTMKM JOCTYNa K pecypcam nnaTdopMbl
6e3 npyMeHeHus Bcen KoHduUrypauum, nocrne nepBMYHOro passepTbiBaHuUs;

e Cobpamb mexHUYECKYH) UHOpPMayuro — YNakoBKa XypHanoB WHCTannsuuun, nor-cannos
CEepBUCOB 1 APYro HeOBXoAMMON UHGOPMAaLMK B apXxmB, AJ1st OTNPaBKU B TEXHUYECKYIO NOAOEPXKKY
PYCTOK.

MonHoe onucaHne Bcex nonen PYCTOK.KoHdurypatopa, ¢ AONYCTUMBbIMU 3HAYEHUSIMU U
KOMMeHTapuamu, cmotpute B pokymeHte PYCTO3K.KoHdurypatop— onucanue. [NpunoxeHne k
PykoBoacTBy no ycraHoBke, penus 2.6

3.4 KoHdurypauus

KoHdpurypaums PYCTOK cocTomT M3 HECKOMNbKUX LUAroB:
e [lobaBneHue y3rnos;
e HacTpolka ceTeBbIX NnapameTpoB;
e Hactponka xpaHmnuua;
e HacTpoika oononHUTENbHbIX NapaMeTpoB (ONUUOHAsbBHO);
e HacTpolika nHTerpaumm ¢ BHELLHUMU CepBUCaMU (OMLMOHANBHO);

e [IpumeHeHVe KoHUrypaumn.

CumBonom ! B J@aHHOM PyKOBO,D,CTBe nomMmeYeHbl NnapamMmeTpbl, CTPOro obsi3aTenbHble AN 3aN0NHEHUs.

3.4.1 Job6aBneHue y3noB
1) JobaBneHune HoBoro yana kK nHctannaumm PYCTOK ¢ BbibopoM Ans Hero CooTBETCTBYHOLLEro Npodunsi.
HocTynHbl cnegytowue npodounu:
e OcHOBHOM:
O  BKIHOYEHbI BCe CryXebHble 1 obs3aTenbHble ponu;
e [NononHuTenbHbLIN:

O  BKIKOYEHbl BCe CnyXebHble 1 obs3aTenbHble ponu. [[4e HeobxoanmMo — pornb BbiCTaBMeHa
KaK «4OMNoNHUTENbHaAY;

e Apbutp:

o Ans obecneyeHusi KBOpyMa — BKIOYEHbI BCE IK3EMMIISAPbLI KNacTepHbIX pornen + porb
«BbluncnnTensHbIn y3eny;
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e BbluncnurtenbHbIn y3en:
O  BKMKOYEHa TOMbKO pofb «BblUMCNUTENbHBIN y3eny.
Bo Bcex npodunax no yMOnyaHuio OTKMOYEHbI BCE AOMOMHUTENbHbIE PONU.
Bbibepute npocune.

2) MNMocne BbiGopa npoduns 3aganTe:

e Wmaysna ' —umayana;

. PacnonoxeHue y3na — TeKCToBasd MeTKa, MOXXHO OCTaBUTb MO YMOJTHaHUIO;

e |P-apgpec y3ana ‘! — agpec yana 13 ceTv ynpaBneHusi, HACTPOEHHBIN Npu ycTaHoske OC;

e HacrtpauBaTb iSCSI — oTmeTbTe YekboKe, ecnn cobmpaeTech ncnonsdosatb iISCSI CX[;

e Wma wuHuumatopa iSCSI — pgna iSCSI CXO MOXHO wucnonb3oBaTb WMSA MHULMATOPA,
creHepupoBaHHoe PYCTO3K.KoHurypatopom nnv 3agatb CBOE.

3) MoxeTe nsameHnTb Ponu 3TOro y3na, ecnv HYU OAWH U3 NPOdUIEN NO KAKUM-TO NPUYNHAM HE MOAXOAMT.

MogpobHee O ponsx W CBA3AHHBIX C HUMW OrpaHWYEeHMsX — CMOTpUTE B [OOKYMEHTe
Ponw y3nos. NpunoxeHue k PykoBoacTBy No ycTaHOBKe, penns 2.6.

3.4.2 HacTtpouka ceTeBbIX NnapamMmeTpoB
B pasgene «CeTb» HyXXHO 3aaaThb:

e BuprtyansHbein IP ! — co6oaHbI agpec U3 ceTu ynpasneHus. Mo Hemy ByaeT AocTyneH nopTan
PYCTOK, Takke oH obecneunBaeT 0TKa3oyCTOMYMBOCTb BCEX CEPBMCOB NIaTopMbl, NepemMellasch
Mexay ynpasnsaowumn y3namu,;

e Wwmsa gomeHa ! — nmsa BHyTpeHHero gomeHa uHcTannauun. Heobxoaumo ans pa6otsl Cepsuca

0BHapyXeHUsi, MOXXET He UMETb CBA3W C APYrMMY JOMEHaMU Ballen MHpPaCTPyKTypbl;

e BHewHune cepBepbl BpeMeHM — cepBepbl BpeMeHW. 3anofnHuTe ecnv HyxHo, 4Tobbl PYCTOIK
CMHXPOHM3NPOBas BpeMS y3M0B He TOMbKO MeXAy coboW, a C yxe CyLLeCTBYIOLMMU UCTOYHMKaMMN B
BaLlen MHpacTpyKType;

e [unanasoHbl VLAN, Geneve, GRE, VXLAN — guanasoHbl VLAN ID/VNI Ans aBTOMaTU4E€CKOro
co3faHus nonb3oBartenbckux ceten. 1o ymonuyaHuo ncnonssyetca Geneve;

o [wnanasoH VLAN He sBnsieTcs o6si3aTefibHbIM, OCTaBbTe €ro Mo YMOSYaHu, ecrnu He
nrnaHupyeTe WCMOMb30BaTb BHYTPEHHME, MONb30BaTeNbCKME CEeTM C  3TUM  TUMOM
cerMeHTaLuu;

O He yBenuuMBanTe AvanasoHbl VNI OCTasnbHbIX TUNOB cermeHTauum Gonblie yem go 200000
6e3 peanbHOM HEOHXOAMMOCTM CO34aBaThb TAKOE KONTMYECTBO BHYTPEHHUX CETEMN;

e MTU dmsndecknx untepdeiicos ! — 3HaueHne ana ceTeBoro arperata, Ha KOTOpbIii HasHaueHa
ceTb BUpTYyanbHon nHdpacTpykTypbl (BN) nnmn ceteb ynpasneHus, ecnu cete B/ He BblgeneHa;

e MTU TyHHenen — 3HadyeHne MTU TyHHenen. OcTaBbTe HyneBbiM ANA aBTOMaTU4eCKOro
onpegeneHns Ha ocHoBe MTU dmamyeckmx MHTepdENCOB UK yKaXKnuTe MeHbLlee 3Ha4YeHue;

e DNS nnatdopmbl — agpec DNS-cepBepa, KoTopbi 6ygyT NCNONb30BaTh y3rbl MHCTaNIALum, ecrm
Hy>XeH BbIxoA B VIHTepHeT. Hanpumep, Ans ckaunBaHus ob6pa3oB C BHELUHUX PeCypCOB;
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e DNS BuptyanbHou uHpacTpykTypbl — agpec DNS no ymonyaHuo onst BM Bo BHYTpeHHUX ceTaX.
MoxeT coenagatb ¢ DNS nnatdopmbl. Ero mMoxHO OyaeTt 3agaTb MHOAMBMAYaANbHO AN KaXdow
co3gaBaemon ceTu B nopTane;

e Pasmep kBopyma knactepa DNS — pasmep kBopyma knactepa DNS. OcTaBbTe N0 yMONYaHMio.

3.4.3 HacTtpouka xpaHunuwa

PYCTOK nopgepxuBaeT gea tuna xpanunuw,: NFS u knactepHyi dawnnoByo cuctemy OCFS2
noBepx MobbIX BNOYHBIX YCTPOWUCTB, NOAAHHLIX Ha y3nbl nNo npotokonam iSCSI nnu Fibre Channel (FC).
MoxHo HacTpouTb ogHoBpeMeHHO oba Tuna AuckoB. [ns aToro 3agamte onuum B COOTBETCTBYHOLLMX
nogpasgenax pasgena meHio «[uckosas nogcmucremar.

3.4.3.1 NFS
Bongute B nogpasgen «Hactporiku NFS». [lanee:
e OTMeTbTe Yekbokc HacTpoutb xpaHunuuwe NFS;
e BblbepuTe Bepcuto npotokona NFS — pekomeHayeTcst Bepcus 3;
e B none Appec pasgena NFS BBegute agpec Bawero NFS-cepBepa M nyTb K UCMNOMb3yeMOMY
Kkatanory B oopmaTte IP:/path/to/share.
3.4.3.2 OCFS2

B otnmume ot NFS, ans 6no4Hbix yctporicte PYCTOK.KoHdurypatop nogaepxuBaeT HacTpOWKy
Cpa3dy HeCKONbKMX YCTPOMCTB B pamkax ogHoro Tuna. CHavyana ux Heobxooumo MOAKMIYMTb, €cnuv
ncnonbdyetcs iISCSI, nnm npocto obHapyKnTb, €Cnun oHM NoakmnoYeHbl no FC.

3.4.3.2.1 HacTtpoiku 65104HbIX YCTPONCTB

3.4.3.2.1.1 iSCSI

Mepen nogkntoveHnem iISCSI nposepbTe, 4TO fo6aBunK BCe yanbl. Hactporiky n nogkntoyeHne iSCSI
HY>XHO ByaeT NOBTOPATb Kaxabli pas, korga AobaBnTe HOBbIE Y3ribl K MHCTanmsaumm.

1) B nogpasgene «Hactponkn iISCSI-xpaHunuiwia» saganTte:

o |P xpaHunuwa — ogvH u3 agpecoB Bawewn iISCSI CX[, octanbHble agpeca 6yayT oOHapyXeHbl 1
NOAKMNIYEHbl aBTOMaTUYECKH;

e [opT xpaHunuwa — ocTaBbTe MO YMOMYaHUIO UNK 3aganTe CBOMW, eCnv B Ballen MHMpaCcTpPyKType
NCNONb3YTCA CBOW NOPTLI AN 3TOro NMPOTOKONa;

e ecnu Bawa CX[ ncnonb3yeT aBTopM3aLUIo;

o OTMeTbTe Yekbokc Bknountb ayteHTUdukaumo CHAP npu o6HapyxeHuu;

o ykaxute Umsa nonb3oBatens u Maponb ana CXI.
2) Boibepute nyHKT «[logkntounTb iSCSI-xpaHmnuie», DOXKAUTECH COObLLEHNsT 06 yCNEeLHOM NOAKMHYEHNUN.
3) Ecnu Bbl XOTUTE NCMNOSBb30BaTh HECKONBKO OTAENbHbIX CX[, — NoBTOPUTE NMYHKTBI 1 1 2 ANA KAXA0M U3 HUX
n nepexoaute B nogpasgen «Hactponkun OCFS2».
3.43.212 FC

Ecnu Baluv 6noyHble yCcTpomncTBa NOAKNIOYEHbI K y3nam no npotokony FC:
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BblibepuTe MyHKT «OBHOBWTb MHOPMaUM0 O BMOYHBIX YCTPOMCTBaxX» U OOXAWUTECH YCMELUHOro
3aBepLUEHUSI OBHAPYKEHUS;

nepexoante B pasgen «Hactponkn OCFS2».

3.4.3.2.1.3 Hactponkn OCFS2

3.4.3.3

3.4.4

3441

Mocne Toro kak Bce 6r10YHbIE YCTPONCTBA NOAKMOYEHBI 1 OOHAPYXKEHBI:
oTMeTbTe Yekbokc HacTpoutb xpanunuwe OCFS2;

B none Cnucok WWID gna OCFS2 BbiGepute BCce BnoYHbIe YCTPONCTBA, KOTOpble XOTUTE A06aBUTL
B Tun ancka OCFS2;

npoBepbTe 3Ha4YeHne napameTpa MakcumanbHoe KonunyecTBo y3noB B OCFS2 knacTepe:
o MakcummanbHoe 3HadeHne — 255;

O OHO [JO/KHO OblTb 6Gonblle CyMMapHOro uucna Yy3noB c npodunsmMu OCHOBHOM,
JdononHuTenbHbIN U BIMUCNIUTENBHDbIN Y3€r;

O pPeKoMeHOyeTCA yKa3bliBaTb €ro C HEKOTOpPbIM 3anacom Ha cnyqa|7| pacwmpeHna nHctTannaunn
MInn 3aMeHbl Y3I10B;

o notpebyeTca oOCTaHOBKa BCEro kKrnacrepa C BbIKIIOYEHMEM YXe co34aHHbiXx BM ans
N3MEHEHNs 3TOro NapameTpa B JallbHENLLEM.
HacTtpoliku xpaHeHusi o6pasoB 1 PK

B aToM pasgene HyXHo:

3anaTh TUn AMCKOBOro XxpaHunuia o6pasoB ' — OfMH U3 BKITIOYEHHbIX paHee TUMOB AMCKa ANs
pasMeLleHns Ha HEM xpaHunuwia obpasos BM.

MoxeTe BKMNUYNTb M HACTPOUTL BCTPOEHHYIO CUCTEMY pe3epBHOro konuposaHusa ana BM. [inga aToro:
oTmeTbTe Yyekbokc HacTpouTtb xpaHunuule PK;

BbloepuTe Tun xpaHunuwa PK — NFS nnn OCFS2. 3ToT napameTp onpedensieT gpansep, KOTOpbI
6yneT ncnonb3oBatb CPK 1 He cBA3aH C OCHOBHbIMM TUMaMK OUCKa;

3anonHUTe nomne, CooTBeTCTBYOLWEe BbibpaHHOMy Tuny — Agpec NFS ansa pe3epBHbIX KONWUM Unv
WWID gns pe3epBHbIX KONUM;

o Appec NFS gns pesepBHbIX KONUMWA He MOXeT coBnagatb ¢ Agpecom pasgena NFS us
nogpasgena «Hactponkn NFS»;

o B cnucke WWID, pgoctynHbix gns Bblibopa B onumn WWID gns pe3epBHbIX KOMWUM,
oTobpaxatloTcs ToNbKo cBO6OAHbIE BrI0YHbIE YCTPONCTBA, KOTOPble He Gbiny BbiGpaHbl B nose
Cnucok WWID ana OCFS2 pasgena «Hactponkn OCFS2».

HacTtpouka gonosnHuTesibHbIX NapamMeTpoB

OBepkoMMUT

B sTom pasgene MOXHO HacTpouTb KO3(PMUNEHTLI NEPENOANUCKU ANst TUMOB OMCKAa U PECYPCOB

BbIMUCITUTENBbHbIX Y3J10B.

Ona Tunoe amcka NFS n OCFS2 3HayeHus aBnATCs 9(PEEKTUBHbIMU U U3MEHSIOTCA 4epes

npyMeHeHne KoHUrypauuu.
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Ons CPU n RAM 3Ha4veHus ABRSIOTCS HavanbHbLIMK U B AaribHENLEM MOTYT "Ha NneTy" MeHsaTbCsa Ans
KaXK40oro/HeKoTopbIX/BCeX BbIYUCIUTENBHbLIX Y3N0B B [1aHenu ynpasneHus.

He pekomeHaoyeTca W3MEHATb 3HaveHMe oBepkoMMuTa RAM B OonblUyld CTOPOHY Ha 3Tane
pasBepTbiBaHusa nnatgopmbl. B cnyyae HeobxooumocTm — wusMeHuTe ero nosxe B [laHenwu
yrnpaBneHns Ang Hy>XHbIX y3oB.

3.4.4.2 O6Lwme HaACTPOMKK

e BknrwouyeHne KSM u lMpoueHT cBobogHon RAM pgna BknwuveHusa KSM onpegenstoT nopor
cBobogHOM ornepaTUBHOM nNamsATW, Npu KoTopon OyaeT paboTaTb MexaHusam degynnvkauum
OAMHAKOBLIX CTpaHuy namsitu. [lo3BonseT AobuTbCs 3HAUMTENbHOM 3KoHOMMM RAM B cnydvae
OAHOTUMHOWM Harpyskn Ha BblYUCIIMTESNbHbIE Y3Mbl, HANPUMEP — pas3BepTbiBaHME MHAPACTPYKTYPbI
VDI,

o KonunuyectBo cMHXpPOHHLIX pennuk BA:

o [lo ymonuyaHmio yHKLMOHAMN CUHXPOHHbBIX PEMSUK OTKIIOYEH. DTO MOXET NMPUBECTM K NoTepe
AaHHbIX Mexay nocnegHew 3anucbio B B[l 1 nocnegHum ceaHcoM pennvkauuun B criyyae
aBapUNHOro OTKIOYeHus Tekywero mactepa bB. BknounTtb yHKUMOHAN MOXHO, U3SMEHUB
KONNYECTBO CUHXPOHHbBIX PEnsvK Ha OTNNYHOE OT Hyns. KonnyecTBO CMHXPOHHbLIX PensmK
OOMKHO ObITb MEeHbLUE KonuyecTsa y3noB ¢ npodunem OcHoBHOM U [JONONHUTENbHbIN.
lMpn HepocTymHOCTM BCEX CUHXPOHHBLIX pennuk knactep B[ nepectaetr obcnyxusaTb
3anpochl, Tak Kak He MOXEeT 3aKkpblTb TpaH3akuui. He pekomeHayeTcs BknovaTb 3TOT
hyHKLMOHAN B MHCTanNnAUMsX ¢ 06wmm konuyectsom y3nos B[] < 4.

3.4.4.3 Hactpoiku BbicOokon gocTynHocTn BM

MoapobHO 0 HacTpoKKax cepBuca BbICOKOW AOCTYyNnHOCTU BM — cmoTpute B JOKyMeHTe PykoBOACTBO
agMuUHUCTpaTopa, penus 2.6 pa3gen Beicokast LOCTYNHOCTb BUPTYarbHbIX MaLlvH,

3.4.5 UHTerpauum

MogpobHoe onvcaHue [OCTYMHbIX OMUMIA AMS HAaCTPOWKM MHTEerpauuyM C BHELWHUMW CepBUCaMU
cmoTtpute B PYCTOK.KoHdurypaTtop— onucanue. MNpunoxeHne k PykoBoAcTBY NO yCTaHOBKe, penus 2.6.
3.4.5.1 WHTerpauus c cepBnucom katanora

PYCTOK noppepxusaet paboty ¢ MS AD wnu katanoramm Ha 6ase FreelPA. [ins KOppekTHOM
HacTpovkn — TpebyeTcsa NnpeaBapuTenbHas NoAroToBka Ha CTOPOHE cepBUca KaTarora.

YTo6bl BbINONMHUTE €€ — M3y4nte B AOKYMEHTe PyKOBOACTBO agMuHUCTpaTopa, penus 2.6 pasgen
WHTerpauus ¢ cepBucom kaTarora.
3.4.5.2 WHTerpauus c Zabbix

MapameTpbl nHTerpauum PYCTIK ¢ BHeWHUM cepBMCOM MOHUTOpuHra Zabbix. [Npu BknoveHUn
byHKLMOHaNa Ha yanax WMHCTanmsuMM HacTpaumBaloTCA areHTbl Zabbix ¢ nogknioYeHMeM K yka3aHHbIM
cepBepam. HacTpovika BO3MOXHa Kak Npu pasBepTbiBaHUM NnaTopMbl, Tak U Npy NepekoHuUrypaummn.

3.4.5.3 WHTerpauus c BHewHUM Syslog

lMo3BonseT HacTpouTb Nepegadvy BCex JOroB nnatopMbl HA BHELWHUN cepBep/cepBepbl Syslog.
HacTtpoiika BO3MOXHa Kak Npu pa3BepTbiBaHWUM NIaTdPOpMBbl, TaK 1 MpU NepekoHpurypauum.
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3.4.6 MNMpumeHeHne KOHdUrypaumm

YcraHoBka PYCTO3K 3anyckaetca nocne Bblbopa nyHkta «[pumeHnts koHdurypaumio PYCT3K» B
ocHoBHOM MeHto PYCTOK.KoHdurypaTtopa.

B cnyvyae ownbkn nogpoBHOCTM MOXHO MOCMOTPETb B 3TOM e OKHe wunu B danne
/var/log/rustack-ansible/rustack-ansible.log. Kaxablin 3anyck KOHUrypauum 3annucebiBaeTcs B
oTAenbHbIM hann XypHana. [Ing ynpoleHnss AMarHOCTUKN XPaHATCA nocrnegHme 5 3anyckos.

3.5 U3meHeHMne KoHcurypaumm

M3meHnTe napameTpbl  KOHUrypauum B COOTBETCTBYWOLUMX  pasgenax MeHw  u/unu
nepepacnpegenute ponu mexay ysnamu B pasgene «Cnmcok y3nos» C Mocrneaylolwmm npuMeHeHnem
KOHpurypaumn.

CyliecTBytoLme orpaHnyeHmns onucaHebl B JOKyMeHTe Ponu y3nos.

3.6 lMNMocne ycTtaHOBKMU

Insa Bxoga B noptan n Ha4yana pabotbl ¢ PYCT3K HY)XHO MMeTb y4YeTHble JaHHbIE:
e  UMSA Nonb3oBaTeNs No yMoN4YaHuo: admin;

e yTOObI NONYYNTb NEPBUYHBIN NAPOSb, BbINMOMIHATE B KOHCONW KOMaHAy: cat /var/lib/rustack-
ansible/creds/keystone/admin pass;

e CMEHWUTb napofib agMuUHUCTpaTopa nnatdopMbl MOXHO B nopTtane, B pasgene «[ocTynbl» —
«[lonb3oBaTenny;

O NapoJib HEe MOXEeT coaepXaTb OANHapHbIE U OBOWHbIE KaBbIYKM;

e HYXHO 3aMeHWUTb naponb B danne /etc/openstack/clouds.yml, B cekumsaix admin M admin system
, YTOObI NCMOMb30BaTb KOHCOSbHBIE KOMaHAbI OT MMEHM NMonb3oBaTtensd admin;

o eCnun naposb CoaepXuT cneucnMmBosibl — BO3bMUTE €ro B OAMHAPHbIE KaBblYKA.
Moptan goctyneH no agpecy: https:// [BupTyasnbHsni IP]

YTtobbl nony4utb npeactaBneHne o Bo3amoxHocTax PYCTOK, uayunte pokymeHT PykoBoacTBo
nosnb3oBartens, penus 2.6.
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