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Beenenue
[Mporpammusiii komiuieke PYCTOK. VDI (Virtual Desktop Infrastructure) — mpo-
aykt komnanuu OO0 «PYCTDK» https://rustack.ru/rustack-vdi. [Ipencrarmiser coboi
KOMIIIEKC CEPBEPHBIX U KIUCHTCKUX MPOTPAMMHBIX PEINCHHUH IS CO3MaHUsA U YIIPaB-

JeHus1 UHQPACTPYKTYPOU BUPTyaIbHBIX paOOYHX CTOJIOB.

CDyHKI_[I/IOHaJ'I MMpOrpaMMHOI'0 KOMINIJICKCA IMO3BOJIACT Pa3BOpaAYMBATH IMOJHOICH-

HbIE BUPTyaJbHbIE paboyne MecTa.

PYCTOK.VDI moxeT ucnoib30BaThCs Kak JUisl MOCTPOSHUSI HEOOIBIIINX WHCTAN-
nsuui 10 200 BUPTyalibHBIX JeCKTONOB (3 xocTa), Tak v Juist 6onbmux VDI cpen (2 000
— 10 000 BupTyasnbHBIX pabOUYUX MECT), TapaHTUPYs CTAOWIbHYIO paboOTy IMOIb30Ba-

TCJIBCKUX HOIIKJIIOLIGHI/II;'I.

PYCTOK.VDI MoxeT ObITh pa3BepHYT Ha BUPTYaJIbHOIN MAILIMHE WIIK HA CEpBEpax

apXUTEKTYphl X86 64.
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OO0muit GyHKIMOHAJ
Co3znanve 1 yrnpaBJICHUE BUPTYATbHBIMA PAOOYUMHU MECTaAMHU.
Ynupasnenue nmyonukanueld pabouux CTOJIOB M MPUJIOKEHUN HA OCHOBAHUH YJICH-
CTBa TMoJjb30BaTeleli B rpymmax Oe3omacHoctu  Active  Directory/Open
LDAP/eDirectory.
MacmrabupoBanue 0e3 OCTAaHOBKH PaOOTHI MIATPOPMBI.
[{eHTpann30BaHHOE PAaCIPOCTPAHEHNUE HACTPOEK Ha BCE CEPBEPHI BUPTYaAIbHBIX pa-
00YHMX CTOJIOB ¥ BCE TEPMHHAIIBHBIE CEPBEPHI, BXOAAIIHNE B CHCTEMY TEPMUHAIHHOTO
JOCTyTIA.
[Tommep:kka HECKOIBKUAX PEKUMOB paOOTHI: JOCTaBKA MPHIIOKCHUH, TEpMUHATbHAS
apxutekrypa, VDI.
Bo3MOXHOCTh pabOThl ¢ MEPCOHAIBHBIMU JUCKAaMHU. BO3MOXKHO 3akpervieHue 3a
M0JIb30BATEJIEM CBOETO MOCTOSIHHOTO JUCKa. JIMCK aBTOMATHYECKHU MOIKII0YaeTCs
K CEepBepy.
[Topnepx’ka TOHKUX KJIUEHTOB.
Bocnpou3ssenenue ayauo u BUIEO.
PaboTta ¢ tTuHaMUKamMu 1 MUKPO(QOHOM.
JlokanbHas u ceTeBas rnevarh.
Pa6ota ¢ USB ycTporictBamu u Smart-kapramu 1jist cepBepoB 1o ynpasienuem OC
Windows.
[[IndpoBanue Tpaduka ¢ UCIOIB30BAHUEM KPUIITOAITOPUTMOB, B TOM UHcIie mud-
pOBaHME JTAHHBIX ayTEHTU(DHUKAIIMN TTOJIH30BATEICH.
PaGoTa ¢ Haubosee monmyasspHBIME pOCCUUCKUMHE 1 3apyoexkabiMu OC.
B03MOXHOCTh 00BEIMHEHUS CTPYKTYPHBIX KOMITOHEHT IIIaT(GOPMBI B KIIACTEPHI
JUTS TIOBBIIIIEHUST OTKA30yCTOWYHUBOCTH.

Hannune MexaHu3mMOB OTKa30yCTOMYHBOCTH.
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Opranuzarus padbotsl ¢ rpadpuyeckumu 3 D-yckoputensmu (VGPU u B pexume npsi-
moro mpobpoca - Pass Through).

BcrpoeHHbie MexaHN3MBI OATAHCHPOBKH HATPY3KH.

PaboTa Ha MeJICHHBIX KaHaaX.

Hannuue numeH3uil AByX THUIOB: KOHKYPEHTHBIX MOJH30BATEILCKUX JTUICH3UN U

HWHAWBUIYAJIbHBIX ITOJIB30BATCIBCKHUX HHHeH3Hﬁ.
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@ ®YHKUMOHAI KIMUEHTA PYCT3K.VDI
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dynknuonaj kauenra PYCTIK.VDI

Knuentckoe T10 ycranaBiauBaeTcsi Ha yCTPOWCTBO JIOCTYyIIA mojib3oBarens. [Ipen-
cTaBisieT rpadguueckuil nHTepdenc B3auMOACHCTBUS KOHEUHOTO MOJIb30BaTENS C HUH-
dpactpykrypoir VDI. Kmuent PYCTOK. VDI mo3BossieT monp30BaTento HACTPOUTH
MOJIKJIIOYEHHUE JIOKATbHBIX M CETEBBIX MPUHTEPOB C MOMOIIBIO YHUBEPCAIBHOTO JIpaii-
Bepa nevatu. [ToAKII0YnTh JIOKabHEIE TUCKH, Oydep oOMeHa, BRIOpaTh MOHUTOP U pe-
KUM OTOOpakeHus yJajJeHHoro pabdouero crona. ObecrieunBaeT mudpoBaHUe Tpa-
¢uka. KimmeHT npenocTaBiisieT BO3MOXKHOCTH Iepeaaun 3Byka u3 ceccud BPM u B mosib-
30BaTEIbCKYIO cecchio (Tmoaaep:kka MUKpodoHa u ayano ycrpoicts). Knuent odecne-
YUBaeT OBICTPOE MOAKIIOYCHHE K 3aMyIIIEHHON CECCUU M OTITUMU3AIUIO 1T MEIJIEHHBIX
KaHaJIoB (MeHbIe 256 kOuT/c) ¢ OonbIoi 3anepxkoit (6onee 150 Mc), BoccTaHaBIH-

BacT MOAKIIIOYCHUC IIPH Pa3pbIBC COCANMHCHU.

@yHKIMU pabOTHl C MOHUTOPAMHU:

® MOJJIepKKAa HECKOJIBKHUX aucIuieeB (Oomee 4);

e momacpiKKa 1BeTHocTH 8-bit, 16-bit, 24-bit, 32-bit;

e noxuepxkka paspemeHus 7680x4320 ¢ BO3MOKHOCTBIO pa3/IelICHUs HAa J1BA DKpaHA
MOHHUTOPA;

e nonaepka paspenienus 4K u Bbliie, B TOM 4ncie IPU UCTOIb30BaHUU HECKOJIBKUX
MOHUTOPOB;

e MakcHMajbHas yacTora KaapoB — 10 60 kaapoB B cekyuay (FPS).
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DYHKIUOHAJ NAHEJH YIPABJICHUS
Co3znanue cepBepOB U3 MAHENN yIPABICHHUS.
Co3znanue sTanonHoro oopaza BPM.
3arpy3ka 3TaJOHHOI0 00pasa ¢ CEeTeBOro XpaHWIHILIA.
Coznanue BPM u3 sraionHoro o6pasa.
Coznanve u yrnpaslieHUE pa3IMuHbIMU THNamMu 1myjoB BPM: nepcoHanbHbIH, TEp-
MUHAJIBHBIA U 110 TPEOOBAHUIO.
3aanne HHIWBUIYAIBHBIX HACTPOEK IS KaXKIO0TO ITyJia.
B03MOXHOCTB 3a71aHUs TOJIMTUKY OOHOBJICHHUSI ITYJIOB MO TPEOOBAHUIO: MSTKas WIN
xkecTkas. [Ipu cMeHe mapaMeTpoB B ITyJie, H3MEHEHUS PACIIPOCTPAHSIIOTCS Ha BCE
BUPTYyaJIbHbIE MAIIUHBI. MATKAasl MOJIUTUKA — OOHOBJISIFOTCS TOJILKO CBOOOHBIE CEP-
BEPHI, )KECTKas MOJINTHKA — BCE CEPBEPHI OOHOBIISIIOTCS Cpa3y BHE 3aBUCHUMOCTH OT
MTOAKJIFOUECHUS TTOJIb30BATEIIEH.
[Toxnep:kka HHUT-CKPUTITOB TIPH CO3/IAHUN CEPBEPOB.
VYrpaneHue A0CTYNOM MOJb30BaTeNel ¢ UCIMOJIb30BAaHUEM TpaUuecKoro MHTEp-
deiica.
YnpaBneHue J0CTyIOM MOJIb30BaTeNel ¢ UCTIOIB30BaHUEM KOMaHIHBIX CIIEHAPUEB.
MexaHu3MbI pa3rpaHUYCHHsI TTpaB aIMUHUCTPATOPOB HA YPOBHE ITYJIOB, CEPBEPOB,
CeCCuil M Ipyrux 0o0BEKTOB HHPPACTPYKTYPHI BUPTYATbHBIX paOOYMX CTOJIOB.
Bcrpoennsie cpeacTBa mpoBepkr paboTOCIIOCOOHOCTH 1 MOHUTOPHHTA COOBITHH.
BcrpoeHHbIe MeXaHN3MBI OATAHCHPOBKHM HATPY3KH IOJIB30BATEICH MEXKITy BHUPTY-
ATBHBIMUA PAOOYUMU CTOJIAMU U TEPMUHATBHBIMUA CEPBEPAMHU.
Mexanu3mbl coopa nHPOpMAIMK O TTOTPEOJICHUH amnmapaTHBIX PEeCypCcoB MpHU pa-
00Te TepMUHAIBHBIX CEPBEPOB U BUPTYAJbHBIX paOOUMX CTOJIOB.
[Toxmepkka MOAKITIOYCHUN HECKOJIBKUX aIMHHICTPATOPOB.

praBJ'IeHI/Ie IIOJB30BATCIIBCKMUMHU CECCUAMMU.

CTPAHUIIA 6 U3 10



@ ®YHKLMOHAN, CBA3AHHbBIN C 3ALLMTON UHOOPMALIUM OT HECAHKLIMOHUPOBAHHOIO IOCTYNA

PYCM3H

e BO03MOXHOCTb ITOAKIOYEHUS aIMUHACTPATOPOM B CECCHIO IIOJIB30BATEINS IS OKa-
3aHUA yIaJeHHON MOIJICPKKU U OTIPABKU COOOIIEHUH MOIb30BATEIISM.

e Hannuue BO3MOXHOCTH HMCIIOJIB30BAHMS B KAUECTBE TEPMUHAIBHBIX CEPBEPOB (Pu-
3UYECKUX U BUPTYAJIBHBIX MAILIVH.

e B03MO0XHOCTh aBTOMAaTUYECKOM YCTAaHOBKU U HaCTpOHKH Heooxoaumoro [10 Ha BbI-
OpaHHOM cepBepe ISl CO3[jaHKs OJHOLEHHOTO BUPTYaIbHOIO pabovyero MecTa.

e BO03MOXHOCTb CO3/1aTh OTJEIbHBIN OATaHCUPOBIIMK JJIS KaXA0I0 ITyJIa.

e BO03MOXHOCTB CO3/JaHUS U YIIPABIICHUS TEPMUHAIBHBIMU cE€pBepaMu Ha 0ase Linux.

e B03MOXHOCTb 3arpy3KH U IIPOBEPKU JIMLEH3UU.

e Bo3MOXHOCTh HacTpauBaTh IIa0JOH MMEHU BUPTYaJbHOM MAaIIMHBI MPH CO3/a-
HUH/peTaKTHPOBAHUH TTyJIa.

e BO03MOXHOCTb pa3/ieieHus ceTel A MyJla U y4aCTHUKOB OaJlaHCUPOBIIUKOB.

e Bo3MmoxxHocTh HacTpoiiku nojkioueHust K NFS cepBepy B TepMUHANIBHBIX ITyJTax.

DYHKIMOHAJ, CBA3AHHBIN € 32aIIMTON MHPOPMAIIUUA OT HECAHK-
HUOHUPOBAHHOIO A0CTYyNA

e Bo03M0XHOCTh TMOKOM HAaCTPOMKHU POJEBON MOJEIH aAMUHUCTPATOPOB OTPAHUYH-
BAaET JIOCTYIl Ha YPOBHE IYJIOB, CEPBEPOB, CECCUIN U APYTHX OOBEKTOB HH(PPACTPYK-
Typbl BUPTYaJIbHbIX Pa00OYUX CTOJOB.

e Pa3rpaHuWyeHHBIN JOCTYI B 3aBUCUMOCTH OT IIPaB I10JIb30BATEICH.

e OrpaHuyeHue JOCTyIa MOJb30BaTeNield B 3aBUCUMOCTH OT BPEMEHU CYTOK (3aJaHue
pacrnucanus paboThl MyJIOB).

e VYmnpasneHue noautukoil gocryna Ha ocHoe HWID s aBropuzannum ycrpoiicTBa
noctymna. Bo Bpems 3amycka KIMEHTCKOE MPUIIOKeHHE coOrpaeT napopmaimoo oo

YCTPOMCTBE, HA KOTOPOM 3amylieH. Ha oCHOBe HEM3MEHSIEMbIX alMapaTHbIX Mapa-
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metpoB popmupyercs HWID. Tlpu noakmrouenun knueHT nepegaet HWID u un-
dbopmanmio 00 ycTpoiicTBe bpokepy, mpou3BOAUTCS aBTOPU3AIHS YCTPOUCTBA CO-
IJIACHO HACTPOECHHOMU MOJIUTHUKE.

e BcrpoeHHblil GyHKIMOHAT pErUCcTpallid BHOCUMBIX U3MEHEHUN C YKa3aHUEM Bpe-
MEHH M YYETHOM 3alUCy aIMUHUCTPATOPA, MHULIMUPOBABIIETO U3MEHEHHE.

e 3amura KJIMEHTCKOrO U yHpaBisiomero Tpaduka NoCpeACTBOM 3allUIIEHHBIX CO-
eIVNHEHNH.

e Tlomnepxka unarerparuu ¢ AD, OpenLDAP, FreelPA B ToM 4nciie MHOXKECTBA J10-
MEHOB B paMKaX OJHOTO Jeca.

e 3anper Ha XpaHEHHE MPUBUIICTUPOBAHHBIX YUYETHBIX JAHHBIX CIYKOblI KaTajora B
PYCTOK.VDI.

e (Cucrema noJIepKUBAECT aBTOPU3ALIMIO TT0 cepTU(dUKaTaM 0€30IaCHOCTH.

e Bo3Mmoxnocts HacTporiku TLS TyHHenei, odecrneunBaronmx 6€30nacHoe CoequHe-
HUE.

e Bcrpoen mexanusm Y11, KOTOpBIN HCTIONB3YETCS JIJIsl TeHEpaIuu cepTU(HUKATOB IS

areHToB, OATAHCUPOBIIIUKOB, TTAHEIHN YIIPaBJICHUS U OPOKEPOB.

Texnosnorus VDI noeimaer nHpopmManmoHHyro 0e30macHOCTh KOMmaHuu. Bo-
IIEPBBIX, OTCYTCTBHE TMCKOBBIX HAKOIUTEIEH M BO3MOKHOCTh YCTAHOBKH 3alpera Ha
ucnoap3oBanue USB-yCTpOWCTB OrpaHUYMBAET JOCTYHN TPETBUX JHL K KOPHIOPATHUB-
HBIM JJaHHBIM. BO-BTOPBIX, CEKPETHBIE CBEACHUS HE MOMNALYT B UyKHE PYKH JaXe IIPH

Kpak€ KOMITBIOTEPHOW TEXHWKH, BEIb BCs MHGOpMAIHMS XPAaHUTCS Ha cepBepax.
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TEPMUWHbI U COKPALLEEHUSA

TepMHUHBI U COKpALLICHUS

Tepmun / cokpany

Onpenesenne
HHe
BPM BuptyansHoe pabouee mecTo
BM Bupryansnas mamuHa
oC OnepanmoHHas cucteMa
(0 [Iporpammuoe obecrieueHue
IIK IIporpaMMHBII1 KOMILIEKC
VI Y nocToBepsromui HEeHTP
Active Directory | npoaykt Microsoft, mo3sosstoruii 00beTUHUTE pa3Hbie 00BEKTHI CETH (KOM-
(AD) IBIOTEPBI, CEPBEPHI, IPUHTEPHI, PA3INUHbIE CEPBUCHI) B €IUHYIO CHUCTEMY.
AD BpICTYNaeT B poJid KaTajaora, B KOTOPOM XpaHHUTCS UH(OpMaIUs O MOib-
30BaTeNsaX, KOMIbIOTEpaX, cepBepax, CETEeBhIX M MepuepuitHbIX yCTPOWi-
CTBax
FreelPA OTKPBITHIN TPOEKT AJI CO3aHUS [IEHTPATU30BAHHON CUCTEMBI IO yIIpaBIie-
HUIO UICHTU(UKAIMEH MoNb30BaTeNel, 3a1aHns MOJUTUK JIOCTyIa U ayAUTa
quist ceredt Ha 6aze Linux u Unix
FPS KanpoBast yacToTa — KOJIMUECTBO CMEHSIEMBIX KaJPOB 3a €IMHUIY BPEMEHHU
HWID Hardware ID — uaenTrdukaTop KOMIbIOTEpPa MOIB30BATENs, (HOPMHUPYETCS
Ha OCHOBaHMUM JIaHHBIX 00 000pyI0BaHUU
OpenLDAP Open Lightweight Directory Access Protocol — otkpeitas ciry:x6a KaTtajioroB
MOJIb30BaTENEH ISl XpaHEHUsl yUYETHBIX 3aIUCe U aBTOPU3AIINU
TLS [Tpotokosr Transport Layer Security - meton obecrneurnBaer mudpoBaHHE U

(TLS-TyHHEND)

aYTeHTI/I(bI/IKaHI/IIO JAaHHBIX, MEPCAABACMBIX 11O CCTU

USB

Universal Serial Bus — nmocienoBaTenbHbIi HHTEPENC s TOAKITFOUSHHS T1e-

pUGEpUIHBIX YCTPOUCTB K BHIYMCIUTEIBHON TEXHUKE
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VDI Virtual Desktop Infrastructure — Bupryanuzamus paboyux MeCT COTPYIHH-
KoB. TexHoJIOrHs co31aHus pabodero CToja MoJIb30BaTeNs Ha OHON U3 BHP-
TyaJIbHBIX MaIllUH, 3allyIICHHBIX HAa CepBepe B LIEHTPE 0OpabOTKU JAHHBIX

(IO le, nata-tieHTpE)
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