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OBLUVE CBEQEHUA
rU‘\J

PYCM3H

Oowume cBepgeHud

Mporpammubin komnnekc PYCTOIK.VDI (Virtual Desktop Infrastructure) paspabotaH
komnaHuenn OO0 «PYCTOK» (https://rustack.ru/rustack-vdi). NMpeacrasnset cobon komnnekc
CepBepHbIX W KMWEHTCKUX MpOrpaMMHbIX peLlleHMn Ans  CO3[aHus W yrnpaBreHus

NHPaCTPYKTYpPOr BUPTYyarbHbIX pabo4vnx CTONoB.

Monb3oBatenu MoryT pa6OTaTb C HAM C KOMMNbKOTEPOB USN H0yT6yKOB, MOAKIMKOYEHHbIX K

CeTN UHTEPHET UIN nokarnbHOM CeT! KOMMNaHUM.

[na nony4yeHns goctyna Kk BupTyanbHomy pabovemy mecty PYCTOK.VDI Heobxogumo
YCTaHOBUTb  CNEeunanun3vMpoBaHHbIA  KIMMEHT Ha  MOMb30BaTeNbCKOe  YCTPOWCTBO.

OCHOBHbIE (PYHKUUM KINEHTA:

e aBTOpPU3aLMS Monb3oBaTenss W WUAEHTUUKAUUS oKanbHOro  YCTPOWCTBA

nonb3oBaTens;
e OAKIIOYEHME K yaaneHHbIM paboynm cTtonam;
e BOCMpOM3BEAEHME ayaMo U BUOEO C CEPBEPA;

e 00MmeH darinamu cepBepa c nokanbHbiM bydepom obmeHa.

Mpunoxenne knueHT PYCTOK.VDI moxeT 6biTb pa3epHyTo Ha OC:

e Microsoft: Windows 8.1, Windows 10, Windows Server 2012 R2, Windows Server
2016, Windows Server 2019;

e Linux: AnbT JlnHykc 10.0 CIT, Astra Linux Special Edition 1.6, OC Astra Linux
Special Edition 1.7 (Open, BopoHex), Astra Linux Common Edition 2.12

[lokymeHTauusa Ha NPOAYKT BKMOYaEeT:

«ObLwee onncaHme n apxutektypa PYCTOIK.VDI».

«PykoBoacTtse no ycrtaHoBke PYCT3IK.VDI».

«PykoBoacTtee no naHenu ynpasnenus PYCTOK.VDI».

«PykoBoacTtee nonb3oBatens. KnueHt PYCTOK.VDI» (gaHHbIA OOKYMEHT).

«PyHKUMOHanNbHble BO3MoXXHOCTU PYCT3IK.VDI».
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YCTAHOBKA KITMEHTA PYCT3K.VDI
PYCM3H

1. YcTtaHoBKa knueHTa PYCT3K.VDI

Ona ycraHoBkm knueHta PYCTOK.VDI nonb3oBaTenb pomxeH obnagate npasBamu
agmuHucTpaTopa B OC.

Ons yctaHoBku knueHT PYCTIK.VDI:

1. 3anyctute OT UMEHN agMUHUCTpaTopa UHcTannaTop knueHta PYCTOK.VDI(He

nyTaTb C MHCTaANNATOPOM nporpammMmHoro komnsiekca PYCT3K.VDIY).

2. B oTkpbiBLIEMCS OKHE JINLLEH3MOHHOE CornalleHne HaXXMNTE KHOMKY
MpuHumaro (PucyHok 1).

[E] Rustack client 4.0.3 — X ‘
INmuexsuorHoe cornawexHmne

Mepea ycraHoskoit x2godient 2.4-17-g51c8fec (version for Rustack VDI v.4.0.3) %
03HaKOMBTECH C MIMUEH3MOHHBIM COrNALLEHNEM, e

[Ans nepeMelieHns No TEKCTY MCNonb3ynTe Knasuwm "PagelUp”™ u "PageDown”.

| GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

ECnm Bbl NDUHUMAETE YCNOBMSA COrNaleHna, HaXMUTe KHonKy TipuHuMaio ™, YTobbl
YCTEHOBWUTL NPOrpamMMy, HeobXoAMMO NPUHATL COrNaLLIEHWE,

o

PucyHok 1 — JlMueH3noHHoe cornatleHve

3. B okHe KOMNOHeHTbl ycCTaHaBNMBaemMou NporpamMmmbl
(PucyHok 2).

HaxxmnTe [danee
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PYCM3H

YCTAHOBKA KITMEHTA PYCT3K.VDI

,@ Rustack client 4.0.3

_ % |

KomnoHeH T ycTaHasnMBaemoil NporpamMmi

BeibepuTe komnoHeHTel x2godient 2.4-17-g51c8fec (version for Rustack VDI
v.4.0,3), KOTOpbIE Bbl XOTUTE YCTaHOBUTb.

BeibepuTe KOMNOHEHTLI NPOrpaMMel, KOTOPLIE Bbl XOTUTE YCTAHOBWUTL. HakMUTE KHOMKY

“Aanee” AnA NPOACMKEHNA,

BoifiepuTe TN YCTEHOBKM: Recommended ~
Ormcanne

uni Beibepure X2Go Client (required| '~
AONONHUTENBHbIE - ¥ Fonts st peop.
KOMMOHEHTEI ANA - £ a Ha3BaHue
yCTaHOBKM: #-(¥] PUTTY Key Utilities COMMOHEHTS, YTaE

[v] Desktop Shortcut pOHe ”f :

[] Debug Build SR
TpebyeTca Ha ancke: 200.7
MbairT < >

3,05

OtMeHa

<raa

PucyHok 2 — KOMMNOHEeHTbI ycTaHaBnMBaeMown nporpaMmmbl

4. YKkaxute Katasnor yCTaHOBKM npunoxeHus (PucyHok 3), Haxmute Oanee.

,IQ Rustack client 4.0.3 — X T
BeibepuTe nanky ans ycraHosku x2godient 2,4-17-g51c8fec (version for Rustack
VDI v.4.0.3). =

MporpamMma ycTaHosuT x2godient 2.4-17-g51c8fec (version for Rustack VDI v.4.0.3) 8
YKasaHHyIo nanky. YTobel yCTaHOBUTE NDUNOKEHWE B APYryIO NanKky, HEKMUTE KHONKY
"0630p" 1 ykakuTe ee. HaxmuTe KHonky “[anee” Ans NpoaoKeHus.

MNanka ycTaHoBKM

[ :\Program Files (x86)\x 2godient

TpebyeTca Ha ancke: 200,.7 MbaiaT
[HocTynHo Ha amcke: 175.8 Mbaitr

v3.05

OTtmena

<

PucyHok 3 — BbiGop nanku yCTaHOBKM

5. 3anycTtute ycTaHOBKY, HaxaB KHOMNKY YcTaHoBUTb (PucyHok 4).
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PYCM3H

YCTAHOBKA KITMEHTA PYCT3K.VDI

g Rustack client 4.0.3 — X ‘
l-' B |ln ] R
. .
BeibepuTe nanky 8 meHo Tlyck” ANs pasMELLEHNA APMBIKOS NPorpaMMsl,
i

BeibepuTe nanky B meHo Tlyck”, kyaa ByayT noMelweHs! SpnsIki NporpamMMbl. Bel Takoke
MOXETE BBECTM APYIOE MMA NanKku,

KnuewT PYCT3K.VD]| ‘

7-Zip ~

Accessibility

Accessaries

Administrative Tools

Cisco

GitHub, Inc

Kaspersky Endpoint Security ana Windows

Maintenance

StartUp

System Tools

Telegram Desktop v
["]He cosnasaThb spnbikn

< Hasaa YcraHoBUTh OTMeHa

PucyHok 4 — 3anyck yCTaHOBKM

6. [llo 3aBepweHnn yctaHoBKM Haxxmute «oToBO» (PnCyHOK 5).

g Rustack client 4.0.3 —

3aBepiueHune paboTul MacTepa
ycTaHoBku x2goclient

YcTaHoska x2godient 2.4-17-g51c8fec (version for Rustack
VDI v.4.0.3) BeinonHeHa.

HavkmuTe KHONKY "ToToBO" ANA BbIX0Aa U3 NPOrpPaMMbl
YCTEHOBKM.

[oToBO

PucyHok 5 — 3aBeplueHne ycTaHOBKU
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@ 3ANYCK KIMMEHTA PYCT3K.VDI U ABTOPU3ALIUA

PYCM3H

2. 3anyckK knmeHTa PYCTOK.VDI u aBTOpM3auuma

[Ons nogkniodeHns nonb3oBaTens B pexume paboTtbl ¢ Opokepom Heobxoaumo B

KOMaHgHOM CTpOKe BbINOJIHNTbL KOMaHAYy:

x2goclient--broker-url= {URL VDI:mopT}/plain/.
Ha pucyHke 6 npuBeneH npumep KOMaHabl ANa criydas pasMeLLeHns nporpaMmmMHOro

obecneveHuna X2GoClient B nanke D:\x2goclient.

D:\x2goclient\x2goclient.exe —--broker-url=https://10.11.2.35:8101/plain/

PucyHok 6 — MoaknioyeHne nonb3oBaTens B pexume paboTbl ¢ 6pokepom

Mocne 3anycka knueHta PYCTOK.VDI gnga astopusaumm B NpUioXXeHnn BBeanTe NOrnH

1 naponb U HaxmuTte OK (PucyHok 7).

X Rustack VDI Client = X

Ceccua Onumn  [lomowus

| A

2

RUSTACH
https://10.10.18.145:8080/plain/

PucyHok 7 — OkHO aBTOpUM3auun
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@ 3ANYCK KIMMEHTA PYCTIK.VDI U ABTOPU3ALIUA

PYCM3H

Mocne ycnewHon aBTopusaummn NnosiBUTCA OKHO BbliGopa BUPTYaribHbIX paboynx CTOroB
(PucyHok 8), B npaBoil 4acTM KOTOpPOro Ha cepoM coHe oTobpaxkaltoTcs OOCTYMHble

nonb3oBaTersito nyribl CepBEPOB.

X Rustack VDI Client = X

X S
X term-orel (libreoffice)

Ceccus Onuwn Momows

RS

Ceccus:

PucyHok 8 — 'maBHoe okHO knneHTa PYCTJY.VDI B pexume paboTbl ¢ Opokepom
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@ HACTPOWKA KITMEHTA PYCT3K.VDI

PYCM3H

3. HacTtpouka knmeHta PYCTIK.VDI

B meHto Onumun cogepxatcsa cnegyrowme pasgensl (PucyHok 9):

e YcTaHOBKM — 3agaHue HacTpoek ceccun (PucyHok 10);

e JlokanbHble HACTPOMKU ANA pexuma Opokepa — 3agQaHME HACTPOEK KIMEHTa
(PucyHok 11);

e [laHenb MHCTPYMEHTOB — OTOOPaXXeHNE UNKN CKPbITME NaHEeNN MHCTPYMEHTOB.

X Rustack VDI Client

CTpoiiki 471 pexima Bpoxepa
v MaHens uHcTpyMeHTOE

X term-orel (libreoffice)

Ceccusi:

PucyHok 9 — MNMyHKT MeHio Onuumn
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PYCM3H

HACTPOWKA KITMEHTA PYCT3K.VDI

» ¥YcTaHoekn ?

Ofwme l MewaTs ] ¥.0rg Server settings ] Pulszfudic settings ]
[ OTobpasaTe nuiTorpaMmy B cHCTEMHOM Tpee
[v CNpATaTh B CHCTEMHLI TPER NpH CBOPEHMBIHMA
|7 CNpATaTh B CHCTEMHEIA TPEH NPH 33KP0THK
[v CNpATaTH B CHCTEMHLI TP NOCNe YCT3HOBKW CORAMHEHNR

|7 BoCCTaHOBWTE NpHW pEcGpaIBe COEAWHEHWA

0K OTHEHS ‘ Mo yrom4aHwe

PucyHok 10 — OkHO YcTaHOBKMU

(DopmaT 3KpaHa nornb3oBaTesid MOXEeT OblTb  M3MEHEH nocpencteBamMm BKIagkuh

nokKanbHble HacTpoMKM Ansa pexuma opokepa (PucyHok 11). [na aTtoro Ha Bknagke

BBoa/BbiBOA, CHUMUTE ranoyky B Yek-6okce Mcnonb3oBaTb HACTPOUKK Bpokepa.
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PYCM3H

HACTPOWKA KITMEHTA PYCT3K.VDI

JNokaneHele HACTpORKK AnA pexuma Bpokepa

EBeoca/Brieca CosanHstne l Use ]

Dncnnei

(T Nonnoskpankwi pesim

(* Opyroi LupaHs: |BD:I i‘ BucoTa: |500 jl

(" McnonszoesTe BeCE AWCTNE Aucrnei ’E HasHTWhHUKWPOESTE AWCTNEH

W YerasoewTes DPI 142

|— ¥inerama (noanspxies Asyx W Sones UEHYSCKUX AWCnnese)

RDP client

(% FresRDP{X11 (2.x style options)

(" Microsoft client

JononHUTENEHES NaPaMeT Pl

HomzHoHaR CTpoKE:

| wifreerdp fwe:B0D [h:600 faudic-mode:0 {p: <napone= fv:zhostz:zport=

-

Wenonbzoeats HacTpoikn Gpokepa oK

OrmeHa

PucyHok 11 — OkHo JlokanbHble HacTpouku. Bknagka Beoa/BbiBoa

[1na nameHeHus napamMeTpoB coeanHEeHU4A:

3anyctute knueHT PYCTOIK.VDI;

Mepengute B MeHio Onuum -> JlokanbHble HAaCTPOMKK ANA pexuma 6pokepa;

1
2
3. lNepengute Ha Bknaaky CoeanHeHune,
4

BbibepuTe TN coeauHEeHun:

e Mogewm;
e |ISDN;

e ADSL;
e WAN:;

e LAN.

5. lNpwn HeobxogmmocTn 3agante KayectBo nsobpaxeHus — ot 1 (Nnoxoe Ka4yecTso) Ao

9 (xopoLlee KayecTBO);

6. Haxmute OK.

CTPAHULIA 11 U3 16



@ HACTPOWKA KITMEHTA PYCT3K.VDI

PYCM3H

MNokaneHele HacTpolkK 4NA peskuma Bpokepa ? x

EeoaBuson Cosaumshne ] UsE ]

Twn CoeaMHEHHA

I I i I I
MODEM ISCN ADSL WAN LAN

CoaThe

MeTon: | 1&m-jpeg j

KzwecTeo mzobpasenus: |9 =

|_ HCnonk=oEaTE HECTPOHKH SpoKepa oK OTHEHS

PucyHok 12 — OkHo JlokanbHble HacTpouku. Bknagka CoeauHeHune

[Ans pasHbIX TMNOB cMapT-kapT paboTa BedeTca oOAvMHakoBo. [Ons paspelueHus

aBTopM3aumm no cmapt-kapte (PucyHok 13):

3anyctutb knueHT PYCTIK.VDI;

Mepentn B MeHio Onuumn -> JlokanbHble HACTPOMKU ANA pexnma bpokepa;

MepenTtn Ha Bknaaky USB;

A\

YcTaHoBUTbL Yek-6okc MepeHanpaBnATbL CMapPT-KapThl.

HacTtporika TpaHcnsaumm yctponcte USB BbinonHsAeTCa aHanormyHo Ha Bknagke Onuumn

-> JlokanbHble HaCTPOUKU ANA pexunma 6pokepa -> USB (PucyHok 13).
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@ HACTPOWKA KITMEHTA PYCT3K.VDI

PYCM3H

NokaneHele HacTpolikn 4na pexuma Bpokepa ? *

Beoa/Bueog I CosnuHeHus UsSBE

I_ MepeHENpEENATE CHEDT KEPTE

MNepexanpaenexne cneywdrsecicms USE-yeTpoicTe:
Id Class Description
; USB\VID_242A&PID_00DASIMI_D0VGE35AERAZTELOE0000 HID Wireless Receiver
|| USB\ROOT_HUB30\48196785C&0&0 Hub
|| USB'WID_242A&PID_DDDAEMI_0T\6&35AE6A278080001 HID Wireless Receiver
|| USB\VID_045E&PID_O7B2\38:2FTE106808:1 see Interface Microsoft® Mano Transceiver v1.0
|| USB\VID_045E&PID_O7B2&MI_02\6&96B9933&:38.0002 HID Microsoft® MNano Transceiver v1.0
|| USB\VID_045E&PID_O7B2&MI_01\6&96B9933&4:34.0001 HID Microsoft® MNano Transceiver v1.0
|| USB\VID_045E&PID_O7B2&MI_00N6&96B9933&:384.0000 HID Microsoft® Mano Transceiver v1.0
|| USB\VID_S087&PID_DAAT\S&2FTE106808:4 Wireless
|| USB\VID_053CE&PID_02338M|_D0\6&1EDBBFEB&0&0000 Video HP Webcam
|| USB\VID_03CE&PID_02331200301010001 see Interface HP Webcam
|| USB\VID_24BARPID_D0DANG&2FTE1068:082 see Interface Wireless Receiver

I_ Wcnonezoeate HacTpoicn Gpokepa oK OTmena

PucyHok 13 — OkHo JlokanbHble HacTpouku. Bknagka USB
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@ NOAKINIOYEHUE K BUPTYAIIbHOMY PABOYEMY CTONY

PYCM3H

4. MoaknioyeHue K BUpTyanbLHOMYy paboyemy ctony

[na nogknoyeHus kK BUpTyansHoMy paboyemy cTony:

1. 3anyctute knueHT PYCTIK.VDI;

2. ABTOpM3ynTECH C WCMONb30BaHMEM [JOMEHHOM y4yeTHOW 3anucu. [locrne ycnewHoun
aBTOpPU3aLIMN OTKPOETCSA OKHO Bblibopa BUPTYanbHbIX paboynx CTOMoB.;
3. N3 cnucka cnpaBa BbiGepuTe BUPTyanbHbIA pabodnii CTOM, KAWKHYB Ha Hero.

MoakntoveHne k BPM oTkpoeTcsa B oTAenbHOM OkHe (PucyHok 14).

@

Mon
KOMMBIOTER

l &
o8 4

Momoulk

&)

KopauHa

=z I'm

PucyHok 14 — OkHo lNonb3oBaTenbCKOW ceccum

[nsa 3aBepLUeHns TEpMUHANBHOW CECCUM UCMOMb3YMTE OAMH U3 Cneayowmx cnocobos:

e Haxmute KHOMKY 3aBepLueHV|e ceccuum B NPUITOXKEHUN.

o o X
° 3aKpOVITe OKHO TepMunHaribHOn cecCuun, HaxxaB B NMpPaBOM BEPXHEM YTy
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@ TEPMWHbI U COKPALLEHUA

PYCM3H

TepMUHbI N COKpaLLeHuUs

Tabnuua 1. TepMUHbBI 1 COKpaLeHus

TepmuH /
OnpepeneHue
cokKpallueHue

MporpammHoe obecneyeHne, BbINOMHSALLEE (PYHKLNN CBA3YIOLLErO

Bpokep 3BEHa MexXay KIMEHTOM 1 CepBepPOM, OTBEYalOLLLEEe 3a aBTOpMU3aLMIO
nonb3oBarenen

HdomeH HomeH B Microsoft Active Directory

KnueHt PYCT3K.VDI | lNporpaMmHbIn KOMMOHEHT BblYUCINUTESTbHON CUCTEMBbI,
NoCbINaoLLMA 3anpockl cepBepy

Mogem OneKTPOHHOE YCTPOWCTBO, KOTopoe npeobpasyeT uMdppoBoOm
CUrHan [faHHbIX B aHanorosblin popmat aAnd nepegayn no
aHanoroBbIM JIMHUAM CBSA3N N 06paTHO

oC OnepauunoHHas cuctema

rno MporpammHoe obecneveHne

uona LleHTp 06paboTkn AaHHbIX
Cnyxba ayteHTU(MKauum un wungeHtudpmkaumm Ha 6ase LDAP
(cnyxba «katanoroB) komnaHum Microsoft. AD nossonset

Cnyx6a KaTanora

) ) 00beanHUTb pasnuyHble 00BLEKTbI CeTU (KOMMNbIOTEPbI, CEPBEPHI,
Microsoft Active
_ NPUHTEPbLI, pasnnyHble CEPBUCHI) B €4MHYI0 CUCTEMY, BbICTynaeT B

Directory (AD)
ponu KaTtanora ansa xpaHeHusa nHgopmaumm o nonb3oatensx, MK,
cepBepax, ceTeBbIX N NepudepurHbIX yCTPOUCTBaXx.

Ceccus OTO NPOMEXYTOK BpEMEHW, OXBaTbiBalOLWLMA paboTy nonb3oBaTens
VDI, ¢ MOMeHTa noaknio4eHns Nnonb3oBaTens K MHppacTpykType
VDI
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@ TEPMWHbI U COKPALLEHUA

PYCM3H

ADSL Asymmetric Digital Subscriber Line - acummeTpuyHas umdgpoBas

aboHeHTCcKad NMUHUA

ISDN Integrated Services Digital Network - ctaHaapT, KOTopbIi
NO3BONSAET NepeaaBaTth roflocoBble, BUAEO - U JaHHbIE C

MCnonb3oBaHNEM LMAPOBON Nepeaayn

LAN Local Area Network - ncnosnbayeTtca Ansi CBA3N Mexay

KOMMNblOTEPamMK, yCTPOMCTBAMMU U cepBeEpaMm

RDP Remote Desktop Protocol — npoTokon, pa3paboTaHHbIN KOMMNaHnen
Microsoft ona yganeHHoro ynpasnenna OC Windows (npoTokon

yaaneHHoro paboyero ctona)

TLS (TLS-tyHHenb) | MNMpoTtokon Transport Layer Security - meTtog obecnevnBaet
LWndpoBaHNE 1 ayTEHTUDUKALMIO LaHHbIX, NepeaaBaeMbIX Mo

ceTun.

Qt dpenmBopK ans pa3paboTku KpoccnnaTtdopMeHHOro

nporpaMmmHoro obecneveHns Ha A3blke nporpammmpoBaHnsa C++

USB Universal Serial Bus - cTaHgapTHbIi WHTEpPdENC, KOTOPbIN
ncnonb3yeTcsa Ons  NOOKMYMEeHUS  pasfiU4YHbIX  YCTPOUCTB K

KOMMNbIOTEPY UNN APYrMM 3MEKTPOHHBLIM YCTPOMCTBAM.

Virtual Desktop Infrastructure — BupTyanusauus paboumx mecT

COTPYOHMKOB.  TexHomorvss  cosaaHus paboyero  crtona

VDI
nonb3oBaTens Ha OAHOM U3 BUPTYyanbHbIX MaLUWH, 3anyLleHHbIX Ha
cepBepe B LeHTpe 0bpaboTkun gaHHbIxX (LLOOe, nata-ueHTpe)

WAN Wide Area Network - ncnonbayeTtcs ans cBssn Mexay yaaneHHbIMu

nokaumsamMm n oxeatbiBaeT bonbwine paccTtoAaHnA
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