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@ NOAroTOBKA K YCTAHOBKE PYCT3K.VDI

PYCM3H

1 MoprotoBka Kk yctaHoBke PYCTJK.VDI

Mpouenypa NoaroTOBKM BKIOYAET:
1. CosgaHne o6bekTOB Ha nnaTdopme BupTyanmsauun PYCTOK.
2. Co3pgaHune cnyxebHbIX y4eTHbIX 3anucen B cnyxbe katanora Active Directory

(nanee AD).
3. YctaHoBKy naHenu ynpaesneHus n 6pokepa PYCTIK.VDI yepes web-

NMHCTaIJIaTOop.
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2 TpeboBaHus

1. B ceTax Ans KNMeHTCKnX BUPTYallbHbIX MallNH OOJDKEH ObITb BKMNIOYEH
DHCP.

2. W3 knneHTCcKux ceten gormkeH 6biTe goctyn go AD u cepsepa

yrnpasrneHus VDI.
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@J CO3[0AHME OBbEKTOB HA NNAT®OPME BUPTYANIU3ALIUM PYCTIK

PYCM3H

3 CospgaHue o6bEKTOB Ha nnatdgopme BUpTyanmsauuu
PYCTOK

PaboTta ¢ nnatdopmon Buptyanmsaumm PYCTIK onncaHa B JOKYMeHTax

"PykoBoacTBo nosibaosartens”, "PykoBoacTBo agMunHUcTpaTopa” B 6a3e sHaHun

https://kb.rustack.ru/ru/products/rustack/docs.

1. BbinonHuTe aBTOpU3aUMo Nog agmMmuHucTpaTopoM nnatdopmbel PYCTOIK.

2. Cosgatb ceTb AN pa3MeLleHuns naHenu n 6pokepa. U3 aton cetn 6yayt
AocTynHbl nnatgopma sBuptyanusauun PYCTOIK, cetb PYCTOK-

management u cnyxbta AD.
3. CospgaTtb 06pa3 BM co cnegyowmmm HacTporkamu:
a. KoHTtewnHep: bare;
b. d®opwmat ancka: raw;
c. RAM: 8196 MB (MMHMMAIIbHO, MOXHO YBENUYNUTL);
d. Pasmep agncka: 10 6 (MMHMManNbHO, MOXHO YBENUYUTL);
e. CeteBou aganTtep: virtio;
f. OwuckoBbin aganTtep: virtio;
g. My6nuynHbin: Oa;
h. MeTtop 3arpy3ku: ®auns;
i. JononHUTEenbHO:
i. Twn cepsepa: g35.
4. 3arpysunTb B CO34aHHbIN 06pa3 nonyyYyeHHbIn dhann vdi.raw.
5. B HacTpouikax nogcetn ons éyaywen BM 6pokepa ykasaThb:
a. DHCP: pa;
b. DNS-cepsepbl: <IP-agpec-AD-cepBepa>.

6. B paHHoOM noaceTu, n3 nonyyYeHHoro obpasa, co3gaTtb MalUUHBbI:

CTPAHULA 5 U3 23
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a. C umeHem vdi n obpasom vdi.raw. PekomeHaoBaHHbIE NapameTpbl
BM - 16I'b RAM, 60I'b guck.

b. C umeHem nfs n obpasom nfs.raw. PekomeHaoBaHHbIe
napametpbl BM - 8'6 RAM, 100I'b guck.

7. TNocne 3anycka MalwmHbl nfs HeobxogMmo:

a. 3anTu B KOHCOMb NoA Nosib3oBaTenemM user u naponem

FedoraServeruserl@;
b. lNponucatb komaHgy sudo ./nfs_init 1 eLe pa3 BBECTN Naporsib;

c. CnegoBaTtb MHCTPYKUMSIM KOTOpble OyAyT NOSIBNSATLCS B

TepMuHarne.

8. lNocne 3anycka mawwuHbl vdi Heo6xo4MMO nepenTn No agpecy
http://ADPEC_MALIVHbI_VDI:8080.

MogpobHee 0 co3pgaHnn BUPTYanbHbIX MallMH U CETU NPUBEAEHO B
«PykoBoacTtee nonb3oBaTens» no nnatgopme suptyanmsaumm PYCTIK.
OnumoHanbHO BO3MOXHO UCMONb30BaHWe BHeLLHeN 6a3bl JaHHbIX,
pa3mMeLleHHon Ha gpyrom cepsepe/BM. B npoTnBHoM cnyyae Tpebyetca

otaensHasa BM vnn dpmsndeckun cepsep ans komnoHeHtos CYB/[.
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@J CO3[IAHUE CTPYKTYPbl U CIYXXEBHbIX YYETHbIX 3AMUCEN B CNYXEE KATAINOIA AD

PYCM3H

4 Co3agaHue CTPYKTYPbl U CRYXEOHbIX YYeTHbIX

3anucen B cnyxo6e katanora AD

Ansa koppektHon pabotel PYCTOK.VDI Heobxoanmo B AD:

1. Cospgatb CTPYKTYpY:
OU=User Accounts,0OU=Accounts,OU=VDI,dc=vdi,dc=local
OU=Service Accounts,OU=Accounts,OU=VDI,dc=vdi,dc=local
OU=Administrators,OU=Accounts,OU=VDI,dc=vdi,dc=local
OU=Computers,0OU=VDI,dc=vdi,dc=local

roe dc=vdi,dc=local 3aMmeHUTbL Ha CBOM A OMEH.

2. B OU=Administrators co3gaTb nonb3osaTtens adminvdi ¢ NOAHbIMK
npaBamu Ha OU=VDI,dc=vdi,dc=local, npaBamu BBOAa B AOMEH

KOMIMbIOTEPOB U nonb3oBaTeNen.

3. B OU=Service Accounts co3gaTb nonb3oBartensa django-agent ¢
npaBamu YyTeHmnsa Ha OU=VDI,dc=vdi,dc=local Bcex nonb3oBarenemn

[IOMeHa.
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@J NoAroTOBKA BHELHEN BA3bl
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5 MMoarotroBKa BHeLWHeWU 6a3bl

(1) JaHHbIN NYHKT HE0OX0AMM TOJIbLKO B crnyyae Tuna ycTtaHOBKU 6asbl

— BHeluHASA.
MopaepxuBatoTcsa Tonbko 6a3bl AaHHbIX postgres cTape 14 Bepcum.

Heobxoanmo co3paTtb nonb3oBatens vdi n yctaHoBUTL eMy naponb. Co3gatb
6a3y gaHHbIx vdi_db un BbligaTb nonb3oBaTento vdi NonHble NpaBa Ha 3Ty 6aay

NaHHbIX.

B danne ph_hba.conf Heob6xoamMmo paspelwnTb 4OCTYNbI MO AOrMHY U NApOorto
ansa scex agpecos mawunH PYCTOK.VDI (Bkntoyas MallmHbl C TUNOM

WMHCTannaumm broker).
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YCTAHOBKA NMAHENW YNPABJIEHUA U BPOKEPA PYCTIK.VDI YHEPE3 WEB-UHCTAINIATOP

6 YcTaHoBKa naHenu ynpasneHus U bpokepa

PYCTOK.VDI yepe3s web-uHcrtannartop

[ns BbINONHEHNA NepBOHaYanbHOM YCTAHOBKU U HACTPOWKKU NaHeNnu

ynpaBneHus n 6pokepa TpebyeTtca oTKpbITb BEG-Opay3ep n BBECTU CreayoLmnn

agpec B agpecHoW CTPOKe:

http://AAPEC_MALLUHbI:8080.

lMocne ycnewHoro 3anycka Ha akpaHe 6yaeT npeacTasnieH nHtepdenc

YCTaHOBKW WU HACTPOWMKM NaHenu ynpasneHus n épokepa (PucyHok 1).

HacTpoiku nHctanaumm
Twn uctanayum

Maxens v Bpokep

Anpec xocTa

10.10.18 248

Jlomen
DNS-umA naHenu (ONLMoHansHo)

DNS-umna Gpokepa (onyroHansHo)

HacTpoiikn 6a3bl faHHbIX

YcraHoeka Dasbl

C nHcTanaumnei

HacTtpoiikn PYCT3K
Anpec

lMonb3oBaTens

Mapone

PucyHok 1 — dopma yCTaHOBKM U HACTPOWKM NaHENW yrnpaBrieHnsa n 6pokepa.

MeHto YCTAaHOBKU NaHeN N ynpasrieHna 1 6p0|<epa coaepXut crneagywwine

rpynnbl HACTPOEK:
e HacTpoiika nHcTannauum

e HacTtponka 6a3bl gaHHbIX
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YCTAHOBKA NMAHENW YNPABJIEHUA U BPOKEPA PYCTIK.VDI YHEPE3 WEB-UHCTAINIATOP

e Hactponka PYCT3K
e Hactponka AD
e HacTtponka ceptucumkaToB

e HacTtponka cucrtemsl.

6.1 Hactpouka uHcTannauum

HacTpoWku uHctannauum

Tun uctansaummn

[ MaHenb 1 Gpokep

Apnpec xocTa

10.10.18.235

OomeH

DNS-uma naHenwu (onuvoHansHo)

DNS-ums 6pokepa (OnumuoHankLHo)

PucyHok 2 — ®opma HacTponka MHCTansaumMm

MosicHeHus no 3anonHeHno popMbl «HacTponka nHctannaumm» (PucyHok 2):

e Twun nHcTannAuuKM — Bbl6paTb B pacCKpbiBaoLwemMcsa CrnMcke Tun

MHCTannAauunn. ﬂ,OCTyI’IHbI TP TUNa NMHCTaNNAUnn:

o MMaHenb n 6pokep
o MaHenb

o bpokep

e Appec xocTta — agpec XoCTa aBTOMAaTUYECKN 3anosiHAETCs C

ncrnonb3oBaHvem IPv4 - agpeca Tekywen mawmvHbel. Ecnn y mawumHbl

ecTb DNS-unms (uomeHHoe I/IMFI), Bbl TAKXXE MOXeTe BBECTU €I0 B

COOTBETCTBYHOLLEE MOJIE.
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@J YCTAHOBKA NMAHENW YNPABJIEHUA U BPOKEPA PYCTIK.VDI YHEPE3 WEB-UHCTAINIATOP
PYCM3H

e [JlomMeH — 3agaTb JOMEH, KOTOprI7I 6y,qu npegcrasiieH KOHTPOJS1iepom

JOMeEHa.

e DNS umMs naHenu — yCTaHOBUTb IOMEHHOE UMS ONS NaHenm
ynpasneHus. 3To UMS UCMONb3yeTcs NpY Co3aaHnM cepTudurkaTa ans
obecneyeHunss 6e3onacHoro coeaMHeHNs ¢ NaHernblo. [lJaHHas HacTpoKka
[OCTYMHa TONbKO Npu BbiGope Tuna uHctannsuum «lMaHenb n 6pokep»

nnu «lMaHenby.

e DNS mnmsa 6pokepa — yCTaHOBUTb JOMEHHOE UMs ANist Bpokepa. ITo Mms
ncnonb3yeTcs Npu co3gaHnm ceptTudunkaTa ana obecnedeHms
Be3onacHoro coeanHeHus ¢ 6pokepom. [laHHaa HacTporKka AOCTynHa
TONbKO Npu Bbibope Tnna nHctannauumn «MaHens n 6pokep»

nnu «bpokep».

e Appec MHcTannsauuu nadHenu VDI — ykasaTb agpec yCTaHOBMEHHON
paHee naHenu ynpaeneHus. (!)JaHHas HacTpolika A4OCTyrNHa TOMbKO Npw

TUNe nHcTannaumm «bpokepy.

«lMaHernb n Bpokep» - 3TO CTaHAAPTHLIN U peKOMeHOyeMbIN TUN MHcTannsaumm!

6.2 Hactpouka 6a3bl JaHHbIX

HacTpo#ku 6a3bl AaHHbIX

YcraHoBKa 0asb

BHelwHAA v
Apnpec

Mopt

Monb3oBarens

Maponb

PucyHok 3 — ®opma HacTponka 6a3bl JaHHbIX
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@J YCTAHOBKA NMAHENW YNPABJIEHUA U BPOKEPA PYCTIK.VDI YHEPE3 WEB-UHCTAINIATOP
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MosAcHeHuns no 3anonHeHnto opMbl «HacTponka 6a3bl gaHHbIX» (PUcyHOK 3):

e YcTaHOBKa 6a3bl — Bbl6paTb B pacKpblBakoLWeMCA CMINCKEe MeTOo,

YyCTaHOBKM U NOAKMYeHMs K 6a3e gaHHbIX. [JocTynHO ABa Tuna:

o C uHcTannauuen — Npu BbIBOPE 3TOM HACTPOMKK Basa AaHHbIX
6yaeT passepHyTa BHyTpU cuctemsl VDI. [ansHenwee AencTBUS
MO HacTpowke n o6HOBNEHMIO Ba3bl AaHHbIX 6yaQyT BbINONHATLCSA

aBTOMaTn4eCkn BO BpeMA yCTaHOBKA OOHOBMEHNN.

o BHewHasa — B cnyyae Bbibopa aTom HacTporiku, notpebyeTcs
ykasaTb JaHHble AN NOAKMHYEHUS K BHELWWHe 6a3e aaHHbIX. [Mpu
3TOM B 3aBMCMMOCTM OT TUMNa MHCTanNnsauuKn, notpebyeTcs

CaMOCTOATENbHO HacTpamBaTb U OOHOBNATL Ba3y AaHHbIX.
e Apapec — 3agatb agpec ucnosnbdyemon b.
e [lopT — 3agaTb nopT ncnonbsyemon b[.
e [lonb3oBartenb — 3agaTb MMA cneymanbHoro nonb3osatens VDI.

¢ [Maponb — 3agatb Naponb OT crneunansHoro nonb3osatens VDI.

6.3 Hactpouka PYCTOIK

HacTtpouiku PYCTIK
Aapec

MNonb3oBartenb
Maponb
MpoexT

admin

[omeH

default

CA Ceptudpukar

BbiGepuTe hann | daiin He BoiOpaH

PucyHok 4 — ®opma «Hactponka PYCT3IK»
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MosicHeHnst no 3anonHeHnto opmbl «HacTtponka PYCTOK» (PucyHok 4):
e Appec — 3agatb agpec naHenu ynpasneHna PYCTOIK.

o [lonb3oBartenb — 3a4aTb MMs NONb30BaTENS C NOSIHbIMKY NpaBamMn B
cucteme PYCTOK.

e [Maponb — 3agaTb Naposnb OT Nonb3oBaTens.

e [poeKkT — naHHOe nore 3anofHMTCA aBTOMaTUYECKM CTaHAaPTHbLIM
MMeHEeM KOPHEBOro npoekTa. Takke MOXHO UCMOoMb30BaTh APYroe MMs

npoekTa B AaHHOM Morie.

e [lomMeH — faHHOEe nore 3anofHUTCA aBTOMaTUYeCKN CTaHOaPTHbIM
nMmeHeM gomeHa. MoxHO ncnonb3oBaTb Apyroe UMs JoOMeHa B JaHHOM

none.

e CA Ceptudmkar — nogrpysntb kopHeBon ceptudumkat CA PYCTOK.
CA-cepTundmkaT ucnonb3yeTcs Ansi NPOBEPKM NOANMMHHOCTHU
LWMdpoBaHNS AaHHbIX B cucteme. [ns nony4yeHns gaHHOro
cepTudmkata Heobxoanumo ckavaTtb ero ¢ ogHoro u3 xoctos PYCT3K no

nyTun /etc/ssl/rustack _ca/certs/rootCA.crt.

6.4 Hactpowmka AD

MosicHeHus no 3anonHeHuo popmbl «HacTporka AD» (PyucyHok 5):
e Appec — 3agatb agpec Active Directory. [lJomkeH HaunHaTbCa ¢ ldap;//.

e dunbTp Nnonb3oBaTenen — no ymonyaHus, ounbTp NonNb3oBaTenen
3anosiHeH B COOTBETCTBMN CO CTaHgapTHoW HacTponkon AD gna VDI.
OTOT PUnbTp onpeenseT ycrnoBus, MO KOTOPbIM nofib3oBaTenu oyayT

Bbl6paHbI B CUCTemMe.

e DdunbTp rpynn — Mo yMON4yaHuto, punbTp rpynn 3anosiHeH B
COOTBETCTBUM CO CTaHgapTHOM HacTporkon AD gns VDI. 3toT hmunbtp
onpeaensieT ycrosusi, N0 KOTOPOM rpynnbl Nofib3oBartenen byayt

Bbl6paHbI 1 NCMNOJIb30BaHbI B CUCTEME.
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PYCM3H

¢ DN nonb3oBaTeneun — 3arnofiHEHO aBTOMaTUYECKMN B COOTBETCTBUN CO
cTanHgapTHoun HacTpoukon AD ansa VDI, 3T1o nyTb go rpynn ¢

nonb3oBaTendamMu.

HacTtponku AD
Appec

DUNLTP nonb3oBaTenen
(&(objectClass=user)(!(userAccountControl:1.2.840.113556.1.4.803:=2)))
PunLTp rpynn

(objectClass=group)

DN nons3oBatenen

OU=User Accounts,OU=Accounts, OU=VDI ,dc=vdi,dc=local

DN agMWUHWCTpaTopoB

OU=Administrators, OU=Accounts,OU=VDI,dc=vdi,dc=local

MNonb3oBartenb

MNaponb

PucyHok 5 - dopma «Hactporka AD»

e DN agMMHUCTPATOPOB — 3arOfIHEHO MO YMOSYaHMIO B COOTBETCTBUN CO
cTangapTHoun HacTpoukon AD ansa VDI. 3T1o nyTb 4o rpynn c

agMUHUCTpaToOpaMu.
¢ [lonb3oBartenb — 3aaTb UMsI CEPBMUCHOro nosib3osartens ans VDI.

¢ [Maponb — 3agaTb Naponb cepBMCHOro nonb3oBatens ans VDI,
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6.5 Hactpowuka ceptudukarton

Hactponku ceptucpmkatoB

HacTpoiku ueHTpa ceptudpmnkaumnmn

[ [NpoMeKy TOYHBIN V]

NMoanuceb npomexyTtouHoro CA

CkavaTb 3anpoc Ha negnuce CA

Mognucanbin CA cepTudpukar

Beibepute chaiin | ®aiin He BbIBpaH

Ma Tpomen  ep w@ess s Lpoaspa

PucyHok 6

dopma «HacTporika cepTnudmkaToB»

MoacHeHus no 3anonHeHunto opmbl «HacTponka ceptudumkato» (PUCyHOK 6):

e HacTtpouka ueHTpa ceptudmkaumm — BoibpaTb B pacKpbiBaOLLEMCS

Crncke tmn HaCTpOIZKM UeHTpa CepTI/I(*)I/IKaLl,I/II/IZ

o KopHeBou — npu BbIbOpe gaHHOro TMNa Anga LeHTpa
cepTudukauum, He TpebyeTcs NCNONb30BaHWE APYroro LeHTpa
cepTudumkaumm gna nognucu ceptugukaTos. B aTom cnydae
LEeHTp cepTudukaumm caMmoCToATENbHO reHepupyeT U

noanvcbiBaeTt CepTI/I(*)VIKaTbI.

o [pomexyTouHbIn — npu Bolbope Tvna NMpomMeXyTouHbIN ANng

LeHTpa cepTudUnkaunm HeobxoAMMO BbINOMHUTL Creayowmne
waru:

e Ckayvatb 3anpoc Ha nognucb CA, HaXxxaB Ha KHOMKY

«Ckayartb 3anpoc Ha nognucb CA».
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e lcnonb3ys LeHTp cepTudmKaLmm co3aatb KOPHEBOM

cepTudukar.

e 3arpys3uTb ero B none «lMognucanHein CA

cepTuukaTy.

[aHHas rpynna gocTtynHa npv Tune nHctannsumm «MaHens n 6pokep» mnm

«MNaHenby.

e HacTtpouka cepTucpukaToB 6pokepa — 4OCTYMHO TONbKO Npu Bblbope

TMNa nHcTannaumm «bpokep» (PucyHok 7). BkntovaeT cneayowme nons:

HacTpo#ku ceptucdukatoB
Ha Tposss ewT DA (0P edes sume

Nognecs nposesytowmoro (A

. e - -,

-— e b ——

o g, e > T - -

HacTtpoiku ceptudcdmrkata 6pokepa

VDI CA ceptucbmkar

BbibepuTe cain |Paiin He BbiGpaH

CepTtudhukar 6pokepa

BribepuTte thann |Pann He BelbpaH

MpuBaTHbI KN4 Gpokepa

BulGepuTe dhaiin |Paiin He BeiGpaH

PucyHok 7 - ®opma «HacTtporika cepTudgukaToB bpokepar

o VDI CA Ceptudmkat — 3arpy3ntb pann ¢ MallnHbl Ha KOTOPOW
ycTaHoBreHa naHenb ynpasneHus VDI, ®ann MOXXHO HanTu no

nyTn /var/run/rustack/vdi/ca/ca.crt.

o Ceptudukar 6pokepa — 3arpy3unTb pann ceptudukaTa,
CreHepupoBaHHbIA LEHTPOM CepTUdPUKaLINKN C FOSTOBHOWN
nHctannaumm VDI. IHCTpyKumna no reHepaumm onncaHa B

cekummn CeHepaumns AONOAHUTENBHbBIX CEPTUUNKATOB.
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o Knrouy 6pokepa — 3arpy3uTb dparnn NnpuBaTHOroO Knroya,
CreHepMpOBaHHbIN LIEHTPOM cepTudumkaLmm ¢ ronoBHOM
nHctannaumm VDI. HCTpyKumMa no reHepaumm onvcaHa B cekumm

CeHepauuns AONONHUTENBHbLIX CEPTURUNKATOB.

6.6 Hactpouka cucrtemsbl

HacTponku cuctembl

Cynep-nonb3oBaTtenb
vdi-admin

Maponk cynep-nons3oBartens

UUID naHenwu
a133b66d-2594-46e3-b7c4-71d67chb6h186
UUID 6pokepa
78fdaB84e-ac21-431b-b2aa-4df78e836f3c

PucyHok 8 - dopma «HacTtponka cuctembl»

MosicHeHus no 3anonHeHnto popMbl «HacTponka cuctembl» (PucyHok 8):

e Cynepnonb3oBaTternb — 3a4aTb UMSA Cyneprnonb3oBaTensi, KOTOpbIv
GyneT co3gaH ans paboTbl ¢ NaHenbo agMMHUcTpaTtopa django(aaHHbIn

nonb3oBaTesib He CBA3aH C Y4ETHbIMM 3anuncamm B AD).

e [aponb cynepnonb3oBaTens — 3a4aTb Naposib Cynepnonb3oBaTens,
KOTopbI OyaeT co3aaH Ans paboTbl C NaHenbio agMUHUCTpaTopa

django.

e UUID naHenu — 3agaTb YHUKalbHbLIM MOEHTUMUKATOP NaHenn, no
yMOn4aHuto 3anonHeH cnyvariieim UUID. MoxeT 6bITb ntobon
YHUKanbHOW CTpoKoun. [laHHOe none JOCTYMHO Npu TUNe MHCTansaumm

«MaHenb 1 6pokep» nnu «MNaHenb».

e UUID 6pokepa — 3agaTb yHUKanbHbIN naeHTudukatop 6pokepa, no

yMOn4aHuio 3anornHeH cnyvarHbiM UUID. MoxeT 6bITb ntobon
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YHUKanNbHOW CTpoKoW. [laHHOe none JOCTYMHO Npu TUMNe MHCTannaumm

«bpokep».

6.7 MeHepauusi AONONHUTENbHbIX cepTUcUKaToB
[ns reHepaumm OONONHUTENbHBLIX cepTudgmkaToB 6pokepoB HEOOGX0AMMO
BbIMOJNTHNTb CreAyLuine waru:

e [logknounTbCs K MalUNHE, Ha KOTOpOIZ yCTaHOBJ1E€HA NaHesb

ynpasneHus VDI.

e 3anyctutb crieayoLlyo KomaHay:

lopt/rustack/vdi/installer/.venv/bin/python

lopt/rustack/vdi/installer/vdi_installer/scripts/gen_broker_cert.py

e CnepoBaTb MHCTPYKUMNAM, KOTOpPbIE NMOABATCA B TEPMUHArE.

e [locne 3aBepLueHns NpoLiecca reHepaummn cepTudukaTsl Ans 6pokepoB

6y,u,yT co34aHbl N TOTOBbI K NCMOJIb3OBAHUIO.

6.8 lNpouecc ycTaHOBKMU

Mocne ycrnewHoro 3anofHeHus Bcex HeobxoaumbIx rnoren Ansi BelopaHHOro
TUMNa MHCTaNNAUUN - BbIMONHUTL CNeayowme Wwarn ans saBepLueHns npouecca

YCTaHOBKMU:
e [lpoBepuTb NPaBUNbHOCTL 3aNONIHEHNSI BCEX MONEN Ha CTpaHuLy.
e HaxaTtb Ha KHOMKy «HavyaTb ycTaHOBKY».

e [lpocneanTb 3a cTaTycoM ycTaHOBKU. Ecnn nponsonget owmnbka,

WHCTannsaTop yBe4OMUT O BO3HUKLLEN Npobreme.
e HaxaTb Ha KHOMKy «3aKpbITb» N0 3aBEPLUEHNM YCTaHOBKMU.
lMocne ycTaHOBKM NaHenb ynpasneHust u 6pokep 6yayT 4OCTYMNHbI NO agpecy:
https://AQPEC_MALUUHDbI.

[anee Heo6xo4MMO NOArPY3nNTb areHTbl B NaHeNb ynpasneHus anga paboTbl ¢
BM u knneHTtckue obpasbl B nnatgpopmy PYCTIK.
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[na nobaBneHns ycTaHOBOYHOro panna areHta tpebyeTtcs:
e [lepentn B naHensb ynpasnexHus PYCTOIK.VDI;
e BuibpaTtb OC B pasgene meHio HacTponku - AreHTbil;

e B okHe Bepcum areHToB HaxaTb kHoOMNky CosgaThb(kpacHast cTpernka Ha

pUcyHke 9);

e B otkpbiBwenca hopme [lobaBneHne Bepcum areHTa BbiIbpaTb HYXXHbIN

YCTaHOBOYHbIV (pann areHTa, HaxkaB Ha KHOMKy BblopaTb dann,;

Ona Linux: HammeHoBaHWe nHcTannstopa gOMmkHO 6biTb B hopmaTte — Agent-

linux-x.x.x.tar.gz, rge x.x.x — HoMep Bepcuun nHctannsatopa Linux.

[Ons Windows: HanmeHoBaHue nHcTannatopa 4OMMKHO ObiTb B hopmate —
Agent-windows-X.X.X.X.exe, rae X.X.X.Xx — HOMep BEpCUM NHCTannATopa

Windows.

e [locne 3arpy3ku ycTaHOBOYHOro gpanna, Heobxoanmo 3anofHUTb

ocCTaBLUMnecsd nonsd B cbopme Do6aBneHune BepCcuun areHTa,

e HaxaTb kHoMKy [lo6aBUTb.

= PYCM3H VDI 0 ADMIN -
= Ny v
Arewtol (0C) BepcHH areHTon
= Cepoepu - —
Z+ E N oo+ ¥ W
& Cecon
M it aBNEHHE BEPCHH AreHTa E [ara wosersrin
= T -
At b x 05 T nss 08072023 01:59
- YNETHEIE 3ANUCKH v
Agtralinas Astra Linux 05
=
e CratwcTiea - .
a2l B Daik Fustack_vel_agent:2 01.0.0-cetup exe
B8 o e Witz 11 Windows 1105
AOGANMTE OTMEHA
O HacTpoRkm ~ Windows 8.1 Windows 81 05 -
ATEHTEl
KOMETIHTE

PucyHok 9 — [lo6aBneHne Bepcumn areHTa
Ona pobasneHus knneHtckoro obpasa B nnatgopmy PYCTIK Heobxoanmo:

e [lepentn B naHenb ynpasneHus nnatgopmon PYCTIK;
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e [lepenTtn B nogpasnen Obpasbl pasgena Konuu un ob6pasbil;
e HaxaTtb kHonky Co3paaTb o6pa3 Ha naHenn NHCTPYMEHTOB;

e B otkpbiBwenca popme Co3pgaHue obpasa BuiOpaTb dopmaTt gmcka raw

nnn QCOW2 B pacCKpblBalOLLEMCA CIMUCKE N 3amnoJIHNTb OCTaBLUNECA NOJIA,;

Mone Uma OC pgomxHo coBnagaTb ¢ Havyanom umeHn OC, ykazaHHOro B
naHenu ynpasneHua PYCTOK.VDI B pasgene HacTpouku - AreHTbl -

AreHTbI(OC) 1 4OMKHO COOTBETCTBOBATL CrEAYHOLMM BapnaHTam:
e AltLinux
e AstralLinux
e Windows 10
e Windows 11

e \Windows 8.1

e HaxaTtb kHonky Co3paTh.

MoopobHee o 3anonHeHun popmbl Co3gaHne obpasa npuBeaeHo
B «PykoBoacTtBe nonb3oBatensa» no nnartgpopme suptyanusaumm PYCTOIK.
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q ia PEKOMEHOALINM
~J
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7 PekomeHpauuu

e [Ins KNUEHTCKUX BMPTYyalibHbIX MallMH pekoMeHOyeTCA UCMOoJIb30BaTb

anckoBble 0akeHAbl Ha ocHoBe OCFS2.

e [Ins ycKopeHusi co3aaHust BUpTYyarnbHbIX MallUH pekoMeHayeTCs

ncnonb3oBatb Image Cache B guckoBom 6akeHae.

e B cny4yae ncnonb3oBaHust Heckonbknx LUN (normyeckmx 6504HbIX
YCTPOWCTB) B JUCKOBOM TUMNE AS18 KNMEHTCKUX BUPTYaribHbIX MaLUWH, TO
pekoMeHayeTCcs UCnonb3oBaTb NONUTUKY BanaHCMPOBKM MO KONMYECTBY

[VCKOB.
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TEPMWHbI U COKPALLEHUA

TepMUHbI N COKpaLLueHUsA

TepmuH / OnpepeneHne

COKpalleHue

B Basa gaHHbIX

Bpokep MporpammHoe obecneyeHne, BbINOMHAKOLWEE (DYHKLMM CBA3YIOLLENO
3BeHa Mexay KNMeHTOM 1 CepBepoM, OTBeYaloLLiee 3a aBTopu3aumio
nons3osarenem

BM BupTyanbHas mawmvHa

HowmeH Homen B Microsoft Active Directory (AD)

OoC OnepauunoHHas cuctema

Mnatdpopma Poccuiickas cepucHas nnatdopma BUpTyanu3aumy Ans co3gaHns u

BMpTYyanuaaumm ynpasneHus UT-nHdppactpyktypor, cosgaHHad OO0 "PYCT3K"

PYCTOK

rno MporpammHoe obecneyeHne

Ceccus Bpewmsi ceaHca ¢ MOMeHTa NOAKINIOYEHNS Nonb3oBaTens K
nHdpacTpyktype VDI 40 MOMEHTa OTKNIOYEHNS

cyb[f Cwuctema ynpasneHus 6a3amu gaHHbIX, COBOKYNHOCTb MPOrPaMMHbIX U

TNIMHIBUCTUYECKNX CPEACTB O6LLIEro NN crneumnanbHOro HasHavyeHus,
obecneunBatoLLMX co3faHune, ynpasneHue n ucronb3oBaHue 6a3
OaHHbIX.

CYB[ pomkHa obecneyvmBaTbh 6€30NaCHOCTb, HAAEXHOCTb XPAHEHUS U
LEeNIOCTHOCTb AaHHbIX, a TakXe npeaocTaBnATb cpeacTea

aAMUHUCTPUpOBaHUA 0a3bl AaHHbIX

Active Directory unu

AD

Cnyxba ayTeHTUdUKauumn n ngeHTudukauum Ha 6ase LDAP (cnyxba
kaTanoroB) komnaHun Microsoft. AD no3sonseT 06beaUHNTb
pasnuyHble 06BLEKTbI CETU (KOMMbIOTEPDI, CEPBEPDI, MPUHTEPHI,
pasnuyHble CepBUCHI) B €QUHYI0 CUCTEMY, BbICTYNaeT B ponuv Katanora
Ons xpaHeHusa nHdopmaumm o nonb3oartensx, MK, cepsepax, ceTeBbIX

1 nepudepuinHbIX yCTPOnCcTBax

Certificate Authority

mnu CA

CA-cepTndukaT ncnonb3yeTcs A4S NPOBEPKM NOASIMHHOCTU U
LeNTOCTHOCTM UHpopMaLnn, coaepxaLlencs B UMdpoBbIX

cepTudmkaTax
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DHCP Random Access Memory — 3anomMuHatoLlee yCTPONCTBO C
NPOU3BOSIbHLIM JOCTYNOM — OOUH U3 BUAOB NaMATU KOMMbOTEPA,
NO3BONSAIOLLMIN €ONHOBPEMEHHO NONYYNTb AOCTYN K Nobon syerike
(Bcerga 3a 04HO 1 TO e BPeMs, BHE 3aBUCUMOCTU OT pacnonoxXeHuns)

no eé agpecy Ha vYTeHune nnm sanncb

DN (none3osaTtenen, |Distinguished Name - yHukanbHoe ums, kotopoe ngeHtuduumupyet

aaMunHUCTpaTopoB)  (06beKT B Aepese kaTanoros AD

DNS Domain Name System — cnyx6a JOMEHHbIX UMEH — KOMMbIoTepHast
pacnpegenéHHasa cuctema Ans nonyyYyeHus nHopmaumm o JoMeHax.
Yale Bcero ucnonb3dyetcs Ansa nonyyveHus IP-agpeca no umeHu xocta
(komnblOTEPA MW YCTPONCTBA), NONy4YeHns nHdopmManmm o
MapLUpyTU3auumn noYTsl 1 (Mnu) obcnyxusaroLmx y3nax ans

NPOTOKOJ10B B JOMEHE

Logical Unique Afpec HakonuTens B CETAX XpaHEHUs
Number (LUN)

NFS unu nfs Network File System — npoTokon ceTeBoro goctyna K gannosbim

cucremam

Oracle Cluster File dannosada cuctema, npegHasHavyeHHas ans COBMECTHOro
System 2 (OCFS2) NCMOSb30BaHMS HECKOMNbKMMMK Linux-cuctemamm, 0gHOBPEMEHHO

paGoTaLWUMN C OOHUM U TEM Xe OBLLIUM XpaHUMULLEM

RAM Random Access Memory — 3anomMuHatoLlee yCTPONCTBO C
NPOU3BOJIbHLIM JOCTYNOM — OOUH U3 BUAOB MNaMsATU KOMMbIOTEPA,
Mo3BOMAOLLMIA €4UHOBPEMEHHO NMONYYNTb AOCTYN K MOOON siyerike
(BCcerga 3a 0QHO U TO XXe BpeMsi, BHE 3aBUCUMOCTM OT PacnofioXeHns)

no e€ agpecy Ha YTeHune nnu 3anucb

uuIiD Universally Unique Identifer - yHMkanbHbI UAEHTUUKATOP, KOTOPLIN

npmuceBanBaeTcsa 6p0Kepy 1 naHenu ynpasrieHuA

VDI Virtual Desktop Infrastructure — BupTyanusaums pabo4mx mect
COTPYQHWKOB. TexHomnorns co3gaHusa pabovero ctona nonb3oBaTens Ha
O[OHOW M3 BMPTYyarbHbIX MaLUWH, 3anyLleHHbIX Ha CEPBEPE B LIEHTPE

obpaboTkn ganHbix (LIOde, pata-ueHTpe)
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